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Goal of the study

At the request of the ITU, assess the capability and readiness of stakeholder organisations in the
Pacific Islands to build a sustainable regional Pacific Island CERT capability, based on an analysis of
stakeholder attributes with relevance to security incident response needs in the region.

Background about the study can be found in Appendices A, B and C.

Key findings

This study has examined a range of elements and it is on the basis of these findings that AusCERT
assesses that:

e there is a definite need for a regional Pl CERT capability; and

e there is already an emerging and nascent capability within some stakeholder groups which
can be used as a platform to develop a formal, dedicated and sustainable CERT capability for
the region.

Therefore, it can be concluded that Pl nations are indeed “ready” to develop a regional CERT
capability.

However, stakeholders emphasised that a regional CERT functionality was only one aspect of cyber
security readiness which needs to be developed for Pl nations.

When overall cyber security priorities were being assessed there was a consensus among
stakeholders that there was a greater need for:

a) improving overall reliability and robustness of ICT infrastructure as well as availability to
remote/rural areas of Pl nations

b) Providing training to improve access to appropriately trained and qualified personnel in a
broad range of areas. This includes providing a broad approach to ICT and information and
cyber security training and includes formal tertiary education and industry and vendor
certifications.

c) developing and delivering a cyber security awareness raising program across all levels of
society that is meaningful and relevant to the cultures and values with PI communities.

Additionally some stakeholders also emphasised the importance of:
d) implementing and passing appropriately-worded cybercrime legislation;
e) developing ‘best practice’ guides for telecommunication and Internet service providers;

f) common standards and regulatory frameworks.

Robustness and reliability of main ICT infrastructure

While factors indicate that a regional CERT capability is needed, it should not be done at the expense
of addressing more fundamental security issues such as the need to improve the robustness and
reliability of existing ICT infrastructures and improve availability and affordability of these services
across Pl populations.
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ICT and ICT security training and education

Similarly, a broad approach to ICT security training at all levels was identified as a vital part of
developing a cyber security readiness more generally. This broad approach encompasses:

e general awareness raising campaigns

e formal IT security tertiary and professional courses

o formal professional and industry certifications in areas related to IT and information security
and security management; and

o develop specific “best practice” guides for the telecommunications sector which can be
applied to the particular technological and geographical characteristics of ICT within PI
nations.

Awareness raising programs

Similarly, the need to commence an awareness-raising program was considered vital. But such
programs do not need to be conducted by a CERT.

Awareness raising programs are not formal education or training programs; rather, they are
designed to help all levels of the community understand:

e how ICT, like other infrastructure (such as roads, hospitals, schools etc.), needs to be
maintained and require an ongoing investment to ensure its reliability, security and safety.

e how failure to address ICT security when managing and using ICT systems may harm the
interests of individuals, or, more importantly for many Pl cultures, whole communities.

Some stakeholders emphasised the importance of ensuring that such programs be pitched in ways
that are relevant to, and meaningful for, Pl communities. It was not enough to provide advice about
the need for security or provide simple steps that people with low technical skills could follow.
Rather, it was argued that if an awareness raising program was to be successful, it would need to
address language and cultural differences. It was suggested that messages like “don’t share your
passwords” or “update your anti-virus software because this will help protect your private
information or keep your information secure” may not be sufficient to persuade behavioural change.
For example, it might be more effective to relate consequences to impacts that affect the
community as a whole, rather than to its individuals.

Regional PI CERT readiness assessment

Notwithstanding the aforementioned, sufficient grounds exist to justify the need to support the
development of a regional Pacific Island CERT capability. Ideally, this should be done subsequent to,
or in parallel with addressing the aforementioned cyber security priorities, in particular priorities (b)
and (c).

This assessment is based on the following points:

e there is sufficient ICT infrastructure to support a specialised and dedicated regional CERT
capability;

e there s a high level of use and reliance upon ICT infrastructure to support basic

communications within and beyond the PI nations. Indeed, in some regards, a lack of
reliability of traditional telephony services such as PSTN and mobile communications, has
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increased the dependence and criticality of VOIP (such as Skype) services in the region,
which makes developing a CERT capability more critical;

e there is a high reliance on Internet technologies to support emergency management and
disaster recovery operations for natural disasters. In particular, web, email and Skype
communications have been used and relied upon in these situations. Therefore, ensuring
the integrity and availability of these services becomes a public safety issue as much as a
cyber security issue.

e thereis a noticeable level of cyber attack activity directed at the users and systems of
government, business and home users. Following world wide trends, the level of threat and
attack activity is only likely to increase, not decrease. Moreover, these problems are only
likely to worsen due to deficiencies in the reliability and robustness of infrastructure and
inadequate skill levels among those managing ICT networks and systems at both the
infrastructure level, organisational level and among “home” users. A lack of cybercrime
legislation will also make it even more difficult to investigate and prosecute cybercrimes
which emanate from Pl countries and may make the Pl nations an attractive base for
international crime groups to use as a base from which to launch their cybercrimes. Having
a CERT capability will be important to help mitigate the growing threats and the harm arising
from common cyber attacks;

e inresponse to a perceived need among some stakeholder organisations, a range of activities
have commenced, albeit in an informal and ad hoc way, which include typical CERT-type
services. These include:

0 cyber threat and vulnerability monitoring and advice;
0 incident response;

0 general information sharing about cyber threats;
0 awareness raising; and

0 education and training.

A plan for developing a regional Pacific Island nation CERT capability is outlined on page 18. It is

noteworthy that the plan addresses one of the priorities outlined in the Pacific Regional Digital

Strategy’ to strengthen ICT skills.

ICT Infrastructure

Typically, a CERT provides incident response and information security advice in relation to cyber
threats and vulnerabilities to users and operators of ICT, which includes computer network systems.
Hence developing a CERT capability assumes a certain level of ICT infrastructure, use and
dependence already exists to justify the investment in the CERT capability which is a secondary and
specialised support service to ICT.

To fully assess the capability and readiness of Pacific Island communities to establish a regional
CERT, it is necessary to look at current levels of development and maturity of online,
telecommunications and Internet infrastructure among the various Pacific Island (Pl) nations, which
includes PSTN, mobile and packet-switched technologies and associated services. It is also useful to
assess the degree to which these systems and services are used by different interests within Pl
nations and are critical to government, critical infrastructures, other industries/businesses and
ordinary users.

! http://www.forumsec.org.fj/UserFiles/File/Regional_Digital_Strategy.pdf
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ICT in the Pl nations covers technologies such as public switched telephone network (PSTN), mobile,
packet-switched network providers, domain name registrations and management of ccTLD servers.
Due to the geographic separation of many of the Pl nations and their respective islands, access to
remote networks and infrastructure relies predominantly on satellite technology. Within major
island population centres a combination of fibre optic cable and satellite is used, such as on Fiji’s
largest island and in the Cook Islands which provides local connectivity through a fibre optic ring
around Rarotonga.

Internet

The majority of communications into and from PI nations is dependent on satellite communications.
For example, using satellite technology, RICS (Pacific Rural Internet Connectivity System) provides a
low-cost, reliable and easy-to-use access for Pacific rural and remote communities to connect to the
Internet.

The proposed South Pacific Information Network (SPIN) uses sub-marine fibre optic cables to
connect Papua New Guinea, Solomon Islands, Vanuatu, New Caledonia, Fiji, Wallis and Futuna,
Samoa, American Samoa, Tonga, Niue, Cook Islands and French Polynesia.

Fiji is the only country with two sub-marine cables, which provide an important level of link
redundancy for Fiji. These are operated by Southern Cross Cables Network and connect to Australia
and Hawaii, USA.> However, true redundancy does not exist as both links connect to a single Fintel
router upon reaching landfall within Suva. On occasion, this has created robustness and reliability
issues and has also restricted the capacity of the links to the capacity of the device.

The University of the South Pacific (USP) manages USPNet, .FJ ccTLD and provides a mirror for one of
the root DNS servers (F).

Voice services

Interestingly, PSTN services are quite limited throughout Pl nations and SOPAC reported that only
about 10% of the population has access to a conventional landline telephone.

Mobile telephone communications throughout Pl nations comprises mostly 2G technology; with
some 3G capacity recently being introduced in Suva, Fiji which provides the ability to access the
Internet (data such as email, files and web sites) over mobile networks (using GPRS). About 60-70%
of the population has their own mobile telephone in Pl nations and hence is more critical provider of
voice telephony than is the traditional PSTN. Note that mobile telephone ownership and usage
varies among PI nations; for example Fiji has about 70% mobile telephone usage and Tonga about
50%.

A number of stakeholders reported that there was heavy reliance on the Internet based Skype for
both ordinary and emergency service communications. Skype is an affordable form of voice over IP
communications which uses packet switched networks via ISDN, ADSL or DSL. Reliance on Skype is
due to reports that neither the PSTN nor even the more popular mobile networks provided a
sufficient level of reliability. Undoubtedly the affordability of Skype communications is a factor in its
favour and its widespread popularity among those who have access to “Internet” services.

? http://www.southerncrosscables.com/public/Network/default.cfm
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Regulation

In some cases ‘regulation’ issues undermined the delivery of affordable, robust and reliable
communications. For example it was alleged that a number of Pl nations ban the use of Skype as it
was perceived to undermine the revenue from voice services of the telecommunication providers
(mobile and PSTN); or if it was not “banned” the telecommunication providers blocked Skype traffic
or put in delays in the priority given to Skype traffic which erodes the quality of service (QoS) when it
passes over its network. Voice traffic is extremely sensitive to both jitter and latency and to provide
a reliable VOIP service sometimes it may be necessary to give priority to VOIP traffic compared to
other types of internet traffic such as web and email.

It was also reported that in many cases the regulator and the telecommunication providers were
one and the same organisation, which may, from time to time, create a conflict of interest if the
provider was “for profit” and the ability of local Pl communities to access reliable, and affordable ICT
services — whether voice (VOIP, PSTN and/or mobile) or data (Internet).

It is estimated that about 30% of the Pl population only has access to broadband services at home.
Due to the investment of particular Pl governments, the residents of some PI nations, such as New
Caledonia, enjoy extremely high rates of broadband access — in the upper end of the 9o™ percentile;
whereas other Pl nations have no direct broadband access for its citizens.

Internet services include a mix of broadband from telecommunication providers and ISPs and
“wireless” broadband services through the use of WiMax technology. “Broadband” capacity is
relatively small by some international standards with a typical capacity of around 128Kbps.
Broadband services are predominantly used by business and government as these organisations
need greater capacity and are more able to afford them. Home users tend to rely on dial-up services
where connectivity to the PSTN is available. Broadband services are also subject to reliability and
robustness issues, including, but not limited to the availability of power supplies which are needed
to access the service.

Only a few Pl nations have more than one ISP or telecommunications provider which means that in
most cases there is neither competition nor redundancy in the communications technology. Fiji has
the most redundancy and competition with three ISPs/telecommunication providers — Connect,
Kidanet and Unwired (which provides wireless broadband only). Tonga has two ISPs — one
government and one privately owned. A lack of competition and a widely dispersed population base,
including across sea terrain, and low user base all contribute to a high cost of delivery and high cost
to access. Broadband is not affordable to many and in some PI countries can be as high as $2,000
(Fiji dollars) per month.

Some stakeholders argued that due to the unique challenges associated with the cost of building ICT
infrastructure in remote parts of Pl nations, which includes about 80% of the population,
‘competitive’ and ‘profit-orientated’ models were not necessarily sustainable in the vast majority of
cases. Rather providing robust and reliable infrastructure for remote areas could be best achieved
through a non-competitive and not-for-profit approach. Some PI countries are just too small to
support a competitive or profit-orientated model, which means that no ICT services are provided at
all.

E-government services are being actively developed in places like Fiji, the Cook Islands, Niue and
Samoa and the provision of e-government services is seen as a cost effective way for national
governments to deliver services to its population. While most services are static, such as access to
information and forms, in time it is planned to provide more interactive services which allow access
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to personal and private information, such as e-health and e-tax. These latter services carry greater
levels of risk and require greater levels of security.

The table below identifies who manages the ccTLDs, including registering domains within these
ccTLDs, for a number of Pl nations.

Country ccTLD Managers
Cook Islands .CK Telecom Cook Islands Ltd
Fiji .FJ University of South Pacific
Kiribati Ki Ministry of Communications, Transport and Tourism

Development

Nauru .NR CENPAC NET

Niue .NU Internet Users Society

New Caledonia .NC Office des Postes et Telecommunications

Samoa WS Government of Samoa Ministry of Foreign Affairs
Solomon Islands .SB Solomon Telekom Company Limited

Tonga T0 Government of the Kingdom of Tonga

H.R.H. Crown Prince Tupouto'a
c/o Consulate of Tonga

Tokelau .TK Telecommunication Tokelau Corporation (Teletok)

Vanuatu VU Telecom Vanuatu Limited

Table 1 - Country Code Top Level Domain (ccTLD) Overview

Cyber threats affecting Pacific Island nations

Assessing the need for CERT services and resources in particular relates to the level of cyber network
attacks being directed at Pl networks and systems (whether detected or not). A low level of
network security monitoring and maturity may distort or underestimate the real level of attack
activity affecting, or emanating from, Pl nations generally and Pl organisations and systems
specifically. The information contained here is based on information provided by stakeholders.

The types of attacks seen targeting Pl nations are, as would be expected, similar to those targeting
users of Internet-connected systems in many other areas around the world. Phishing, SSH (secure
shell) brute force attacks and malicious software (malware), in particular, was identified as a major
problem. Some other attacks, such as telephone number hijacking which caused major disruptions
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to the Cook Island PSTN telephony network and an estimated loss of over USD$100,000, in just four
hours® are less common elsewhere.

Stakeholders identified particular instances of attacks that caused major disruption to local
businesses and even to a single whole Pl nation. In one case, it was reported that the Marshall
Island telecommunication network experienced a DDOS attack which resulted in the loss of all
external email capabilities for two days. In this case it was speculated that the impact of the attack
may have been more effectively mitigated by improved knowledge of network configurations and
traffic filtering.

Both server-side and client-side attacks have been reported. For example, SSH (secure shell) which
provides remote encrypted connectivity to a server’s console, is often attacked by exploiting known
software vulnerabilities on the server or brute forcing SSH certificates or passwords to gain access.

There have been some successful attempts to modify the tables in local DNS servers, a technique
known as “poisoning”. This causes a domino effect in security terms and has the potential to affect
large sections of the population with Internet connectivity. Not only is integrity of data on the server
compromised but any client using the DNS server to resolve hostnames is affected and could be
directed to malicious and fake websites used to infect machines or steal information.

On the client-side, phishing attacks are common and are directed towards Westpac, ANZ and
Colonial customers of locally-based Australian banks within Pl nations and have the potential to
capture and compromise the usernames and passwords of Pl residents and citizens. Stakeholders
report that phishing attacks are commonly directed at Pl internet users. For example,
www.oyster.net.ck recently issued a warning about a phishing scam targeting its customers, which
sought to steal user name and passwords of its customers. If successful, the attackers could access
victim’s email accounts, impersonate victims online and steal their personal information.

Social engineering, such as the well-known “Nigerian scams” (also known as 419 scams) are
common. In Australia, the financial losses incurred by victims of these attacks are in the order of
hundreds of millions of dollars per annum. It is likely there will be a proportion of the local
population that will also fall victim to these types of attacks.

“Organised” crime groups are behind most malware attacks and malware can no longer be regarded
as just a nuisance. Rather computers successfully compromised by malware are typically
“harvested” for any personal and financial information of value which can be used for illicit financial
gain, including identity fraud. Compromised computers are often used as part of a criminal’s
network of computers which are used to support a variety of other attacks on the Internet, locally or
globally. It is likely that the same criminal groups that systematically target other Internet users
around the world are also targeting local Pl users.

These crime groups are said to be “organised” because the level of sophistication in the malware
being used often allows the criminals to maintain control over compromised computers for
considerable time and without detection and use the computers in a variety of ways which support a
number of criminal “business lines”. The sophistication of the malware also means that a large
number of malware variants contain “root-kits” which make detecting the malware difficult and
attempting to clean or remove the malware a highly challenging task.

* Island Business, “Pacific telephone fraud victims get ITU sympathy”,
http://www.islandsbusiness.com/islands_business/index_dynamic/containerNameToReplace=MiddleMiddle/f
ocusModulelD=18505/overideSkinName=issueArticle-full.tpl
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The groups are also organised and a sophisticated “underground economy” exists in terms of selling
malware development services to other criminals, selling harvested “stolen” information from
compromised computers to other criminals, and selling the bandwidth and computing resources of
compromised computers to launch denial of service attacks at selected targets or to host other
criminal endeavours online.

Increasingly, criminals are now distributing malware to victims by compromising legitimate and
trusted web sites and hosting the malware on these web sites. The technique has been dubbed
“drive-by download”, as it refers to the fact that the user often has no interaction with the malicious
website except that it is being referred to from a trusted website. Attackers employ a variety of
methods to locate and then compromise a web site to serve malware. One popular technique
known as “Google hacking”, simply involves using the Google search engine to find vulnerable web
sites or expose sensitive information, such as password files and database files to perpetrate an
attack.

Spam email still remains a popular way to distribute malware as attachments or via links to malware
hosting sites. Stakeholders identified a serious lack of awareness about basic security issues, such
as steps that were essential to help reduce the risk of malware infections. Based on this situation, it
is highly likely that Internet connected computers in the Pl countries are likely to have a higher rate
of infection from serious forms of malware than other parts of the world where general cyber
security awareness and ICT security knowledge is higher. One example was provided where a local
software company was selling CDs of its software, which were infected with malware.

Indeed, most of the attacks described have been externally sourced attacks. However, “insider”
threats also need to be addressed. USP, which has a user-pays approach to bandwidth usage with
relatively small download quotas for its students, has experienced attacks from students trying to
steal staff accounts in order to get access to larger download quotas for free. Fortunately due to the
security monitoring features on this network, these attacks were detected and action taken
accordingly.

Risk and harm impact

As with any Internet connected systems, the threat from external sources is high and similarly
internal threats cannot be ignored either. Without appropriate security controls and mechanisms
and the ability to monitor and detect attacks, then it won’t be possible to manage the risks however
they manifest themselves.

Failure to adequately manage the confidentiality, integrity and availability of ICT infrastructure,
information systems and computers used by people and organisations to connect to the Internet will
have a range of adverse consequences. At the ICT infrastructure level it may result in the failure of
entire communication networks for one or more PI nations resulting in either significant loss of
revenue for the provider or local businesses who rely on the service; or if outages occur it could
exacerbate the loss of life or inability to provide emergency aid and assistance where and when it is
most needed.

Based on anecdotal reports of very low levels of security awareness across all users of ICT

infrastructure (including government, business and home users), it is likely there is a higher rate of
serious forms of malware infection in Pl nations than in other parts of the world.
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Stakeholder capabilities in terms of CERT roles/functions

This section examines the existing capability to monitor and/or collect and/or share information
about cyber attacks affecting Pl organisations or interests. It also examines what arrangements
currently exist to handle serious cyber security incidents at present. For example, what incident
response arrangements exist if the root name servers for Pl ccTLDs were targeted with a denial of
service attack.

Pacific Island Telecommunications Association

The Pacific Islands Telecommunications Association (PITA) is a non-profit organisation formed to
represent the interests of small island nations in the Pacific Region in the field of
telecommunications. PITA members include operators and regulators. Vendors and suppliers are
only eligible for ‘associate membership’.

Of all the stakeholder groups, PITA is the group that is currently undertaking activities that are
similar to and/or useful pre-cursors to developing a formal CERT capability, at least for its own
members who are telecommunication providers within the Pl region. Some ISPs in the region are
not eligible for PITA membership and do not benefit from these activities. PITA also works with two
other regional development groups, SOPAC and SPC.

PITA has recognised the need to improve the level of awareness and security skills of ICT
practitioners in the region, including among its telecommunication members. As such PITA provides
ICT and some security training to its members on an ad hoc basis and has organised a number of
training workshops and forums on subjects relating to fraud and security in different parts of the PI
region. PITA has partnered with other organisations such as ICANN and APNIC to provide resources
and expertise to help with this training.

PITA has established the Pacific Network Operators Group (PacNOG) (www.pachog.org) which is a
forum for operators to share operational information about cyber attacks and vulnerabilities in a
trusted way. PacNOG has a similar role and function as other NOGs such as the North American
NOG (NANOG) and the Australian AusNOG. NOGs can and do have CERT like functions, except their
focus is on preventing attacks against the telecommunications infrastructure, and often
communicate with other NOGs around the world. While a NOG has resources and expertise
amongst its members which can support the development of a Pl regional CERT, it is not a substitute
for Pl regional CERT as a regional CERT’s focus needs to be broader than just serving the direct
interests of telecommunication providers. The CERT has a broader focus in terms of providing
advice and mitigating cyber attacks affecting interests more broadly within the Pl region.

Some PITA members (telecommunication providers) are providing security warnings, even if only on
a limited basis to its customers about potential cyber threats. For example, www.oyster.net.ck
recently issued a warning about a phishing scam targeting its customers.

Because PacNOG provides links to all telecommunication providers in the region it has valuable
access to the operators who will be in a position to assist with incident recovery and have the ICT
infrastructure to be a useful POC for each PI nation in terms of incident response.

Interest in participating in CERT arrangements
In response to stakeholder feedback, some ISPs and telecommunication providers expressed a

willingness to contribute human resources, expertise and access to ICT as part of a regional Pl CERT
arrangement.
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Impediments and challenges

Some stakeholders recognised that establishing trusted communication channel within a group that
includes competitors is a challenge. As such not all issues that should be shared are in fact shared.
Hence there are benefits in developing a formal CERT capability within an organisation that can act
as an independent and neutral party — separate from particular government, particular industry
interests, and vendor interests.

PITA stakeholders also recognised the importance of ensuring the CERT capability was a sustainable
one and wanted to ensure it did not become less effective after initial development funding had
been used up.

Similarly, PITA/PacNOG representatives are focused primarily on protecting their interests as
telecommunication providers. This is of course, an entirely appropriate focus for their endeavours
and developing CERT capabilities within individual telecommunication providers and ISPs and within
this industry as a whole should be encouraged. However, addressing the cyber security interests for
the region more generally requires an approach that is able to include a broader range of interests,
beyond but including the telecommunications sector. It also needs to be done in a way that is
neutral and independent of particular commercial interests.

Secretariat of the Pacific Community (SPC)

Of the Council of Regional Organisations of the Pacific (CROP) agencies, SPC is considered among the
“top three” in terms of its ability to deliver practical services to its member states, which includes ICT
infrastructure projects. SPC, with 22 member PI nations also has the largest representation within
the Pl region (excluding USA, France, Australia and New Zealand). SPC priorities has involved
improving access to ICT within remote communities (through projects such as rics.net and SPIN) and
among the most disadvantaged Pl communities, rather than in those areas which already have
access to one or more forms of information communication technologies (the three principals
technologies are PSTN, mobile and data networks).

Interest in participating in CERT arrangements
SPC has indicated it would be willing to support a CERT role and could contribute some resources.
Impediments and challenges

SPC does not currently have a large number of staff with the necessary ICT skills to support a
dedicated CERT function by itself but could partner with USP to ensure that the CERT was able to
serve the interests of a larger number of Pl countries than would otherwise be possible through
USP’s regional coverage and connections alone.

Pacific Islands Applied Geoscience Commission (SOPAC)

SOPAC also provides some services to its member countries in terms of supporting the security and
stability of ICT systems. SOPAC has conducted ICT security ‘awareness raising’ activities and
provided ad hoc training to local communities. SOPAC has a particular role in providing
communication and assistance during times of disaster (includes www.pacificdisaster.net). But like
other stakeholders has raised concerns about their ability to do so due to the failure of parts of the
network and/or power supply on which communication depends.

Report prepared by AusCERT Page 13 of 34



It has been reported that regional development organisations are being rationalised and it is likely
existing services and capabilities provided by SOPAC will be shared among SPC and other CROP
agencies.

The Pacific Islands Chapter of the Internet Society (PICISOC)

Unlike SPC, SOPAC and USP, PICISOC is not a regional development organisation (CROP) and its
members are individuals with an interest in promoting access to the Internet and internet services.
Many members of PICISOC have a particular interest in promoting secure online access and have a
good level of awareness of ICT and information security issues. PICISOC's role in the Pl region
includes organising an annual PacINET conference which provides an opportunity for government,
business and interested parties to share ideas and information about ICT development and
management. “Security” topics are also a feature of these conferences. While PICISOC lacks
government member representation in the way that CROP members do, it nonetheless provides a
useful support and advocacy role at all levels and has a level of ‘independence’ and ‘neutrality’ from
particular government or industry interests, which can be an advantage when trying to advocate
change.

University of South Pacific (USP)

USP is a regional educational institution, but has the additional role of using USPNet to help the
region for communication to assist with disaster recovery. Despite its use of the .fj domain
(www.usp.ac.fj) it is a regional educational body which has 14 campuses in 11 PI countries.” It
operates its own separate 7.5 Mbps satellite network called USPNet which provides connectivity
between campuses and to the Internet, via AARNET with a 155Mbps C4 cable. Within Fiji it uses its
own dedicated cable infrastructure. It was reported that USP’s network is the largest in the region
and uses the most advanced technology but that still satellite connections can be slow. It was
commented that the 155Mbps link was superior to that supplied by Fintel and that at present, USP
was only using about 30Mbps of this capacity.

USP also manages.fj ccTLD and provides a mirror for one of the root DNS servers (F), which are
regarded as parts of “critical” infrastructure. The Information Technology Services (ITS) group, which
manages the ICT for USP, has about 80 staff.

The Japanese International Cooperation Agency (JICA) has just given USP about $23million (Fiji
dollars) to build an ICT centre which is due to be completed within about 12 months. Decisions
about what the centre will do in terms of its activities and ‘content’ have not been finalised.

While it is not the purpose of this study to conduct formal vulnerability assessments, information
provided by USP indicates that its network had a relatively high level of security in the way that it is
managed and configured. When asked what “incident response” arrangements existed within USP
for handling cyber issues, it was noted that responsibility for response belonged to all ICT staff,
which included the ability to communicate and respond to incidents 24/7 that affected the network.
Similarly, staff are responsible for conducting their own monitoring to identify vulnerabilities in the
systems and devices they were using. This approach was done to ensure skill diversification among
staff and ensured that each section which looked after particular aspects of the infrastructure were
responsible for their own areas.

4 http://www.usp.ac.fj/index.php?id=campuses
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USP has stand-by diesel generators for its servers and primary satellite but recognised that this was
not sufficient as users who connected to these servers would not and hence the reliability of the
service could still be affected. About 70% of USP campuses do not have power back up systems.

USP already conducts some training in the use of Cisco systems and certifications and offers other
courses in ICT and information systems. However, it was recognised there needed to be greater
focus on security management.

Interest in participating in CERT arrangements

In response to stakeholder feedback, USP expressed a willingness to contribute human resources,
expertise and access to ICT as part of a regional PI CERT arrangement.

As an educational institution with regional campuses in 11 Pl countries it is ideally placed to host a
greater array of ICT and ICT training courses from tertiary courses, to shorter and more practically

focused professional and vocational security and vendor certifications, and develop an awareness

raising program; both of which were identified as high priorities for improving cyber security in the
region.

Impediments and challenges

If USP was to host any future regional CERT capability, ideally it would be highly desirable to build
connectivity between USP and existing PI ICT networks to provide increased reliability and
robustness and the ability to communicate with key stakeholders within the Pl region as well as
beyond the region.

Regional Pl CERT readiness assessment
CERT readiness is dependent on:

e the need for, or criticality of the CERT service for Pl communities; and
e the capacity to provide the service by stakeholders within the Pl nations.

The need for the service can be assessed by examining the degree to which ICT infrastructure and
services are used and the degree to which Pl communities are dependent on ICT services for daily
business, services and communications and critical services. The need for the service also can be
assessed by examining the existing levels of cyber security threats which affect Pl nations, its ICT

infrastructure, services and users of these systems and services.

However, the need for CERT services within a community is not by itself sufficient to justify
developing a CERT capability. Building and developing a sustainable CERT capability, however, also
requires parties within the community to demonstrate a capacity, even if initially this capacity is
limited; and a willingness to deliver these type of services to the Pl community more broadly.
Capacity refers to the skills, expertise and resources of Pl organisations to deliver the service to
those who are likely to need the service within the region.

Also relevant is the degree to which “interested” parties and stakeholders have already commenced
undertaking CERT-like activities formally or informally. It is this latter capacity, even if in a nascent
stage of development, which is also an important indicator of a communities’ readiness to build and
develop a sustainable and formal CERT capability for the region.
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This study has examined all these elements and it is on the basis of these findings that AusCERT
assesses that:

e there is a definite need for a regional Pl CERT capability; and

e there is already an emerging and nascent capability within some stakeholder groups which
can be used as a platform to develop a formal, dedicated and sustainable CERT capability for
the region.

Therefore, it can be concluded that Pl nations are indeed “ready” to develop a regional CERT
capability.

Pl nation cyber security issues

A few stakeholders identified a range of cyber security issues that needed to be addressed more
broadly within the Pl nations, which did not necessarily include the need for a regional PI CERT as
the most essential priority. This section is devoted to outlining some of these issues. While
generally it was acknowledged a CERT capability would indeed be very useful, stakeholders wanted
other issues (outlined below) to be addressed as a higher priority; or, at the very least to be done in
parallel.

Robustness, reliability and availability of ICT infrastructure

In particular, considerable concern was expressed about the robustness, reliability and availability of
ICT infrastructure throughout the Pl nations. Questions to a number of stakeholders confirmed
there were indeed robustness, reliability and availability issues in Fiji and other Pl nations. The lack
of robustness, reliability and availability is due to a range of issues, including unreliability of power
supply. In some cases reliability was also impacted by insufficient knowledge of configuration issues,
device failures, lack of redundancy in major links and networking devices and natural disasters.

For example, on 26 December 2004, the impact of the tsunami disrupted Nuie’s entire Internet
infrastructure, although USP’s satellite network remained working. Also email communications
were used in some areas to provide a warning about the tsunami and hence were an important
communication mechanism for disaster management arrangements.

Examples included:

¢ In Fiji power outages were reasonably common, with outages totalling about one week
during the last year.

e While in some cases there are diesel generated uninterrupted power supply (UPS) systems
in place, in some Pl nations, diesel supplies were not always available. Also, business,
government and end users didn’t have UPS so they were unable to access the services due
to the power outages.

e Most people relied on Skype (a form of Voice over IP) for telephony services as access to
PSTN and mobile communications was either not available, nor always reliable, or
affordable, compared to Skype. (Of course Skype is only as reliable as the underlying packet
switched network infrastructure and its associated power supply).

e While Fiji had two sea floor cables which provided a level of link capacity redundancy not

available to other PI nations, true redundancy was not present as both links connect to a
single router gateway on Fiji.
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The Pacific Islands Forum Secretariat (PIFS), in particular, is of the view that the ICT infrastructure of
the Pl nations is not sufficiently robust, reliable or widely available. In most Pl nations there is only
one telecommunications provider (only Fiji has three, Tonga has two) and hence lack of redundancy
and competition, and a low population base (for example, Niue has only 1,500 people; the Cook
Islands has only 21,000 people) to support uptake of the services makes the service expensive to
acquire and costly to deliver.

PIFS regarded providing access to more robust, reliable ICT services throughout the Pl nations was a
precursor to developing a Pl nation CERT capability. A CERT may find itself unable to operate if it
was affected by ICT infrastructure reliability and robustness issues. Moreover, a CERT does not have
the role or capability to help recover when ICT infrastructure fails due to limited bandwidth, lack of
link or device redundancy, lack of availability (other than due to cyber attack, such as a DDOS
attack), inappropriate management of the ICT systems themselves and/or lack of reliability of the
power systems on which they depend.

While it was considered a CERT capability was important and needed, it was considered to be a
second priority to addressing these more fundamental issues, or at least should be addressed in
parallel with these issues.

Cybercrime legislation

Similarly, a number of stakeholders identified a lack of cybercrime legislation within Pl nations and
believed this an important fundamental requirement to addressing cyber security issues for the
region more broadly. It was noted that in some cases the lack of cybercrime legislation was already
hindering law enforcement investigations. While many recognised the definite need for a regional
CERT capability, some considered the need for Pl cybercrime legislation was currently a more
immediate requirement, or at least should also be done in parallel with developing CERT capabilities.
It is noted that implementing harmonised cybercrime legislation can be achieved with relatively little
resource investment and once implemented requires almost no ongoing resource commitment,
unlike a CERT capability which would require significant investment to develop and sustain the
capability in the long term. Indeed once established, it is a capacity that will continually need to be
maintained on an ongoing basis. In this regard, developing and passing appropriately worded
cybercrime legislation could provide a relatively quick and cost-effective “win” in terms of
addressing fundamental cyber security needs for the region.

The Council of Europe is one organisation with particular skills and capacity to conduct workshops to
help nation states “harmonise” existing and/or develop cybercrime legislation, which will allow
nation states to become signatories to the Cybercrime Convention, which brings its own additional
advantages to those countries which are signatories to the Convention.”> These advantages include
timelier international law enforcement assistance for countries which are parties to the Convention.

Cyber security awareness raising

Many stakeholders talked about a serious lack of awareness of cyber security issues more generally
within the Pl nations and the need to address this. It was noted that there is a lack of awareness at
all levels, from the Ministerial level, within governments themselves, including those managing
government ICT networks and developing and encouraging the use of e-government services, among
business users who had their own network services (web, email, client and server systems, etc), and
ordinary home users.

> http://conventions.coe.int/Treaty/Commun/QueVoulezVous.asp?NT=185&CL=ENG
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The following examples were provided:

e One government’s ICT staff was provided with a permanent licence to deploy anti-virus
software on their client computers and was told about the importance of keeping this
software up to date. A few months later when visiting these organisations regarding
problems with their computers it was noted that the anti-virus programs had not been kept
up to date.

e Hotels frequented by government, business and tourist visitors in some Pl countries were
known to be infected with malware, running out of date anti-virus software and had
automatic operating system updates disabled. Using these computer had the potential to
compromise any personal or sensitive data sent or accessed by hotel guests, including
encrypted traffic (such as SSL connections) and infect guests computers from USB devices
connected to these hotel computers.

e Alocal software business was selling CDs of its software that was infected with malware.

Cyber security awareness raising services is listed as one of the services that a CERT can provide.
While it is indeed the case, it is not essential that this service be provided by a CERT. It could be
provided, for example, by a Centre for Cyber Security and combined with specific information
security and IT educational and training courses, including industry certifications, as there are areas
of commonality between all these functions. Given the priority which was placed on this
requirement, it is not necessary to wait for the development of a regional PI CERT in order to provide
this service.

Plan of action for developing a regional Pacific Island nation CERT capability

It is a requirement of this study to propose a course of action for implementing a regional CERT
capability if it was deemed necessary and desirable to do so. In proposing this course of action,
however, AusCERT recommends a holistic approach to cyber security for the region to be applied;
CERT capabilities and services are a specialised but secondary aspect of cyber security readiness,
which should not be attempted if the primary and most fundamental cyber security priorities
identified by stakeholders are not addressed.

Doing so would endanger the sustainability of any CERT capability that is attempted. The
cornerstone role of the CERT is to provide emergency assistance to help resolve computer security
attacks when:

o affected parties do not have sufficient skills or expertise to do so themselves; and/or
o affected parties need to find appropriate contacts outside their organisation, country or
region to help resolve on ongoing attack.

A CERT in this regard acts as an ‘emergency’ and trusted source of expertise and is unable to deal
with all cyber attack incidents that routinely arise, nor should function as a “help desk” facility.
Hence it is imperative that as countries build and grow their use and dependence on ICT, that these
systems be built with reliability and robustness and with adequate levels of education and training to
ensure that telecommunication providers and managers of government and business systems are
appropriately trained and have basic levels of ICT and ICT security training. The CERT is able to add
value to these organisations by providing a higher level of specialisation in the area of cyber security
incident response and recovery and information security advice to these organisations, when
required (inter alia).
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In developing a practical plan for building CERT capability, AusCERT proposes a two-phased
approach. Phase 1 provides a limited and short-term access to the most essential CERT services, as
an interim step before developing a locally-based, more effective and sustainable CERT capability for
the Pl region; the latter which is outlined in Phase 2. However, phase 1 can and should be
commenced in parallel with phase 2.

The diagram below outlines the sequence of events.
Phase 1, Outsource an interim CERT capability

As already stated in the key findings, AusCERT assesses that there is a definite need for developing a
regional Pl CERT capability that is based within the Pl region.

While developing a viable and sustainable CERT capability in the Pl region is, and should remain, the
primary objective — if there is sufficient concern, it is possible to provide some key elements of this
CERT capability by using the services of an established and external CERT, albeit as an interim,
transitional arrangement only.

The two key services which an established CERT could potentially provide as an interim approach
are:

a) To produce and distribute security bulletins about software and hardware vulnerabilities to
stakeholder organisations. This is a common service that is currently done by many
established CERTs around to world for their constituents. Once a network of contacts has
been established within the Pl community then this network could be used to distribute
information and advice about critical actions organisations need to take to keep their
networks secure from cyber attack; and/or

b) To provide basic incident response coordination to help resolve cyber attacks that affect Pl
countries by establishing a network of trusted contacts with key stakeholders in the Pl
region.

Both these services were identified among the CERT services which would be useful to stakeholders,
government and business interests in the region.

In developing these interim CERT services the objective would be to transition them to a locally-
based regional PI CERT once it is established. AusCERT is able to provide the above suggested
“interim” CERT services, if required.

Advantages of an interim approach

Providing these interim basic CERT services will help the region in the short term to better prevent
and respond to a range of cyber attacks that are already taking place by outsourcing key functions.
Otherwise, establishing a locally-based regional CERT capability is likely to be at least two years
away.

Under interim arrangements for providing “incident response and handling” services, it would be
necessary for the external operational CERT to establish links with a range of stakeholders and
contacts in the Pl region in order to help resolve cyber attacks that are sourced from, or are directed
at Pl regional countries.
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Thus a range of important stakeholders and contacts (which includes telecommunication providers,
ISPs, government and industry) within the PI region would gain useful experience in incident
handling and mitigation work, through their contact with an operational CERT. This approach will
help prepare important ‘groundwork’” which will be a great boon when the locally-established
regional CERT capability is formally established.

Disadvantages of interim approach

There is a danger that this interim approach may be misconstrued as a substitute for establishing a
locally-based regional PI CERT (as outlined in Phase 2) and be used as a way to avoid the significant
investment in time, effort and resources that will be required to deliver an effective and sustainable
CERT for the Pl region. The disadvantages of relying on a CERT capability that is separate from the
region and its constituency are that:

e warning about cyber threats are less likely to include regional specific cyber threats;

e incident response may not be as effective when an “outsider” seeks to coordinate the
resolution of incidents that are sourced from within the Pl region; ie the need to obtain help
from “key contacts and stakeholders” in the Pl region may be more difficult;

e cultural and language differences between the external CERT and the Pl constituency may
hinder the ability to communicate about technical matters or persuade stakeholders and
contacts to take the action needed to mitigate an attack;

e Constituents within the Pl region may not wish to report sensitive information about cyber
attacks directed at their systems to an external CERT due to perceived trust and cultural
differences. This may mean those constituents choose not to access the services which are
available to them and which they need. While this is an issue for any CERT, sometimes
language and cultural differences may bring additional challenges that are not present when
locally-based entities deal directly with each other.

It would is not practical or cost-effective to provide a larger range of CERT services than the two
most essential services identified. Hence the ‘temporary’ arrangement would provide limited
services only and not be able to develop in response to new requirements that are identified from
the outset or in future.

Hence, for these reasons it is only recommended as an interim option; not as an alternative to the
proposed plan of action outlined below in phase 2, which addresses a broader range of priorities and
requirements.
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Step 1, Build a Centre for Cyber Security that focuses on education, training and awareness raising

Develop a Centre for Cyber Security (CCS) as a resource for Pl nations within USP’s new ICT centre
being built with Japanese International Cooperation Agency (JICA) funding.

The CCS will provide human resources, accommodation and computing resources to support
education and training in the area of information and ICT security management and include a mix of
formal tertiary courses and short specialist professional courses. Focus should be on practical rather
than research related studies into the area of information security and ICT security management.

It will offer training and exams for various ICT security certifications — both generic and vendor
based.

It will also develop and make available a web portal of resources as part of a user awareness
program component that can be used by Pl government, business and home users in addition to
other culturally-focused ‘awareness raising’ activities throughout the region.

The centre will offer training and education services to:

e undergraduate Pl permanent residents and nationals
e Pl telecommunication and ISP providers

Report prepared by AusCERT Page 21 of 34



e Pl government ICT operators and managers
e Pl nationals employed locally by large and medium size enterprises in the private sector

Students who don’t fall into the above priority groups may still attend, subject to availability of
places and at full commercial rates.

In this regard, by providing a combination of training and education and awareness raising programs,
the Centre is still providing some of the services that were identified by stakeholders as needed in a
CERT role, but is not yet functioning as a CERT per se.

A Centre for Cyber Security may, over time, house a range of cyber security endeavours — not just
training and education. Hence the focus of the Centre should be on activities that support cyber
security more generally, such as developing standards or best practice guides where required, not
just training and education.

Centre for Cyber Security (CCS) development phase

No PI Centre for Cyber Security currently exists. However, USP’s ICT centre currently being built with
JICA (Japanese aid) funding is well placed in terms of accommodation and ICT facilities to house the
CCs.

USP as an educational institution which serves the interests of the region is ideally placed to provide
a central resource to conduct a variety of training in the area of ICT security. USP has experience in
managing a relatively secure distributed network and manages the security the .fj ccTLD and a mirror
for one of the root DNS servers. It is also starting to offer courses in the field of information security.

USP will require support developing a suitable curriculum and obtaining the services of experienced
training staff necessary to offer a full-time program of courses. It will also need to have funding
available for professional staff development to ensure that its educators and trainers have the
specialist skills, knowledge and experience to deliver quality courses. It is not necessarily envisaged
that all experienced staff will be drawn from the academic sector. Rather, suitably qualified and
experienced ICT practitioners often bring an essential and pragmatic approach to ICT security
management and should be included among the training resources of the Centre.

The Centre should develop industry partnerships with vendor (such as Microsoft, Cisco and Oracle)
and professional security certification organisations (such as CompTIA, ISC2.org and ISACA) and
professional associations (such as the PITA, Computer Societies etc) to ensure that practical training
courses are included and to ensure that trainers themselves are appropriately qualified.

To ensure its sustainability and quality of teaching outcomes, the Centre itself should the subject of
Quality Control Certification and future external funding tied to achieving particular KPls as
determined by its governance body.

The governance of the new ICT Centre being built with JICA funding presumably will operate under
existing USP governance arrangements. However, to ensure that USP meets the future ICT security
needs of the PI region, it will be important that governance arrangements include representatives
from another regional body such as PIFS and/or SPC Secretariat.

It may take about 12-18 months to develop the curriculum, partnerships and recruit the staff and
develop the courses. However, this can be done in parallel with the building work which has only
recently commenced. This means that shortly after the Centre opens, the staffing and curriculum,
and the awareness raising program have largely been developed to commence a program of work.
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Step 2, Commence planning for developing a CERT capability within the Centre

After the Centre has commenced delivering its training and education and awareness raising
programes, it will be possible to commence planning for developing a CERT capability to reside within
the Centre. By this time, the Centre will have started to develop a reputation as a trusted source of
computer security expertise among a number of individuals and organisations throughout the PI
nations.

The good-will derived from these relationships will help provide contacts needed for a future CERT
capability.

Proposed model

Throughout this report, AusCERT has made reference to developing a regional CERT capability for Pl
nations. This particular approach is due to the geographic spread of the Pl nation countries, the low
population base in most areas, the limited availability of resources and the need to share resources
and capability throughout the whole region. These factors indicate that in most cases it is not
feasible or economical to support the development of a national CERT in each Pl country.

It is recommended that the regional PI CERT capability have a centralised component within USP’s
new ICT centre, but uses and extends existing links to other Pl nations to provide a distributed
service to other Pl nations.

Pl nations that are members of USP would be included, but the service will need to extend to link to
appropriate parties within a broader range of Pl nations, through various partnerships with ISPs and
telecommunication providers and others who are providing ICT services. Hence the model being
proposed includes a centralised component of shared resources and expertise that services a broad
regional base in a distributed manner. Given the wide geographical region that needs to be
covered, it may be prudent to have both a CERT head office component in Suva and one other
regional office in Noumea. This would mean that essential travel which occurs from time to time to
provide CERT specific training or awareness raising, which may occur would be able to be conducted
from different locations — in order to make cost of travel more economical.

The CERT should regard the whole of the Pl region as its constituents and be able to provide CERT
services to ICT industry, government, community computer centres, business users and home users
to meet their needs in a variety of ways.

The two most critical of these services are an incident response and mitigation/handling service and
an advisory service to help ICT providers, business and government and home users secure their
systems from every day known security threats and vulnerabilities. These services have been
included in the “interim” CERT arrangements outlined in Phase 1.

Sustainability
The regional Pl CERT must be developed in a way that maximises its sustainability. This raises the

guestion as to what attributes are likely to make it sustainable. These include issues such as:
e its governance arrangements, and with it, stakeholder buy-in and commitment

e the robustness and reliability of the ICT infrastructure on which it depends to deliver
services

e its funding model — how is it to be sustained not just in the development and
implementation phase but in the medium to long term
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e its focus, services and priorities which will be dictated by its governance arrangements and
stakeholder interests

e the degree to which it can act with neutrality and independence to ensure that a holistic
approach to regional cyber security remains its first and main priority

0 its perceived neutrality and independence will also affect how well it can build the
trust and confidence of stakeholders and its constituents; and

0 how well it can communicate and coordinate response arrangements between a
broad range of stakeholders such as government, the ICT industry, other business
sectors, vendors, regulators, domain name registrars and ordinary users, who may
be motivated by different interests and outcomes. °

However, the sustainability of the CERT itself must be considered also in a broader cyber security
context. AusCERT holds the view that attempting to build a CERT capability prior to building a
dedicated ICT and ICT security education and training program to improve the overall level of
knowledge of ICT and ICT security among those who manage ICT for Pl governments,
telecommunication providers and businesses, could overwhelm CERT resources and affect its
sustainability.

If greater access to an ongoing program of training and education programs in the area of ICT/ICT
security is neglected, it is likely to create a situation where the CERT is used as an ICT help desk to
resolve a range of routine problems about ICT management and configuration, rather than an
“emergency” source of expertise to help handle and recover from cyber attacks or prevent cyber
attacks.

By building on its reputation as a centre of expertise in cyber security, through its training and
education program, the Centre can more easily cultivate trust and confidence among network
managers and providers of ICT services and establish a range of trusted relationships throughout the
Pl region. These trusted relationships will be important to assist with CERT incident coordination
across the Pl region when it becomes operational in future.

The proposed governance arrangements discussed below, are also designed to maximise
sustainability.

® To highlight the importance of this issue, it is useful to provide an example of how conflicts of interest may

arise which have the potential to affect the security of large sections of the community. Domain name
registrars and telecommunication providers generate revenue through domain name registration, inter
alia. It is common practice for criminal groups to register domains solely for criminal purposes and use
those domains to support a variety of attacks for illicit financial gain. In order to increase the longevity of
attacks and criminals’ return on their investment, criminals adopt a variety of methods to make it difficult
for the security community to quickly or easily mitigate the attack. One common approach is to host fast
flux domains. A fast flux domain is one that associates many (typically many thousands or hundreds of
thousands of IP addresses) of compromised computers to a single domain name. Each IP address is
associated with the domain for a short time to live (TTL). In this situation, the only effective approach to
stopping the attack is to contact the domain name registrar and deregister the domain, rather than
contacting each of the many ISPs where the IP addresses belong. It is imperative this is done as quickly as
possible to reduce the harm associated with the attack. If a registrar is not willing to do so, for fear of
losing customer revenue, then the security interests of the broader community can be compromised
further.
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The location of the Centre within USP provides additional robustness and reliability advantages as a
base for a range of cyber security functions (that includes training and education, CERT and
potentially others such as critical infrastructure resilience, etc). Because USP operates its own
separate network (USPNet) this provides a level of ICT redundancy which can, in time, be connected
to existing government and private sector networks to provide alternative network redundancy if
required. To ensure that the USPNet (local satellite network) remains primarily used for educational
purposes and for the benefit of the Centre (and its CERT), any use of the network due to failures or
capacity saturation of government and private sector ICT should be at commercial rates to ensure
the service is reserved to provide reliability and robustness to existing infrastructure and is not relied
upon for day to day use.

Governance

The suggested governance arrangements are a resource of the UPS member countries first and
foremost. However, by having representation from an alternative regional representative body
involved in ICT “development” and “security”, such as SPC, the Centre is more likely to be able to
adapt to the needs of the communities as they mature, rather than just remaining an ‘educational’
institution. This is important as the most important role of the CERT is about incident response and
providing a resource to mitigate cyber attacks, rather than providing training and education; though
the CERT'’s experience in collecting, analysing, mitigating cyber attacks, provides a useful source of
expertise to the Centre’s training and education and awareness raising areas in future.

By ensuring the Centre’s roles and functions includes all aspects of ‘cyber security readiness’ (not
just training) will ensure the CERT and the Centre are sustainable as new needs emerge over time.
Broader governance arrangements will also ensure that the Centre retains the trust and confidence
of the Pl communities as a regional resource — not just an educational resource that is separate from
general ICT and security operational requirements.

Funding

Initial development costs can be covered through a combination of foreign government aid grants,
and member governments’ contributions.

Ongoing costs can be covered through a combination of member government per capita
contributions and/or course fees. A user-pays approach is recommended but with some external
subsidisation to make access more affordable. Alternatively, if the governments of the region
consider this an important role, in the same way there governments support disaster recovery,
emergency management and health and education services, then CERT functions fall into a similar
category; ie they have an important role in contributing to the cyber security of the region.

A broader governance arrangement in place (beyond the existing USP governance) may help to
attract external funding from a range of sources (international government aid and vendor partners)
than would be possible from a narrower education and training only role.

Separate funding for the CERT component of the Centre can be achieved through providing a
percentage of all ccTLDs (eg, .fj, .ck etc) by local domain name registration providers and
telecommunication providers and from broadband/hosting fees charged by ISPs and
telecommunication providers to government and private sector organisations. This has been done
with success in places like Brazil (see CERT.br).

This approach is designed to ensure funding of the Centre (and its CERT) is sustainable beyond the
initial development phases.
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Step 3

Developing the regional PI CERT capability

Once the Centre for Cyber Security is ready to commence planning for building its own CERT
capability, it is recommended to consult with an existing mature and reputable CERT to guide,
provide training and mentoring to help set up the new CERT. A mentor CERT, such as AusCERT, can
conduct a workshop with stakeholders outlining the steps, resources and policies and procedures
that need to be put in place for a CERT to work effectively. The mentor CERT can also provide
training in how to establish a CERT and training for the members of the new CERT team.

To become part of the broader CERT community, it will be necessary to gain “sponsorship” and
undergo sponsor review processes in order to join groups like FIRST (www.first.org), which is
recommended to help leverage and grow the Pl CERTs international links and relationships.

As AusCERT recommends building a Pl regional CERT capacity after more fundamental cyber security
needs for the region have been addressed (most specifically offering an ongoing program of ICT
security training and education), it is premature to provide further details about CERT development
planning at this time.

Closer to the time when there is agreement on the governance arrangements, location and funding
to support development and ongoing CERT operations, then AusCERT can:

o work closely with stakeholders to review the type of services needed

e train the new CERT team in CERT operations and management (introductory and
intermediate training as required)

e help the new PI CERT develop its operational framework

e sponsor the CERT’s engagement with the broader international CERT community

e provide other assistance, as required and where feasible.

Conclusion

The study found that ICT uptake and usage within Pl nations varies greatly from country to country
and sometimes also between urban and rural areas within and between PI nations and communities.
In the Pl region ICT infrastructure was and continues to be regarded as a vital mechanism for
delivering basic and emergency communications and services. While on the one hand, basic ICT
skills was lacking across Pl communities; on the other hand, the users of ICT services (ie,
governments, industry and ordinary people) were already being impacted in a number of ways
which resulted in the loss of service, loss of confidentiality and loss of data integrity.

Hence while the need for developing a CERT capability currently exists, the timing of its
establishment and how it is developed will be critical to its ongoing effectiveness.

AusCERT has proposed a plan for developing a regional PI CERT capability (PacCERT) that addresses
two immediate cyber security priorities identified by stakeholders, namely the need for:

e anongoing level of ICT and ICT security training to address the inadequate levels of ICT and
ICT security skills and experience in Pl communities which is necessary to provide basic levels
of protection for computers, systems and networks and ICT infrastructure;
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e anongoing security awareness program that is developed in a way that is both meaningful
and is sensitive to the diverse cultural attitudes and values that exists within P communities.

The plan also provides a way forward to develop a regional PI CERT capability that provides more
traditional CERT services, most notably incident response and handling and cyber attack mitigation
and recovery, but which also addresses a range of sustainability issues.

Also, to satisfy the need for CERT services in the immediate and short-term, AusCERT recommends

accessing essential but limited CERT services through outsourced arrangements until more
sustainable and effective CERT arrangements can be developed in parallel.
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APPENDIX A, Output of the study

Based on the readiness assessment (as detailed in the Goal of the Study), create a report detailing
recommendations on a plan of action to either:

a. Create a regional Pacific Island (PI) CERT capability. In this case, the report will detail some
recommendations on the possible nature of the constituency, possible core services (See
Appendix D for a list of possible CERT services) and options for CERT models (See Appendix E for
examples of CERT models to be considered).

b. Enhance the capabilities of the likely stakeholders to a point where they are ready to create a
regional Pacific Island CERT capability. In this case, the report will provide a suggested road-map
for capacity-building in order to create the desired environment for the formation of a regional
Pacific Island CERT capability. Possible capability enhancement activities may include the hosting
of training courses for technical personnel or awareness raising seminars for members of the
stakeholder community.

c. Build no regional Pacific Island CERT capability. This study may find that stakeholders do not
want or require Pacific Island CERT capabilities.
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APPENDIX B, Methodology

The work was conducted by AusCERT using responses to a questionnaire and face-to-face interviews
with stakeholder representatives conducted in Suva and Noumea, between Monday 2 February and
Tuesday, 10 February 2009 inclusive.

Responses to the questionnaire and interviews of the stakeholders were used to assess the need for,
and existing capability within organisations to provide CERT services to Pacific Island nations. This
assessment includes recommendations for a plan of action.

For the purposes of conducting this study, stakeholders were asked to provide information about
the following broad areas:

1. Nature and use of, and level of dependence on, ICT infrastructure within Pacific Island
nations

2. Nature of the cyber threat affecting Pacific Island nations generally

3. Stakeholder capabilities, attributes and current activities that are consistent with CERT type
functions/services. This included stakeholder ability and willingness to support a regional
CERT capability (see questionnaire, Appendix C)

4. Where there was support, stakeholder views on which CERT type services were most needed
within a regional Pacific Island CERT capability. (see questionnaire, Appendix C)

About AusCERT

AusCERT was selected by the ITU and the Department of Broadband, Communications and the
Digital Economy to conduct this study. In undertaking this study and in formulating the assessments
contained in this report, AusCERT has drawn on extensive experience as Australia’s national CERT.

AusCERT has specific experience in CERT development and training and understands better than
most some of the “critical success factors” which can help new CERT teams work effectively both
within their local jurisdictions and internationally.

AusCERT is a long standing not-for-profit, self-funded CERT based within The University of
Queensland.
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APPENDIX C, Stakeholders

The following organisations were identified by the ITU as key stakeholders for the purposes of this

study.

Stakeholder organisation

Contacts

Position

Pacific Islands Applied
Geoscience Commission
(SOPAC)

Siaosi Sovaleni

Sakaio P. Manoa

Coordinator Tsunami Risk
Assessment

ICT Advisor - CS

PICISOC

Franck Martin

Chair

Pacific Islands Forum
Secretariat (PIFS)

John Budden

Economic Infrastructure
Advisor

Pacific Islands
Telecommunications
Association (PITA)

Fred Christopher

Ivan Fong

Manager

Vice-President

University of the South Pacific
(USP)

Kisione Finau

Chris Hammond

Director of Information
Technology Services

Library Systems Manager

Secretariat of the Pacific
Community (SPC)

Jimmie Rodgers

lan Thomson

Director General

Project Coordinator,
VSAT/Community Information
Centres
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In addition to these specific stakeholders, the following organisations attended and provided some
feedback in relation to the study. In some cases, the organisations are members of PITA and/or
PICISOC.

Stakeholder organisation Contacts Position

Connect Alfred Prasad Managing Engineer
Unwired Fiji Reinhard Sanjeet Lal Chief Technical Officer
Kidanet Fiji N. Prasad Technical Officer
Vodafone Fiji Ltd Navneel Prasad Senior Engineer IT

Manager, Regional
ICANN Savanaca Vocea Relations, Australia/Pacific
Islands, Global Partnerships

Fiji Police Seru Neiko OIC, Cybercrime Unit

Fiji Department of

L. Acting Director
Communications g

7efeel H Ali eGov Program — Stream
ITC Services (Ministry of Manager VolP
Finance & National Planning)

N Rofai .
otal Systems and Security
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APPENDIX D, Possible CERT services

Awareness Building Service,
also known as awareness
raising

Either a public awareness programs or ad-hoc briefings for industry sectors or
individual organisations.

Education and Training
service

Provision of regular or scheduled training courses in computer emergency
incident response practices; and information security practices. This refers to
specialised training that is useful to help organisations prevent, detect and
recover from cyber attacks.

Announcement service, also
known as an alerting services

Involves notifying or alerting any newly discovered information about cyber
threats and vulnerabilities to the constituency with a recommended course of
action and guidance on how to protect the system.

Onsite Incident Response
service

Consulting service to provide onsite remedial assistance during a security
incident to constituents/clients.

Incident Response Support
service

Provide technical advice about how to handle security incidents when they
occur in order to mitigate harm and recover from the incident. Advice is
usually provided via telephone or email-based communications.

Incident Response
Coordination service

Act as a coordination point between parties affected by a security incident in
order to mitigate harm; stop an ongoing attack or obtain files/artefacts which
may provide useful information to analyse the attack. This service generally
requires the CERT to have established trust-relationships with other
international CERTs, and possibly law enforcement and other government
authorities.

Threat and Vulnerability
Analysis

The analysis of computer and network threats and vulnerabilities to
determine what their technical impacts may be and how best to mitigate
them; to identify new emerging trends or changes in attacker modus
operandi; or provide advice about general cyber security trends. Threat and
vulnerability analysis includes product written for senior IT security managers,
policy makers and network/system administrators.

Vulnerability Coordination,
also known as “responsible
vulnerability disclosure
coordination”

In consultation with the vendor and vulnerability researcher, coordinate the
responsible disclosure of information about software/hardware vulnerabilities
within an appropriate time frame. The timing is designed to minimise adverse
consequences of premature disclosure by ensuring vendor has time to
develop and release a patch to coincide with the notification, where possible.

Vulnerability Response

Assess the appropriate action required to respond to newly-discovered
vulnerabilities; to assess their severity and impact; decide whether to issue
warnings about them or verify or investigate their severity/impact further.
Generally, this approach relates to vulnerability information already in the
public domain. Ifitis not in the public domain then, vulnerability
coordination may also occur.

Security Assessment service

Consulting service to provide an assessment report on the security of an
organisation’s information systems/ networks; highlighting any weaknesses
and suggesting methods to improve security.
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APPENDIX E, Possible CERT models

According to “The State of Practice of Computer Security Incident Response Teams (CSIRTs)” by Georgia
Killcrece, Klaus-Peter Kossakowski, Robin Ruefle, Mark Zajicek, October 2003, CERTs (aka CSIRTs) can be
categorized in various different ways. One way is to look at the main purpose, function, or services of the
CSIRT. Another way is to define them by their organisational structure, such as in the table below.

Table 2: CSIRT Organisational models’

Model

Description

Security Team

In this model, no group or section of the organization has been given the formal
responsibility for all incident handling activities per se. Available personnel at the local
or division level handle security events on an ad hoc, isolated basis as part of their
overall responsibilities or job assignments. Usually these personnel are in the IT
department and work on general security tasks for the infrastructure of the
organization.

Internal Distributed CSIRT

A distributed team is scattered across organizational and geographic locations. There is
a manager who oversees and coordinates activities that affect the distributed team.
Across the organization, individuals

are identified as the appropriate points of contact for particular functional areas or
divisions based on their experience and expertise with various operating-system
platforms, technologies, and applications. A

distributed team can be devoted 100% to CSIRT work r team members may only
perform CSIRT work part of the time and perform other work the rest of the time.

Internal Centralized CSIRT

A centralized team is a team located in one physical or geographical location that has
responsibilities for the entire organization or constituency. This is often a local or
internal team at a small company or

government department. In most cases, all team members are dedicated 100% to
CSIRT work.

Internal Combined
Distributed and Centralized
CSIRT

This model represents a combination of the distributed CSIRT and the centralized
CSIRT. It maximizes the use of existing staff in strategic locations throughout the
organization, with the centrally located

coordinating capabilities of a dedicated team, to provide a broader understanding of
the security threats and activity affecting the constituency. The centralized team
usually does CSIRT work 100% of the time. The distributed team could be dedicated or
part time.

Coordinating CSIRT

Often centralized, a coordinating CSIRT is located in one physical or geographical
location. In this model the CSIRT coordinates and facilitates the handling of incidents
across a variety of organizations. The CSIRT can be a coordinating entity for individual
subsidiaries of a corporation, multiple branches of a military organization, branch
campuses in an educational organization, institutions in a research network or specific
domain or for a particular country or state. Coordinating CSIRTs usually have a broader
scope and a more diverse constituency.

’'P.15 “The State of Practice of Computer Security Incident Response Teams (CSIRTs)” by Georgia Killcrece,
Klaus-Peter Kossakowski, Robin Ruefle, Mark Zajicek, October 2003 URL: http://www.cert.org/archive/pdf/03tr001.pdf
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