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AI-based W-band suspicious object detection system for moving 
person using GAN: solutions, performance evaluation and 
standardization activities

The contributions of this paper
Solutions
• We propose a solution to an AI-

based W-band suspicious object 
detection system for moving 
persons. Compared with the 
traditional solution, it can provide 
non-stop automatic monitoring with 
W-band unidentified object detection 
for densely populated places. 

Standardization activities
 We describe the recent progress in 

the standardization of AI component 
technologies in ITU-T and other 
standards-oriented organizations.

Performance evaluation
• We evaluate the factors that affect 

the recognition rate of suspicious 
objects and analyze how to increase 
the service quality of AI-based W-
band suspicious object detection 
systems for moving persons.
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The target of this paper is to develop sensing / 
imaging with AI-based W band (75-110GHz) 
technologies to recognize suspicious objects on 
moving persons.

To improve the safety of public places, especially 
in densely populated areas, the safety inspection 
for suspicious objects should be performed 
automatically and efficiently. 

However, it is unwise to conduct security checks 
one by one at each entrance, as this will cause 
people crowded. 

It is necessary to perform suspicious object 
detection on the moving people automatically. 

AI-based W-band suspicious object detection system 
for moving person using GAN: solutions 
- Objective



• Primary screening

The system will use W-band radars with multiple 
visible light cameras to detect suspicious persons 
15 meters away.

• Secondary screening

The system will develop W-band hybrid imagers 
combined with visible light cameras to detect 
suspicious objects within 5 meters.

AI-based W-band suspicious object detection system 
for moving person using GAN: solutions 
- System architecture
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To increase the probability of identifying suspicious 
objects in this system, we used AI technology to 
assist this process, which is based on the 
developed suspicious object database.

In this paper, we directly use CNN technology so 
the performance of the AI part is determined by 
the CNN.

AI-based W-band suspicious object detection system 
for moving person using GAN: solutions 
- AI-based suspicious object recognition technologies



AI-based W-band suspicious object detection system for 
moving person using GAN: solutions 
- Suspicious object database 
Simulation
• We should consider the simulation 

environment of the entire system, 
including temperature, reflection, 
blur, variation, and noise.

• The parameters of suspicious 
objects should be considered, 
including the type, size, rotation, 
transformation, etc.

Generative adversarial network (GAN)
 We generate a large number of 

millimeter-wave images by GAN 
based on the original images, which 
will be used for CNN training.

 The below figure shows an example 
of GAN images which include gun, 
knife, other and scissor.

Active/passive imagers
• We built a simple anechoic chamber 

using active/passive imagers to 
generate real image data.

• The position of the experimenter 
and the direction of suspicious 
object changes all the time
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The evaluation processing is under the CNN 
environment.

Figure shows the configuration of the CNN used to 
evaluate the proposed suspicious object detection 
system.

The network parameters for each layer are given 
in Table 1.

In this experiment, we used four types of 
suspicious objects for the training and evaluation 
of the CNN: gun, knife, scissor and others. 

AI-based W-band suspicious object detection system 
for moving person using GAN: performance evaluation



AI-based W-band suspicious object detection system 
for moving person using GAN: performance evaluation
- CASE 1



AI-based W-band suspicious object detection system 
for moving person using GAN: performance evaluation
- CASE 2



AI-based W-band suspicious object detection system 
for moving person using GAN: performance evaluation
- CASE 3

Extend  for CASE 1 Extend  for CASE 2

ROC curve
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AI-based W-band suspicious object detection system for moving 
person using GAN: standardization activities

• ISO/IEC JTC 1 has carried out relevant 
standardization in key areas of AI such as artificial 
intelligence vocabulary, human-computer interaction, 
biometric features recognition, computer image 
processing, and corresponding areas supported by AI 
technologies such as cloud computing, big data, and 
sensor networks.

• IEC has mainly carried out artificial intelligence 
standardization in the field of wearable devices (IEC 
TC100 and IEC TC124).

 ISO has mainly carried out AI standardization research in 
industrial robots (ISO 11593:1996, ISO 9946:1999, ISO 
14539:2000, ISO 9787:1999, ISO 8373:2012), smart 
finance (ISO 19092:2008, ISO 14742:2010, ISO 
19038:2005), and smart driving (ISO/TC 22 is responsible 
for formulating basic standards related to road vehicles, 
and is conducting research on standardization of intelligent 
connected vehicles).

 ITU has worked on the development of AI standards since 
2016. ITU-T has proposed draft proposals for AI, including 
ITU-T Y.AI4SC (Artificial Intelligence and IoT) and ITU-T 
Y.qos-ml (Requirements of machine-learning-based QoS 
assurance), etc. 
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