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. Semantic level interoperability
architecture for loT
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A model of the basic ecosystem
architecture

Ref., Broring, Arne, et al.

"Enabling loT ecosystems through
platform interoperability.”

IEEE software 34.1 (2017): 54-61.
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Ontology Cross-domain
Solution
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. Overall Framework cross Domains
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. Data Interoperability with Ontology

Domain A / \ Domain B
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Overall
Framework
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. Decentralized ID framework

Distributed ID system for

* Entity (people, asset, object, action event)
* Data Ownership (Value)

* Action Operator (Business)

Decoupling of data interoperation and ownership

Data security:
* Impenetrable End-to-End data encryption

* Supports UMA (User-Managed Access)
protocol giving users complete control over
their own data
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. ID system in DLT

\
'E o\
§ nd users EID Data /,=

\ .
\ownershle /
N

éSmart devices

4/1 Aujigesoeuy isni
|
|
|
|
|
|
|

EID y )
Valuable data / digital asset Data tokE— — v - { Data f
A

<)ID gatewab IT System |:> IT System
§ Non-DLT sytem Non-DLT sytem

LA / :
Blockchain / Node e SuppIyChaln ..................................
DLT system

: Service Provider

Bl Copyright © 2019 Ontology Foundation. All rights reserved.

14



Hybrid Storage

. On-chain & off-chain
storage

. Multi-client supporting

. Access control with action
traceability
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ID system in DLT

Capability to resolve integration cross
DLT/Non-DLT system
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Three dimensions in ID system to decouple
the identifier of people, value assessment,
thing and event

Token to resolve the traceability of ownership
transmission and data processing
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. Data-token to Support Traceability

Dual binding of data and data-token
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To support data traceability along with data processing

------ . To trace data processing with UTXO and balance model in
o DLT/blockchain system
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DDXF
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Distributed Data eXchange Framework




DDXF

Marketplaces with distributed data exchange
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