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ITU Joint Cyber Drill -
ALERT (Applied Learning for Emergency Response Teams) for Europe
and CIS Regions, 21-23 November 2017, Chisinau, Moldova

The purpose of the ALERT, which can be seen as a simulation in a controlled environment, is to
enhance the communication and participating teams' incident response capabilities.

This simulation aims to assist national and governmental CSIRT teams of participating states to
develop and implement operational procedures in response to various cyber incidents, and to
identify future planning and process improvements.

This exercise also aims at maintaining and strengthening the international cooperation
between countries in ensuring continued collective effort against cyber threats.

AGENDA

Tuesday 21 November 2017

08:00 - 09:00 Registration

Opening remarks by

09:00 - 09:40 H.E. Pavel Filip, Prime Minister, Government of the Republic of Moldova
Mr. Kirill Oparin, Head of ITU CIS office International Telecommunication Union

Ms. Maja Handjiska-Trendafilova, Head of SEE2020 Coordination Unit, Regional Cooperation
Council

Mr. Vitalie Tarlev, State Secretary, Ministry of Economy and Infrastructure, Republic of
Moldova

Mr. Serghei Popovici, General Director, S.E. Center of Special Telecommunications

Ms. Irina Strajescu, President of the Moldovan Association of ICT Companies (ATIC)
09:40 - 10:00 Coffee Break and Group Photo

Introductory Session

10:00 - 10:30 Mr. Gyorgy Racz, IBM Security Business Unit Executive CEE
Mr. Serghei Postica, ORANGE, Moldova

Session | : State of Cybersecurity in the region

10:30 - 10:50 Global Cybersecurity Index 2017

Ms. Rosheen Awotar-Mauree, Programme Officer, ITU

10:50 - 11:10 Safety and Security of Cyberspace and E-Democracy in the Eastern Partnership Countries
Mr. Raul Rikk, Programme Director of National Cyber Security, e-Governance Academy,
Estonia
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11:10-11:30 Cybersecurity coordination in Europe
Mr. Georgios Psykakos, Group leader of First Response, CERT-EU

11:30-11:50 Emerging trends in Cybersecurity
Mr. Teodor Cimpoesu, Senior Manager, Risk Advisory - Cyber Risk, Deloitte

Session Il : CIRTS Implementation and Operation Experiences

11:50 - 13:05 Mrs. Natalia Spinu, Chief of Cyber Security Center CERT-GOV-MD, E.S. CTS
Mr. Steve Clement, Computer Incident Response Center, Luxembourg
Mr. Catalin Patrascu, Head of Information Security and Monitoring Department, CERT-RO

Mr. Yevhen Protsenko, Information security specialist, CERT, Ukraine
Panel discussion moderated by Mr. Daniel Grabski, Regional Security Officer, Microsoft CEE

13:05 - 14:15 Lunch Break

Session Ill : Cybersecurity Prospects and Challenges

14:15-15:15 Mr. Daniel Grabski, Regional Security Officer, Microsoft CEE

Mr. James Billingsley, Principal Product Engineer, NUIX

Mr. Serghei Uzun, MOLDCELL, Moldova

Panel discussion moderated by Mr. Farid Nakhli, Programme Officer, ITU

Session IV : Cyber Threat Intelligence

15:15-16:15 Mr. Boaz Landsberger, Deputy Manager, Cybersecurity Department, Israel Electric
Corporation

Mr. Dave Monnier, Team Cymru Research

Mr. Alexei Cioban, Director General, IT-LAB

Panel discussion moderated by Mr. Adli Wahid, FIRST (Forum of Incident Response and
Security Teams)

16:15 - 16:40 Coffee Break

Session V: Towards a Secure Cyberspace via Regional and | 16:40 - 18:40 Closed Meeting for

Interregional Cooperation Regional Cooperation Council
Membership

16:40-17:40 Mr. Adli Wahid, FIRST (Forum of Incident

Response and Security Teams)
Mr. Miroslav Maj, TF-CSIRT
{\Q&Adrian Aldea, EMEA Security Tiger Team at

Panel discussion moderated by Mr. Raul Rikk,
Programme Director of National Cyber Security,
e-Governance Academy

Session VI: Online Protection Issues

17:40 -18:40 Mr. Denis Golev, Senior Lecturer, Department of
Information Security, A.S. Popov Odessa
National of Telecommunications

Ms. Elena Botezatu, La Strada, Moldova

Mr. Goran Pastrovic, ReSPA Programme
Manager

Panel discussion moderated by Mr Maxim
Catanoi, Endava




ITU Joint Cyber Drill -
ALERT (Applied Learning for Emergency Response Teams) for Europe
and CIS Regions, 21-23 November 2017, Chisinau, Moldova

Wednesday 22 November 2017

08:30-09:30 Team creation, registering team accounts to Cyberdrill Studio
Cyberdrill Studio intro tour, background scenario (ITU, CyberServices and Silensec )

09:30-11:00 Scenario 1: Cyber Threat Intelligence by Mr. Almerindo Graziano, CEO, Silensec

11:00-11:15 Coffee Break

11:15-12:45 Scenario 2: Ransomware Analysis by Mr. Marwan Ben Rached, Technical Officer
Cybersecurity, ITU

12:45-13:10 Strategic Evaluation of background scenario by Mr. Csaba Virag, Cyber Security Expert, Cyber
Services

13:10-14:15 Lunch Break

14:15 -15:15 Scenario 3: Digital Forensics by Mr. James Billingsley, Principal Product Engineer, NUIX

15:15-15:45 Coffee Break

16:45-17:15 Scenario 4: Communication in Crisis management, by Mr. Teodor Cimpoesu, Senior Manager,
Risk Advisory, Cyber Risk, Deloitte

17:15-17:30 Cyberdrill Day 1 concluding remarks by Mr. Marco Obiso, ITU Cybersecurity Coordinator

Thursday 23 November 2017

09:00-10:30 Scenario 5: Fake News identification by Mr. Miroslav Maj, TF-CSIRT

10:30-11:00 Coffee Break

11:00-12:30 Scenario 6: Malware Analysis by Mr. Catalin Patrascu, Head of Information Security and
Monitoring Department, CERT-RO

12:30-13:30 Lunch Break

13:30-15:00 Scenario 7: Malware Analysis by Mr. Dave Monnier, Team Cymru Fellow

15:00-15:30 Coffee Break

15:30-17:00 Scenario 8: "MISP - The Open Source Threat Intelligence Platform and why
capturing and sharing the flag is important" by Mr. Steve
Clement, Computer Incident Response Center, Luxembourg

17:00-17:30 Closing remarks by organizers




