GLOBAL CYBERSECURITY INDEX V4 2019/2020

Questions in this questionnaire have been elaborated and reviewed by the ITU-D Rapporteur Study
Group meeting for Question 3/2 : Securing information and communication networks: Best
practices for developing a culture of cybersecurity. The meeting was used as a channel to seek
Memberships approval for launching the GCIv4 - 2019/2020. The questionnaire is composed of five
sections, where questions in all sections expect yes/no responses accompanied by ticking the boxes
placed before each element where applicable. The questionnaire should be completed online. Each
respondent will be provided (via an official email from ITU) a unique URL for his/her safekeeping. If
a focal point chooses a team to respond to the questionnaire, he/she may share the same login to
provide in their responses.

The online questionnaire enables the respondents to upload relevant documents (and URLs) for
each question as supporting information. Information being provided by respondents to this
questionnaire is not expected to be of confidential nature.

LEGAL MEASURES

1. Cybercrime substantive law

EXP: Substantive law refers to all categories of public and private law, including the law of
contracts, real property, torts, wills, and criminal law that essentially creates, defines, and
regulates rights.

1.1 Do you have substantive law on illegal online behaviour?

1.1.1 Do you have substantive laws on illegal access on devices, computer systems and data?
EXP: Access - the ability and means to communicate with or otherwise interact with a system, to
use system resources to handle information, to gain knowledge of the information the system
contains, or to control system components, and functions (NICCS);

Computer system or system - any device or a group of interconnected or related devices, one or
more of which, pursuant to a program, performs automatic processing of data (COE - Convention
on Cybercrime);

Computer data - any representation of facts, information or concepts in a form suitable for
processing in a computer system, including a program suitable to cause a computer system to
perform a function (COE - Convention on Cybercrime);

1.1.2 Do you have substantive law on illegal interferences (through data input, alteration, and
suppression) on devices, data and computer system?
EXP: Computer system interference - both intentional and unauthorized serious hindering of the

functioning of a computer system. It may include inputting, transmitting, damaging, deleting,
deteriorating, altering or suppressing computer data.




Data interference - either intentional and unauthorized damaging, deletion, deterioration,
alteration or suppression of computer data.

1.1.3 Do you have substantive laws on illegal interception on devices, computer systems and data?
EXP: lllegal interception - both intentional and unauthorized, non-public transmission of computer
data to, from or within a computer or another electronic system, made by technical means.

1.1.4 Do you have substantive laws on online identity and data theft?
EXP: Online identity theft- stealing personal information such as names, addresses, date of birth,

contact information or bank account. Can occur as a result of phishing, hacking online accounts,
retrieving information from social media or illegal access to databases.

1.2 Do you have dispositions on computer-related forgery (piracy / copyright infringements)?

EXP: Unauthorized input, alteration, or deletion of computer data resulting to inauthentic data
with the intent that it be considered or acted upon for legal purposes as if it were authentic, to
perpetuate a fraudulent or dishonest design.

1.3 Do you have substantive laws on online safety?

EXP: Online Safety - refers to maximizing Internet safety-related to various security risks on
private and personal or property associated information, as well as enhancing users’ self-
protection from cybercrimes.

1.3.1 Do you have dispositions/legal measures on offences related to racist and xenophobic
online materials?

EXP: Measures to prevent different forms of online hate speech and other forms of intolerances

because of race, colour, religion, descent or national or ethnic origin, sexual orientation or gender

identity, disability, social status or other characteristics.

1.3.2 Do you have dispositions/legal measures on online harassment and abuse against
personal dignity/integrity?

EXP: Cyber harassment or bullying - messages sent by email, direct messaging, or derogatory

websites aimed to bully or otherwise harass an individual or a group of individuals via personalized

attacks.




1.3.3 Do you have dispositions/legal measures related to Child Online Protection?

EXP: Laws which makes it clear that any and every crime that can be committed against a child in
the real world can also be committed on the internet or any other electronic network. It is
necessary to develop new laws or adopt existing ones to outlaw certain types of behaviour which
can only take place on the internet, for example the remote enticement of children to perform or
watch sexual acts or grooming children to meet in the real world for a sexual purpose (ITU
Guidelines for policy makes on Child Online Protection).

2. Is there any cybersecurity regulation related to...

EXP: Regulation is rule based and meant to carry out a specific piece of legislation. Regulations are
enforced usually by a requlatory agency formed or mandated to carry out the purpose or
provisions of a legislation.

Cybersecurity regulation designates the principles, to be abided by various stakeholders, emanating
from and being part of the implementation of laws dealing with data protection, breach notification,
cybersecurity certification/standardization requirements, implementation of cybersecurity
measures, cybersecurity audit requirements, privacy protection, child online protection, digital
signatures and e-transactions, and the liability of Internet service providers.

2.1 Personal data/privacy protection?

EXP: Regulations about protection personal data from unauthorized access, alteration,
destruction, or use. Internet privacy is the privacy and security level of personal data published via
the Internet. It is a broad term that refers to a variety of factors, techniques and technologies used
to protect sensitive and private data, communications, and preferences; An example of such
legislation may be in the Data Protection Act.

2.2 Data breach/incident notification?

EXP: Breach notification laws or regulations are ones that require an entity that has been subject
to a breach to notify the authorities, their customers and other parties about the breach, and take
other steps to remediate injuries caused by the breach. These laws are enacted in response to an
escalating number of breaches of consumer databases containing personally identifiable
information;

2.3 Cybersecurity audit requirements?
EXP: A security audit means a systematic and periodic evaluation of the information system’s

security. Typical audit may include assessment of the security of the system's physical configuration
and environment, software, information handling processes, and user practices.




Please provide some of the best practices/achievements/on-going developments that your
country has/is been/being involved in pertaining to the legal areas as part of cybersecurity
activities? (Use the comment box for a detailed practice/s and include links for proof)




Or provide document/s including links for proof




TECHNICAL MEASURES

1. National/Government CIRT/CSIRT/CERT.
EXP: CIRT-CSIRT-CERT: computer incident response teams, staffed concrete organizational entities
that are assigned the responsibility for coordinating and supporting the response to computer
security events or incidents on national or government level.

NOTE: Sometimes distinctions are made between Government and National CIRTs as
separate/different entities — Government CIRT serves Governmental constituents, and National
CIRT serves the national constituents, including the private sector and citizens. Sometimes they
referred to them as the same entity.

1.1 Is there a National/Government CIRT/CSIRT/CERT?
EXP: Supported by a government’s decision or is part of governmental or national structures.

1.2 Does your National or Government CIRT/CSIRT/CERT...

1.2.1 Develop and execute cybersecurity awareness activities?
EXP: Efforts to promote widespread publicity campaigns to reach the nation about safe cyber-
behaviour online.

1.2.2 Conduct regular cyber security exercises such as CyberDrills?
EXP: A planned event during which an organization simulates a cyber disruption to develop or test
capabilities such as preventing, detecting, mitigating, responding to, or recovering from the
disruption. Are the exercises organized periodically or repeatedly?

1.2.3 Provide publicly available Advisories?
EXP: CIRT Advisories: the sharing of information with the general public on emerging cyberthreats
and the recommended actions to take.

1.2.4 Contribute to the issues of Child Online Protection?

EXP: The CIRT/CSIRT/CERT provides support such as awareness creation campaigns, reporting of
incidents related to children, providing educational materials on Child Online Protection and
others.







Provide links/URL
Provide document

Please provide some of the best practices/ achievements/on-going development your country
has/is been/being involved in pertaining to the technical areas as part of cybersecurity
activities. (Use the comment box for a detailed practice/s and include links for proof)

Or provide document/s including links for proof




ORGANIZATIONAL MEASURES

1. National Cybersecurity Strategy

EXP: The development of policy to promote cybersecurity as one of national top priorities. A national
cybersecurity strategy should define the maintaining of resilient and reliable national critical
information infrastructures including the security and the safety of citizens; protect the material and
intellectual assets of citizens, organizations and the nation; respond, prevent cyber-attacks against
critical infrastructures; and minimize damage and recovery time from cyber-attacks.

1.1 Does your country have a national cybersecurity strategy/policy?

1.1.1 Does it address the protection of national critical information infrastructures, including in
the telecommunication sector?

EXP: Any physical or virtual information system that controls, processes, transmits, receives or

stores electronic information in any from including data, voice, or video that is vital to the

functioning of a critical infrastructure; so vital that the incapacity or destruction of such systems

would have a debilitating impact on national security, national economic security, or national public

health and safety.

1.1.2 Does it include reference to the national cybersecurity resilience?

EXP: A national cybersecurity resiliency plan ensures that the country has the ability to resist,
absorb, accommodate to and recover from the effects of any hazard (including natural or human-
made) in a timely and efficient manner, including through the preservation and restoration of its
essential services and functions with reliance on external service.

1.1.3 Is the national cybersecurity strategy revised and updated on a continuous basis?
EXP: The life cycle management of the strategy is defined, the strategy is updated according to
national, technological, social, economic and political developments that may affect national
cybersecurity situation.

1.1.4 Is the cybersecurity strategy open to any form of consultation with national experts in
cybersecurity?

EXP: The strategy is open for consultation by all relevant stakeholders, including operators of critical

infrastructures, ISPs, academia and others.







Please provide some of the best practices/achievements/on-going development your country
has/is been/being involved in pertaining to the organizational measures as part of cybersecurity
activities. (Use the comment box for a detailed practice/s and include links for proof)

Or provide documents including links for proof
CAPACITY DEVELOPMENT







2.2 Is there an accreditation program for cybersecurity professionals in your country?
EXP: Institutes accrediting cybersecurity professionals, or any other related mechanisms.

2.3 Are there a national sector-specific educational programmes/trainings/courses for
professionals in cybersecurity?

2.3.1 Are there a national sector-specific educational programmes/trainings/courses for law
enforcement?

EXP: Cybersecurity formal process for educating legal actors (police officers and enforcement
agents) about computer security

2.3.2 Are there a national sector-specific educational programmes/trainings/courses for judicial
and other legal actors?

EXP: Cybersecurity training or technical training that can be recurring for police officers,
enforcement agents, judges, solicitors, barristers, attorneys, lawyers, paralegals and other persons
of the legal and law enforcement profession.

2.3.3 Are there a national sector-specific educational programmes/trainings/courses for
SMEs/private companies?

EXP: Good practices trainings / capacity development on cybersecurity to guard their businesses,
etc. by proper use of online services.

2.3.4 Are there a national sector-specific educational programmes/trainings/courses for other
public sector/government officials?

3. Does your government/organization develop or support any educational programmes or
academic curricula in cybersecurity...

EXP: Existence and the promotion of national education courses and programmes to train the
younger generation in cybersecurity-related skills and professions in schools, colleges, universities
and other learning institutes. Cybersecurity-related professions include, but are not limited to,







Please provide some of the best practices/achievements/on-going development your country
has/is been/being involved in pertaining to the capacity building measures as part of
cybersecurity activities. (Use the comment box for a detailed practice/s and include links for
proof)

Or provide document/s including links for proof
COOPERATIVE MEASURES




EXP: Bilateral agreements (one-to-one agreements) refer to any officially recognized national or
sector-specific partnerships for sharing cybersecurity information or assets across borders by the
government with one other foreign government and regional entity (i.e., the cooperation or
exchange of information, expertise, technology and other resources). The indicator also measures
whether information sharing of threat intelligence. Capacity building refers to the sharing of
professional tools, advanced envelopment of experts, and others.

1.1 Do you have bilateral agreements on cybersecurity cooperation with other countries?

1.1.1 Isinformation sharing part of the agreement(s)?
EXP: Information-sharing refers to the practices around sharing on non-sensitive information.

1.1.2 Is capacity building part of the agreement(s)?

EXP: The ability to encourage trainings to strengthen the skills, competencies and abilities of
National cybersecurity professionals through cooperation to ensure collective efforts against cyber
threats.

1.1.3 Is mutual legal assistance part of the agreement(s)?
EXP: Mutual assistance between two or more countries for the purpose of gathering and
exchanging information in an effort to enforce public or criminal laws.

2. Government participation in international mechanisms related to cybersecurity activities
EXP: It may also include ratification of international agreements regarding cybersecurity, such as
African Union Convention on Cyber Security and Personal Data Protection, Budapest Convention on
Cybercrime and others.

2.1 Does your government/organization participate in international mechanisms related to
cybersecurity activities?

3. Cybersecurity multilateral agreements

EXP: Multilateral agreements (one to multiparty agreements) refers to any officially recognized
national or sector-specific programmes for sharing cybersecurity information or assets across
borders by the government with multiple foreign governments or international organizations (i.e.
the cooperation or exchange of information, expertise, technology and other resources).

3.1 Does your government have multilateral agreements on cybersecurity cooperation?




3.1.1 Is information sharing part of the agreement(s)?
EXP: Information-sharing refers to the practices around sharing on non-sensitive information.

3.1.2 Is capacity building part of the agreement(s)?

EXP: The ability to encourage trainings to strengthen the skills, competencies and abilities of
National cybersecurity professionals through cooperation to ensure collective efforts against cyber
threats.

4. Partnerships with the private sector (PPPs)

EXP: Public- private partnerships (PPP) refer to ventures between the public and private sector. This
performance indicator measures the number of officially recognized national or sector - specific PPPs
for sharing cybersecurity information and assets (people, processes, tools) between the public and
private sector (i.e. official partnerships for the cooperation or exchange of information, expertise,
technology and/or resources), whether nationally or internationally.

4.1 Does your government engage in PPPs with locally established companies?

4.2 Does your government engage in PPPs with foreign owned companies in your country?

5. Inter-agency partnerships

EXP: This performance indicator refers to any official partnerships between the various government
agencies within the nation state (does not refer to international partnerships). This can designate
partnerships for information- or asset-sharing between ministries, departments, programmes and
other public sector institutions.

5.1 Are there inter-agency partnerships/agreements among different governmental bodies in
relation to cybersecurity?
EXP: Cooperation between ministries or specialized agencies

Please provide some of the best practices/ achievements/on-going development that your
country has/is been/being involved in pertaining to the cooperation measures as part of
cybersecurity activities. (Use the comment box for a detailed practice/s and include links for
proof)




Or provide document/s including links for proof




