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About this Document

This document is a guide created to engage Member States and other countries to follow the GCl process
and to ensure transparency and accountability. The guideline is divided into four sections, following each
phase taken to arrive to the final production of the GCl report. These are briefly explained below;

1. Preparation: This phase consists of activities such as review of the questions and questionnaire

structure to MS; identification/review of the GCl Focal Points in Member States; detailed scheduling
of all key milestones including publication date, and assignment of resources required, as well as
preparation of a standard Operational Procedure (S.0.P) to guide validators, report and presentation
templates for the final results.

2. Survey: This phase consists of the following activities: Publication of the updated reference model;
opening of the questionnaire to the GCl Focal Points; support to the GCI Focal Points to facilitate
responses and monitoring of progress to ensure timely completion of the lime survey and primary
data collection.

3. Verification and validation: This phase consists of the following activities: closure of the
guestionnaire; individual country validation, ensuring all responses have the evidence required to
support the answer provided and discussion with GCI Focal Points to ensure accuracy of responses.

4. Drafting of the report and publication: This phase consists of the following activities: drafting of the
report, design and BDT editorial processes; handling of the press releases and blogs and Member
States inquiries.

The document also includes a summarised timeframe to ensure that Member States submit data and other
materials that is required of them within the scheduled timeframe to allow timely delivery of the report for
publication.

BACKGROUND

The Global Cybersecurity Index (GCl) is a composite index that combines evolving numbers of indicators into
one benchmark to measure the commitment of countries to cybersecurity. Through questions developed on
the five pillars (legal, technical, organizational, capacity development, and cooperation) to assess the
commitment, the index uses data collected from an online survey and a secondary research process to ensure
quality of the data.

ITU Plenipotentiary Conference Resolution 130 (Rev. Dubai 2018) invites Member States “to support ITU
initiatives on cybersecurity, including the Global Cybersecurity Index (GCl), in order to promote government
strategies and the sharing of information on efforts across industries and sectors”.

In order to foster a global culture of cybersecurity and its integration at the core of information and
communication technologies, the GCl is aiming towards minimizing the visible gap in the level of cybersecurity
engagement between different regions around the world.

The GCl is being used as a reference by the ITU Member States and other countries to improve their
commitment in cybersecurity. Several countries are in fact implementing measures that are reflected in their
score and ranking as well as using the GCl as a benchmark to track the improvement process. Different
universities and researchers have taken to using the GCI indicators as references to conduct researches in
cybersecurity related studies.




A first iteration of the GCl was published in 2014 with 105 countries that responded, a second iteration saw a
response of 134, and 155 countries for third iteration.

The GCI aims at leaving no country behind regarding its cybersecurity development, using the following
objectives to measure:

e the type, level and evolution over time of cybersecurity commitment in countries and relative to other
countries;

e progress in cybersecurity commitment of all countries from a global perspective;

e progress in cybersecurity commitment from a regional perspective;

e the cybersecurity commitment divide (i.e. the difference between countries in terms of their level of
engagement in cybersecurity initiatives).

The GCI process has benefited from the contributions of several partners, including Australia Strategic Policy
Institute, FIRST (Forum for Incident Response and Security Team), Grenoble University, Indiana University,
INTERPOL, ITU-Arab Regional Cybersecurity Centre in Oman, Korea Internet and Security Agency, NTRA Egypt,
Red Team Cyber, The Potomac Institute of Policy Studies, UNICRI, University of Technology Jamaica, UNODC,
and the World Bank.

With an elevated interest shown in the GCl, the upcoming version four (GClv4) is being elaborated in
consultation with the Member States (ITU-D Study Group 2 — Question 3), in order to improve the process and
guestionnaire to be administered. The questionnaire and any relevant GCI related documentation will be
submitted by the BDT Secretariat to the Q3 Rapporteur Group meeting in October 2019, to be revised and
agreed by the meeting before starting the launch of the survey. In March 2020 during the SG2 meeting, BDT
will update Q3 with the status and will initiate the analysis of the data, engaging a group of experts formed
through an open consultation process with Member States, Sector Members and BDT partners.

To this end, the GCl team has created this simple guide to help Member States in understanding the GClI
process.

1 PREPARATION

This phase revolves around the initiating/development stage of the GCI and it consists of specific activities.
The GCl team within CYB Division have a brainstorming session with a thorough planning on how to implement
each new iteration of GCI every year before the initial start of the project. These activities include tasks such
as the following;

e Prior to the start of the GCl activities, a team of 3 individuals with previous experience with GCl are to
be selected to work on the GCl project (especially recommended for a later stage).

e The cybersecurity team at ITU conducts primary revision on the existing questionnaire by
composing, documenting and identifying all issues and challenges that were faced in all the previous
versions of GCl before structuring the new version. In each iteration, the questionnaire is
restructured in order to avoid redundancy and reduce time required to provide responses and
validation.

e Following the modification of the questionnaire structure and indicators, every year the reference
model is revised.

e A formal letter (from the Director) is also prepared. This is the formal invitation that is sent out to all
administrations with a copy to the missions and the ITU regional offices. This letter is to request each
country to appoint a focal point who will be responsible throughout the GCl process and to indicate if




this will be the same individual for the next 3 years or more in order to create a permanent list of focal
points.

e The questionnaire, consisting of its one page guide on how to answer the questions, and a revised
reference model agreed upon by all stakeholders, are to be ready for publication. Also, the prepared
invitation letter with annexes of this principle guideline and a timeline designed specifically for
Member States, will be uploaded on the BTD-GCl website. This is to allow Member States to familiarize
themselves with the objectives, background, methodology and the framework of GCI.

e This phase will be followed by the data collection phase (between October 2019 and March 2020).

Upon official invitation

Member States should appoint one focal point to be the direct contact during all the phases of GCI
before the deadline indicated to them. The contact details of the appointed focal point should be
formally provided to ITU’s GCl team as early as possible.

The focal point must be able to coordinate with all relevant governmental and non-governmental
entities and gather the necessary information to answer accurately to the GCI questionnaire, as there is
a possibility that different bodies are responsible for the different sections of the GCI questionnaire.

CONDUCTING THE GCI SURVEY/DATA COLLECTION

The focal point will receive information regarding the survey by email from GCl team as soon as the on-
line survey has been prepared.

The questionnaire will be presented in English with a translation into the other 5 UN languages available.

Once the questionnaire is opened to Member States and other countries, the focal point must carefully
follow the survey’s guidelines in order to properly answer each question. Not following the guideline
might lead to loss of points/scores.

Stages, deadlines and tasks will be clearly defined for each person who is involved in carrying out the
survey. The focal point must share the guidelines to those assisting in filling the questionnaire.
Deadlines must be strictly respected. During the opening survey, the GCl team will remain available to
assist the focal point. The lime survey will be closed in March 2020 after the Study Group 2 rapporteur
meeting to allow time for validation and preparation of the report.

Completed submissions of the survey must be submitted by the focal point before the official closing to
allow the GCl team to validate their answers. Reminders will be sent to focal points related to the final
deadline of the questionnaire.

The online survey may remain open to allow Member States to complement answers with additional
information that will be considered for the next iteration.

Primary data collection

Data collection for Member States that have not responded to the official email of the Director can
start as the survey is still ongoing. This is a sole responsibility of the GCI team. Vigorous research
will be conducted corresponding to each question of the GCI and results will be pre-filled in the
validation template. Data will be collected through publicly available information and the ITU
repository.

Weightage Distribution with GCI experts




The weightage development will be conducted through an open approach of establishment of an expert
group that will be discussed during the Q3 meeting in October 2019.

In parallel with the ongoing rapporteur meeting in March 2020 (ITU-D Study Group 2 — Question 3), and just
before the closure of the online survey, a session regarding the distribution of weightage will be organized of
the expert group that was formed through an open consultation process with Member States. Sector
Members will be guided on how to fill and assign points to each question of the GCI. For each question, the
experts must agree that the question measures some aspect of commitment. This meeting will not only
focus on weightage assignment but also take into consideration proposals to improve the GCI publication.

3 VALIDATION AND VERIFICATION OF ANSWERS

e Once the survey has closed, the GCl team will verify answers provided by focal points and immediately
send back the validated responses to the focal points for approval.

e Focal points are given the possibility to amend/make changes to their answers and either give an
approval or disagree with the GCl team validation by providing new relevant proof corresponding to
each question.

e Please take note that the approval must be given within two weeks. Should no feedback from focal
points be received after two weeks, the GCI team will use data validated on their side.

e Final approval by focal points, on behalf of Member States, will then be taken into consideration for
scoring and report writing.

e During the process of scoring, no further new information from the focal points are accepted.

4 DRAFTING THE REPORT

e Using the existing report template, modification to the already published reference model to be
constituted with the findings and analysis of validation and scores.

e The GCl team will compile a draft report releasing results and ranking of each Member State without
disclosing their information/data collected.

e The report is submitted to the BDT Editor for proof reading and designing of the publication in a reader
friendly manner.

e The final step of the launch will be done just after the analysis phase and will be submitted to the Q3
meeting in October 2020 for revision and approval for publication. And the cycle for the next iteration
will restart again.




Phases

Preparing for the GCl v4

Timeline

ANNEX A: TIMEFRAME

Activity

Documenting feedbacks

Internal Planning and establishment of a timeframe
Modification of the questionnaire

Review of the reference model

Review of expert group

Survey preparation (Lime Survey Platform)

And all the documents/material necessary for the proper
implementation of the GCI.

Start Date

01.04.19

End Date

11.10.19

Upon receiving the invitation

Member States are expected to confirm their participation,

ITU

Online survey

4 1/2 month

answer the questionnaire

On the survey platform Questionnaire will be presented in
English and translations of the questionnaire in the other 5 UN
languages will be available on BDTs GCl Website (to be shared)

11.11.19

letter 2 weeks appoint primary and secondary focal points that will be 14.10.19 28.10.19
responsible to facilitate the process within respective country.
Focal point to be confirm to the 2 weeks Member States to inform ITU of the Focal point chosen to 28.10.19 11.11.19

31.03.20




During the opening survey, the GCl team will be available for

Verification

through publicly available information and the ITU repository

After the closure of the questionnaire, data will be reviewed by
analysts and sent back for correction to Member States. This
process may starts as soon as focal points submit in responses.
This could be as early as two weeks from the time of the start of
the survey

02.12.19

FAQ 4 % months : 11.11.19 31.03.20
questions

Last reminder 1 month Remmder‘wﬂl tfe received by MS related to the final deadline of 03.02.20 28.02.20
the questionnaire
Closure of GCI questionnaire. No more changes will be allowed

N for the present year. However, the platform will stay available

2EULIETECRATE 31.03.20 to add information that will be considered for the next 31.03.20 31.03.20
iteration.
ITU GCI team will collect data on behalf of countries that will

Primary data collection 2 months not respond to take part in the survey. Data will be collected 03.02.20 31.03.20

29.05.20

Corrections and validation

Member State to review the ITU corrections, complete any
missing information, including additional proof, and send back
to GCl team with a confirmation of a complete validation.

31.03.20

12.06.20

Score calculation

Calculating scores to Member States after the final confirmation
of validation

12.06.20

13.07.20




Data analysis and report drafting 12.06.20 13.07.20
The design phase plus BDT Editor, reviews etc. 13.07.20 20.10.20
Publication of the report 21.10.20 21.10.20




GLOBAL CYBERSECURITY INDEX V4 2019/2020

Questions in this questionnaire have been elaborated and reviewed by the ITU-D
Rapporteur Study Group meeting for Question 3/2 : Securing information and
communication networks: Best practices for developing a culture of cybersecurity. The
meeting was used as a channel to seek Memberships approval for launching the GCIv4 -
2019/2020. The questionnaire is composed of five sections, where questions in all sections
expect yes/no responses accompanied by ticking the boxes placed before each element
where applicable. The questionnaire should be completed online. Each respondent will be
provided (via an official email from ITU) a unique URL for his/her safekeeping. If a focal
point chooses a team to respond to the questionnaire, he/she may share the same login to
provide in their responses.

The online questionnaire enables the respondents to upload relevant documents (and
URLSs) for each question as supporting information. Information being provided by
respondents to this questionnaire is not expected to be of confidential nature.

LEGAL MEASURES

10




1.1.1 Do you have substantive laws on illegal access on devices, computer systems and data?
EXP: Access - the ability and means to communicate with or otherwise interact with a system, to
use system resources to handle information, to gain knowledge of the information the system
contains, or to control system components, and functions (NICCS);

Computer system or system - any device or a group of interconnected or related devices, one or
more of which, pursuant to a program, performs automatic processing of data (COE - Convention
on Cybercrime);

Computer data - any representation of facts, information or concepts in a form suitable for
processing in a computer system, including a program suitable to cause a computer system to
perform a function (COE - Convention on Cybercrime);

[ ]yes
|:|No

Provide links/URL
Provide document

1.1.2 Do you have substantive law on illegal interferences (through data input, alteration,
and suppression) on devices, data and computer system?

EXP: Computer system interference - both intentional and unauthorized serious hindering of the
functioning of a computer system. It may include inputting, transmitting, damaging, deleting,
deteriorating, altering or suppressing computer data.

Data interference - either intentional and unauthorized damaging, deletion, deterioration,

alteration or suppression of computer data.

[ ]YEs

|:|No
Provide links/URL
Provide document
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1.3.1 Do you have dispositions/legal measures on offences related to racist and xenophobic
online materials?
EXP: Measures to prevent different forms of online hate speech and other forms of intolerances

because of race, colour, religion, descent or national or ethnic origin, sexual orientation or gender
identity, disability, social status or other characteristics.

[ ]yes
|:|No

Provide links/URL
Provide document

1.3.2 Do you have dispositions/legal measures on online harassment and abuse against
personal dignity/integrity?

EXP: Cyber harassment or bullying - messages sent by email, direct messaging, or

derogatory websites aimed to bully or otherwise harass an individual or a group of

individuals via personalized attacks.

[ ]yes
|:|No

Provide links/URL
Provide document

1.3.3 Do you have dispositions/legal measures related to Child Online Protection?

EXP: Laws which makes it clear that any and every crime that can be committed against a
child in the real world can also be committed on the internet or any other electronic
network. It is necessary to develop new laws or adopt existing ones to outlaw certain types
of behaviour which can only take place on the internet, for example the remote enticement
of children to perform or watch sexual acts or grooming children to meet in the real world
for a sexual purpose (ITU Guidelines for policy makes on Child Online Protection).

[ ]YEs
|:|No

Provide links/URL
Provide document
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Please provide some of the best practices/achievements/on-going developments
that your country has/is been/being involved in pertaining to the legal areas as part
of cybersecurity activities? (Use the comment box for a detailed practice/s and include

links for proof)

16




Or provide document/s including links for proof
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TECHNICAL MEASURES

1.2.1 Develop and execute cybersecurity awareness activities?

EXP: Efforts to promote widespread publicity campaigns to reach the nation about safe
cyber-behaviour online.

[ ]ves
[ INvo

Provide links/URL
Provide document
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2.2. Does your sectoral CIRT/s, CSIRT/s, CERT/s:

2.2.1 Develop and execute cybersecurity awareness activities for a sector?

[ ]ves
[ ]Nno

Provide links/URL
Provide document

2.2.2 Actively participate in national CyberDrills?

[ ]Yes
|:|No

Provide links/URL
Provide document

2.2.3 Share sectoral related incidents within its constituency?

[ ]ves
|:|No

Provide links/URL
Provide document

3.1 Is there a framework for implementation/adoption of cybersecurity standards?

[ ]Yes
[ INo

EXP: sharing of information on emerging cyberthreats and the recommended actions to take.

21




Please provide some of the best practices/ achievements/on-going development
your country has/is been/being involved in pertaining to the technical areas as part
of cybersecurity activities. (Use the comment box for a detailed practice/s and include
links for proof)
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Or provide document/s including links for proof
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ORGANIZATIONAL MEASURES

1.1 Does your country have a national cybersecurity strategy/policy?

[ ]ves
[ INvo

Provide links/URL
Provide document

1.1.1 Does it address the protection of national critical information infrastructures, including in
the telecommunication sector?

EXP: Any physical or virtual information system that controls, processes, transmits, receives or

stores electronic information in any from including data, voice, or video that is vital to the

functioning of a critical infrastructure; so vital that the incapacity or destruction of such systems

would have a debilitating impact on national security, national economic security, or national public

health and safety.

[ ]ves
|:|No

Provide links/URL
Provide document

1.1.2 Does it include reference to the national cybersecurity resilience?
EXP: A national cybersecurity resiliency plan ensures that the country has the ability to resist,

absorb, accommodate to and recover from the effects of any hazard (including natural or human-
made) in a timely and efficient manner, including through the preservation and restoration of its
essential services and functions with reliance on external service.
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Please provide some of the best practices/achievements/on-going development
your country hasl/is been/being involved in pertaining to the organizational
measures as part of cybersecurity activities. (Use the comment box for a detailed
practice/s and include links for proof)

Or provide documents including links for proof

CAPACITY DEVELOPMENT
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EXP: Good practices trainings / capacity development on cybersecurity to guard their
businesses, etc. by proper use of online services.

[ ]Yes
[ ]Nno

Provide links/URL
Provide document

2.3.4 Are there a national sector-specific educational programmes/trainings/courses for
other public sector/government officials?

[ ]Yes
[ Ino

Provide links/URL

Provide document
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4.1.1 Are there private sector cybersecurity R&D programmes?

[ ]Yes
[ Ino

Provide links/URL

Provide document

4.1.2 Are there public sector cybersecurity R&D programmes?

[ ]ves
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[ INvo

Provide links/URL
Provide document

4.1.3 Are higher education institutions such as academia and universities engaged in R&D
activities?

[ ]ves

[ ]Nno

Provide links/URL

Provide document
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Please provide some of the best practices/achievements/on-going development
your country has/is been/being involved in pertaining to the capacity building
measures as part of cybersecurity activities. (Use the comment box for a detailed
practice/s and include links for proof)

Or provide document/s including links for proof
COOPERATIVE MEASURES

35




1.1 Do you have bilateral agreements on cybersecurity cooperation with other countries?

[ ]Yes
[ INvo

Provide links/URL
Provide document

1.1.1 Isinformation sharing part of the agreement(s)?
EXP: Information-sharing refers to the practices around sharing on non-sensitive information.

[ ]ves
|:|No

Provide links/URL
Provide document

1.1.2 s capacity building part of the agreement(s)?
EXP: The ability to encourage trainings to strengthen the skills, competencies and abilities of

National cybersecurity professionals through cooperation to ensure collective efforts against cyber
threats.

[ ]Yes
|:|No

Provide links/URL
Provide document

1.1.3 Is mutual legal assistance part of the agreement(s)?
EXP: Mutual assistance between two or more countries for the purpose of gathering and

exchanging information in an effort to enforce public or criminal laws.

[ ]ves
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[ INvo

Provide links/URL
Provide document

3.1.1 Is information sharing part of the agreement(s)?

EXP: Information-sharing refers to the practices around sharing on non-sensitive information.

[ ]ves
[ INo
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Provide links/URL
Provide document

3.1.2 Is capacity building part of the agreement(s)?

EXP: The ability to encourage trainings to strengthen the skills, competencies and abilities
of National cybersecurity professionals through cooperation to ensure collective efforts
against cyber threats.

[ ]ves
[ ]Nno

Provide links/URL

Provide document
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Please provide some of the best practices/ achievements/on-going development
that your country has/is been/being involved in pertaining to the cooperation
measures as part of cybersecurity activities. (Use the comment box for a detailed
practice/s and include links for proof)

Or provide document/s including links for proof
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