
© 2 0 1 0  N o k i a .  1

I d e n t i t y  

M a n a g e m e n t  

i n  3 G P P
S i l k e  H o l t m a n n s  ( R a p p o r t e u r

o f   I d M r e l a t e d  

s p e c i f i c a t i o n s / r e p o r t s  i n  3 G P P  

S A 3  S e c u r i t y )
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H i s t o r y  o f  I d e n t i t y  

M a n a g e m e n t

– L i b e r t y  A l l i a n c e  s e e m s  o n l y  t o  t a k e  o f f  i n  

t h e  e n t e r p r i s e  a r e a ,  d u e  t o  t h e  c o m p l e x i t y  

( m o s t  o f f e r i n g s  a r e  f r o m  e n t e r p r i s e -

s o f t w a r e  v e n d o r s )

– O p e n I D f i l l e d  t h e  g a p  f o r  m a n y  s e r v i c e  

p r o v i d e r s  w h o  w a n t e d  a n  e a s y  a n d  f a s t  

w a y  f o r  S i n g l e  S i g n  O n

– O p e n I D i s  f r o m  t h e  “ W e b ”  i . e .  d o e s  n o t  

s u p p o r t  t y p i c a l  t e l c o - p r o t o c o l s  l i k e  

D i a m e t e r  

– I f  o p e r a t o r s  w a n t e d  t o  b e  a b l e  t o  o f f e r  

t h e i r  h i g h  q u a l i t y  a u t h e n t i c a t i o n  t o  s e r v i c e  

p r o v i d e r s  a  s i m p l e  a n d  e f f i c i e n t  w a y  o f  

i n t e r w o r k i n g  w a s  n e e d e d

– I n t e r w o r k i n g  s h o u l d  n o t  r e q u i r e  m a j o r  

c h a n g e s  t o  t h e  o p e r a t o r  n e t w o r k  o r  o n  

t h e  s e r v i c e  p r o v i d e r  s i d e
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U s a g e  - W h o  u s e s  a n d  

s u p p o r t s  O p e n I D ?
– S o m e  O p e n I D P r o v i d e r  &  S e r v i c e s

• G o o g l e ,  N T T  D o C o M o ,  F l i c k r ,  Y a h o o ! ,  

M i c r o s o f t ,  A O L ,  V e r i s i g n ,  F a c e b o o k ,  

W i k i t r a v e l ,  S l a s h d o t ,  W o r l d p r e s s ,  I B M ,  

P a y P a l ,  N e w  Y o r k  T i m e s ,  S A P ,  O r a n g e  

F r a n c e ,  M y S p a c e ,  B l o g g e r ,  B l o g l i n e s ,  

B l o g s p o t ,  L i v e J o u r n a l ,  C i t i ,  W a v e  

S y s t e m s , … . .

– G o v e r m e n t a l u s a g e  o f  O p e n I D

• U S  G o v e r n m e n t  h a s  a  P i l o t  P r o j e c t  o n  

O p e n I D

• J a p a n e s e  g o v e r n m e n t

• O p e n I D . e e  ( E s t o n i a ) ,  o p e n i d . v r m . l t  

( L i t h u a n i a  )

– S o u r c e s :

• h t t p : / / e n . w i k i p e d i a . o r g / w i k i / L i s t _ o f _ O p e n I D _ p r o v i d e r s

• h t t p : / / e n . w i k i p e d i a . o r g / w i k i / C a t e g o r y : I n t e r n e t _ s e r v i c e s _ s u p p o r t i

n g _ O p e n I D

• h t t p : / / o p e n i d . n e t / g o v e r n m e n t /

• h t t p : / / o p e n i d g e r m a n y . d e / 2 0 0 7 / 0 9 / 2 5 / e r s t e r - g r o s e r - t e l c o -

u n t e r s t u t z t - o p e n i d /

• h t t p : / / s p r e a d o p e n i d . o r g / p r o v i d e r - c o m p a r i s o n /

http://en.wikipedia.org/wiki/List_of_OpenID_providers
http://en.wikipedia.org/wiki/Category:Internet_services_supporting_OpenID
http://en.wikipedia.org/wiki/Category:Internet_services_supporting_OpenID
http://openid.net/government/
http://openidgermany.de/2007/09/25/erster-groser-telco-unterstutzt-openid/
http://openidgermany.de/2007/09/25/erster-groser-telco-unterstutzt-openid/
http://openidgermany.de/2007/09/25/erster-groser-telco-unterstutzt-openid/
http://openidgermany.de/2007/09/25/erster-groser-telco-unterstutzt-openid/
http://openidgermany.de/2007/09/25/erster-groser-telco-unterstutzt-openid/
http://openidgermany.de/2007/09/25/erster-groser-telco-unterstutzt-openid/
http://openidgermany.de/2007/09/25/erster-groser-telco-unterstutzt-openid/
http://openidgermany.de/2007/09/25/erster-groser-telco-unterstutzt-openid/
http://openidgermany.de/2007/09/25/erster-groser-telco-unterstutzt-openid/
http://spreadopenid.org/provider-comparison/
http://spreadopenid.org/provider-comparison/
http://spreadopenid.org/provider-comparison/
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I C O N E  s t a t u s / M o e / 2 0 1 0 -

0 2 - 1 0  

O p e n I D  a n d  A u t h e n t i c a t i o n  

• O p e n I D  a u t h o r i z e s  r e q u e s t s  t o  a p p l i c a t i o n  

s e r v e r s  ( R e l y i n g  P a r t i e s  =  R P s )  b y  r e d i r e c t i n g  

t h e m  t o  a n  O p e n I D  I d e n t i t y  P r o v i d e r  ( O P ) .  

• O p e n I D  i n t e n t i o n a l l y  l e a v e s  t h e  a u t h e n t i c a t i o n  

p r o t o c o l  b e t w e e n  c l i e n t  a n d  O P  u n s p e c i f i e d .  

• T h e  c h o i c e  o f  a u t h e n t i c a t i o n  p r o t o c o l  d e p e n d s ,  

a m o n g  o t h e r  f a c t o r s ,  o n  t h e  a v a i l a b l e  c r e d e n t i a l s .

• F o r  c l i e n t s  o n  – o r  w i t h  a c c e s s  t o  – a  3 G P P -

c o m p l i a n t  m o b i l e  p h o n e ,  U S I M s  a r e  a  s e n s i b l e  

c h o i c e  f o r  t h e  S S O  c r e d e n t i a l s  a s  t h e y  a l l o w  

o p e r a t o r s  t o  l e v e r a g e  t h e i r  s u b s c r i b e r  d a t a b a s e s .  

• U S I M s  a r e  u s e d  i n  a u t h e n t i c a t i o n  w i t h  o n e  o f  

t h e  v a r i a n t s  o f  t h e  A K A  p r o t o c o l .  A s  c l i e n t  a n d  O P  

c o m m u n i c a t e  o v e r  H T T P  t h e  o b v i o u s  c h o i c e  

s e e m s  o n e  o f  t h e  t w o  v e r s i o n s  o f  H T T P  D i g e s t  

A K A  ( v 1 :  R F C 3 3 1 0 ,  v 2 :  R F C 4 1 6 9 ) .
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3 G P P  T R  3 3 . 9 2 4  O p e n I D a n d  

G e n e r i c B o o t s t r a p p i n g

A r c h i t e c t u r e ( G B A )  I n t e r w o r k i n g

– O u t l i n e s  t h e  r e - u s a g e  o f  c e l l u l a r  a u t h e n t i c a t i o n  

f o r  S i n g l e  S i g n  O n  ( I d e n t i t y  M a n a g e m e n t )  u s i n g  

O p e n I D  f o r  w e b  b r o w s i n g  a u t h e n t i c a t i o n

– T w o  v a r i a n t s

• U s e r  b r o w s i n g  w i t h  t h e  s a m e  d e v i c e  a s  h e  i s  

a u t h e n t i c a t i n g  w i t h  ( P C  w i t h  U S B  s t i c k  w h i c h  

c o n t a i n s  U I C C  o r  p h o n e  w i t h  U I C C ) .

• U s e r  b r o w s i n g  w i t h  P C  a n d  u s i n g  h i s  p h o n e  f o r  

a u t h e n t i c a t i o n  ( t h e r e  s e v e r a l  s u b - v a r i a n t s  a r e  

o u t l i n e d ,  d e p e n d i n g  o n  o p e r a t o r  n e t w o r k  o r  l o c a l  

c o n n e c t i v i t y  b e t w e e n  t h e  d e v i c e  a n d  t h e  P C )
M o b i l e  

A u t h e n t i c a t

i o n

S e r v i c e  

A u t h e n t i c a t i

o n
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W h y  c o m b i n e  O p e n I D  w i t h  

G B A ?

– N o  o p e n  t h i r d  p a r t y  i n t e r f a c e  t o  H S S  /  

H L R

– N o  n e e d  f o r  s e r v i c e  p r o v i d e r  t o  s u p p o r t  

t e l e c o m m u n i c a t i o n  s p e c i f i c  p r o t o c o l s

– M i n i m i z i n g  l o a d  o n  H S S  b y  r e - u s a g e  o f  

A u t h e n t i c a t i o n  V e c t o r s

– K e y  s e p a r a t i o n  f o r  d i f f e r e n t  s e r v i c e  ( n o  

o n e  f a l l s ,  a l l  f a l l )

– G B A  c a n  a l s o  b e  u s e d  f o r  o t h e r  s e r v i c e s  

a n d  n o t  o n l y  f o r  I d M ,  s o m e  o p e r a t o r s  

h a v e  a l r e a d y  a  G B A  c r e d e n t i a l  s e r v e r  

( B S F  – B o o t s t r a p p i n g  S e r v e r  F u n c t i o n )

– W o r k s  w i t h  S I M ,  U S I M ,  I S I M  c a r d s  ( a l s o  

a  3 G P P 2  s t a n d a r d  e x i s t )

– I s  a l r e a d y  d e p l o y e d  b y  s o m e  o p e r a t o r s
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W e  w a n t  I d M  l i g h t  a n d  f a s t !

• I n  t h e  f i r s t  m o m e n t  G B A  l o o k s  b i g ,  b u t  t h e  a c t u a l  

f u n c t i o n s  a r e  l i g h t  i f  u s e d  f o r  a  l i m i t e d  p u r p o s e  e . g .  

a n  w e b  s e r v e r  c a n  b e  t u r n e d  i n t o  a  N A F  b y  a d d i n g  

a  l i b r a r y  c o n t a i n i n g  l e s s  t h e n  1 0 0 0  l i n e s  o f  c o d e .

• T h e  G B A  s o f t w a r e  i n  t h e  p h o n e  i s  h i g h l y  s e n s i t i v e ,  

s i n c e  i t  a c c e s s e s  t h e  s m a r t  c a r d .  T h e  a c c e s s  i s  

c o n t r o l l e d  a n d  s e c u r e d .  T h i s  i s  n o t  s o m e t h i n g  t h a t  

c a n  b e  j u s t  c o b b l e d  t o g e t h e r  i n  a  c o u p l e  o f  w e e k s .  

R e m e m b e r  t h i s  i s  S S O ,  i f  t h i s  i s  n o t  s e c u r e d ,  m a n y  

u s e r  a c c o u n t s  a r e  c o m p r o m i s e d .  O p e n I D p r o t o c o l  

r u n s  f r o m  t h e  b r o w s e r  a n d  s h o u l d  n o t  h a v e  d i r e c t  

U I C C  c a r d  a c c e s s .

• G B A  e n a b l e d  p h o n e s  a r e  s h i p p e d  a n d  i n  t h e  

m a r k e t  ( a l l  S 6 0  p h o n e s  t h a t  a r e  c u r r e n t l y  s h i p p e d ) .  

• N o  p o i n t  i n  i n v e n t i n g  t h e  w h e e l  t w i c e ,  t h i s  w o r k s ,  i s  

s e c u r e d  a n d  a v a i l a b l e ,  b e t t e r  t o  b u i l d  o n  i t ,  t h e n  t o  

s t a r t  f r o m  s c r a t c h .  I t  t o o k  8  y e a r s  f o r  G B A  t o  t a k e  

o f f ,  h a v e  y o u  t h a t  m u c h  t i m e  t o  w a i t  f o r  a n  

a l t e r n a t i v e ?
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O v e r v i e w  o f  O p e n I D - G B A  

I n t e r w o r k i n g

– 3 G P P  R e l - 9  i n t r o d u c e d a  t e c h n i c a l r e p o r t

T R  3 3 . 9 2 4  f o r  G B A  - O p e n I D i n t e r w o r k i n g ,  

a l s o c a l l e d O p e n I D I d e n t i t y M a n a g e m e n t  

I n t e r w o r k i n g

– D e s c r i b e s h o w t h e  U I C C - b a s e d k e y s c a n

b e u s e d a s  a  b a s e l i n e f o r  a p p l i c a t i o n

s e c u r i t y a n d  S i n g l e - S i g n O n  i n  

c o m b i n a t i o n w i t h G e n e r i c B o o t s t r a p p i n g

A r c h i t e c t u r e

– T w o m a i n  v a r i a n t s

• T h e  t e r m i n a l t h a t i s  u s e d f o r  b r o w s i n g i s  

a l s o t h e  o n e t h a t a u t h e n t i c a t e s c o n t a i n s

a l s o t h e  U I C C

• T h e  t e r m i n a l t h a t i s  u s e d f o r  b r o w s i n g i s  

d i f f e r e n t t h e n t h e  o n e u s e d f o r  

a u t h e n t i c a t i o n ( e . g .  P C  &  p h o n e ) .  I n  t h i s

v a r i a n t t h e r e a r e s e v e r a l s c e n a r i o s ,  

d e p e n d i n g o n  t h e  c o n n e c t i o n t y p e

b e t w e e n p h o n e &  P C
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G B A  – O p e n I D  I n t e r w o r k i n g  

A r c h i t e c t u r e

 

BA 

HSS 

BSF 

Ua / Upa 

Ub 

Zh Zn 

NAF 
SLF 

Dz 

OP 

HTTPS 

HTTP & 
DH Protocol 

HTTPS 

RP 

AA 

Local interface 

O p e r a t o r  

N e t w o r k

B r o w s e r  &  A u t h e n t i c a t i n g  D e v i c e

( c a n  b e  o n e  d e v i c e  o r  P C & p h o n e )
B S F - B o o t s t r a p p i n g  S e r v e r  F u n c t i o n  ( G B A  c r e d e n t i a l  s e r v e r )

N A F - N e t w o r k  A p p l i c a t i o n  F u n c t i o n  ( l i b r a r y  i n t e r f a c e  t o w a r d s  B S F )

A A  – A u t h e n t i c a t i n g  A g e n t  ( d e v i c e  h o l d i n g  U I C C )

B A  – B r o w s i n g  A g e n t  ( b r o w s e r )

R P  – R e l a y i n g  P a r t y  ( s e r v i c e  w a n t i n g  u s e r  a u t h e n t i c a t i o n )

O P  – O p e n I D  P r o v i d e r  ( i d e n t i t y  p r o v i d e r )

S L F  – S u b s c r i b e r  L o c a t i o n  F u n c t i o n  ( l o c a t e s  r i g h t  H S S  f o r  t h i s  u s e r )
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G B A  – O p e n I D  I n t e r w o r k i n g  

A r c h i t e c t u r e  – P r a c t i c a l  

E x a m p l e  

 
HSS 

BSF 

Ua / Upa 

Ub 

Zh Zn 

NAF OP 

HTTPS 

HTTP & 
DH Protocol 

HTTPS 

RP 

UE 

O p e r a t o r  

N e t w o r k

B r o w s i n g  a n d  A u t h e n t i c a t i n g  

w i t h  t h e  s a m e  d e v i c e

S e r v i c e
I d e n t i t y  P r o v i d e r

C a n  b e  o p e r a t o r  o r  3 r d p a r t y

B S F - B o o t s t r a p p i n g  S e r v e r  F u n c t i o n  ( G B A  c r e d e n t i a l  s e r v e r )

N A F - N e t w o r k  A p p l i c a t i o n  F u n c t i o n  ( l i b r a r y  i n t e r f a c e  t o w a r d s  B S F )

A A  – A u t h e n t i c a t i n g  A g e n t  ( d e v i c e  h o l d i n g  U I C C )

B A  – B r o w s i n g  A g e n t  ( b r o w s e r )

R P  – R e l a y i n g  P a r t y  ( s e r v i c e  w a n t i n g  u s e r  a u t h e n t i c a t i o n )

O P  – O p e n I D  P r o v i d e r  ( i d e n t i t y  p r o v i d e r )

S L F  – S u b s c r i b e r  L o c a t i o n  F u n c t i o n  ( l o c a t e s  r i g h t  H S S  f o r  t h i s  u s e r ,  o n l y  n e e d e d  i n  l a r g e  n e t w o r k s )

- C o l l o c a t i o n  o f  B S F / N A F / O P

T u r n s  i n t e r f a c e s  i n t o  i n t e r n a l

F u n c t i o n  c a l l s

- B S F  s t i l l  t h e r e  t o  p r e v e n t  t o o  

m a n y  c a l l s  t o  H S S
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F l o w  D i a g r a m  – U s a g e  o f  S S O  

f r o m  p h o n e
 

1. User-Supplied-
Identifier 

4. Redirect ME browser to OP with 
OpenID Authentication Request. 

 

BSF  OP/NAF  UE   

3 Establishment of 
shared secret (opt) 

8. HTTPS Request containing B-TID 

5. HTTPS GET  
Request  

 7. Bootstrapping run 
according to GBA spec 

6. ME authenticate 
request 

 9. NAF retrieves keys and related 
information e.g. lifetime, GUSS, etc. 
OP/NAF authenticates the user 

 RP 

2. Retrieval of OP 
address  

 10. Redirect ME browser to RP together 
with authentication assertion 

11. RP validates 
assertion  

U E  – U s e r  E q u i p m e n t  ( p h o n e  +  U I C C )

M E  – M o b i l e  E q u i p m e n t  ( p h o n e  o n l y )

O P  – O p e n I D  P r o v i d e r

R P  – R e l a y i n g  P a r t y  ( s e r v i c e )

B - T I D  – N a m e  f o r  c r y p t o g r a p i c  k e y

N A F  – N e t w o r k  A p p l i c a t i o n  F u n c t i o n

B S F  – B o o t s t r a p p i n g  S e r v e r  F u n c t i o n
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N e t w o r k  C o n v e r g e n c e

• M a n y  o p e r a t o r s  r u n  f i x e d  a n d  

m o b i l e  n e t w o r k  a n d  w o u l d  l i k e  t o  

u t i l i z e  o n e  b a c k e n d  f o r  t h e i r  i d e n t i t y  

m a n a g e m e n t  s y s t e m

• L a r g e  r a n g e  o f  I M S  e n d p o i n t s  d o  

N O T  h a v e  a  s m a r t  c a r d ,  b u t  s t i l l  

w o u l d  b e n e f i t  f r o m  a n  o p e r a t o r  

p r o v i d e d  S S O

• S e c u r i t y  o f  e x i s t i n g  I M S  

i n f r a s t r u c t u r e  s h o u l d  n o t  b e  

e n d a n g e r e d  b y  a d d i n g  S S O  f o r  n o n -

U I C C  h o l d i n g  d e v i c e s
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S S O  S e c u r i t y  b a s e d  o n  S I P  

D i g e s t

• 3 G P P  i s  c u r r e n t l y  w o r k i n g  o n  a  

T e c h n i c a l  R e p o r t  T R  3 3 . 9 1 4  ( 5 0 %  

c o m p l e t e ,  s t a t u s  N o v  2 0 1 0 )

• T h i s  r e p o r t s  o u t l i n e  h o w  t o  u t i l i z e  

S I P  D i g e s t  f o r  S i n g l e  S i g n  O n ,  i n  

p a r t i c u l a r  w i t h  O p e n I D

• I t  b u i l d s  u p o n  T R  3 3 . 9 2 4  ( O p e n I D -

G B A  I n t e r w o r k i n g )

• T a r g e t s  n o n - U I C C  h o l d i n g  d e v i c e s

• S t a t u s :  I n t r o d u c t i o n ,  S c o p e ,  

A r c h i t e c t u r e ,  F u n c t i n a l S S O  

d e s c r i p t i o n  a n d  t w o  s o l u t i o n s  a r e  

i n c l u d e d  

• T e c h n i c a l  d e t a i l s  a n d  a l i g n m e n t  o f  

t h e  t w o  s o l u t i o n s  t a r g e t e d  f o r  n e x t  
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N o w  S t u d y  I t e m  o n  S S O  

• S A 3  a g r e e d  i n  N o v e m b e r  o n  a  n e w  

s t u d y  i t e m ,  w h i c h  w i l l  c o n t a i n

• G B A  l i g h t  v e r s i o n ,  r e d u c e d  v e r s i o n  o f  

G B A  f o r  s i n g l e  s i g n  o n  p u r p o s e  ( n o t e  

t h a t  G B A  i s  a  g e n e r i c  e n a b l e r  a n d  

w h e n  u s e d  i n  a  v e r y  p a r t i c u l a r  c o n t e x t ,  

c a n  b e  “ b o i l e d  d o w n ” )

• A K A  r e - u s a g e  w i t h o u t  G B A ,  t a r g e t e d  

f o r  s c e n a r i o s  w h e r e  t h e  o p e r a t o r  d o e s  

n o t  w i s h  t o  d e p l o y  G B A  a n d  d o e s  n o t  

w i s h  t o  o u t s o u r c e  t h e  O p e n I D  s e r v e r
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