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ITU WORKSHOP ON 
ORIGIN IDENTIFICATION AND ALTERNATIVE CALLING PROCEDURES
ITU Headquarters Geneva, Switzerland
19-20 March 2012

Summary report

The main web page for the workshop is at:
  http://www.itu.int/ITU-T/worksem/oi-acp/index.html   
The detailed program and the presentations made at the workshop are available at:
  http://www.itu.int/ITU-D/finance/work-cost-tariffs/events/tariff-seminars/Geneva-OriginID/Agenda.htm   
The background paper for the workshop is available at:
  http://www.itu.int/ITU-D/finance/work-cost-tariffs/events/tariff-seminars/Geneva-OriginID/pdf/AlternativeCallingProcedures_Alden.pdf 
The workshop was audiocast and the audiocast is available at:
  http://www.itu.int/ibs/ITU-T/201203oi-acp/ 
The workshop was attended by 56 participants from 34 countries.
Opening Ceremony
The Chairman of the Workshop, Marie-Thérèse Alajouannine, Chairman of ITU-T Study Group 2, opened the workshop, thanking the participants for their participation.  She invited the Deputy Directors of BDT and TSB to make some introductory remarks.
Introductory remarks by the Deputy Director of BDT
Yuri Grin, Deputy Director of BDT, made some remarks on behalf of the Director of BDT.  He welcomed the participants.  He recalled that this workshop is organized in the framework of the implementation of the Decision 5 on workshops of the Plenipotentiary Conference of the International Telecommunication Union, Guadalajara, Mexico, 2010.
As the UN specialized agency with responsibility for ICTs, the International Telecommunication Union (ITU) plays a key role in ICT policies and regulation, standardization and development, and is firmly committed to connecting all the world’s people – wherever they live, and whatever their circumstances.
In this context, the ITU has developed this two-day workshop, which has been designed to provide you with insights into some of the most important issues related to what is currently done and what are the issues for alternative calling procedures, IP Telephony, telecommunication origin identification and numbering misuse.
ITU has been undertaking numerous activities to foster the development of an enabling environment worldwide including information sharing, creation of tools, national and regional assistance, creation of training materials and opportunities on regulatory and policy issues as well as on economic and finance issues including costing and pricing.
We may have close to 6 billion mobile cellular subscriptions worldwide by the end of 2011, but two-thirds of the world’s population still have no access to the Internet.
Looking at penetration levels of Internet users by region, we know that there is a wide disparity among the regions. To give an example, Europe is the region with the highest level with 74.4% while Africa remains behind with 12.8 %.
Despite the progress in mobile telephony and the Internet, particular efforts need to be made to support availability of infrastructure and services in underserved and rural areas.
Your participation confirms that these topics are very important and high on the agenda, and we are pleased to provide you with the opportunity to meet and share your views through the organization of this workshop.
The main goal of this workshop is to present the current situation with respect to origin identification (including numbering misuse/misappropriation) and alternative calling procedures (including call-back, refile, and “IP telephony”) and to discuss and consider proposals for future work.
We have invited high level panellists with an extensive experience in the area of numbering misuse, alternative calling procedures and IP telephony. The Deputy Director expressed his warm thanks to all of them and to the Chairman of ITU-T Study Group 2 who has kindly agreed to chair the workshop.
The Deputy Director took the opportunity to remind all delegates that two very important events will take place in 2012 namely:
· The 2012 edition of the Forum on Telecommunication/ICT Regulation and Partnership in Africa (FTRA-2011) to be held in Libreville (Gabon) from 18 to 20 June 2012 under the theme Digital transition ;
· The 2012 edition of the Global Symposium for Regulators (GSR) to be held in Colombo, Sri Lanka, 2-4 October 2012; GSR will focus on: Why regulate in a global networked society?
He thanked the participants for their attention and wished them productive debates and fruitful discussions.
Introductory remarks by the Deputy-Director of TSB
Reinhard Scholl, Deputy-Director of TSB, made some remarks on behalf of the Director of TSB. He welcomed the participants and the speakers.
He stated that this workshop deals with some topics for which there has been considerable technological evolution in recent years, and also with some sensitive topics that have recently been the subject of intensive discussion in ITU.  The purpose of this workshop is to present background information views so as to facilitate further discussions. 
The first session will present a general overview of Alternative calling procedures in general.  The following session will present IP Telephony and ENUM, and the final sessions will be devoted to origin identification and numbering misuse. 
The Deputy-Director stated that he was sure that there will be much stimulating discussion and a fruitful exchange of information and experiences. 
He took this opportunity to remind all delegates that two very important events will take place at the end of 2012, namely the World Telecommunication Standardization Assembly and the World Conference on International Telecommunications.  These events will take place in November and December 2012 in Dubai, United Aram Emirates. 
The WTSA defines the next period of study for ITU-T, and preparations for WTSA-12 will take place throughout this year, notably in the form of regional preparatory meetings. The WTSA will also review working methods including approval processes; the work programme; and the structure of Study Groups. It will be preceded by a one-day Global Standards Symposium. 
Global standards are only truly global if developing country needs are taken into account.
Regional preparatory meetings are a proven platform for the development of successful proposals. They are the best opportunity for regional groups to coordinate proposals. Participants are encouraged to participate in preparatory meetings in your regions. 
At the last WTSA – held in Johannesburg in 2008 - ITU members asked for increased emphasis on key areas such as ICTs and climate change, the deployment of IPv6, accessibility to ICTs for persons with disabilities, conformance and interoperability testing, and encouraging more academic and developing country participation in ITU’s work.
The Deputy-Director was pleased to report that ITU-T has fulfilled this mandate with many game changing announcements in the last four years.
WCIT will look at ways to revise the current International Telecommunications Regulations, the ITRs, which were adopted in 1988.  The ITRs served us well, but there is general agreement that they need to be updated to reflect the significant changes that have taken place in the ICT sector over the past 24 years.
Items for discussion at WCIT are likely to include topics which are relevant to the global ICT sector, such as:
· Misuse of numbering resources
· Calling party identification
· Human right of access to communication
· Security in the use of ICTs and protection of critical national resources
· Charging and accounting (including taxation)
· International frameworks
· Interconnection and interoperability
· Quality of service
· Convergence
· Enforcement measures
To conclude, the Deputy-Director said that he was sure that meetings such as the present workshop and conferences such as WCIT will help to make the world a better place – for everyone, wherever they live and whatever their circumstances.
He thanked the participants for their attention and wished them well for their work during the next two days.
Introductory remarks by the Chairman of ITU-T Study Group 2
Marie-Thérèse Alajouannine, Chairman of ITU-T Study Group 2 (SG2), stated that indeed alternative calling procedures, IP Telephony and origin identification and numbering misuse are hot issues.  She noted that SG2 had already approved Recommendations concerning those mattes, and that they would surely continue to be studied in SG2 in the future.
Session 1: Alternative calling procedures in general
This session provided an overview of the topic: the definitions of alternative calling mechanisms, their history, and an overview of current practice, as well as the effects of alternative calling on operators, consumers and governments.
Presentation by John Alden
For decades, until the 1980s, the international voice telecommunications market was a continent of stability in a shifting world.  National “flag” carriers exchanged circuit-switched minutes through the international settlements procedures, with consumers paying premium rates for international direct dialing.  Beginning in the 1990s, however, international call-back services, calling cards, refile, international simple resale and other routing, billing and by-pass mechanisms began to undercut this system. 


The advent of Voice over Internet Protocol (VoIP) or “Internet telephony” in the 2000s generated a full-blown market for Skype, Vonage and other companies that by-pass circuit-switched international calling. Now, a simple application on a smart phone can allow consumers to call anywhere in the world, at a flat rate or for free. The universe of alternative calling procedures has evolved, and so have the impacts upon traditional carriers, consumers and governments.  


Effects on governments include:
· Erosion of revenues
· State-owned carriers
· Revenues from IDD taxes & fees
· Need to review regulations
· Should governments legalize alt calling?
· Possible need to rebalance rates
· Need to find ways to counteract revenue shortfalls for infrastructure costs
· Universal access/universal service
· Consideration of gateway liberalization
Effects on developing countries include:
· Positives:
· Lower calling costs for businesses
· Lower calling costs for consumers
· Boost to demand for Internet capacity
· More international service competition
· Negatives:
· May undercut Universal Access/Service revenue streams
· May need to find new revenue sources for infrastructure development
Developed countries often encourage alternative calling to lower consumer costs, while developing countries resist “by-pass.”  By 2005, 114 countries prohibited call-back. VoIP is a different story: ITU reported in 2009 that 92 countries allowed it, 49 banned it, 39 had no regulatory framework for it.
ITU-T Recommendation D.201 (2002) set general principles. Res. 29 (Florianopolis, 2004) urged countries to respect sovereignty of others, work against practices that harm PSTN.
With the ITU now reviewing the ITRs for the first time in decades, it is time for a fresh look at the impacts – good and bad – that alternative calling procedures have on international voice telecommunications, and what governments, operators and the ITU can do to protect networks, boost international calling and avoid regulatory chaos.  
In summary:
· Alternative calling has developed over previous the past 3 decades
· There is no international consensus on legitimacy of many alternative calling procedures
· Alternative calling may have both positive and negative effects
· International studies and dialogue are needed
· Guidance should be provided to developing countries
Session 2: “IP telephony” and ENUM
This session provided an overview of the topic: what is it about, what is the history; and an overview of current practice: what is currently done and what are the issues.
Presentation by Steven Lind
ENUM provides a mapping between Internet domain names and E.164 telephone numbers.  For example, the number “+ 973 236 6787” would be entered in the domain name system as “7.8.7.6.6.3.2.3.7.9.1.e164.arpa”.  
ENUM will enable Voice over IP (VoIP) interoperability: E.164 addresses will be used as names in VoIP networks; ENUM enables call routing between VoIP service providers; E.164 addresses are not directly routable in an IP/VoIP network.  That is, ENUM can be used to map E.164 number to an Internet address that can be used to setup communication (e.g. sip:19732366787@xyz.net).
This facility can be used in different ways to retrieve various information related to the telephone number:
· End-User ENUM is used to discover IP endpoints where data is placed in a public ENUM tree by end-users (or their agents), so that VoIP calls can be made.
· Provider ENUM (aka Carrier or Infrastructure ENUM) is used to discover IP-based points of interconnection where data is placed in a private ENUM tree by carriers of record.
Full information on ENUM, and actual experiences with ENUM, can be found at:
  http://www.itu.int/en/ITU-T/inr/enum/Pages/default.aspx 
In summary, it appears that even though ENUM works from a technology standpoint, there remains business and market issues that make implementation challenging. Many companies are using ENUM for internal VoIP routing. Some companies are using ENUM for inter-provider routing. Some federations are starting to build national registries.
What’s holding it back?
· Economy has not been kind to needed CAPEX
· Some regulatory uncertainty
· No demonstrated commercial success
Session 3: “IP telephony” – Specific experiences
During this session, specific experiences with “IP telephony” were presented.  
Presentation by AT&T (Steven Lind)
The initial exploration of Voice over IP (VoIP) in AT&T had two goals: to provide VoIP transport over the AT&T long distance network; and to provide VoIP service as alternative to the traditional circuit-switched service.
At present, through AT&T’s IP platform, U-verse Voice offers powerful, advanced features integrated with U-verse TV, broadband and wireless services.  U-verse Messaging combines AT&T wireless and U-verse voice mail so U-verse customers can access all of their voice messages anywhere, from any phone line or PC. Voice mail can be listened to, managed and forwarded from the online portal, much like an e-mail inbox.  Customers enjoy great sound quality and reliability, as well as innovative calling features: an online portal to manage your call preferences and settings from any PC; the ability to view your incoming calls and voicemail notifications on your TV with Caller ID on TV; the ability to view your Call History on your TV; the ability to initiate a call from your PC or TV using Click to Call; and more.
Presentation by Voxbone (Anne-Valerie Heuschen)
Voxbone provides a variety of Voice over IP services worldwide, as shown in the diagram below.


Origin identification is an important question for outgoing IP telephony. Caller ID spoofing occurs when a caller masquerades its identity by falsifying the number that appears on the recipient's caller ID display.  There are providers that advertise on the web services to modify the CLI at calling party’s discretion.
In response, some providers have taken action such as ex-ante validation of the CLI (e.g. business users): Prior first usage, SMS or call authentication; proof of use rights.  Some block the call if the CLI is not validated and authenticated.  
Legislative actions have been taken around the globe:
· In the USA, Truth in Caller ID Act of 2010: 
· Prohibits caller ID spoofing for the purposes of defrauding or otherwise causing harm, i.e. prohibits any person or entity for transmitting misleading or inaccurate caller ID information with the intent to defraud, cause harm, or wrongfully obtain anything of value.
· Subject violators to a penalty of up to $10,000 for each violation of the rules.
· Exempt authorized activities by law enforcement agencies and situations where courts have authorized caller ID manipulation to occur.
-	EU law: 
· Telephone number is considered as personal data, but no specific law referring to spoofing. 
· Equilibrium between data protection and fraud prevention.
Points to consider for the future may include:
· Technological neutrality 
· New technology, new challenges
· If new standards needed, innovation driven 
· Prohibition of spoofing principle: ITRs reference?
Presentation by Ghana (Kwame Baah-Achemfour, NCA)
Ghana has licensed five international gateway operators which four are currently operational since year 2005. Even before the full liberalization of the international gateway operations in Ghana, some arbitrage was observed with some Internet Service Providers carrying international traffic to Ghana which was contrary to their license scope. With full liberalisation, the situation of SIM boxing, suppressed Calling Line Identity (CLIs), incorrect CLIs associated with international terminated calls to Ghana obviously surged due to arbitrage from year 2006.
Ghana as part of its main effort to restrict arbitrage makes test calls from all over the world with the lowest retail charges to identify especially the use of SIM boxing in the country. The results shows less than 25% of the test calls have terminated in Ghana with the Correct CLIs. There is a somewhat stronger positive correlation between Correct CLIs and International minutes legally terminated in the country. Also, spoofing remains a threat to our national mission to combat arbitrage and to our national security. Further to this, there have been insistent demands by users to know who is calling them and are especially alarmed when their attempts to return calls to numbers they missed calls on are not possible because those numbers are either incomplete, wrong or had suppressed CLIs.
Whereas SIM boxing can be restricted with national regulations, the long standing issue of Member States ensuring international outgoing calls transmit correct CLIs to terminating Member States that demand so must be settled with International Telecommunications Regulations (ITRs) currently under revision. 
We therefore call on the support and acceptance of additional Option provisions to Articles 2.19 and 3.6 as in the contribution 80 submitted by Egypt to the Council Working Group(CWG) for the 2012 World Conference on International Telecommunications (WCIT).
Presentation by Tanzania (Roy Christopher, TCRA)
Tanzania has been accessing Internet via satellite capacity until late 2006 when the submarine cables started to come alive.  Substantial efforts has been put already to construct and interconnect Tanzania with Neighboring countries via optical fiber cable.
IP Telephony has evolved in four stages:
· PC-to-PC (since 1998): Connects multimedia PC users, simultaneously online
· PC-to-Phone (since 1999): PC users make domestic and international calls via gateway; Increasingly services are "free” (e.g., Dialpad.com) 
· Phone-to-Phone (since 2000)
· Voice/Web integration (since 2001): Calls to website/call centers and free phone numbers; Enhanced voice services (e.g., integrated messaging)
Initially there were number of quality of service issues such as bandwidth limitation on satellite, teething problems in setting up the solution, unapplied compression techniques, etc. This has  now been addressed by the arrival and substantial effort in landing the submarine cables and the inter-country fiber network through the National ICT backbone project.
Regarding the interconnection between IP-Based networks and PSTN: While the IP based networks are characterized by their ability to hold and process higher levels of traffic volume, the circuit switched networks had some bottleneck in this. So there were issues in interfacing the two networks and capabilities. With the arrival of NGN and IN platforms to most of the operators this is technically been addressed.
Economic issues include: What price and cost savings  is expected by the clients or consumers? Consumers expect IP telephony to hugely cut down communication cost; but how quickly can all carriers migrate their networks? 
An emergency call from an IP network will require that the provider has a routed network to the destination (emergency call centre). Currently, a call will be taken to the provider network who will process it either direct to the called destination or through other network providers to whom they are inter-connected . Since most ISP (IP network providers ) have no direct connection to the emergency call receivers, this is implement by routing the call to PSTN and other Mobile network provider. Alternative the IP network provider may connect direct lines to her network and call manager/router will route the emergency call through this number.
Regarding Calling Line Identification (CLI), ISPs are supposed to allow a customer of their network to be able to make a call from anywhere as long as he/she has internet connection. We can only achieve CLI from callers by capturing the IDs during authentication of the caller to the network. This does only provide the name of the customer or organization for which the number has been given.  The challenge here is that it is tricky to make an identification to a level of an individual caller
Session 4: Telecommunication origin identification
This session provided an overview of the topic: what is it about, what is the history; and an overview of current practice: what is currently done and what are the issues.
Presentation by Jie Zhang
Telecommunication is defined by ITU as any transmission, emission or reception of signs, signals, writing, images and sounds or intelligence of any nature by wire, radio, optical or other electromagnetic systems.
Origin is defined as the location of the calling customer premises equipment.  And identification is defined as the process of recognizing an entity by contextual characteristics.
There are many telecommunications origin identifiers and they serve different purposes, as can be seen from the figure below.


Current work on the topic includes: 
· In SG2, focusing on E.164 numbers (not yet considering other identifiers)
· WTSA-08 Resolution 65: Calling party number delivery
· Recommendation ITU-T E.157 (11/2009): International Calling Party Number Delivery
· ITRs: whether and how to add new provisions regarding this topic
There are different reasons to suppress or modify calling party numbers, and different ways to do it.  One variation is scheme to create revenue through what are essentially fraudulent calls.  This is illustrated in the figure below.


Recommendation E.157 provides certain general principles regarding calling party number delivery:
· consistent with technical capabilities and national legal and regulatory frameworks
· be provided based on the relevant ITU-T Recommendations
· For geographic numbers
· The delivered CPN shall be prefixed with country codes identifying the originating country
· In addition, the delivered CPN shall include the national destination code, or sufficient information to allow proper billing and accounting, for each call
· The CPN shall be transmitted transparently to the destination (succeeding) country by the transit network(s) (including hubs)
Calling party numbers sent across international boundaries shall, consistent with technical capabilities and national legal and regulatory frameworks, contain as a minimum the country code of the originating country.
· For subscriber numbers, the delivered calling party number (CPN) shall be
· Normal call: number allocated by the operator
· Call forwarding: not the original called number
· Number portability: number shall not be changed
· PABX, branch office, private network and group telephone system: pilot numbers
· For a call originated by a call center or public service platform, the delivered CPN shall be
· the number allocated to the service by the administrator
· For any party who does not have a telephone number, the delivered CPN shall be
· the country code from the country that the call has originated and the number allocated to the service platform by the administrator
ECC Recommendation (11)02 provides more detailed requirements and extends the scope to other identifiers.
There are proposals from some Member States to add new text on international CPND to the ITRs which has a higher level of authority than ITU-T Recommendations.  Proposals for adding new text on international calling party number delivery to the ITRs have been discussed in CWG WCIT-12 meetings. There was no agreement on these proposals, and there was also opposition to adding new text to the ITRs regarding this topic.
Presentation by Sherif Guinena
Origin Identification can be classified in several levels:
· Calling Party Identification.
· Calling Party Number Identification.
· Calling Line Identification.
· Operator/Network (NDC) Identification.
· Country (CC) Identification.
· Server Identification.
The historical transition from Accounting Rate system to Special Arrangements based system and from Direct Relation to Indirect Relations, and Asymmetrical Relations, gave room for arbitrage: pressure to lower termination rate.
How is fraud related to Calling Party Number Delivery (CPND)/Origin Identification (OI)?  There is a distinction between commercialization and fraud. Hubbing activity itself is based on arbitrage: this is OK in today’s market place. But fraudulent activities within a hub have a negative effect on the terminating country.  This is best illustrated by the examples shown in the diagrams below.




A separate issue is that of user rights.
Users’ Right:
· A Roaming subscriber has the right to know who is calling, as long as he pays for the call ! 
Users’ Convenience:
· Roamer can neglect anonymous calls. But what if it is an Emergency or a VIP call ??!
· Ethically, a user should know who is calling, and identify the Origin (from where the call is!), e.g. at least National or International call !
· No barring NO Spoofing NO Deception!!
· CLIR is a good source for Malicious calls ………
And there is also a security issue.  Without CPND/OI, a call can be directed or attracted to a third country without the knowledge of the originating or terminating country.
Session 5: Numbering misuse
This session provided an overview of the topic: what is it about, what is the history; and an overview of current practice: what is currently done and what are the issues.
WTSA Resolution 65 and Recommendation ITU-T E.157 contain provisions regarding CPND, but these are subject to technical capabilities and national legal and regulatory frameworks.  As a consequence, E.157 has not been implemented widely.
National regulations in the European Union and in the United States of America contain provisions regarding CPND/OI.
In Europe, in a nutshell:
· There are CLI related fraudulent activities.
· National & International operators shall provide or transport and forward CLI/OI transparently.
· If CLI/OI is restricted, the terminating subscriber shall be acknowledged, and CC may be provided.
· Applicable to all networks and services that make use of naming, numbering, and addressing resources.
In the USA, in a nutshell:
· Interstate CPND is mandated.
· If the terminating subscriber is charged, then CLI presentation is mandated, even if the calling number is screened.
· Caller and origination ID is extended to IP enabled services (Interconnected VoIP services).
· Misleading or inaccurate Caller ID causing fraud is prohibited by law.
Lessons learned from national and regional laws and regulations are:
· All, recognize instances of CPND/OI related fraud.
· CPN shall be delivered.
· Its presentation depends on various factors.
· Applies on International and Interstate.
· Spoofing is prohibited.
· Respects terminating user’s rights. 
· Applies on all networks using naming, numbering and addressing resources.
Presentation by David Maxwell
The objectives of the GSMA Fraud Forum are to minimize exposure to fraud for its members, by developing fraud awareness, exchanging information and best practices, developing and maintaining industry counter-measures, assessing the fraud exposure of new services, and collaborating with other GSMA and external groups.  The forum has 487 members, of which 106 are countries and 199 are operators.
A common form of international revenue share fraud is the artificial inflation of traffic that can be achieved by using social engineering to create massive calling to content services on high-tariff international numbering ranges.  This results in losses for both consumers and operators.
A key component of such fraud is short-stopping: the calls never reach the geographical destination indicated by the E.164 country code.  The calls are re-routed by a carrier in the traffic chain to terminate on a content server elsewhere.  In some cases, the number ranges are hijacked, that is, the number ranges are being used and short-stopped without the knowledge or authorization of the concerned countries.
These practices are not consistent with the provisions of Recommendations ITU-T E.190 and E.157.  Nevertheless, they occur openly, as shown by the quotes below from publicly available web sites:
· Partner with us and allow your numbering resources to be used to create virtual international revenue share numbers
· We currently work with over 70 international telephone carriers
· Our client’s content will generate international incoming traffic on which we will hare revenue with you
Number hijacking is becoming the dominant form of misuse. It is invisible to regulators.  It takes place outside of the regulator’s jurisdiction.  Regulators cannot tackle the issue in isolation.
The Fraud Forum’s current response has both a strategic and an operational component:
· Strategic
· Proposed GSMA code of conduct requiring mobile operators to administer properly their number ranges (name and shame)
· Considering invitation from the Body of European Regulators for Electronic Communications (BEREC) to a fraud workshop
· Increasing collaboration with carriers
· Operational:
· Number range barring
· Rapid detection mechanism for roaming fraud
The Fraud Forum has submitted a contribution to ITU-T Study Group 2 (SG2) which contains 106 misuse reports from 14 mobile operators.  The Fraud Forum requests SG2 to analyze the effectiveness of existing ITU-T controls against misuse and to share information on any additional controls planned or under study.
The Fraud Forum requests that assignees of ITU-T numbering resources investigate the legitimacy of services offered using those numbers, and to collaborate with Study Group 2 to identify and implement counter-measures to number hijacking.
The Fraud Forum suggest processes (information sharing) rather than recommendations.
Presentation by Phil Rushton
WTSA Resolution 61 on “Misappropriation of international telecommunication numbering resources” is focused on Member State and requests Study Group 2 (SG2) to study misappropriation of international country codes.
Recommendation ITU-T E.156 “Guidelines for ITU T action on reported misuse of E.164 Numbers” is focused on global numbers and defines (some) misuse.
Regarding global numbers, there are simple rules, the Director of TSB controls the numbers, and issues are relatively easy to resolve.
In contrast, regarding national numbers, there are national rules, they are complex, control is a matter of national sovereignty, and resolution of issues is relatively complex.
For the period 2005 to 2012, 21 reports of numbering misuse were formally submitted to TSB.
Regarding possible future ITU SG2 actions and requirements, the following questions arise:
· Is ITU-T Rec. E.156 “Guidelines for ITU T action on reported misuse of E.164 Numbers” up to date?
· Should ITU-T Rec. E.156 “Guidelines for ITU T action on reported misuse of E.164 Numbers” cover more than the original web dialler that it was originally conceived for?
· If Yes then what?
· Is misuse really a problem given 21 cases against millions of numbers that exist and calls that are made? or
· Is there sufficient promotion and awareness of the reporting process to potential reporters of misuse?
Session 6: Overall discussion and concluding remarks
Discussions that took place during the workshop can be summarized as follows.
What are the current issues?
With respect to alternative calling procedures, it is understood that such procedures exist and are being used and may result in lower costs for end-users.  However, they may result in reduced revenues for operators and governments (for example, reduced tax revenue), or even fraud; and they may affect national security.  The issue is whether alternative calling procedures should be encouraged, allowed, or prohibited.  
While general economic theory would argue in favor of allowing or even encouraging them, it was pointed out that, if there are externalities or other barriers to perfect competition, then a specific economic analysis might argue in favor of prohibition (for example, needed investments in new infrastructure might be difficult to make if prices are driven too low).
The transmission or blocking of calling party identification was considered to be relevant regarding facilitation or prohibiting alternative calling procedures: blocking the identification makes it difficult to block calls made using alternative procedures.  Some participants stated that routing should be transparent, that it, it should be possible easily to know how a call was routed.
Some participants believed that recipients of the call, or the paying party, should generally be able to determine use of the calling party identification.  For example, a roaming user should have the right to see who is calling them, with due regard to data privacy laws.  
With respect to numbering misuse, it was understood that this is an issue, in particular because some numbers that are openly advertised may potentially be used for misuse or fraudulent purposes.  It appeared that the reporting mechanism put into place by TSB pursuant to Recommendation ITU-T E.156 is somewhat restrictive, cumbersome, or even not known, so that many misuse cases are not reported to ITU-T.  Further, it may be appropriate to define more clearly the term misuse, perhaps by giving examples.  It was noted that the ITU has no mandate to intervene in disputes regarding misuse, unless all parties agree otherwise.
With respect to ENUM, issues regarding commercial implementation and privacy are not yet resolved, but carrier ENUM would appear to be a valid solution in some cases.
What are possible solutions?  
With respect to alternative calling procedures, possible solutions could be to facilitate further use of these procedures or, alternatively, to regulate, limit, or prohibit their use.
With respect to calling party identification, possible solutions could be to facilitate improved transmission of the calling party identification.
With respect to misuse, possible solutions could be to facilitate reporting of cases, with a view to improving the effectiveness of actions to combat misuse.
What are the next steps to take?
With respect to alternative calling procedures, further economic studies should be carried out, in particular regarding prices and penetration of telecommunications services around the world.
With respect to calling party identification and transparency of routing, it was noted that discussions will take place in the context of the revision of the ITRs.
With respect to misuse, further study of the issue should take place within ITU-T Study Group 2, in particular regarding the possibility of changing the reporting mechanism.  Further, it was noted that discussions will take place in the context of the revision of the ITRs.
In general, further efforts should be made to provide information on these issues at the regional level, for example through regional workshops.
The membership is encouraged to submit contributions to the relevant ITU-T and ITU-D Study Groups regarding the issues discussed at the workshop.
__________
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