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Internet Users in the World
by Geographic Regions
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Copyright @ 2008, Miniwatts Marketing Group
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Zisal ashy Whsan oSadl @Yl eV glad ol diegal il acl 8 oSl
Aoty Adlay aadiedll Ayse Capedll 4 WS Guli bl sl @
e 5 il caldl) g Aleall lubaw 3ukayy @3 g (Identification and authentication)
5SS B s Ll Jpea sl Aeadiiid 310Y) o adaill e el Caeay bl
IS el il giane Bl o S e Yo Lewsdt il ae) @ Alea s (s e
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Olaa QI Gl gall ity o Y sall il Lgiad Hadi ddle GIS a5 DLl
cleglaal) alai 4SS & Jian B i) Gl ) ALYl @l el 3gd Yl
O die iy 38 N5 el gl 4 sag 8 A I Ll 08 Caeay il LS
Clasl e soal glad cula ) dngall Gloslan 8 aeu) Gilaal 5 Jrenl) 45
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i AN e day ll oals 3-2-6
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daa i (Intrusion Prevention/Detection) cOlalal e CadSl de juy ade Jl g
Aagall  Apal jdY) Gl (Network Address  Translation NAT)  (psball
oo gl dSl mal s KN mwe Jilugs (Virtual Private Networks VPN)
BLLYL (el 128 4 Al glitin L 138 ) Leale il 5 (Virus Detection) <lu g il
sl a3 All) Ay ASTY) ad gl g (38 3l lalglig (Encryption) pdlall Jilu g oladiuy

[(69557 548 527) B aal all] +(Lualdd) Juadll

Jlasl DA (e bl (Say Al 4aeY) Gl 5AY) s dleall ) SAL sl
SRS e LSy e’ e L Cun U Basana Lenaal g Lo gl a2y Ayl
Jluy allati ALy (Aa) dud)) LDl 4a) o) maYU dasene o585 o asbs
Slo glaall ol 350 llai WS L Jualal) 28K jAa0) ol g Jadadl) 5 jaaiall il
Anpailly Blainl) Y Lol el zling Lo Glle 5 alaill (e Cpadioal apes 48 Lo
Cigia dic dald o Gsisal Guaadidl A8 o Gleall e dacadidl A

A B EUREA N
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Aag ) A0Sy el g laal ) 55 Akl Clesleall ClSuiy ol cuali Bl cabia iy
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1) Trusted Computer System Evaluation Criteria (TCSEC)
2) Orange Book (USA MOD 1996)
3) Red Book (USA MOD 1999)

L Jaad Al by Glesladll ea®i g Goall o " jeal) QUKY" ddd, it g
O LS il Jasie o shaadl oUai () o€y Lovie Lals Lo jle " iyl S 4iensss
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el sl e Leilatie 3y sy L)
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cebs) iyl e Ul dsase Lalel soals B A1 md () seading
Jie s AT sada il 2] & paiud ilS (Back Orifice sl Net Sphere sl NetBus
Vo 1 Jlaell 23l s oadl) moaaiy Ll acally il 48 5a A8
e slhall (815 el ) pghai (B o) a4 s Jalaiadl (58 of iy
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Gukilly Leie Lgma Y il all pe Jalaill s Al il Jpalis

oA galay Le JST Leall
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AL Jual) JSsigp B Y] sl e A Glashe aed (2
oY) dlge skl md ey Sl Gul Jiluy e s TCP/IP

A2 Ak e Sl

P s o) gu) slilanay < BY) PR (e Jealiall  padll) apnls Jakiiall aadiiy g
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From 192.168.5.7,
2 Port 61000

Jianl) Internet
192.168.5.7 \/\

Alal Calal
=

Sl y Ul a s paes Ll o685 A 330 7l CELESH o adll el g Cilaee Jida piay
A8 5AY Taead daall Cualall 8 ds gl Jlat¥) 380 53 28 5 4l Jusyall 5 Jusyal) (f sic 305

Ll o el RIS ) sl gl aladind 1(3) B8 (KA

ailad 51 OSay Cun (Nmap) el el n 2aY At )l A mia sy (4) W8, JSEN
AL aia) GLulal) TP G lie (a3S )

Nmap Scanning Output
|

[22]
File  Output Help
Host(s Hidden ‘ Scan Exit I
ions: General Options:
IP Range ] | :
9 « connect) _iDontResolve  « TCP Ping _I Fragmentation
to Scan * 5N Steelth _{ Fast Scan ~ TCP&ICMP | Get Identd Info
v Ping Sweep .
« UDP Por Sc _iRange of Ports:  « ICMF Ping _I Resolve All

v FIN ~ DontPing - O8% Detection

_ aunce Scan; I~ Use Decoy(s):  _| Input File: _I Send on Device:
Type of r— Hidclen | |

Scan Output from: nmap -s5 - Jaround

Tnteresting ports on Hidden | A
FPort State ForoCol  Service
13 apen tep dautine
21 opeEn top ftp
22 oper top zsh
Identified = open top telnet
127 apeh top tine
Host and 79 open tep fingenr
111 open tcp sUNTPC
Open 113 open top auth
513 opsh top login ||
POI"tS 51d op=n top zhell
ITCP Sequence Prediction: Class=random positive increments
Difficulty=14943 (Horthy challenge)
Femote operating system guess: OpenBSD 2.2 - 2.3
{irteresting ports nn| Hidden |
Port State Frafneal  Seroire | /|

Cllall TP (glie CRSS §f rase el gy 2aY ) 430 1(4) A8, (S
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) s e
Bk Gy dedlddl sl Y Al clile dila) 5 diial) clild) Cada (]
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A Laad AUl e 33U LELED o2 dclulal
S Sy @l Al cllall Gugldl 38 a s milddl da gl e Gunad (¢
.)}JAJ\ LL}LAS} {»-uY\
Agaazall clualall A A o5l Claa g 2 Al Jlas) b aSadll (o
L8l a5l el by 48 yu (2
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CERT: Computer Emergency Response Team, www.cert.org

CIS: The Center for Internet Security, www.cisecurity.org

DISA: Defense Information Systems Agency, www.disa.mil

GAISPC: Generally Accepted Information Security Principles Committee,
WWwWw.issa.org/gaisp.html

IANA: Internet Assigned Numbers Authority, www.iana.org

ICANN: The Internet Corporation for Assigned Names and Numbers,
WWWw.icann.org

IEFT: The Internet Engineering Task Force, www.ieft.org
IESG: The Internet Engineering Treering Group, www.iesg.org
ITU: International Telecommunication Union, www.itu.int

ISA: Internet Security Alliance, www.isalliance.org

ISACA: The Information Systems Audit and Control Association,
WWW.1saca.org

ISF: Information Security Forum, www.securityforum.org

ISO: International Organization for Standardization, www.iso.org
ISSA: Information Systems Security Association, Www.issa.org

NTIA: National Telecommunication and Information Administration,
www.ntia.doc.gov

NCSA: National Cyber Security Alliance, www.staysafeonline.info

NIST: National Institute for Standards and Technology, www.nist.gov
NSA: National Security Agency, www.nsa.gov
NSI: Network Solution Inc, www.nsi.com

SANS: Systems Administration, Audit, and Network Security Institute,
WWW.Sans.org

U.S.A. CSI : Computer Security Institute s
WWWw.gcsi.com
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London, 2005 (British Standards Institute), www.bsi.org.uk

DTI Code of Practice for Information Security Management: Department of
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17799), www.dti.gov.uk

Corporate Information Security Evaluation for CEQO’s (TechNet),
www.technet.org/cybersecurity
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D.E.Porter: ITSG, Information Technology Standards Guidance, USA
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Electronic Security: Risk Mitigation in Financial IT Transactions, The World
Bank, (Thomas Glaessner, Tom Kellermann, and Valerie McNevin), June
2002, http://wbln0018.worldbank.org/html/FinancialSector Web.nsf

GASP: Generally Accepted Information Security Principles Currently
available, Generally Accepted Systems Security Principles (GASSP)
consisting of Pervasive Principles (PP), Broad Functional Principle (BFP),
And June, 1999.

H.F.Tipton, M.Mraise: " Information security management handbook". 5t
edition, CRC PRESS LLC 2004

ICC Handbook on Information Security Policy for Small to Medium
Enterprises, International Chamber of Commerce, April 11, 2003,
www.iccwbo.org

IDC: International Data Center, http://www.internetworldstats.com/stats.htm

IFAC: International Guidelines on Information Technology Management,
Managing Information Technology Planning for Business Impact:
International Federation of Accountants, New York, 1999, www.ifac.org

ISO 21827 System Security Engineering Capability Maturity Model,
http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail

ISO 17799: Information Technology Code of Practice for Information Security
Management, www.iso.org/iso/en/CatalogueDetailPage.

ISO TR 13335: “Guidelines for the Management of Information Security”,
Parts 1-5, ww.iso.org/iso/en/StandardsQueryFormHandler

ITCG: Information Technology: Control Guidelines 1998, www.cica.ca
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