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MPEG-4 Intellectual Property Management & Protection (IPMP) Overview





.


1. Introduction


The MPEG-4 standard specifies a multimedia bit stream syntax and a set of tools and interfaces for designers and builders of a wide variety of multimedia applications [see, for example, N1907].  Each of these applications has a set of requirements regarding protection of the information it manages.  These applications can produce conflicting content management and protection requirements.  For some applications, users exchange information that has no intrinsic value but that must still be protected to preserve various rights of privacy.  For other applications, the managed information has great value to its creator and/or distributors requiring high-grade management and protection mechanisms.  The implication is that the design of the IPMP framework needs to consider the complexity of the MPEG-4 standard and the diversity of its applications. This architecture leaves the details of IPMP systems designs in the hands of applications developers.





This document is an overview of the MPEG-4 Intellectual Property Management and Protection (IPMP) framework. Purely as an example, we provide a sketch of a hypothetical secure MPEG-4 content distribution application and its use of the IPMP framework.


2.	MPEG-4: A Multimedia Standard for Diverse Application Domains


As stated above, MPEG-4 will serve as the basis for a variety of products and services in different domains.  To create such products and services, domain specialists will choose appropriate components of the standard and combine them with additional technology to achieve their goals. Indeed, some of those combinations will themselves be standardized (as with DVD, DVB, OPIMA, etc.) giving applications designers further control over design criteria of specific mechanisms.





MPEG-4’s target applications range from low bit rate Internet telephones to high fidelity video and audio systems.  Implementations of subsets of the standard’s tools will exist that are intended for casual use.  Since MPEG-4 standardizes the terminal, anyone can develop applications based on any needed subset of the MPEG-4 profiles.  Therefore, demanding that implementers comply with particular rule sets designed to protect intellectual property is difficult to enforce within the standard.





The intellectual property management and protection methods required are as diverse as these applications.  That is, the level and type of protection required depends on the content’s value, complexity, and the sophistication of the associated business models. It is also possible that inter-domain security conflicts will arise but their control should not be exercised through the standard but rather through other mechanisms associated with each application.  The MPEG-4 IPMP framework is designed with these types of conflicts and needs in mind providing application builders with the ability to construct the most appropriate domain-specific IPMP solution.


3.	IPMP Technology Basics 


Figure 1 illustrates the modular IPMP approach. It shows a clear point of separation between non-normative IPMP systems and the normative part of MPEG-4. This point of separation is the IPMP interface.
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Figure 1: High level view of the proposed IPMP architecture





This approach allows the design of domain-specific IPMP systems (IPMP-S).  While MPEG-4 does not standardize IPMP systems, it does standardize the MPEG-4 IPMP interface. This interface consists of IPMP-Descriptors (IPMP-Ds) and IPMP-Elementary Streams (IPMP-ES).





IPMP-Ds and IPMP-ESs provide a communication mechanism between IPMP systems and the MPEG-4 terminal. Certain applications may require multiple IPMP systems. When MPEG-4 objects require management and protection, they have IPMP-Ds associated with them. These IPMP-Ds indicate which IPMP systems are to be used and provide information to these systems about how to manage and protect the content.





Figure 2 shows that the IPMP interface follows closely the MPEG-4 object/stream model.  It has been designed to allow applications designers maximal flexibility including the option of bypassing the mechanism altogether.  The framework is described in detail in M3537 and in the MPEG-4 Version 2 WD.





Besides enabling owners of intellectual property to manage and protect their assets, MPEG-4 provides a mechanism to identify those assets via the Intellectual Property Identification Data Set (IPI Data Set). The IPI Data Set identifies content either by means of internationally standardized numbering systems (e.g. ISRC, ISAN, ISWC-T/L, ISBN, DOI, etc.) or by privately generated key/value pairs (e.g. »Composer«/»Lohn Jennon«). For further information please refer to WG11/N1918. The IPI Data Set can be used by IPMP systems as input to the management and protection process. For example, this can be used to generate audit trails that track content use.
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Figure 2: MPEG-4 player architecture 


4.	Sample Application


The following is a purely hypothetical example intended to illustrate a possible use of the IPMP interface as described above.


4.1	A Secure MPEG-4 Content Delivery Application


A server will deliver encrypted MPEG-4 encoded content (e.g. audio, video, still pictures, text, etc.) to an authorized MPEG-4 client.





First the client is initialized; the Scene Description (BIFS), Object Descriptors (OD), and IPMP Elementary streams are initialized.





The client contains an IPMP System that includes a certified public/private key pair that is used (in part) to establish and maintain a cryptographic peer relationship between client and server.  (The certification of the public keys is assumed to be part of a client registration protocol that is outside the scope of MPEG-4).  The IPMP-S also includes a public-key encryption/decryption engine, a block-cipher (for bulk decryption) and various cryptographic hash functions (to ensure content and license integrity).  This system may contain mechanisms for securely managing various credentials for controlling use of the content.  It also contains implementations of the client side protocols used for key-management.





When the client requests the delivery of the particular MPEG-4 composition, the client and server enter a bilateral authentication protocol to establish an authenticated secure channel. Once that channel is established, the content can be transmitted securely.





The server delivers the content decryption keys to the client encrypted with the client's public key.  These keys are delivered via IPMP-ESs. The mapping of keys and content is accomplished by IPMP-Ds associated with the content.





The client’s IPMP system extracts the content encryption keys from the IPMP-ESs and loads them to the block-cipher key-register. The client’s decryption engine is now ready to decrypt content buffers protected with these keys.





Once the keying issues are dealt with, the stream managers parse the relevant ODs and determine which content streams are protected.  The IPMP System will handle the IPMP-Ds associated with these streams.  In particular, an IPMP-D's payload (the data field) will tell the IPMP system which keys or which instantiation of the decryption engine to use to decrypt the particular buffer.





The IPMP-Ds couple streams to particular keys, licenses, usage rules and other management credentials being managed by the IPMP system.  (The IPMP-Ds and messages may be used to couple different streams to different IPMP-Ss for clients in which more than one IPMP-S is present).  Finally, after decryption, the content buffers are passed to the appropriate decoders and the compositor.





In general, this example may require periodic delivery of synchronized cryptographic information. A streaming session may rotate content keys periodically to maximize control over the channel.  Using an IPMP-ES to deliver cryptographic information updates and to initiate re-keying protocols between the server and the client’s IPMP System is an appropriate way to manage this requirement.  The resulting keys are associated with the content or other streams via appropriate IPMP-Ds.  These keys must also be synchronized with the content stream.





A well implemented cryptographic solution introduces minimal delays per buffer and will not introduce synchronization overhead. Management of this overhead is an application issue but must involve existing MPEG-4 synchronization constructs and time-stamp calculations.





System implementations must not encrypt timing information or any other MPEG-4 multiplex information.  The system should just encrypt the payload. The correct model for delay and synchronization management is the existing MPEG-4 synchronization model. The application must appropriately manage time-stamping.


5. Conclusion


The proposed framework provides a flexible array of options for application builders for use in all domains. The framework standardizes an interface to non-MPEG-4-standard protection systems designed for particular application domains. While quite versatile, the modular architecture, if not used correctly, can introduce security flaws that undermine the management and protection framework of one or more domains. It is critical that application designers understand the variety of threat models that exist and design their IPMP Systems accordingly.
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