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1. Introduction

This contribution is to propose an error detection scheme using fragile watermark for JM2.0 based video communication. This proposal is aimed at using embedded watermark in error resilience and concealment, and some relative schemes can be found in [1][2][3]. The watermark scheme we proposed do not embed extra bits into video, but constrain a relationship between the Q-DCT coefficients
. That lead to a result of keeping the bit rate and PSNR almost unchanged, the error detection rate is increased compared to the Syntax based error detection method..

2.
New error detection scheme
2.1
Motivation


As mentioned in [1], an urgent need for higher layer applications to offer good error resilience ability is introduced by the rapid progress in wireless network. One typical effective mechanism is error concealment. When the error concealment mechanism is employed, MB
 based error detection turn to be a key problem. The syntax based error detection scheme is the traditional resolution.


The proposed scheme using fragile watermark gain a remarkable advantage than the syntax based error detection scheme while keep the bit rate almost constant even decrease..

2.2 What is the watermark

The watermark we use is described below:

On the encoder side, we change the last Q-DCT coefficient in every 4x4 block. These are two main types of 4x4 blocks: intra block and inter block. For intra block, we set the last Q-DCT coefficient as adjacent even number, towards 0. For example, change 3 to 2, -1 to 0. For inter block, we set the last Q-DCT coefficient as 0.

On the decoder side, we check every last Q-DCT coefficient to see if it is even or 0 to judge whether there is some error.

2.3
Why the error detection scheme are needed for standardization?


When watermark is inserted into the media, some degradation is introduced. This is the penalty paid by watermark. To take the advantages of the watermark, all the decoders are wished to use the information to decide whether a MB is erroneous and to implement different error concealment or some other post processing methods. To achieve more realistic usage, we wish add some header information which just indicates yes/no-watermark-bits. The scheme can work under all the hybrid codec based video communication system, including MPEG-1/2/4 and H.261/H.263/H.26L. We implement the scheme on MPEG 2, H.263, MPEG-4, and H.26L platforms, also in JVT (JM 2.0) as well.

2.4
Requirement and limitation


The scheme are skillful when the error model is random bit error. In the circumstances of IP application especially Internet applications, interleaving and FEC
 must be employed first to split the burst error (packet lost) into random bit error.


The scheme are for hybrid codec based video communication and some other system using transform field coding like DCT and DWT.

3.
Experimental results

3.1
Penalty by watermark


The watermark will introduce some degradation into the video. See table1 for detail.

Table 1: the degradation introduced by watermark

	　
	QP
	1
	5
	10
	15
	20
	25
	30

	Origin
	PSNR1
	47.75
	44.58
	40.95
	37.89
	35.02
	32.19
	29.17

	
	RATE1
	4725.98
	2714.23
	1290.36
	645.19
	353.42
	205.1
	118.18

	Watermarked
	PSNR2
	47.54
	44.47
	40.9
	37.86
	35.03
	32.19
	29.17

	
	RATE2
	4705.49
	2705.16
	1291.15
	646.01
	352.82
	205.1
	118.18



The main encoder parameter is: use Foreman.cif , 15MB per slice, 1 Intra frame every 10 frames,

From table 1 we can see, these are almost no degradation at low bit rate; even at high bit rate, the degradation is less than 0.2DB. Picture 1 is the same as table 1.
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Picture 1: the degradation introduced by watermark (graph for table 1)

3.2
Error Detection Rate


Error Detection rate 
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  is defines as:


[image: image3.wmf]Slice

Error

of

Number

Detected

Slice

Error

of

Number

R

=

det


(1)


See table 2, syntax means error detection scheme based on syntax check, watermark means proposed scheme.

Table 2: the error detection rate comparison 
	QP
	1
	5
	10
	15
	20
	25
	30

	BER
	1E-05
	1E-05
	1E-05
	1E-05
	5E-05
	5E-05
	5E-05

	Error slice rate
	57%
	35%
	17%
	7%
	26%
	14%
	7%
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 of Sytax
	30%
	34%
	40%
	60%
	42%
	28%
	40%
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 of Watermark
	97%
	83%
	89%
	80%
	58%
	44%
	45%



The main encoder parameter is: use Foreman.cif , 15MB per slice, 1 Intra frame every 10 frames,

From table 2 we can see, watermark method can improve the behavior of the error detection. When bit rate is high, it can achieve an error detection rate higher than 80%. When bit rate is low, it can still give better behavior than syntax method.

3.3 Error Correct Location Rate


Error correct location rate 
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  is defined as:
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See table 3, syntax means error detection scheme based on syntax check, watermark means proposed scheme.

Table 3: the error correct location rate comparison 
	QP
	1
	5
	10
	15
	20
	25
	30

	BER
	1.00E-05
	1.00E-05
	1.00E-05
	1.00E-05
	5.00E-05
	5.00E-05
	5.00E-05

	Error slice rate
	57%
	35%
	17%
	7%
	26%
	14%
	7%
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 of Sytax
	0%
	0%
	2%
	5%
	1%
	0%
	0%
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 of Watermark
	78%
	46%
	51%
	20%
	20%
	5%
	5%



The main encoder parameter is: use Foreman.cif , 15MB per slice, 1 Intra frame every 10 frames,


From table 3 we can see, syntax method is inability at error correct locating. Especially at high bit rate end, watermark method can correct detect about 50% errors.

3.4 Error locating behavior

Only error detection rate and error correct location rate cannot express all the facts of the error detection capability.

See picture 2, the horizontal axis is how many MBs between the MB error happened and the MB error detected. The vertical axis is the cumulating number.


The main encoder parameter is: use Foreman.cif , 15MB per slice, 1 Intra frame every 10 frames, QP=1, BER=1e-5
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Picture 2: the error locating behavior comparison


From picture 2 we can see, watermark method is much better than syntax method on error locating behavior.

3.5 Other merit

At most case, the watermark based error detection scheme need not increase the bit rate of the encoded bit stream, easy to implement. What it need is to insert an indicating bit at the sequence header to indicate whether it is used. 

It is easy to design some new watermark on Q-DCT field. The one we proposed is only a representative.

4.
Summary


An error detection scheme using fragile watermark for hybrid codec based video communication is proposed, it functions like parity checking but don’t need to insert the parity checking bits for every MB. It improves the error detection rate and error correct detection rate dramatically, penalized maximally of 0.2dB at QP=1, a penalty less than 0.05dB at the frequently used QP range (Qp from 10 to 30). To take the advantages of the watermark, a standardization of the scheme should be taken into account.

5.
Reference

[1]
Chih-Wei Tang, Hsueh-Ming Hang, and Tihao Chiang, “A Proposal for Some Non-Security Watermarking Applications”, ISO/IEC JTC1/SC29/WG11, MPEG99/M6339, July, 2000.
[2]
Minghua Chen,Yun He, “A Synchronous Fragile Watermarking Scheme For Erroneous Q-Dct Coefficients Detection”, Proceedings of The Second IEEE Pacific-Rim Conference on Multimedia, pp.812-818, Oct. Beijing, 2001

[3]
Minghua Chen, Yun He and Reginald L. Lagendijk, “Error detection by fragile watermarking”, Proceeding of PCS2001, pp. 287-290, Seoul, April, 2001 

[4]
M. Holliman, W. Macy, Y.-K. Chen, and M. Yeung, “ Application Domains for Watermarking Standards”, ISO/IEC JTC1/SC29/WG11, MPEG99/M5804, March, 2000.

(Append for Proposal Documents)

JVT Patent Disclosure Form

	International Telecommunication Union
Telecommunication Standardization Sector
	International Organization for Standardization
	International Electrotechnical Commission  

	[image: image11.wmf]
	[image: image12.png]1S0
NS




	[image: image13.png]





Joint Video Coding Experts Group - Patent Disclosure Form
(Typically one per contribution and one per Standard | Recommendation)

Please send to:

JVT Rapporteur Gary Sullivan, Microsoft Corp., One Microsoft Way, Bldg. 9, Redmond WA 98052-6399, USA

Email (preferred): Gary.Sullivan@itu.int  Fax: +1 425 706 7329 (+1 425 70MSFAX)

This form provides the ITU-T | ISO/IEC Joint Video Coding Experts Group (JVT) with information about the patent status of techniques used in or proposed for incorporation in a Recommendation | Standard.  JVT requires that all technical contributions be accompanied with this form. Anyone with knowledge of any patent affecting the use of JVT work, of their own or of any other entity (“third parties”), is strongly encouraged to submit this form as well.

This information will be maintained in a “living list” by JVT during the progress of their work, on a best effort basis.  If a given technical proposal is not incorporated in a Recommendation | Standard, the relevant patent information will be removed from the “living list”.  The intent is that the JVT experts should know in advance of any patent issues with particular proposals or techniques, so that these may be addressed well before final approval.

This is not a binding legal document; it is provided to JVT for information only, on a best effort, good faith basis.  Please submit corrected or updated forms if your knowledge or situation changes.

This form is not a substitute for the ITU ISO IEC Patent Statement and Licensing Declaration, which should be submitted by Patent Holders to the ITU TSB Director and ISO Secretary General before final approval.

	Submitting Organization or Person:

	Organization name
	Tsinghua University, China and SVA Group, China
	

	Mailing address
	100084  425# East mail building, Tsinghua University, Beijing, China
	

	Country
	China
	

	Contact person
	Peng Zhou
	

	Telephone
	+86-10-62781413
	

	Fax
	+86-10-62770317
	

	Email
	allanzp@video.mdc.tsinghua.edu.cn
	

	Place and date of submission
	
7/15/2002
	

	Relevant Recommendation | Standard and, if applicable, Contribution:

	Name (ex: “JVT”)
	JVT
	

	Title
	Experimental Result of Fragile Watermark Based Error Detection Scheme
	

	Contribution number
	JVT-B095, JVT-C032
	

	
	
	


(Form continues on next page)

	Disclosure information – Submitting Organization/Person  (choose one box)

	
	

	[image: image14.wmf]
	2.0
The submitter is not aware of having any granted, pending, or planned patents associated with the technical content of the Recommendation | Standard or Contribution.

or,

	The submitter (Patent Holder) has granted, pending, or planned patents associated with the technical content of the Recommendation | Standard or Contribution.  In which case,



	[image: image15.wmf]
	2.1
The Patent Holder is prepared to grant – on the basis of reciprocity for the above Recommendation | Standard – a free license to an unrestricted number of applicants on a worldwide, non-discriminatory basis to manufacture, use and/or sell implementations of the above Recommendation | Standard.

	
	

	[image: image16.wmf]
	2.2
The Patent Holder is prepared to grant – on the basis of reciprocity for the above Recommendation | Standard – a license to an unrestricted number of applicants on a worldwide, non-discriminatory basis and on reasonable terms and conditions to manufacture, use and/ or sell implementations of the above Recommendation | Standard.


Such negotiations are left to the parties concerned and are performed outside the ITU | ISO/IEC.

	
	

	
[image: image17.wmf]X


	2.2.1
The same as box 2.2 above, but in addition the Patent Holder is prepared to grant a “royalty-free” license to anyone on condition that all other patent holders do the same.

	
	

	[image: image18.wmf]
	2.3
The Patent Holder is unwilling to grant licenses according to the provisions of either 2.1, 2.2, or 2.2.1 above.  In this case, the following information must be provided as part of this declaration:

· patent registration/application number;
· an indication of which portions of the Recommendation | Standard are affected.
· a description of the patent claims covering the Recommendation | Standard;

	In the case of any box other than 2.0 above, please provide the following:

	Patent number(s)/status
	
	

	Inventor(s)/Assignee(s)
	
	

	Relevance to JVT
	
	

	Any other remarks:
	
	

	(please provide attachments if more space is needed)




(form continues on next page)

Third party patent information – fill in based on your best knowledge of relevant patents granted, pending, or planned by other people or by organizations other than your own.

	Disclosure information – Third Party Patents (choose one box)

	
	

	
[image: image19.wmf]X


	3.1
The submitter is not aware of any granted, pending, or planned patents held by third parties associated with the technical content of the Recommendation | Standard or Contribution.



	[image: image20.wmf]
	3.2
The submitter believes third parties may have granted, pending, or planned patents associated with the technical content of the Recommendation | Standard or Contribution.



	For box 3.2, please provide as much information as is known (provide attachments if more space needed) - JVT will attempt to contact third parties to obtain more information:



	3rd party name(s)
	
	

	Mailing address
	
	

	Country
	
	

	Contact person
	
	

	Telephone
	
	

	Fax
	
	

	Email
	
	

	Patent number/status
	
	

	Inventor/Assignee
	
	

	Relevance to JVT
	
	

	
	
	


	Any other comments or remarks:




� Quantized DCT coefficients


� Macro Block


� FEC=Forward Error Correction





File:JVT-D048
Page: 2
Date Saved: 2002-7-14

_1088244561.unknown

_1088273151.xls
RD

		4725.98		4705.49

		2714.23		2705.16

		1290.36		1291.15

		645.19		646.01

		353.42		352.82

		205.1		205.1

		118.18		118.18



Origin

Watermarked

Rate

PSNR

RD curve

47.75

47.54

44.58

44.47

40.95

40.9

37.89

37.86

35.02

35.03

32.19

32.19

29.17

29.17



RD (3)

		4725.98		4705.49		4726.79

		2714.23		2705.16		2715.04

		1290.36		1291.15		1291.17

		645.19		646.01		646

		353.42		352.82		354.23

		205.1		205.1		205.91

		118.18		118.18		118.99



Origin

Watermarked

FEW

Rate

PSNR

RD curve

47.75

47.54

47.75

44.58

44.47

44.58

40.95

40.9

40.95

37.89

37.86

37.89

35.02

35.03

35.02

32.19

32.19

32.19

29.17

29.17

29.17



RD (2)

		4725.98		4705.49

		2714.23		2705.16

		1290.36		1291.15

		645.19		646.01

		353.42		352.82

		205.1		205.1

		118.18		118.18



Origin

Watermarked

Rate

PSNR

RD curve

47.75

47.54

44.58

44.47

40.95

40.9

37.89

37.86

35.02

35.03

32.19

32.19

29.17

29.17



Sheet1

		

														RD Curve

								QP		1		5		10		15		20		25		30

						Origin		PSNR1		47.75		44.58		40.95		37.89		35.02		32.19		29.17

								RATE1		4725.98		2714.23		1290.36		645.19		353.42		205.1		118.18

						Watermarked		PSNR2		47.54		44.47		40.9		37.86		35.03		32.19		29.17

								RATE2		4705.49		2705.16		1291.15		646.01		352.82		205.1		118.18

						Chck_sum		PSNR1		47.75		44.58		40.95		37.89		35.02		32.19		29.17

								RATE1		4726.79		2715.04		1291.17		646		354.23		205.91		118.99





Sheet2

		





Sheet3

		






_1088273344.xls
RD

		4725.98		4705.49

		2714.23		2705.16

		1290.36		1291.15

		645.19		646.01

		353.42		352.82

		205.1		205.1

		118.18		118.18



Origin

Watermarked

Rate

PSNR

RD curve

47.75

47.54

44.58

44.47

40.95

40.9

37.89

37.86

35.02

35.03

32.19

32.19

29.17

29.17



RD (3)

		4725.98		4705.49		4726.79

		2714.23		2705.16		2715.04

		1290.36		1291.15		1291.17

		645.19		646.01		646

		353.42		352.82		354.23

		205.1		205.1		205.91

		118.18		118.18		118.99



Origin

Watermarked

FEW

Rate

PSNR

RD curve

47.75

47.54

47.75

44.58

44.47

44.58

40.95

40.9

40.95

37.89

37.86

37.89

35.02

35.03

35.02

32.19

32.19

32.19

29.17

29.17

29.17



RD (2)

		4725.98		4705.49

		2714.23		2705.16

		1290.36		1291.15

		645.19		646.01

		353.42		352.82

		205.1		205.1

		118.18		118.18



Origin

Watermarked

Rate

PSNR

RD curve

47.75

47.54

44.58

44.47

40.95

40.9

37.89

37.86

35.02

35.03

32.19

32.19

29.17

29.17



Chart1

		0		0

		1		1

		2		2

		3		3

		4		4

		5		5

		6		6

		7		7

		8		8

		9		9

		10		10

		11		11

		12		12

		13		13

		14		14



Syntax

Watermark

Distance(MB)

Number

Error locating behavior

0

121

18

22

6

4

6

2

0

0

2

1

7

0

4

1

1

0

1

0

2

0

0

0

0

0

0

0

0

0



Sheet1

		

														RD Curve

								QP		1		5		10		15		20		25		30

						Origin		PSNR1		47.75		44.58		40.95		37.89		35.02		32.19		29.17

								RATE1		4725.98		2714.23		1290.36		645.19		353.42		205.1		118.18

						Watermarked		PSNR2		47.54		44.47		40.9		37.86		35.03		32.19		29.17

								RATE2		4705.49		2705.16		1291.15		646.01		352.82		205.1		118.18

						Chck_sum		PSNR1		47.75		44.58		40.95		37.89		35.02		32.19		29.17

								RATE1		4726.79		2715.04		1291.17		646		354.23		205.91		118.99

						QP		1		5		10		15		20		25		30

						BER		1.00E-05		1.00E-05		1.00E-05		1.00E-05		5.00E-05		5.00E-05		5.00E-05

						Error slice rate		57%		35%		17%		7%		26%		14%		7%

						Sytax		30%		34%		40%		60%		42%		28%		40%

						watermark		97%		83%		89%		80%		58%		44%		45%

						1.00E-05				1.00E-05				1.00E-05				1.00E-05				5.00E-05				5.00E-05				5.00E-05

						1				5				10				15				20				25				30

						0.303226		0.974194		0.340426		0.829787		0.4		0.888889		0.6		0.8		0.422535		0.577465		0.282051		0.435897		0.4		0.45

				0		0		121		0		43		1		23		1		4		1		14		0		2		0		1

				1		18		22		12		21		5		7		3		7		6		9		3		7		3		4

				2		6		4		5		5		5		5		0		0		7		6		5		6		2		1

				3		6		2		5		2		3		2		5		1		4		4		0		0		1		2

				4		0		0		3		2		0		0		0		1		7		2		1		1		1		1

				5		2		1		2		1		2		1		0		1		3		3		1		0		1		0

				6		7		0		2		1		1		0		2		2		0		2		0		0		0		0

				7		4		1		0		0		1		1		0		0		0		0		0		0		0		0

				8		1		0		1		0		0		0		1		0		1		0		0		0		0		0

				9		1		0		0		1		0		0		0		0		0		0		1		1		0		0

				10		2		0		0		1		0		0		0		0		0		0		0		0		0		0

				11		0		0		0		0		0		0		0		0		0		0		0		0		0		0

				12		0		0		2		1		0		1		0		0		0		0		0		0		0		0

				13		0		0		0		0		0		0		0		0		1		1		0		0		0		0

				14		0		0		0		0		0		0		0		0		0		0		0		0		0		0

						154.9999010639		154.9999281457		93.9998707502		94.0000265128		45		44.999994375		20		20		71.0000355		70.9999740244		39.000039		39.000039		20		20

				error		155		155		94		94		45		45		20		20		71		71		39		39		20		20

				totalslcie=270		0.5740740741		0.5740740741		0.3481481481		0.3481481481		0.1666666667		0.1666666667		0.0740740741		0.0740740741		0.262962963		0.262962963		0.1444444444		0.1444444444		0.0740740741		0.0740740741

						0		0.7806451613		0		0.4574468085		0.0222222222		0.5111111111		0.05		0.2		0.014084507		0.1971830986		0		0.0512820513		0		0.05

						QP		1		5		10		15		20		25		30

						BER		1.00E-05		1.00E-05		1.00E-05		1.00E-05		5.00E-05		5.00E-05		5.00E-05

						Error slice rate		57%		35%		17%		7%		26%		14%		7%

						Sytax		0%		0%		2%		5%		1%		0%		0%

						watermark		78%		46%		51%		20%		20%		5%		5%





Sheet2

		





Sheet3

		






_1088244591.unknown

_1088186086.unknown

_1088244457.unknown

_1072869137.doc


XsssX







XX












