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1. Summary

In H.762, the LIME-HTML (Extensible HyperText Markup Language) is defined in the recommendation. It is observed that there is no formal protection to the LIME-HTML codes. Also, in H.762 example for HSTP.IPTV-Widget, the XML declaration mentioned in the configuration file has no protection to the file. Thus, we need to provide a simple and standard method to protect the data. 

XML digital signature (XMLDSIG) evolves from the concept of public key cryptography where data is transformed according to an algorithm parameterized by a pair of numbers, known as the public and private keys. The data that is encrypted with the public key can only be decrypted with the matching private key.  A certificate is issued by the Certification Authority on the validity of the keys. To ensure further that data is not altered during delivery and sent / received by authenticated sender / recipient, digital signature is implemented. 

XML digital signature has many features such as signing for more than one type of resource. It covers character-encoded data (HTML); image file (JPG) and XML encoded data. Furthermore, it allows signing of specific portions of the whole document. This flexibility allows modifications to be done later by the authenticated sender.

Thus, we can use it to protect our LIME-HTML/XML data.

2. Proposal

We therefore, propose to add XML digital signatures to ensure the LIME-HTML /XML data have long-term authenticity, data integrity and support non-repudiation. This proposal will cover the basic structure of the XML signature and required methods to create the signature. 
3. Proposed Text

………………………………………Beginning of the proposal……………………………………
The basic structure is as follow: 

<?xml version = “1.0” encoding=”UTF-8”?>
<Signature>

  <SignedInfo>

    <CanonicalizationMethod />

    <SignatureMethod />

    <Reference>

       <Transforms>

       <DigestMethod>

       <DigestValue>

    </Reference>

    <Reference /> etc.

  </SignedInfo>

  <SignatureValue />

  <KeyInfo />

  <Object />

</Signature>

Methods
1. Reference is for the sender to include the data to be signed.
· Format: URI (String)
2. A hash algorithm is used to digest the data. This hash algorithm is sensitive to any alteration in the data and thus, recipients could use the hash algorithm to digest the received data and compare the value with the hash value that is sent by the sender. A difference in value will indicate an alteration in the data.
· Format: fixed-size bit string
· DigestMethod: Input the hash Algorithm 

(Example -http://www.w3.org/2000/09/xmldsig#sha1)
· DigestValue: string
3. Transform the data into a standard format for signature processing and then apply the digital signature algorithm.
· SignedInfo: Contains the signed data.
· CanonicalizationMethod: Algorithm to normalize the data.
· SignatureMethod: Declare the algorithm used to produce the signature value.
·  Format: Base-64
·  Example: http://www.w3.org/2000/09/xmldsig#dsa-sha1
4. The encrypted data is signed if returned value from signature method is obtained.
5. For verifying the validity of the signature, it is common to include X.509 certificate. It will contain the public key for signature verification.
………………………………………End of the proposal…………………………………
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