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Summary
This contribution pays attention to SCP conformity testing and shows the diagram and texts concerning the testing according to [ITU-T H.721] and other standards.
1. Introduction
It is necessary to mention clearly how to test security mechanisms for H.721 conformity.  Generally, CAS for linear TV services and DRM for VOD services are two main items on security conformance testing; therefore, this contribution studies test beds for checking the two items respectively.  Debatable points are highlighted with yellow in proposals mentioned-below.
2. Proposal
This contribution should be added to appendix of [HTSP.CONF-H721] because of necessity of changing classification such as DRM and CAS into service protection and content protection.
2.1 Test bed on CAS functionalities
Following generic descriptions concerning CAS conformity testing, according to chapter 6 of [IPTVFJ STD-0004], can be adapted to [ITU-T HTSP.CONF-H721].

Start proposed descriptions
x.x Test bed on CAS functionalities

[Contributor’s Note 01Sep2010]: It is required to clear relations of categorizations between 1) content protection and service protection in [ITU-T Rec.H.721] and 2) generic terms CAS and DRM. The result of discussion on this issue significantly effects on making check-lists of [ITU-T Rec. HTSP.H721]. 
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Figure 1: CAS test bed

A test bed for CAS testing consists of four main functional blocks, CAS management, CRL management, SCP client and IPTV service delivery.
NOTE: [ITU-T H.721] consults details of functional architecture block diagram of a basic model IPTV terminal device.

[Contributor’s Note 01Sep2010]: Two test beds for CAS and DRM are put down at this time. However, it seems to be necessary to discuss whether CAS and DRM test beds should be integrated into a test bed.  Current descriptions of two test beds are quite similar. Specific descriptions for CAS and DRM are highlighted with green markers and cyan respectively. 
DRM management block contain the following functions:

· Generating and managing content keys and licenses

· Establishing secure communication with DRM clients
· Judging whether or not to issue a license based on requests from the SCP client and transferring the license when issued
· Generating scramble keys and sublicenses (ECM) 
CRL management block generates, manages and issues CRL relating to the CAS management functions and DRM client. It has the following functions:

· Generating, updating and managing CRL of the CAS management and SCP client

· Transferring CRL based on requests from the CAS management and SCP client

SCP functional block inside the IUT has following functions:

· Establishing a secure communication link through mutual authentication with the DRM management block
· Acquiring licenses from the CAS management block and managing them

· Extracting a scramble key from ECM and supplying the key and information about the conditions for use of content to the renderer

· Updating and managing CRL through communication with the CRL management block
IPTV service delivery functions for CAS testing are required to support following functions:

· Multiplexing ECM and transmitting service streams encrypted by a scramble key 

 [Contributor’s Note 01Sep2010]: It is necessry to check terminologies and texts of [ITU-T X.1191] for consistency.
End proposed descriptions
2.2 Test bed on DRM functionalities
Following generic descriptions for DRM testing,  according to chapter 7 of [IPTVFJ STD-0002], can be adapted to HTSP.CONF-H721.

Start proposed descriptions
x.x Test bed on DRM functionalities
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Figure 2: DRM test bed

A test bed for DRM testing consists of four main functional blocks, DRM management, CRL management, SCP client and IPTV service delivery.
NOTE: [ITU-T H.721] consults details of functional architecture block diagram of a basic model IPTV terminal device.
DRM management block contain the following functions:

· Generating and managing content keys and licenses

· Establishing secure communication with DRM clients
· Judging whether or not to issue a license based on requests from the DRM client and transferring the license when issued

CRL management block generates, manages and issues CRL relating to the DRM management functions and DRM client. It has the following functions:

· Generating, updating and managing CRL of the DRM management and DRM client

· Transferring CRL based on requests from the DRM management and DRM client

SCP functional block inside the IUT has following functions:

· Establishing a secure communication link through mutual authentication with the DRM management block
· Acquireing licenses from the DRM management block and managing them

· Supplying content keys and information about the conditions for use of content to the renderer

· Updating and managing CRL through communication with the CRL management block
IPTV service delivery functions (i.e. VOD server) for DRM testing are required to support following functions:

· Generating and managing an encrypted stream of content by using the appropriate content key generated by the DRM management functions
· Sending out an encrypted stream in response to a request from the IUT

End proposed descriptions
Bibliography
[ITU-T H.721] ITU-T Recommendation H.721 (2009), IPTV terminal devices: Basic model

[ITU-T HTSP.CONF-H721] ITU-T draft Technical paper HTSP.CONF-H.721 (2010), Conformance testing specification for H.721
[IPTVFJ STD-0002] IPTV Forum Japan standard STD-0002 Version 1.1 (2010), VOD specifications
[IPTVFJ STD-0004] IPTV Forum Japan standard STD-0002 Version 1.4 (2010), IP broadcasting specifications
__________________













	Contact:
	Kazunori TANIKAWA

NEC Corporation

Japan
	Tel: +81 3 3798 2924

Fax:

Email: k-tanikawa@cq.jp.nec.com

	Contact:
	Masahito Kawamori 

NTT

Japan
	Tel: +81 468 59 2517

Fax: +81 468 55 3495

Email: kawamori.masahito[at]lab. ntt.co.jp

	Contact:
	Hideki Yamamoto
Oki Electric Industry Co., Ltd.
Japan
	Tel: +81 48 420 7012
Fax: +81 48 420 7138
Email: yamamoto436@oki.com

	Attention: This is not a publication made available to the public, but an internal ITU-T Document intended only for use by the Member States of ITU, by ITU-T Sector Members and Associates, and their respective staff and collaborators in their ITU related work. It shall not be made available to, and used by, any other persons or entities without the prior written consent of ITU-T.



