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1. New work item proposal
 In the previous IPTV-GSI meeting at Geneve, in July, 2010, the proposed new work item about audience measurement with sensor device was discussed. The conclusion was that it was premature to create a new work item at this stage, because the contribution lacked concrete scope of the new work item. Since there was an interest in the examples given, and also it was an example of application event handling, a new Appendix to H.740 was created to include the text of this contribution as the draft of H.740 amd.1. The title of the Appendix is “Use case of application events extracted by video sensor devices”. 

This contribution proposes to make the scope clear and skeleton of new draft recommendation.
2. Scenario of IPTV terminal device with video sensor device
The proposed scenario in the previous meeting is related with home use as following.
Video sensor information will be aggregated by sensor server in the following figure. The information may include gender, number, situation of end-users.  In the figure, the server and video sensor terminals application are shown. After receiving the information that end-user in the bed is not watching TV, Eco server may control STB to turn off for ecology. 

As the variation of this figure, we can consider that home gateways will collect the information from video sensor device and provide the information to house keepers to reduce the electric power consumption. 
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3. Related works
Digital signage is a form of electronic display that shows information, advertising and other messages. Digital signs (such as LCD, LED, plasma displays, or projected images) can be found in public and private environments, such as retail stores and corporate buildings.

Advertising using digital signage is a form of out-of-home advertising in which content and messages are displayed on digital signs with a common goal of delivering targeted messages to specific locations at specific times. Video sensor device is treated as a device to measure the effect of digital signage. 
Digital signage using network for delivering the advertisement content is one of the typical architecture of digital signage. From the network architecture point of view, this type of digital signage with video sensor for measuring the effects resembles to the proposed scenario. However, digital signage is used out of home. On the other hand, the above scenario is used at home. The difference is very important about privacy protection of IPTV users at home.
4. Proposal of scope

In order to implement the concrete system based on the scenario, it is important to consider privacy protection and make the requirements clear.  These requirements do not seem to be discussed or standardized in digital signage area. This contribution proposes to create a new draft recommendation about the requirements of IPTV service with video sensor device. The attachment is a skeleton of new draft recommendation.  
New draft recommendation H.IPTV-RVS “Requirements for IPTV application events extracted by video sensor devices”
Summary

<Mandatory material>

Keywords

<Optional>

1 Scope

This Recommendation describes the requirements on IPTV application events extracted by video sensor devices. It describes requirements about system architecture, general functional requirements, delivery mechanisms, metadata, and functions to avoid the risks of privacy infringements.
2 References

The following ITU-T Recommendations and other references contain provisions, which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published. The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.1191] 
ITU-T Recommendation X.1191 (2008), Functional requirements and architecture for IPTV security aspects.

[ITU-T H.740]
ITU-T Recommendation H.740 (2010), Application event handling for IPTV services.
[ITU-T H.750]
ITU-T Recommendation H.750 (2008), High-level specification of metadata for IPTV services.

[ITU-T Y.1901]
ITU-T Recommendation Y.1901 (2008), Requirement for the support of IPTV services.
[ITU-T Y.1910]
ITU-T Recommendation Y.1910 (2008), IPTV functional architecture.

3 Definitions
3.1 Terms defined elsewhere:

This Recommendation uses the following terms defined elsewhere:
3.1.1
<Term 1> [Reference]: <optional quoted definition>

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:
4 Abbreviations and acronyms

5 Conventions

<Describe any particular notation, style, presentation, etc. used within the Recommendation, if any>
6 Overview
Visual sensor is the technology to extract useful information, for examples, number, gender, and age of persons in front of camera, by processing video data captured by camera. 

By using this technology with digital signage system, how many audience watches the display can be extracted. It means the effect of the digital signage system can be measured. On the other hand, by using this technology with IPTV terminal devices, the information whether persons are watching TV or not can be extracted in the IPTV terminal device side. If home gateway implements the aggregation function of this information, it can collect them from several IPTV terminal devices and may shows the situations of them on the other terminal screen. A family member may turn off the TV that none watch to reduce the consumption of electric energy.

These information such as end-user presence in front of TV or end-user properties extracted by sensor information is useful for advanced services. However, as this further information is more detailed personal private information than simple operational histories in audience measurement, it must be treated very carefully by the advanced service system and person who are relating with this service or system. Without carefully handling this information, private information will be stolen, extracted or opened and it will run a risk to cause very serious accident about private information.
While IPTV services are spreading in the world, new services based on the above further information may be developed and spread. Before spreading such services, the risk of privacy infringement is required to be clarified and be understood by IPTV service providers, implementers and end-users, and the technologies to avoid such risks is required to be implemented. If such technologies will not be implemented and privacy infringement will happen, IPTV services themselves are thought to be dangerous services regarding to privacy protection. As the result of this, the number of IPTV service subscribes may be reduced.
For fear of such situation, this document describes the requirements of IPTV application events extracted by video sensor devices.
7. Architecture
8. Requirements of application event by visual sensor device
 8.1 Risks of IPTV terminal devices with video sensor device

There are the privacy infringement risks as followings:
(1) Software errors or virus in the IPTV terminal device with video sensor device may deliver not only extracted information but also the video image itself captured by a camera to the other servers.

(2) Software errors or virus in the home gateway device that control IPTV terminal device with video sensor device may order it to deliver not only extracted information but also the video image itself captured by a camera to the other servers.

(3) If the destination of the above data is the server in WAN and it was designed by privacy brokers, the captured video data may be flowed and used for crime and so on.

8.2 Requirements to avoid the risks of privacy infringements

· It is required that end-users understand risks of privacy infringement and that they permit to use their privacy information, in order that IPTV architecture measures the video sensor based information.

· IPTV terminal devices with video sensor are required to implement functions that avoid delivering data other than prior designed format.

· The server that collects the information extracted by the video sensor device is required to implement functions that avoid receiving data other than prior designed format.

9. Functional requirement

10. Delivery of audience measurement data with visual sensors

11. Metadata 
Appendix 1
IPTV terminal device with video sensor
Video sensor information will be aggregated by sensor server in the following figure. The information may include gender, number, situation of end-users.  In the figure, the server and video sensor terminals application are shown. After receiving the information that end-user in the bed is not watching TV, Eco server may control STB to turn off for ecology. 

As the variation of this figure, we can consider that home gateways will collect the information from video sensor device and provide the information to house keepers to reduce the electric power consumption. 
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