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Summary

1. Introduction
It is needless to say that quality of service/experience (QoS/E) and security are important aspect of any IPTV terminal device.  H.721, the Recommendation for IPTV Terminal Device (Basic Model) states some requirements on QoS/E and security. 

The following clauses describe the requirements for QoS/E and some concrete technologies to be used:

“7.2.4 Quality of service (QoS)

7.2.4.1 Streaming

In streaming delivery of the content, packet losses and clock mismatch due to asynchronous communication may cause video and audio quality degradation. Service providers and IPTV TD are recommended to implement the following measures in order to make prolonged and stable playback possible.

7.2.4.2 Forward error correction (FEC)

IPTV TD, as well as the content delivery server, can implement what is recommended in [ITU-T H.701], with an appropriate consideration of the quality of communication network, to ensure a sustainable and stable delivery of streamed content.

7.2.4.3 Clock synchronization and jitter removal

IP transmission is based on asynchronous communication, and therefore the transmission of explicit clock information is difficult. In order to realize a sustained and stable playback, a mechanism for clock synchronization between the sender and the receiver is important. The solutions for this purpose are described in Appendix I.”
“9.2.4 Error recovery client functional block

The content delivery client functions can optionally include an error recovery client functional block. This functional block performs error recovery on the content streams in conjunction with the error recovery functional block within the content delivery functions. [ITU-T Y.1910]

The support of content delivery error recovery mechanisms is not required for all networks, in particular for networks that can fulfil the desired IPTV service requirements. In the case that a network cannot fulfil the packet loss requirements necessary to achieve the IPTV service requirements, the use of a content delivery error recovery solution is recommended.

9.2.4.1 FEC-based error recovery mechanism

When a packet loss occurs in the network, it may cause some impact to the quality of video and audio content. The FEC-based error recovery mechanism can be used to prevent such deterioration. The error recovery client functional block can optionally support the FEC-based error recovery mechanism whether the error recovery functional block supports it or not. However, the FEC-based error recovery mechanism is effective only when both of the error recovery client functional block and the error recovery functional block support the same mechanism. 
If the FEC-based error recovery mechanism is supported, the error recovery client functional block is required to support receiving the base layer of the FEC according to [ITU-T H.701]. In addition, receiving of enhancement layer packets of FEC according to Annex A in [ITU-T H.701] may be supported.

Note that even if the error recovery functional block supports the FEC according to Annex A in [ITU-T H.701] and the error recovery client functional block does not, the IPTV TD can process contents normally by receiving only media packets and ignoring FEC packets. Guidelines on the support of FEC in general and different FEC layers are provided in [ITU-T H.701] and references therein.”
The following clauses describe normative requirements for security and content protection on a terminal device:
“7.2.2 Security
The IPTV TD-Basic model is required to support the following two categorized security items after establishing the network layer connections to receive IPTV services.

− Service security items:

Service security functionalities mainly authenticate whether the terminal is a legitimate IPTV TD and authorizes the usage of services. SCP functions of IPTV TD realize the following items:

o Establishment of the secure communication channel by the mutual authentication with server-side SCP functionalities.

o Communicate with the certificate revocation list (CRL) server for update and management of the CRL.

− Content protection items:

Content protection functionalities are integral to IPTV services and handle the content usage conditions and decryption keys necessary for the consumption of contents.

o Management and acquisition of rights and keys from server side SCP functionalities. 
o For linear TV service, extraction of the descrambling key from ECM and its provisioning to the renderer.
Connections between IPTV TD and the security-related application servers are required to use TLS/SSL as the protocol for communicating security-related information including privacy. As always-on connections are conceivable, it is recommended to consider security threats on IPTV TD through the network.

These security modules can allow various implementations. IPTV TD can include the security modules as its internal functionalities. IPTV TD can also optionally implement the mechanism to download the security modules so that the module update is facilitated [ITU-T Y.1901].”
“9.4 SCP client functions
The SCP client functional entity is an entity that receives and manages rights and keys and that provides content keys and descrambling keys for content consumption. It has the following functions:

− Establishment of a secure communication channel by mutual authentication with SCP server.

− Management and acquisition of rights and keys from SCP Server.

− Provisioning of usage conditions and content keys to the renderer, for VoD streaming service.

− Extraction of the descrambling key from ECM and its provisioning to the renderer, for linear IPTV service.

− CRL update and management by communication with CRL server.

9.4.1 Service protection client functions

9.4.1.1 Establishment of a secure communication channel by mutual authentication with an SCP server

A method to establish an authenticated encrypted communication channel is required to be based on the mutual authentication using PKI. An SCP client is required to have the client certificate and root certificate. After mutually authenticating the SCP server and SCP client, the SCP client shares the key for encryption of the messages for requesting and delivering rights and keys.

9.4.1.2 CRL update and management by communication with CRL server

It is recommended that the SCP client have the newest CRL so that an appropriate server authentication may be possible in establishing a secure communication channel. It is therefore recommended that the SCP client acquire the most recent CRL from the CRL server in accordance with a specified rule and to make appropriate updates.

9.4.2 Content protection client functions

9.4.2.1 Management and acquisition of rights and keys from SCP server

SCP Client requests a license by transmitting to the SCP Server a message which includes the ID concerning rights and keys that identifies the targeted rights and keys. Robust security is required for this communication channel. For security reasons, it is necessary that an encrypted communication channel be established.

9.4.2.2 Provisioning of usage conditions and content keys to the renderer for VoD streaming service

During the playback of VoD streaming service content, an individual set of rights and keys is delivered, at the request of the SCP client, from the SCP server side to the SCP client. The SCP client then sets the content key onto the decryptor of the renderer, while at the same time it transmits the usage condition information to the renderer. The IPTV TD then gets access to the content server, and receives the encrypted content stream. The encrypted content is decrypted by the renderer using the content key, generating the decoded audio and video data; thereby, a playback signal is output according to the usage conditions (mainly the output control information).

9.4.2.3 Extraction of the descrambling key from ECM and its provisioning to the renderer, for linear IPTV services 
At the request of the SCP client, the SCP server side transmits rights and keys to the SCP client. The SCP client stores the acquired rights and keys. (On the SCP server side, the scrambling key is generated, which along with the usage condition information is made into an ECM packet as a sub rights and keys. The Content server scrambles the content stream using the scrambling key, multiplexes it with ECM packets, and delivers to the terminal.) IPTV TD receives the content stream, extracts the ECM packets, and send them to SCP Client. SCP Client decrypts the ECM using the work key, matches the usage condition information with each other, and, if the usage conditions are met, extracts the scrambling key and sets it onto the descrambler of the renderer. The renderer descrambles the content stream and decodes the audio and video data, and then plays the content applying the usage conditions.”
But the current HSTP.CONF-H721 (ex H.IPTV-CONF.2) "Conformance testing specification for H.721" only has these items in the body of text:
IPTV basic model terminal device (hereafter referred to as IPTV TD-Basic model) is required to have the following features. 

・
Network attachment and service discovery

・
Security


・
Privacy

・
Quality of service (QoS)
and the tables in the Appendix:
On TTS (Time-stamped Transport Stream)
	Multiplex format
	MPEG-2 TS 
	

	
	TTS*
	


TD-Basic model service security

	Secure Communication
	SSL/TLS 
	

	Encryption Algorithm 
	AES 
	

	
	CSA 
	


This is not obviously sufficient to satisfy the requirements described in H.721, and a testing procedure should be specified for conformance.

2.
Proposal
This contribution proposes to add following texts and checklists for testing. The check-lists should be harmonized among conformance relevant documents; therefore, this contribution proposes to make arrangement with the formats of check-lists of HTSP.CONF-H770.

Base tables show test items, detailed descriptions and requirement levels according to Rec. H.721; however, it can be simplify by replacing with a column “Reference” indicating the relevant parts of H.701, HTSP.HCONF-H.701 and H.721.
2.1 Convention of column
Following usage of columns in HTSP.CONF-H770 can be adapted to HTSP.CONF-H721.
Start proposed additions
Columns “Status” in tables show requirement levels of elements/attributes for reference.  Mandatory elements/attributes are shown “M”, optional ones are shown as “O” and conditional requirements are shown as “C”.

Columns “Support” are used to put down whether [ITU-T H.770] elements/attributes are used or not [ITU-T X.296].

The common notations for support answers are:

· supported Y, y, YES or yes

· not supported N, n, NO, no

· no answer required N/A, n/a or “-”
Columns “Remarks” is used to put down relevancies to [ITU-T H.770] specifications.  

NOTE: If optiona elements/attributes are used according to specific rules, it should be also described (ex., only if Linear TV is served, this elements is required). Conformity can be objectively checked.

End proposed additions
2.2 Revised table of QOS
Start base table
Table 1.1  Initial Attempt at QoS Check-list for Conformance testing of H.721

	Client function
	Requirement
	Method
	Status

	Quality of Service/Experiment
	
	
	

	
	Content Error Recovery
	Forward error correction (FEC)
(see H.701)
	

	
	Content Error Recovery
	Retransmission (TBD)
	

	
	Clock synchronization and jitter removal


	MPEG2-TTS
	


End base table
Start proposed table
	Category
	Functions/protocols
	Reference
	Status
	Support
	Remarks

	Quality of Service/Experiment
	Content Error Recovery
	H.701

(See Table 1.2)
	O
	
	(i.e. Forward error correction (FEC) )

	
	Content Error Recovery 
	(TBD)
	O
	
	(i.e. Retransmission)

	
	Clock synchronization and jitter removal
	H.721
	O
	
	(i.e., MPEG2-TTS)


End proposed table
Start base table
Table 1.2  Initial Attempt at QoS Check-list for Conformance testing of H.721 (FEC Part)

	Client function
	Requirement
	Method
	Status

	FEC-based error recovery
	
	
	

	
	the error recovery client functional block is required to support receiving the base layer of the FEC according to [ITU-T H.701]
	H.IPTV-CONF.1 “H.701 conformance testing specifications”
	

	
	Receiving enhancement layer packets of FEC according to Annex A in [ITU-T H.701] may be supported.
	
	


End base table
Start proposed table
	Category
	functions/protocols
	Reference
	Status
	Support
	Remarks

	FEC-Based Error Correction
	Supporting base layer packet of the FEC
	7.5, 7.6, 7.7 in [b_HTSP.CONF-H701]
	M
	
	

	
	Supporting enhancement layer packets of the FEC
	Annex A in [ITU-T H.701]
	O
	
	


End proposed table
Start base table
Table 2: Initial Attempt at Security Check-list for Conformance testing of H.721

	Client function
	Requirement
	Method
	Status

	Service protection 
	
	
	

	
	Authentication and Communication of security-related information including privacy
	required to use TLS/SSL
	

	
	Establishment of a secure communication channel by mutual authentication with SCP server.
	A method to establish an authenticated encrypted communication channel is required to be based on the mutual authentication using PKI. An SCP client is required to have the client certificate and root certificate. After mutually authenticating the SCP server and SCP client, the SCP client shares the key for encryption of the messages for requesting and delivering rights and keys.
	

	
	CRL update and management by communication with CRL server.

	It is recommended that the SCP client have the newest CRL so that an appropriate server authentication may be possible in establishing a secure communication channel. It is therefore recommended that the SCP client acquire the most recent CRL from the CRL server in accordance with a specified rule and to make appropriate updates.


	

	
	Management and acquisition of rights and keys from SCP Server.
	SCP Client requests a license by transmitting to the SCP Server a message which includes the ID concerning rights and keys that identifies the targeted rights and keys. Robust security is required for this communication channel. For security reasons, it is necessary that an encrypted communication channel be established.


	

	Content protection 
	
	
	

	
	Provisioning of usage conditions and content keys to the renderer for VoD streaming service


	During the playback of VoD streaming service content, an individual set of rights and keys is delivered, at the request of the SCP client, from the SCP server side to the SCP client. The SCP client then sets the content key onto the decryptor of the renderer, while at the same time it transmits the usage condition information to the renderer. The IPTV TD then gets access to the content server, and receives the encrypted content stream. The encrypted content is decrypted by the renderer using the content key, generating the decoded audio and video data; thereby, a playback signal is output according to the usage conditions (mainly the output control information).


	

	
	Extraction of the descrambling key from ECM and its provisioning to the renderer, for linear IPTV service.


	At the request of the SCP client, the SCP server side transmits rights and keys to the SCP client. The SCP client stores the acquired rights and keys. (On the SCP server side, the scrambling key is generated, which along with the usage condition information is made into an ECM packet as a sub rights and keys. The Content server scrambles the content stream using the scrambling key, multiplexes it with ECM packets, and delivers to the terminal.) IPTV TD receives the content stream, extracts the ECM packets, and send them to SCP Client. SCP Client decrypts the ECM using the work key, matches the usage condition information with each other, and, if the usage conditions are met, extracts the scrambling key and sets it onto the descrambler of the renderer. The renderer descrambles the content stream and decodes the audio and video data, and then plays the content applying the usage conditions.
	


End base table
 Start proposed table
	Category
	Functions/protocols
	Reference
	Status
	Support
	Remarks

	Service protection
	TLS/SSL
	7.2.2 in H.721
	M
	
	

	
	PKI
	9.4.1.1
	O
	
	Mutual authentication

	
	CRL
	9.4.1.2
	O
	
	

	Content protection
	Communication channel for rights and keys management
	9.4.2.1
	M
	
	

	
	Rights and keys handling for VOD
	9.4.2.2
	C*1
	
	

	
	Rights and keys handling for Linear TV
	9.4.2.3
	C*1
	
	


Note 1 – It is required when a relevant service is provided.
End proposed table
__________________
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