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1 Introduction

This document proposes a few enhancements to be considered as part of the H.323 and H.225.0 version 5 revised Recommendations.  Some of these issues have been discussed within SG16 meetings in the past and via the various H.323 mailing lists, while some are Cisco’s perceived gaps in the Recommendations.

2 ARJ Reason Codes / Cause IE Mappings

While H.225.0 defines ReleaseCompleteReason to Cause-IE mapping has been defined in H.225.0, no comparable mapping exists between ARJ reason codes to Cause-IE. As a result of which there is no reference mapping that can be followed by PSTN Gateways.

Certain other reason codes are needed for the ARJ and LRJ reason codes to indicate specific errors in the network.

2.1 Proposals

It is proposed that the following table be added to Recommendation H.225.0v5.

	AdmissionRejectReason
	Q.850 Cause

	calledPartyNotRegistered
	20 – Subscriber absent 

	invalidPermission
	111 ​– Interworking, unspecified 

	requestDenied
	31 – Normal, unspecified

	undefinedReason
	31 – Normal, unspecified

	callerNotRegistered
	31 – Normal, unspecified

	routeCallToGatekeeper
	3 – No Route to destination

	invalidEndpointIdentifier
	3 – No Route to destination

	resourceUnavailable
	47  – Resource Unavailable

	securityDenial
	31 – Normal, unspecified

	qosControlNotSupported
	63 – Service or option not available, unspecified

	incompleteAddress
	28 – Invalid number format

	aliasesInconsistent
	31 – Normal, unspecified

	routeCallToSCN
	3 – No Route to destination 

	exceedsCallCapacity
	41 – Temporary Failure 

	collectDestination
	31 – Normal, unspecified 

	collectPIN
	31 – Normal, unspecified

	genericDataReason
	31 – Normal, unspecified

	neededFeatureNotSupported
	31 – Normal, unspecified

	securityWrongSyncTime
	31 – Normal, unspecified

	securityReplay
	31 – Normal, unspecified

	securityWrongGeneralID
	31 – Normal, unspecified

	securityWrongSendersID
	31 – Normal, unspecified

	securityIntegrityFailed
	31 – Normal, unspecified

	securityWrongOID
	31 – Normal, unspecified

	secuirtyDHMismatch
	31 – Normal, unspecified


It is further proposed that the following new codes be added to ARJ and LRJ as follows:

AdmissionRejectReason ::= CHOICE

{


calledPartyNotRegistered
NULL,
-- cannot translate address


invalidPermission


NULL,
-- permission has expired

requestDenied



NULL,
-- no bandwidth available

undefinedReason


NULL,


callerNotRegistered

NULL,


routeCallToGatekeeper

NULL,


invalidEndpointIdentifier
NULL,


resourceUnavailable

NULL,


...,


securityDenial



NULL,


qosControlNotSupported

NULL,


incompleteAddress


NULL,


aliasesInconsistent

NULL,
-- multiple aliases in request 












-- identify distinct people


routeCallToSCN



SEQUENCE OF PartyNumber,


exceedsCallCapacity

NULL,
-- destination does not have the 












-- capacity for this call


collectDestination

NULL,


collectPIN





NULL,


genericDataReason


NULL,


neededFeatureNotSupported
NULL,

securityWrongSyncTime

NULL, -- either time server problem or











-- network delay

securityReplay



NULL, -- replay attack encountered

securityWrongGeneralID

NULL, -- wrong general ID

securityWrongSendersID

NULL, -- wrong senders ID

securityIntegrityFailed

NULL, -- integrity check failed
securityWrongOID


NULL, -- wrong token OIDs or crypto alg OIDs

securityDHmismatch

NULL,
-- mismatch of DH parameters
noRouteToDestination

NULL,
-- dest unreachable
unAllocatedNumber


NULL,
-- dest number unassigned
}

LocationRejectReason ::= CHOICE

{


notRegistered



NULL,


invalidPermission


NULL,
-- exclusion by administrator or feature


requestDenied



NULL,
-- cannot find location


undefinedReason


NULL,


...,


securityDenial



NULL,


aliasesInconsistent

NULL,
-- multiple aliases in request 












-- identify distinct people


routeCalltoSCN



SEQUENCE OF PartyNumber,


resourceUnavailable

NULL,


genericDataReason


NULL,


neededFeatureNotSupported
NULL,


hopCountExceeded


NULL,


incompleteAddress


NULL,

securityWrongSyncTime

NULL,
-- either time server problem or











-- network delay

securityReplay



NULL, -- replay attack encountered
securityWrongGeneralID

NULL, -- wrong general ID

securityWrongSendersID

NULL, -- wrong senders ID

securityIntegrityFailed

NULL, -- integrity check failed

securityWrongOID


NULL, -- wrong token OIDs or crypto alg OIDs
securityDHmismatch

NULL,
-- mismatch of DH parameters
noRouteToDestination

NULL,
-- dest unreachable
unAllocatedNumber


NULL
-- dest number unassigned
}

The new reason codes will be mapped to Q.850 cause codes as follows:

	NoRouteToDestination
	3 – No Route to destination

	UnallocatedNumber
	1 – Unallocated Number


3 terminalAlias versus endpointAlias

The RRQ message in H.225.0 contains fields called “terminalAlias” and “terminalAliasPattern”.  Likewise, the RCF message contains parallel fields.  The RRJ rejection reason also lists the reason “invalidTerminalAliases”.  The use of the term “terminal” with respect to these fields is misleading, as it should be “endpoint”, not “terminal”.  In fact, all other RAS messages do use the word “endpoint” when referring to these same data structures.

Given that it is possible to change the name of a field or data structure in ASN.1 without jeopardizing backward compatibility, it is proposed that the names beginning with “terminal” be changed to begin with “endpoint” in all places where “alias” or “alias pattern” follows the word “terminal”.  This will require a few editorial changes in H.225.0 and H.323, as well.

4 Registration Time To Live

H.323 version 2 introduced the concept of “lightweight RRQs” and a “time to live” field in the RRQ message, which indicates the length of time the endpoint wishes for the Gatekeeper to consider it registered.  Once the “time to live” has almost expired, it is expected that the endpoint shall refresh its registration with the Gatekeeper by sending a lightweight RRQ—essentially an RRQ message with just a few select fields populated.

In Section 7.2.2.1 of H.323, the text indicates that the endpoint may offer a “time to live” and that the Gatekeeper may return that time to live value or a lesser value, indicating a shorter time to live.  In previous meetings, it was discussed that perhaps the Gatekeeper should not be restricted to only returning a lesser value.  The reason is that frequent RRQ messages are a hindrance in achieving high scalability.

The concern with that previously discussed change to H.323 was that some endpoints might be limited and not be able to accommodate a longer time to live value.  Indeed, given that the TTL field may be 2^32-1 seconds, it is entirely possible that the endpoint may not be able to accommodate a large timer value.  However, there is no restriction in H.323 that precludes an endpoint from refreshing its registration at anytime.  Hence, if the Gatekeeper were to propose a longer time to live value, it should be reasonable to think that the endpoint will make an effort to observe the proposed TTL value and, not being able to satisfy the proposed Gatekeeper proposed TTL, refresh its registration at some point before the actual proposed time to live expires.

Separately, it has generally been shown that properly supporting the time to live in registrations is essential for proper network operation.  While we cannot require older devices to support this mechanism, we should encourage its use going forward by saying “endpoints should request a timeToLive”.

It is proposed that the following changes be made to 7.2.2.1 of H.323.

An endpoint's registration with a Gatekeeper may have a finite life. An endpoint should request a timeToLive in the RRQ message to the Gatekeeper. The Gatekeeper may respond with an RCF containing the same timeToLive, a longer timeToLive, or shorter timeToLive. If the endpoint cannot accommodate a larger timeToLive proposed by the Gatekeeper, the endpoint shall use the largest timeToLive value that it can support and that is less than the timeToLive proposed by the Gatekeeper.  After this time, the registration shall be expired. The timeToLive is expressed in seconds. Prior to the expiration time, the endpoint may send an RRQ message having the keepAlive bit set. The keep-alive RRQ may include a minimum amount of information as described in H.225.0. The keep-alive RRQ shall reset the time to live timer in the Gatekeeper, allowing the registration to be extended. After the expiration time, the endpoint must re-register with a Gatekeeper using a full RRQ message.

5 Call Tear Down

H.323 currently prescribes a lengthy call teardown procedure that requires the exchange of a number of messages.  This is described in Section 8.5 of H.323.  Specifically, there is a requirement to transmit “close logical channel” and “end session” commands and wait for responses to those commands.

It could be argued that the lengthy exchange of messages to tear down a call is not necessary when the H.225.0 Release Complete could suffice.  Perhaps the only time that the currently prescribed H.245 exchange is absolutely necessary is in the case that the H.225.0 call-signalling channel has been closed in order to preserve TCP sockets.  Certainly, any device should be prepared for the call to terminate upon reception of Release Complete, irrespective of H.245 signalling.

Lastly, it should be permissible for an intermediate call signalling entity to terminate a call.

Thus, it is proposed that we make the following changes:

8.5
Phase E – Call termination

Either endpoint or an intermediate call signalling entity may terminate a call. Either Procedure A or Procedure B may be used to terminate a call for which there is an open H.225.0 Call Signalling channel.  Call termination for a call in which there is no open H.225.0 Call Signalling Channel shall be accomplished by following Procedure B.
Procedure A:
A-1)
It should discontinue transmission of video at the end of a complete picture, when applicable.

A-2)
It should discontinue transmission of data, when applicable.

A-3)
It should discontinue transmission of audio, when applicable.

A-4)
It shall transmit a Release Complete message and close the H.225.0 Call Signaling Channel and, if open separately, the H.245 Control Channel. Note that closing the H.245 Control Channel does not imply the transmission of any H.245 messages.
A-5)
Endpoints shall clear the call by using the procedures defined in 8.5.1 or 8.5.2.

Procedure B:
B-1)
It should discontinue transmission of video at the end of a complete picture and then close all logical channels for video, when applicable.

B-2)
It should discontinue transmission of data and then close all logical channels for data, when applicable.

B-3)
It should discontinue transmission of audio and then close all logical channels for audio, when applicable.

B-4)
It shall transmit the H.245 endSessionCommand message in the H.245 Control Channel, indicating to the far end that it wishes to disconnect the call and then discontinue H.245 message transmission.

B-5)
It shall then wait to receive the endSessionCommand message from the other endpoint and then shall close the H.245 Control Channel.

B-6)
If the Call Signalling Channel is open, a Release Complete message shall be sent and the channel closed. 

B-7)
Endpoints shall clear the call by using the procedures defined in 8.5.1 or 8.5.2.

An endpoint receiving endSessionCommand without first having transmitted it shall carry out steps B-1) to B-7) above, except that in step B-5), it shall not wait for the endSessionCommand from the first endpoint.

Terminating a call may not terminate a conference; a conference may be explicitly terminated using an H.245 message (dropConference). In this case, the endpoints shall wait for the MC to terminate the calls as described above.

8.5.1
Call clearing without a gatekeeper

In networks that do not contain a Gatekeeper, after steps A-1) to A-5) or B-1) to B-6) above, the call is terminated. No further action is required.

8.5.2
Call clearing with a gatekeeper

In networks that contain a Gatekeeper, the Gatekeeper needs to know about the release of bandwidth. After performing steps A-1) to A-5) or B-1) to B-6) above, each endpoint shall transmit an H.225.0 Disengage Request (DRQ) message (3) to its Gatekeeper. The Gatekeeper shall respond with a Disengage Confirm (DCF) message (4). After sending the DRQ message, the endpoints shall not send further unsolicited IRR messages to the Gatekeeper. See Figure 51. At this point, the call is terminated. Figure 51 shows the direct call model; a similar procedure is followed for the Gatekeeper routed model.

The DRQ and DCF messages shall be sent on the RAS Channel.




Figure 51/H.323 – Endpoint initiated call clearing (Procedure B)
8.5.3
Call clearing by gatekeeper

The Gatekeeper may terminate call by sending a DRQ to an endpoint. See Figure 52. The endpoint shall immediately follow steps A-1) through A-5) or B-1) through B-6) from above and then reply to the Gatekeeper with DCF. The other endpoint, upon receiving endSessionCommand, shall follow the procedure described above. Figure 52 shows the direct call model; a similar procedure is followed for the Gatekeeper routed model.

If the conference is a multipoint conference, the Gatekeeper should send a DRQ to each endpoint in the conference, in order to close the entire conference. 

6 Early Closure of Call Signalling Channel

H.323 (Section 7.3.1) and H.225.0 (Section 7.1) allow closure of the call signalling channel in the middle of the call while keeping the call active without defining proper procedures for the closure and resumption. 

Work is currently in progress to define these procedures (for example, H.460.suspend); closing of this channel without following standard procedures can lead to various problems. Furthermore, recovery and channel resumption from channel closure due to endpoint and/or network failure is extensively described in Annex-R/H.323.

First of all, early closure of the call signaling channel may confuse some endpoints that mistake the closure of the call signaling channel as the end of the call.  While, in theory, this should not be an issue, this may be a real problem with many of today's implementations.

Secondly, the text states that if the Gatekeeper closes the call signalling channel, it may re-open the call signalling channel.  However, the procedure for this is not fully explained and it is likely that endpoints that attempt to support this procedure will do so in more than one way.  H.225.0 also states in the same section mentioned above that an endpoint may re-establish the call signalling channel should there be a transport level failure or other failure that causes the reliable call signalling channel to become inactive.  Again, the means by which this connection is re-established is not properly specified.

In addition, closure of the call signalling channel is undesirable as it prevents the usage of supplementary services or the transmission of other call control signals during the call.  This is probably the most significant issue, as it will lead to a loss of some functionality.

6.1 Proposal

It is proposed to clarify text in H.323 and H.225.0 that implies that a reliable call signalling channel may be closed arbitrarily without following procedures while the call is in progress.

The following change is proposed for the text in H.323.

[Begin Correction]
7.3.1
Call signalling channel routing

...


...
[End Correction]

The following changes are proposed in H.225.0.

[Begin Correction]
6.1
General Approach

...

Note that a reliable transport address is used for call setup for the terminal to terminal case, and also for the gatekeeper mediated case. The reliable call signalling connection shall be kept active  until a Release Complete message is received for all active calls signalled over the call signalling channel.



...

[End Correction]

[Begin Correction]
7.1
Use of Q.931 messages

...

2) A gateway should forward all Q.931 or H.450 optional messages and information elements in both directions.
3)
A gatekeeper shall forward all Q.931 or H.450 optional messages and information elements in both directions after appropriate modification. Note that the gatekeeper may act as a signalling element that can provide features (such as supplementary service features) and may therefore modify, terminate, or originate Q.931 messages.

Table 4/H.225.0

	d)
Release Complete is required to close the H.225.0 reliable call signalling channel. However, the call signalling channel shall remain open if other calls using the same call signalling channel are still in progress.  Additionally, the Gatekeeper may set the maintainConnection flag to TRUE to prevent the closure of the call signalling channel.


...

7.3.9
Release Complete

This message shall be sent by a terminal to indicate release of the call. Afterwards, the Call Reference Value (CRV) is available for reuse.

…

[End Correction]

Editors of H.323 and H.225.0 documents should further look for and amend text as required to clarify that the call signalling channel shall not be closed arbitrarily and without following proper procedures.
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