
ITU - Telecommunication Standardization Sector
TD-27
STUDY GROUP 16
Dublin, IR, 29 October- 2 November 2001
Question(s):

Q.G, Q.2, Q.5
SOURCE*
:
Siemens AG

TITLE:
revised Extended H.235 error codes

PURPOSE:
Proposal

___________________

This TD provides improved and revised text against AVD-2113 "Extended H.235 error codes". The following changes were made:

· securityReRRQ was found not necessary and has been removed from the text.
· securityDHmismatch has been added. The new text is shown highlighted in green.
· an additional section has been added describing the security error codes necessary for H.MMS.0 or in the new base H.mobilitymanagement protocol respectively according to the Q.5 decision.
Summary

Usage of H.235 during H.225.0 RAS and H.225.0 call signaling currently allows to indicate only a rather non-descriptive boolean securityDenial
 as returned reason code if the security operation fails. The motivation for this simple boolean result was security to prevent unnecessary information leakage to an attacker. However, practical experience shows that dealing this way with errors turns out to be too restrictive and leads to cumbersome inconveniences.

For example, this does the recipient not allow to deduce the cause from the indication and thus, a user at a terminal/ client would not know what to do next upon a received error.

In practice, a securityDenial could have different causes: A user input error (mistyped password), wrong user id (sendersID), but also be caused due to system errors such as clocks out of sync, overloaded network with long delay, wrong sequence numbers or inadequate addressing.

While the former errors can be simply solved by letting the user repeat entering the password or ID once again, the latter problems have to do with general system or network problems which a user typically cannot handle. In that case he/she should contact the network or system administrator.

It is recognized that just a simple non-detailed error indication does not really allow to provide reasonable feedback to the user and the system.

In order to ease implementation and particularly ease use of secure H.323-based systems, it is proposed to allow a more fine grained error reason response mechanism than the strict boolean securityDenial. This would allow conditional error processing at the recipient depending on the received error code. Some aspects could be handled within the stack while other be deferred to the user.

In essence, additional security reason codes are defined. They allow the user to identify and distinguish network/system problems from erroneous usage.

· securityWrongSyncTime shall indicate that sender found a security problem with inappropriate timestamps. This could be caused due to a problem with the time server , lost synchronization or due to excessive network delay.

· securityReplay shall indicate that a replay attack has been encountered. This is the case when the same sequence number occurs more than once for a given timestamp.

· securityWrongGeneralID shall indicate a mismatch of the general ID in the message. This could be caused due to wrong addressing.

· securityWrongSendersID shall indicate a mismatch of the sender’s ID in the message. This could be caused due to user’s erroneous entry.

· securityMessageIntegrityFailed shall indicate that the integrity/signature check failed. For Annex D, this could be caused due to a wrong or mistyped password during the initial request or due to an encountered active attack. For Annex E/F, this shall indicate that the digital signature check upon the message failed. This could be caused due to a wrong private/public key applied or due to an encountered active attack.

· securityWrongOID shall indicate any mismatch in token OIDs (clear or crypto token) or crypto algorithm OIDs. This indicates different security algorithms/profiles implemented.

· securityDHmismatch shall indicate any mismatch in the Diffie-Hellman parameters exchanged. This might indicate different DH-parameter sets or even different voice encryption algorithms implemented.
· securityCertificateExpired shall indicate that a certificate has expired.

· securityCertificateDateInvalid shall indicate that a certificate is not yet valid.

· securityCertificateRevoked shall indicate that a certificate was found revoked.
· securityCertificateNotReadable shall indicate that a certificate could not be correctly ASN.1 decoded or is in other bad shape.
· securityCertificateSignatureInvalid shall indicate that the signature in the certificate is not correct.
· securityCertificateMissing shall indicate that a certificate was expected but found missing or that the certificate could not be located otherwise.
· securityCertificateIncomplete shall indicate that some expected certificate extensions were not present.

· securityUnsupportedCertificateAlgOID shall indicate that certain crypto algorithms such as hash or digital signatures used within the certificate are not understood or are not supported.

· securityUnknownCA shall indicate that the CA/root certificate could not be found or that the certificate could not be matched with a trusted CA.

In any other case where the H.235 security operation has failed, securityDenial (securityDenied resp.) shall be returned.

As is shown below, recommendations H.235 and H.225.0 would have to be changed as follows:

Changes to ITU-T Recommendation H.225.0 (2000)

7.2.2.8
Cause
Table 5/H.225.0 – ReleaseCompleteReason to cause IE mapping

ReleaseCompleteReason code
Corresponding Q.931/Q.850 cause value

NoBandwidth
 34 – No circuit/channel available

GatekeeperResources
 47 – Resource Unavailable

UnreachableDestination
  3 – No route to destination

DestinationRejection
 16 – Normal call clearing

InvalidRevision
 88 – Incompatible destination

NoPermission
111 – Interworking, unspecified

UnreachableGatekeeper
 38 – Network out of order

GatewayResources
 42 – Switching equipment congestion

BadFormatAddress
 28 – Invalid number format

AdaptiveBusy
 41 – Temporary Failure

InConf
 17 – User busy

UndefinedReason
 31 – Normal, unspecified

FacilityCallDeflection
 16 – Normal call clearing

securityDenied
 31 – Normal, unspecified

securityWrongSyncTime
 31 – Normal, unspecified

securityReplay
 31 – Normal, unspecified

securityWrongGeneralID
 31 – Normal, unspecified

securityWrongSendersID
 31 – Normal, unspecified

securityMessageIntegrityFailed
 31 – Normal, unspecified

securityWrongOID
 31 – Normal, unspecified

securityDHmismatch
 31 – Normal, unspecified

securityCertificateExpired
 31 – Normal, unspecified

securityCertificateDateInvalid
 31 – Normal, unspecified

securityCertificateRevoked
 31 – Normal, unspecified

securityCertificateNotReadable
 31 – Normal, unspecified

securityCertificateSignatureInvalid
 31 – Normal, unspecified

securityCertificateMissing
 31 – Normal, unspecified

securityCertificateIncomplete
 31 – Normal, unspecified

securityUnsupportedCertificateAlgOID
 31 – Normal, unspecified

securityUnknownCA
 31 – Normal, unspecified

CalledPartyNotRegistered
 20 – Subscriber absent

CallerNotRegistered
 31 – Normal, unspecified

newConnectionNeeded
 47 – Resource Unavailable

nonStandardReason
 127 – Interworking, unspecified

replaceWithConferenceInvite
 31 – Normal, unspecified

genericDataReason

 31 – Normal, unspecified

NeededFeatureNotSupported
 31 – Normal, unspecified

TunnelledSignallingRejected
 127 – Interworking, unspecified

Changes to H.225.0 Annex H
Note: The certificate related reason codes are only available to the H.235 Annex F messages (RRJ) and ReleaseCompleteReason; they are currently not provided for any other RAS or Call signaling message.
ReleaseCompleteReason ::= CHOICE

{


noBandwidth


NULL,
-- bandwidth taken away or ARQ denied


gatekeeperResources

NULL,
-- exhausted


unreachableDestination

NULL,
-- no transport path to the destination


destinationRejection

NULL,
-- rejected at destination


invalidRevision

NULL,


noPermission


NULL,
-- called party's gatekeeper rejects


unreachableGatekeeper

NULL,
-- terminal cannot reach gatekeeper for ARQ


gatewayResources

NULL,


badFormatAddress

NULL,


adaptiveBusy


NULL,
-- call is dropping due to LAN crowding


inConf



NULL,
-- no address in AlternativeAddress


undefinedReason

NULL,


...,


facilityCallDeflection

NULL,
-- call was deflected using a Facility message


securityDenied


NULL,
-- incompatible security settings

calledPartyNotRegistered
NULL,
-- used by gatekeeper when endpoint has







-- preGrantedARQ to bypass ARQ/ACF


callerNotRegistered

NULL,
-- used by gatekeeper when endpoint has







-- preGrantedARQ to bypass ARQ/ACF


newConnectionNeeded

NULL,
-- indicates that the Setup was not accepted on this







-- connection, but that the Setup may be accepted on







-- a new connection


nonStandardReason

NonStandardParameter,


replaceWithConferenceInvite
ConferenceIdentifier,
-- call dropped due to subsequent 

-- invitation to a conference 

-- (see H.323 8.4.3.8)


genericDataReason

NULL,


neededFeatureNotSupported
NULL,


tunnelledSignallingRejected
NULL,

securityWrongSyncTime

NULL, 
-- either time server problem or network delay

securityReplay


NULL, 
-- replay attack encountered
securityWrongGeneralID

NULL, 
-- wrong general ID

securityWrongSendersID

NULL, 
-- wrong senders ID
securityIntegrityFailed
NULL, 
-- integrity check failed
securityWrongOID

NULL, 
-- wrong token OIDs or crypto alg OIDs
securityDHmismatch

NULL,
-- mismatch of DH parameters
securityCertificateExpired
NULL, 
-- certificate has expired

securityCertificateDateInvalid
NULL, 
-- certificate is not yet valid

securityCertificateRevoked
NULL, 
-- certificate was found revoked
securityCertificateNotReadable
NULL, 
-- decoding error
securityCertificateSignatureInvalid
NULL, 
-- wrong signature in the certificate
securityCertificateMissing
NULL,
-- no certificate available
securityCertificateIncomplete NULL, 
-- missing expected certificate extensions
securityUnsupportedCertificateAlgOID
NULL, 
-- crypto algs not understood
securityUnknownCA

NULL
-- CA/root certificate could not be found
}

GatekeeperRejectReason ::= CHOICE

{


resourceUnavailable

NULL,


terminalExcluded

NULL,
-- permission failure, not a resource failure


invalidRevision

NULL,


undefinedReason

NULL,


...,


securityDenial


NULL,

genericDataReason

NULL,


neededFeatureNotSupported
NULL,

securityWrongSyncTime

NULL, 
-- either time server problem or network delay

securityReplay


NULL, 
-- replay attack encountered

securityWrongGeneralID

NULL, 
-- wrong general ID

securityWrongSendersID

NULL, 
-- wrong senders ID

securityIntegrityFailed
NULL, 
-- integrity check failed

securityWrongOID

NULL, 
-- wrong token OIDs or crypto alg OIDs
securityDHmismatch

NULL,
-- mismatch of DH parameters
securityCertificateExpired
NULL, 
-- certificate has expired

securityCertificateDateInvalid
NULL, 
-- certificate is not yet valid

securityCertificateRevoked
NULL, 
-- certificate was found revoked

securityCertificateNotReadable
NULL, 
-- decoding error

securityCertificateSignatureInvalid
NULL, 
-- wrong signature in the certificate

securityCertificateMissing
NULL,
-- no certificate available
securityCertificateIncomplete NULL, 
-- missing expected certificate extensions
securityUnsupportedCertificateAlgOID
NULL, 
-- crypto algs not understood

securityUnknownCA

NULL
-- CA/root certificate could not be found

}

RegistrationRejectReason ::= CHOICE

{


discoveryRequired

NULL,



invalidRevision

NULL,


invalidCallSignalAddress
NULL,


invalidRASAddress

NULL,
-- supplied address is invalid


duplicateAlias


SEQUENCE OF AliasAddress,







-- alias registered to another endpoint


invalidTerminalType

NULL,


undefinedReason

NULL,


transportNotSupported

NULL,
-- one or more of the transports


...,


transportQOSNotSupported
NULL,
-- endpoint QOS not supported


resourceUnavailable

NULL,
-- gatekeeper resources exhausted


invalidAlias


NULL,
-- alias not consistent with gatekeeper rules


securityDenial


NULL,

fullRegistrationRequired
NULL,
-- registration permission has expired

additiveRegistrationNotSupported NULL,

invalidTerminalAliases

SEQUENCE

{

terminalAlias

SEQUENCE OF AliasAddress OPTIONAL,

terminalAliasPattern
SEQUENCE OF AddressPattern OPTIONAL,

supportedPrefixes
SEQUENCE OF SupportedPrefix OPTIONAL,

...

},


genericDataReason

NULL,


neededFeatureNotSupported
NULL,

securityWrongSyncTime

NULL, 
-- either time server problem or network delay

securityReplay


NULL, 
-- replay attack encountered
securityWrongGeneralID

NULL, 
-- wrong general ID

securityWrongSendersID

NULL, 
-- wrong senders ID
securityIntegrityFailed
NULL, 
-- integrity check failed
securityWrongOID

NULL, 
-- wrong token OIDs or crypto alg OIDs
securityDHmismatch

NULL,
-- mismatch of DH parameters
securityCertificateExpired
NULL, 
-- certificate has expired

securityCertificateDateInvalid
NULL, 
-- certificate is not yet valid

securityCertificateRevoked
NULL, 
-- certificate was found revoked

securityCertificateNotReadable
NULL, 
-- decoding error

securityCertificateSignatureInvalid
NULL, 
-- wrong signature in the certificate

securityCertificateMissing
NULL,
-- no certificate available
securityCertificateIncomplete NULL, 
-- missing expected certificate extensions
securityUnsupportedCertificateAlgOID
NULL, 
-- crypto algs not understood

securityUnknownCA

NULL
-- CA/root certificate could not be found
}

UnregRequestReason ::= CHOICE

{


reregistrationRequired

NULL,


ttlExpired


NULL,


securityDenial


NULL,

undefinedReason

NULL,


...,


maintenance


NULL,

securityWrongSyncTime

NULL, 
-- either time server problem or network delay

securityReplay


NULL, 
-- replay attack encountered
securityWrongGeneralID

NULL, 
-- wrong general ID

securityWrongSendersID

NULL, 
-- wrong senders ID
securityIntegrityFailed
NULL, 
-- integrity check failed
securityWrongOID

NULL 
-- wrong token OIDs or crypto alg OIDs
}

UnregRejectReason ::= CHOICE

{


notCurrentlyRegistered

NULL,


callInProgress


NULL,


undefinedReason

NULL,


...,


permissionDenied

NULL,
-- requesting user not allowed to unregister







-- specified user


securityDenial


NULL,

securityWrongSyncTime

NULL, 
-- either time server problem or network delay

securityReplay


NULL, 
-- replay attack encountered
securityWrongGeneralID

NULL, 
-- wrong general ID

securityWrongSendersID

NULL, 
-- wrong senders ID
securityIntegrityFailed
NULL, 
-- integrity check failed
securityWrongOID

NULL 
-- wrong token OIDs or crypto alg OIDs
}

AdmissionRejectReason ::= CHOICE

{


calledPartyNotRegistered
NULL,
-- cannot translate address


invalidPermission

NULL,
-- permission has expired


requestDenied


NULL,
-- no bandwidth available


undefinedReason

NULL,


callerNotRegistered

NULL,


routeCallToGatekeeper

NULL,


invalidEndpointIdentifier
NULL,


resourceUnavailable

NULL,


...,


securityDenial


NULL,

qosControlNotSupported

NULL,


incompleteAddress

NULL,


aliasesInconsistent

NULL,
-- multiple aliases in request identify distinct people


routeCallToSCN


SEQUENCE OF PartyNumber,


exceedsCallCapacity

NULL,
-- destination does not have the capacity for this call


collectDestination

NULL,


collectPIN


NULL,


genericDataReason

NULL,


neededFeatureNotSupported
NULL,

securityWrongSyncTime

NULL, 
-- either time server problem or network delay

securityReplay


NULL, 
-- replay attack encountered
securityWrongGeneralID

NULL, 
-- wrong general ID

securityWrongSendersID

NULL, 
-- wrong senders ID
securityIntegrityFailed
NULL, 
-- integrity check failed
securityWrongOID

NULL, 
-- wrong token OIDs or crypto alg OIDs
securityDHmismatch

NULL
-- mismatch of DH parameters
}

BandRejectReason ::= CHOICE

{


notBound


NULL,
-- discovery permission has aged


invalidConferenceID

NULL,
-- possible revision


invalidPermission

NULL,
-- true permission violation


insufficientResources

NULL,


invalidRevision

NULL,


undefinedReason

NULL,


...,


securityDenial


NULL,

securityWrongSyncTime

NULL, 
-- either time server problem or network delay

securityReplay


NULL, 
-- replay attack encountered
securityWrongGeneralID

NULL, 
-- wrong general ID

securityWrongSendersID

NULL, 
-- wrong senders ID
securityIntegrityFailed
NULL, 
-- integrity check failed
securityWrongOID

NULL 
-- wrong token OIDs or crypto alg OIDs
}

LocationRejectReason ::= CHOICE

{


notRegistered


NULL,


invalidPermission

NULL,
-- exclusion by administrator or feature


requestDenied


NULL,
-- cannot find location


undefinedReason

NULL,


...,


securityDenial


NULL,

aliasesInconsistent

NULL,
-- multiple aliases in request identify distinct people


routeCalltoSCN


SEQUENCE OF PartyNumber,


resourceUnavailable

NULL,


genericDataReason

NULL,


neededFeatureNotSupported
NULL,

securityWrongSyncTime

NULL, 
-- either time server problem or network delay

securityReplay


NULL, 
-- replay attack encountered
securityWrongGeneralID

NULL, 
-- wrong general ID

securityWrongSendersID

NULL, 
-- wrong senders ID
securityIntegrityFailed
NULL, 
-- integrity check failed
securityWrongOID

NULL, 
-- wrong token OIDs or crypto alg OIDs
securityDHmismatch

NULL
-- mismatch of DH parameters
}

DisengageRejectReason ::= CHOICE

{


notRegistered

NULL,
-- not registered with gatekeeper


requestToDropOther
NULL, 
-- cannot request drop for others


...,


securityDenial

NULL,

securityWrongSyncTime

NULL, 
-- either time server problem or network delay

securityReplay


NULL, 
-- replay attack encountered
securityWrongGeneralID

NULL, 
-- wrong general ID

securityWrongSendersID

NULL, 
-- wrong senders ID
securityIntegrityFailed
NULL, 
-- integrity check failed
securityWrongOID

NULL 
-- wrong token OIDs or crypto alg OIDs
}

InfoRequestNakReason ::= CHOICE

{


notRegistered

NULL,
-- not registered with gatekeeper


securityDenial

NULL,

undefinedReason
NULL,


...
securityWrongSyncTime

NULL, 
-- either time server problem or network delay

securityReplay


NULL, 
-- replay attack encountered
securityWrongGeneralID

NULL, 
-- wrong general ID

securityWrongSendersID

NULL, 
-- wrong senders ID
securityIntegrityFailed
NULL, 
-- integrity check failed
securityWrongOID

NULL 
-- wrong token OIDs or crypto alg OIDs
}

6.5
Changes to ITU-T Recommendation H.235 (2000)

B.2.2
Error Signaling
A security capable gatekeeper or other security enhanced H.225.0 entity shall provide error indications. The security error indicates that the entity was not able to correctly process the received message. Whenever possible, a detailed error code shall be provided.
· securityWrongSyncTime shall indicate that the sender found a security problem with inappropriate timestamps. This could be caused due to a problem with the time server , lost synchronization or due to excessive network delay.

· securityReplay shall indicate that a replay attack has been encountered. This is the case when the same sequence number occurs more than once for a given timestamp.
· securityWrongGeneralID shall indicate a mismatch of the general ID in the message. This could be caused due to wrong addressing.

· securityWrongSendersID shall indicate a mismatch of the sender’s ID in the message. This could be caused due to user’s erroneous entry.

· securityMessageIntegrityFailed shall indicate that the integrity/signature check failed. For Annex D, this could be caused due to a wrong or mistyped password during the initial request or due to an encountered active attack. For Annex E/F, this shall indicate that the digital signature check upon the message failed. This could be caused due to a wrong private/public key applied or due to an encountered active attack.
· securityWrongOID shall indicate any mismatch in token OIDs (clear or crypto token) or crypto algorithm OIDs. This indicates different security algorithms/profiles implemented.
· securityDHmismatch shall indicate any mismatch in the Diffie-Hellman parameters exchanged. This might indicate different DH-parameter sets or even different voice encryption algorithms implemented.
· securityCertificateExpired shall indicate that a certificate has expired.

· securityCertificateDateInvalid shall indicate that a certificate is not yet valid.

· securityCertificateRevoked shall indicate that a certificate was found revoked.
· securityCertificateNotReadable shall indicate that a certificate could not be correctly ASN.1 decoded or is in other bad shape.
· securityCertificateMissing shall indicate that a certificate was expected but found missing or that the certificate could not be located otherwise.
· securityCertificateIncomplete shall indicate that some expected certificate extensions were not present.
· securityUnsupportedCertificateAlgOID shall indicate that certain crypto algorithms such as hash or digital signatures used within the certificate are not understood or are not supported.
As part of the returned response, the sender may provide a list acceptable certificates in separate tokens in order to facilitate selection of an appropriate one by the recipient.

· securityUnknownCA shall indicate that the CA/root certificate could not be found or that the certificate could not be matched with a trusted CA.

In any other case where the H.235 security operation has failed, securityDenial for H.225.0 RAS (securityDenied for H.225.0 call signalling resp.) shall be returned.

Notes:

· securityWrongSyncTime, securityReplay, securityWrongGeneralID, securityWrongSendersID, securityIntegrityFailed, securityWrongOID and securityDHmismatch may occur in Annex D, Annex E or in Annex F security profiles.
· securityCertificateExpired, securityCertificateDateInvalid, securityCertificateRevoked, securityCertificateNotReadable, securityCertificateSignatureInvalid, securityCertificateMissing, securityCertificateIncomplete, securityUnsupportedCertificateAlgOID and securityUnknownCA may occur in Annex E or in Annex F security profiles.
B.4.2
Endpoint-gatekeeper authentication (non-subscription based)

This mechanism may provide the gatekeeper with a cryptographic link that a particular endpoint which previously registered, is the same one that issues subsequent RAS messages. It should be noted that this may not provide any authentication of the gatekeeper to the endpoint, unless the optional signature element is included. The establishment of the identity relationship occurs when the terminal issues the GRQ as outlined in 7.2.1/H.323. The Diffie-Hellman exchange shall occur in conjunction with the GRQ and GCF messages as shown in the first phase of 10.2. This shared secret key shall now be used on any subsequent RRQ/URQ from the terminal to the gatekeeper. If a gatekeeper operates in this mode and receives a GRQ without a token containing the DHset or an acceptable algorithm value, it shall return a securityDenial reason code or other appropriate security error code according to B.2.2 in the DRJ.
B.4.3
Endpoint-gatekeeper authentication (subscription-based)

In all cases, the token will contain the information as described in the following subclauses depending on the variation chosen. If a gatekeeper operates in a secure mode and receives a RAS message without an acceptable token value, it shall return a securityDenial reason code or other appropriate security error code according to B.2.2 in the reject message. In all cases, the return token from GK is optional; if omitted, only one-way authentication is achieved.

D.6.3.1
Overview
Gatekeepers detecting failed authentication and/or failed integrity validation in a RAS or Call signaling message received from a secured endpoint or peer gatekeeper respond with a corresponding reject message indicating security failure by setting the reject reason to securityDenial or other appropriate security error code according to B.2.2.
E.4
Security Services
Gatekeepers detecting failed authentication and/or failed integrity validation in a RAS/call signaling message received from a terminal/peer gatekeeper respond with a corresponding reject message indicating security failure by setting the reject reason to securityDenial or other appropriate security error code according to B.2.2.
I.4.4
Password
4)
When the gatekeeper receives the encrypted challenge in the RRQ, it would compare it to an identically generated encrypted challenge to authenticate the registering user. If the two encrypted strings do not match, the gatekeeper should respond with an RRJ with the RegistrationRejectReason set to securityDenial or other appropriate security error code according to B.2.2. If they match, the gatekeeper sends an RCF to the endpoint.


Additions to Draft H.235 Annex F 
F.5
Authentication and Integrity
Gatekeepers detecting failed authentication and/or failed integrity validation in a RAS/call signaling message received from a terminal/peer gatekeeper respond with a corresponding reject message indicating security failure by setting the reject reason to securityDenial or other appropriate security error code according to B.2.2.
As part of the returned response, the sender may provide a list acceptable certificates in separate tokens in order to facilitate selection of an appropriate one by the recipient.


Additions to Draft H.225.0 Annex G V2 
The following error codes shall be present for the purpose of signaling error conditions in the H.MMS.1 environment:

AuthenticationRejectReason ::= CHOICE
{


...,
securityWrongSyncTime

NULL, 
-- either time server problem or network delay

securityReplay


NULL, 
-- replay attack encountered

securityWrongGeneralID

NULL, 
-- wrong general ID

securityWrongSendersID

NULL, 
-- wrong senders ID

securityIntegrityFailed
NULL, 
-- integrity check failed

securityWrongOID

NULL 
-- wrong token OIDs or crypto alg OIDs

}

AttachRejectReason ::= CHOICE
{


...,
securityWrongSyncTime

NULL, 
-- either time server problem or network delay

securityReplay


NULL, 
-- replay attack encountered

securityWrongGeneralID

NULL, 
-- wrong general ID

securityWrongSendersID

NULL, 
-- wrong senders ID

securityIntegrityFailed
NULL, 
-- integrity check failed

securityWrongOID

NULL 
-- wrong token OIDs or crypto alg OIDs

}

Additions to Draft H.MMS.0
The following error codes shall be present for the purpose of signaling error conditions in the H.MMS.0 environment:

…..

AuthenticationRejectReason ::= CHOICE
{


...,
securityWrongSyncTime

NULL, 
-- either time server problem or network delay

securityReplay


NULL, 
-- replay attack encountered

securityWrongGeneralID

NULL, 
-- wrong general ID

securityWrongSendersID

NULL, 
-- wrong senders ID

securityIntegrityFailed
NULL, 
-- integrity check failed

securityWrongOID

NULL 
-- wrong token OIDs or crypto alg OIDs

}

AttachRejectReason ::= CHOICE
{


...,
securityWrongSyncTime

NULL, 
-- either time server problem or network delay

securityReplay


NULL, 
-- replay attack encountered

securityWrongGeneralID

NULL, 
-- wrong general ID

securityWrongSendersID

NULL, 
-- wrong senders ID

securityIntegrityFailed
NULL, 
-- integrity check failed

securityWrongOID

NULL 
-- wrong token OIDs or crypto alg OIDs

}
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� H.225.0 call signalling uses securityDenied instead of securityDenial
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