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We received quite comprehensive liaison from you dealing with your efforts taken in the context of MPEG-21 and Mediacom-2004. Let us thank you for the interesting work provided and your views expressed.

ITU-T SG 16 Question Q is working on multimedia security issues. As such, we see your liaison as of interest to our ongoing security work. However, security experts had not yet time to fully review all your work in detail. Thus, we would like to respond more on a general level as follows:

1.) We could agree to your view that your work on multimedia consumption and Digital Item Declaration is seen complementary to our work on multimedia security. We note that our main scope of SG16 Working Party 2 is multimedia communication and Voice-over-IP systems specifically. As such, we do not see direct impact of Digital Item Declaration to our work at the moment, but we also would not rule out any opportunity for this in the future.

2.) It is our understanding, that Intellectual Property Management and Protection (IPMP) is a topic about Digital Rights Management (DRM) with significant impact to and support necessary from security. We see certain interaction of IPMP systems with media codecs. Thus, also tight interaction with security functions like encryption algorithms becomes a crucial issue. Such architectures might show some similarities as deployed for secure Voice-over-IP systems. We believe that your IPMP work on generic DRM systems would be of interest to SG16 as soon as multimedia content delivery applications were studied and the need for secure digital rights management systems arises.

3.) Regarding the JVT project and next generation video coding, we do not see particular security issues touched at the moment.

4.) Regarding relationship of IPMP and multimedia communications systems, we would assume, that IPMP systems would rely upon secure transport networks or upon unsecured networks with adequate security functions be provided at application layer. Such functions would encompass security deployed for the purpose of authentication, integrity and confidentiality but probably also for other security purposes. These issues might be seen as an area of potential collaboration between ITU-T SG16 and ISO/IEC JTC1/SC29/WG11.

For your information, we attach our current terms of reference for Question G with our work plan to this document.

We are looking forward to being kept informed to your ongoing multimedia work, especially the security relevant parts of it.

Attachments:

· ITU-T SG16 Question G Terms of Reference and workplan
1 Introduction and Context

Multimedia Security is one of the main framework study areas (FSA) in the Mediacom 2004 project within Study Group 16. This document describes the understanding and the responsibilities of the Question Q.G as part of the Mediacom 2004; specifically how to address multimedia security issues, identify potential work items and coordinate with other related groups and bodies.

The present document is an initial proposal with the intention to stipulate the discussion and achieve a consensus upon the further directions of this question.

Question G/16 - Security of Multimedia Systems and Services

Background and justification
Users, operators, and vendors have always had expectations for the security of telecommunications services and systems. Users have requirements for confidentiality and integrity of their communications and may require authentication of other parties in a session and non-repudiation of transactions undertaken with those other parties. Operators require authentication of users and authorization of their activities in order to carry out proper billing and control of usage of resources. All parties have a stake in correct and reliable operation, even in the face of malicious attacks on system or network integrity. At the same time, security is subject to regulation in the various legal jurisdictions, both to ensure that minimum standards are met and to support enforcement of criminal and other laws. 

Two factors make security an even more complex issue within the context of Mediacom 2004 than it is elsewhere: the specific nature of multimedia communications (diverse media, multiple streams within one communication), and the use of multimedia communications in the course of e‑commerce. While e-commerce puts even greater emphasis on the objectives of confidentiality, integrity, and non-repudiation of communications, it also raises new issues of protection of intellectual property distributed over the telecommunications network.

Traditionally, vendors (and the standards from which they work) provide mechanisms for the provision of security. Operators and users are responsible for the development and enforcement of policies which make use of these mechanisms to achieve their respective security objectives. This Question provides a focal point for the introduction of improvements in work on security as reflected in the content of Recommendations produced under Mediacom 2004.

At the same time, security is a specialized topic involving a considerable body of specialized knowledge. Even more knowledge is required to ensure security in multimedia communications. This Question serves as a central point from which this special expertise may be applied as needed to individual projects.
2 Scope of Question and Issues of Concern

The prime focus of this question is about all aspects of multimedia security. The scope is obviously rather broad and therefore has many interesting aspects.

The following collected questions are specific examples targeted to the topic of multimedia security. They should guide in our work.

The overall aspect of multimedia security has many different aspects and issues; we identify them and group them into related categories as follows. It is true, that the categories are dependent and there is a certain overlap among them. It is also true that these questions provide guidance but depending on the concrete example they might not always fully be applied. We list the questions in each category without any preference or indicated priority.

2.1 Security Requirements and Security Services

This topic identifies the need for multimedia security for a concrete example by understanding the security requirements and security goals that should be achieved.

· Which kind of security precautions should be addressed?

· Which security weaknesses in a multimedia system should be countered?

· Which security threats are of concern? Which security threats have been adequately covered, which security weaknesses have been discovered anew?

· Which security services and security mechanisms are appropriate for Multimedia applications with stringent real-time and performance constraints?

· Which security techniques are best suited for packet based communication with real time constraints?

· Which security level(s) are required and how can they be provided?

· How much flexibility and liberty is necessary in the architecture for different grades or security policies?

· Which other services and multimedia features need security?

· Which security concepts are best suited to cover mobility requirements?

· Which multimedia applications demand security? Secure Video-applications are becoming of interest....

· How can security support group-based communication and group-based key-management?

· What specific security requirements are part of e-commerce applications?

2.2 Security Architecture and Infrastructure

Once the security requirements and objectives have been sufficiently understood, this topic deals with how the target system should look like from an architectural point of view. It also addresses the issue on the security infrastructure that is either assumed or has to be built as well.

· How should a sound secure system look alike?

· How should a sound security architecture for distributed multimedia systems and services look alike?

· At which logical layer should the security mechanisms be placed?

· Is there a unified scalable security approach that spans from the small scale multimedia end devices, over enterprise environments to the large carrier class multimedia gateways?

· How should the concepts of network layer security and application layer security interact? Where is end-to-end security necessary?

· How does security interact with other factors such as QoS, performance, user friendliness?

· How should multimedia security interact with available security infrastructures (Public-key infrastructures)? Should a security infrastructure adapt to the requirements of multimedia?

· How can security concepts migrate from simple, basic security techniques to sophisticated advanced security techniques? How to design multimedia security architectures such that they are future-proof?

· How does a multimedia security architecture fit into an overall security framework taking into account also other security relevant applications such as e-commerce, secure network management and others?

· How can a heterogeneous network infrastructure be best deployed for multimedia security purposes?

2.3 Multimedia Communication Security

Multimedia systems are usually distributed and interconnected through networks for networked communications. This topic looks at the security issues of communication. It identifies the different communication types, the multimedia aspects of the different streams and their security ramifications.

· How to make the signaling for multimedia applications secure?

· How to make the data transport and the multimedia-stream for multimedia applications secure?

· How to efficiently integrate key management into the multimedia protocols?

· How to protect multimedia content in terms of authorship, copyright, copy protection?

2.4 Interdomain Security

Distributed multimedia systems are usually placed in different domains operated by some authority each potentially under a different set of security policies and rules. Such domains could reflect corporate policies or more general also national legislative policies.

This topic tries to identify such domains where they might occur and how the multimedia-systems within such domains could securely interact across domain boundaries.

· Where in a multimedia architecture are potential security domains?

· How should security interworking across security domains be accomplished? How much security capability negotiation is necessary?

· How do security devices such as firewalls or security gateways affect the multimedia security?

· How can sophisticated security architectures take heterogeneous network infrastructures into account?

2.5 Management and Usability

Multimedia systems might need some form of management, configuration for setup and maintenance.
· To which degree should we address security administration, secure management and security MIBs?

2.6 Security Standards

We do not intend to re-invent the wheel, rather we recognize that other standardization bodies have developed or are developing useful security standards.

· Which available security standards are appropriate? Which security standards can be re-used?

· How can standardized security APIs facilitate deployment and interoperability?

· Understand which security aspects relate to a specific scenario, and which security aspects are applicable in a general environment.

3 Understanding of this Question

Taking the example questions in Chapter 2 into account, this Question shall have the following general responsibilities:

· assisting in the threat analysis of existing and proposed multimedia systems and services;

· maintaining and continue developing Recommendation H.235 as a security framework providing the mechanisms needed to protect multimedia systems and services from identified threats;

· maintaining Recommendations H.233 and H.234;

· encouraging the development of documentation within Recommendations on multimedia systems and services, providing guidance on potential threats to security, the mechanisms provided to counter those threats, and the policies which system operators should put in place to use those mechanisms for their intended purpose;

· contributing to the work of the Question on multimedia architecture to ensure that the architectural framework includes due consideration of functions associated with security;

· providing advice on the application of the security framework in specific cases of system design;

· collaborating with other questions and bodies as far as multimedia security is of concern.

4 Work and study items

ITU-T SG 16 has been developing several multimedia security standards: Recommendations H.233 and H.234 for securing circuit-switched multimedia data and H.235 and H.323 Annex J for securing packet-switched multimedia data.

With the general understanding of this question as stated in chapter 3, Q.G specifically currently considers the following work and study items.

The following list should be seen as suggestions with some examples. Of course, there are many potential work items, several of them are addressing ongoing matters.

Those items are highlighted, which are currently recognized as being more/highly important and would see concrete interest for the next time.

It is recognized and understood that substantial progress of work within Mediacom 2004 can only be achieved with the provisioning of written contributions. It is also true that contributions are demand driven from the individual organizations and members.

New security issues or issues of high interest where contributions and significant progress are expected which might result in recommendations:

· Maintain and further develop recommendation H.235 and its new Annexes F and G.

· Investigate confidentiality of all signaling, provide security and privacy for call signaling, privacy for RAS channel, study how the idea of “light-weight SSL/TLS” could be deployed using only some security functions from the transport layer and leave other key-management security tasks to the H.323 application.

· Identify the need for a centralized key management and how this facility has advantages over end-to-end key management.

· Provide security for mobility multimedia environments, define security for H.MMS.x/H.235 Annex G; clarify security aspects of “multimedia over wireless”

· Address the security issues for multimedia presence applications such as for example privacy, authentication and authorization.

· Optimize voice encryption: consider stream ciphers vs. block chaining modes, consider new encryption algorithms and chaining modes with beneficial real-time properties (e,g., OFB mode,...), research the characteristics of the AES encryption algorithm as an improvement over the DES for real-time voice and/or video encryption, try to provide/obtain a codepoint for AES, optimized key usage on multiple media connections; develop a video encryption profile.

· Provide multimedia security support for emergency services IEPS, F.IEMS.

· Optimize security profiles, define interoperable security profiles, progress the hybrid security profile with PKI usage;

Further on, there are several security issues of general interest, where it is not fully clear, if and when there would be any progress:
· Maintain recommendation H.323 Annex J

· Maintain recommendations H.233 and H.234 with the security for H.320 systems

· Security for the Direct call model or security for the non-GK-routed model, definition of access tokens, interzone scenarios

· Architect the security for a decomposed Multimedia Systems (decomposed Gatekeeper, decomposed MCU); security among alternate Gatekeepers

· Provide security for H.324/H.235 Annex C

· Work on Megaco/H.248 security; IPSEC;

· Investigate challenge/response techniques vs. synchronized time clocks

· Security support for multimedia supplementary services, definition of specific H.450 security features

· Security aspects of H.323/H.246 systems interworking, H.323-SIP security interworking, H.323 – H.323 secure domain interworking and firewall proxies

· Secure interworking H.323 – H.248; how could H.235 key management be extended such that media keys are conveyed towards the MG?

· Security for data conferencing, T.120.secure, security interworking between H.323 and T.120

· Adequately address the multimedia security issues of network address translation (NAT) and firewalls, application layer security proxies; firewall control protocol

· Study the security aspects of e-commerce and new multimedia applications for e-business, security integration of multimedia applications into secure e-business environments

· Research security for multimedia systems using biometric techniques?

· (Security aspects for QoS)

· Security for multimedia charging/billing/accounting

· Security for simple multimedia devices, H.323 Annex J, application of elliptic curve cryptography

· Security for ATM-based multimedia systems (H.310 security)

· Security architecture for distributed, multimedia systems, security frameworks, security aspects of decomposed systems

· Harmonization of security interfaces for broadband cable modems (jointly with SG9)

· Ongoing monitoring of multimedia security threats

· Ongoing re-investigation of multimedia security requirements

· … (other items to be identified)

5 Cooperation and interaction

The team of experts working on this Question will cooperate with and advise the other Questions of this Study Group and multimedia-related Questions of other study groups. They will coordinate with experts working in the area of security in other study groups, and the experts in other Fora and standardization bodies.

5.1 Interaction with other questions inside SG16

The following table identifies interaction with other questions within SG16 from a security point of view. Question G as a horizontal question closely interacts with the identified horizontal and vertical questions shown below. It is envisioned that Question G as a horizontal question acts as a coordinator among the other SG16 questions for the aspect of multimedia security. Further, Question G would advise other questions with technical security expertise.

At present, no specific interaction is recognized for any other questions than shown.

Question
Title
Question in study period 1997-2000
Subject

Q.1/16
Multimedia Systems, Terminals and Data Conferencing
Former Q3, Q11,..
with H.324 and T.120 series re​commendations and related security aspects

Q.2/16
Multimedia over Packet Networks using H.323 Systems
Former Q13
with H.225.0, H.323, H.450.x and security aspects

Q.3/16
Infrastructure and Interopera​bility for Multimedia over Packet Network Systems
Former Q14
H.248, H.245, H.246 with security aspects

Q.5/16
Mobility for Multimedia Systems and Services
New
mobility and security aspects in H.32x series, H.323 Annex H

Q.C/16
Multimedia applications and services
Former Q1, Q2
security aspects for e-commerce, M3 project, e-business and emergency services; F.iems

Q.B/16
Multimedia Architecture
new
Security architecture for MM services and applications, H.mmarch

Q.D/16
Interoperability of Multimedia Systems and Services
New
security interworking and security interoprability

Q.G/16
Security of Multi​media Systems and Services
New
H.233, H.234, H.235, …

5.2 Interaction with other ITU-T Study Groups

There are other groups within ITU-T which deal with security issues. At present, the following groups are identified as candidates for cooperation/liaison:

· SG17 (former SG7/WP3/Q13): security “general”

· SG9/WP1: security for IP CableCom systems

· SG13: GII and ITU-T IP Project with security aspects

· SSG “IMT2000 and beyond”: security aspects of mobile communications

5.3 Interaction with other bodies

Outside of ITU there are several other bodies, which address security in general or relate to multimedia security.

· ETSI Tiphon WG8: Tiphon security architecture, threat analysis, security profiles, etc

· ETSI TC SEC: security for ETSI, SAGE

· IMTC: several activity groups (iNOW!, Conferencing AG, aHIT!)

· ATM Forum Security Subgroup: Elliptic Curves

· IETF: Transport security (TLS; IPSEC), SIP, PKIX, AAA, …

· ISO/IEC JTC1/SC29/WG11: ..., IPMP, RDD/REL, content and copy protection, watermarking,…

· NIST: AES algorithm, normative referencing NIST standards,…

work plan to be added…
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