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ICF Message to enable Reliability and Security


Overview


An endpoint which sends an unsolicited IRR cannot know if the information arrived safely at the gatekeeper. We propose an ÒInformation ConfirmedÓ message (ICF) which can be used to acknowledge the receipt of an unsolicited IRR. We also need an “Information Rejected” message (IRJ) which allows a GK to signal a security denial. To ensure backward compatibility and save network bandwidth, the IRR must include an explicit request to receive the acknowledgment. Otherwise it is not sent.


In order to match ICFs to IRRs, there needs to be a matching of sequence numbers between IRRs and ICFs. There are two possibilities:


we specify a convention in RASv2 that IRQs contain a sequence numbers between 1 and 32767 and unsolicited IRRs contain sequence numbers between 32768 and 65535. 


We add an optional needResponse field to indicate that this unsolicited IRR requires a response. In this case the RequestSeqNum field is set by the endpoint, and must be returned by the gatekeeper.


We suggest the second approach here. This has the advantage that we can minimize network traffic, by specifying that if the field is absent, the unsolicited IRR requires no ICF response. 


Additions to H.225.0


1. To section 7 (ASN.1) we add the fields in bold type:


InfoRequestResponse ::= SEQUENCE --(IRR)


{


	nonStandardData	NonStandardParameter OPTIONAL,


	requestSeqNum		RequestSeqNum,


	endpointType		EndpointType,


	endpointIdentifier	EndpointIdentifier,


	rasAddress		TransportAddress,


	callSignalAddress	SEQUENCE OF TransportAddress,


	endpointAlias		SEQUENCE OF AliasAddress OPTIONAL,


	perCallInfo		SEQUENCE OF SEQUENCE


	{


		nonStandardData	NonStandardParameter OPTIONAL,


		callReferenceValue	CallReferenceValue,


		conferenceID		ConferenceIdentifier,


		originator		BOOLEAN OPTIONAL,


		audio			SEQUENCE OF RTPSession OPTIONAL,


		video			SEQUENCE OF RTPSession OPTIONAL,


		data			SEQUENCE OF TransportChannelInfo OPTIONAL,


		h245			TransportChannelInfo,


		callSignaling		TransportChannelInfo,


		callType		CallType,


		bandWidth		BandWidth,


		callModel		CallModel,


		...


	} OPTIONAL,


	...,


	callIdentifier		CallIdentifier,


	tokens			SEQUENCE OF Token OPTIONAL,


	endpointIdSecure	EndpointIdentifier OPTIONAL,	-- encrypted version w/ seqnum


	needResponse		BOOLEAN


}





InfoConfirm ::= SEQUENCE --(ICF)


{


	requestSeqNum		RequestSeqNum,


	nonStandardData	NonStandardParameter OPTIONAL,


	...,


	tokens			SEQUENCE OF Token OPTIONAL,


	cryptoTokens		SEQUENCE of CryptoToken OPTIONAL


}





InfoReject ::= SEQUENCE --(IRJ)


{


	requestSeqNum		RequestSeqNum,


	rejectReason		InfoRejectReason,


	nonStandardData	NonStandardParameter OPTIONAL,


	...,


	alternateGatekeeper	SEQUENCE OF AlternateGK OPTIONAL,


	altGKisPermanent	BOOLEAN OPTIONAL,


	tokens			SEQUENCE OF Token OPTIONAL


	cryptoTokens		SEQUENCE of CryptoToken OPTIONAL


}





InfoRejectReason ::= CHOICE


{


	notRegistered		NULL,	-- not registered with gatekeeper


	...,


	securityDenial	NULL


}





The following text should be added to Section 8.15:


8.15


When an unsolicited IRR is sent by an endpoint to a Gatekeeper of version 2 or higher, it may indicate in the needResponse field that it wishes the Gatekeeper to acknowledge receipt of the IRR. In this case it fills in the requestSeqNum field with a number other than 1. The gatekeeper returns either an ICF (confirmation) or an IRJ (Info Rejection) message, and must return the same number in the requestSeqNum field.


InfoRequestResponse (IRR)


requestSeqNum -  This shall contain the sequence number from the IRR or one(1) for an unsolicited report to a version 1 gatekeeper. It contains a monotonically increasing number (to be returned by the Gatekeeper in its response) if needResponse is TRUE.


needResponse - This is set to TRUE to indicate that the Gatekeeper must reply with an ICF or IRJ. 


InfoConfirm (ICF)


The ICF message includes the following:


requestSeqNum - This field shall contain the requestSeqNum that was in the IRR


tokens - This is some (possibly encrypted) data which may be required to allow the Request. The data shall be inserted into the Request if it is available to the endpoint.


cryptotokens - 





InfoReject (IRJ)


The IRJ message includes the following:


requestSeqNum - This field shall contain the requestSeqNum that was in the IRR


rejectReason - reason the location request was denied


alternateGatekeeper - sequence of prioritised alternateGatekeeper for gatekeeperIdentifer and rasAddress for client  to retry the request 


altGKisPermanent - TRUE if all future RAS signals should be redirected to an address from alternateGatekeeper, FALSE if only the message that caused the Reject should be redirected.


tokens - This is some (possibly encrypted) data which may be required to allow the Request. The data shall be inserted into the Request if it is available to the endpoint.
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