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Dynamic Change of IP Address in Registration





Overview


Many terminals are assigned dynamic IP addresses, that is, they have a new transport address every time they connect to the network. If such a terminal is registered with a gatekeeper, it has to supply its new IP address upon registration. Typically, it would use the same alias addresses it had with the previous IP addresses. If the terminal endpoint unregisters with its old IP address, and re-registers with its new one, there is no problem. However, if the terminal crashes, or loses connection with the gatekeeper before it has the chance to unregister, and goes online again with a new IP address before the old registration expires, then, according to H.323, the new registration request shall be denied, because it has the same alias addresses, but a different transport address.


We propose to allow these registrations, with precautions to prevent spoofing attacks. If no authentication is used on the RAS channel, a user might be able to register under the name of another, using its own transport address. Note that this attack cannot be prevented, even if the gatekeeper-endpoint discovery-based authentication method (13.3.2 in H.235) is used. Using the subscription based authentication method (13.3.3 in H.235) will prevent such attack, since the subscription password is known only to the user’s endpoint and the gatekeeper.


Proposal


We propose to place the following sentence in the third paragraph of section 7.2.2 in H.323 recommendation:


If a Gatekeeper receives an RRQ having the same alias address as a previous RRQ and a different Transport address, it may confirm the request, if it complies with the Gatekeeper’s security policy. Otherwise, it should reject the registration indicating a duplicate registration.


This sentence replaces the following sentence found there at present:


If a Gatekeeper receives an RRQ having the same alias address as a previous RRQ and a different Transport address, it should reject the registration indicating a duplicate registration.
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