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Access Tokens within H.323


Overview


Access tokens are information elements that endpoints may require from any endpoint wishing to call them. They are used to:


Ensure that the calling endpoint is authorized to access the destination endpoint. This is mostly used by server endpoints, such as gateways and MCUs, where the served clients have to be authorized subscribers, but can also be used by end-user client terminals, where the user would like to be able to block calls from unwanted parties. 


Securely pass call parameters to the called party, so that the caller can neither monitor nor alter them.


Access tokens are issued by the gatekeeper to the request of the caller, upon requesting access to the network, or locating a terminal. The access tokens are distributed only after the gatekeeper authenticated the user and checked his authorization rights with respect to the target endpoint.


After receiving the token, the caller passes it to the destination endpoint, when setting up the call.


The current H.323 and H.235 recommendation drafts introduce the notion of access tokens, but their deployment is unspecified, and left for ad-hoc agreement between the communicating parties. 


This document proposes further specification for access token contents and usage, while leaving enough room for vendor dependent information and specific requirements. Sections 2-4 are proposed to form a new sub-section in the H.235 recommendation (inside 13.3). Section 5 is proposed as a text replacement in the ASN.1 syntax specification of both H.235 and H.225.0.


Definitions


Access Token: Secured information element passed by a source endpoint to a destination endpoint upon call setup, that certifies the caller’s permission to place the call to the destination.


Access Token Consumer: An endpoint that requires access tokens from the endpoints that wish to contact it.


Usage Scenario


In figure 1, endpoint A is the caller, endpoint B is an access token consumer, called by A. In the following scenario both endpoints are registered with the same gatekeeper, however only endpoint B (the consumer) is required to be registered with a gatekeeper:


Endpoint B, when registering with a gatekeeper, informs the gatekeeper it wishes access tokens to be supplied, whenever another endpoint contacts it, by filling the new accessTokenMechanisms with the supported mechanisms for access token. The absence of this field, or leaving it empty signifies that the registering endpoint does not require access tokens.


The gatekeeper replies with the RCF message, acknowledging the access token requirement, by setting the field accessTokenMechanism to the mechanism the gatekeeper decided to support. If the gatekeeper cannot generate access tokens, it shall reject the registration, with accessTokenNotSupported reason. The endpoint may subsequently re-register, relinquishing access tokens. 


Endpoint A sends an ARQ message to the gatekeeper asking to call endpoint B.


The gatekeeper locates B, and checks it is an access token consumer (as requested upon registration). The access token is returned to A using the ACF message in the cryptoTokens field. There shall be at most one cryptoAccessToken among the tokens returned in this messages. If alternateEndpoints are also returned, then the access tokens to these endpoints shall be conveyed using the cryptoTokens field in the Endpoint sequence describing each of the alternate endpoints. Like the main destination endpoint, at most one of the tokens in these fields shall be a cryptoAccessToken.


Endpoint A, when receiving the ACF message,  checks for access tokens. If present, this token shall be supplied in the SETUP message towards the destination endpoint.


Endpoint B interprets the access token and if validated, responds with CALL PROCEEDING message, otherwise it shall send RELEASE COMPLETE.
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Figure � SEQ Figure \* ARABIC �1�: Access token scenario


Note that for ARQ messages from endpoints that answer a call (endpoint B in this case), no access tokens are needed, even if the destination (the originator of the call) is an access token consumer.


An endpoint can also obtain access tokens using the LRQ/LCF message exchange, in exactly the same manner as with the ARQ/ACF messages. The rules for returning the token in the ACF message shall equally apply to the LCF message.


An unregistered endpoint can obtain access tokens either using the LRQ message, or by an out-of-band method.


Access Token Generation and Validation


The gatekeeper generates the access token by creating its clear version, rendered by the AccessToken ASN.1 type, and encrypting it using the procedure described section 5.


The clear token contains the following parameters:


destinationAddress - alias addresses of the destination endpoint, which is the access token consumer. 


SourceAddress - alias addresses of the authorized caller. These shall also appear in identical format in the Setup message carrying the token.


conferenceID -  will contain a unique number to allow the conference to be uniquely identified from all others as received in the Setup.


callIdentifier - a globally unique call identifier, set by the originating endpoint


destCallExternalAddress - addresses needed by the destination endpoint (token consumer) to place the call forward. This field shall override the information contained in the same field in the SETUP message, if present there.


The token consumer validates the token if all the following hold:


The time-stamp associated with the token is within the allowed time-drift off the current time. 


The destination address matches its own.


The source address matches the same address as in the Setup UUIE.


The conferenceID and callIdentifier match the parallel fields in the Setup UUIE.


Passing optional extra checks, based perhaps on non-standard parameters passed in the access token.


If validation fails, the endpoint shall send a Release Complete message, with release reason timeSync, if condition 1 failed, and notPermitted  in all other cases.


Access Token Encryption Mechanism


Access tokens are always passed as encrypted ASN.1 AccessToken structures. The possible encryption mechanisms are either the standard  subscription password-based symmetric encryption described below, or a non-standard mechanism. The mechanism to be used is agreed in the registration process, while the encryption algorithm used by the mechanism is rendered by passing the algorithm id in the clear part of the token.


In the subscription password-based mechanism the access token is encrypted along with the time stamp, using the subscription password of the token consumer as the encryption key. This mechanism assumes a prior out-of-band subscription process. The password length is adjusted to the length needed by the encryption algorithm, using the method described in 13.3.3.4 of H.235.


Token(AlgorithmId,  Ek-PW(clearAccessToken, timeStamp))


Data Structure Changes


These structures are proposed to replace the definitions is the H.225.0 and H.235 recommendations. The changes are highlighted with bold typeface.


AccessToken ::= SEQUENCE


{


	sourceAddress		SEQUENCE OF AliasAddress,  -- same as in the Setup UUIE


	destinationAddress	SEQUENCE OF AliasAddress,


	destExtraCallInfo	SEQUENCE OF AliasAddress OPTIONAL, -- E.164 number to call


	conferenceID		ConferenceIdentifier,


	callIdentifier		CallIdentifier,


	nonStandard		NonStandardParameter,


	…


}





AccessTokenMechanism ::= CHOICE


{


pwdSymEnc		NULL, -- password with symmetric encryption


nonStandard     	NonStandardParameter, -- something else…


…


}





RegistrationRequest ::= SEQUENCE --(RRQ)


{


	requestSeqNum		RequestSeqNum,


	protocolIdentifier	ProtocolIdentifier,


	nonStandardData	NonStandardParameter OPTIONAL,


	discoveryComplete	BOOLEAN,


	callSignalAddress	SEQUENCE OF TransportAddress,


	rasAddress		SEQUENCE OF TransportAddress,


	terminalType		EndpointType,


	terminalAlias		SEQUENCE OF AliasAddress OPTIONAL,


	gatekeeperIdentifier	GatekeeperIdentifier  OPTIONAL,


	endpointVendor		VendorIdentifier,


	...,


	transportQOS		TransportQOS OPTIONAL,


	alternateEndpoints	SEQUENCE OF Endpoint OPTIONAL,


	timeToLive		TimeToLive OPTIONAL,


	accessTokenMechanisms	SEQUENCE OF AccessTokenMechanism OPTIONAL,


	tokens			SEQUENCE OF ClearToken OPTIONAL


	cryptoTokens		SEQUENCE OF CryptoToken OPTIONAL


}





RegistrationConfirm ::= SEQUENCE --(RCF)


{


	requestSeqNum		RequestSeqNum,


	protocolIdentifier	ProtocolIdentifier,


	nonStandardData	NonStandardParameter OPTIONAL,


	callSignalAddress	SEQUENCE OF TransportAddress,


	terminalAlias		SEQUENCE OF AliasAddress OPTIONAL,


	gatekeeperIdentifier	GatekeeperIdentifier  OPTIONAL,


	endpointIdentifier	EndpointIdentifier,


	...,	


	alternateGatekeeper	SEQUENCE OF AlternateGK OPTIONAL,


	timeToLive		TimeToLive OPTIONAL,


	accessTokenMechanism	AccessTokenMechanism OPTIONAL,


	tokens			SEQUENCE OF Token OPTIONAL


}





RegistrationRejectReason ::= CHOICE


{


	discoveryRequired		NULL,	-- registration permission has aged


	invalidRevision		NULL,


	invalidCallSignalAddress	NULL,


	invalidRASAddress		NULL,	-- supplied address is invalid


	duplicateAlias			SEQUENCE OF AliasAddress,


						-- alias registered to another endpoint


	invalidTerminalType		NULL,


	undefinedReason		NULL,


	transportNotSupported		NULL,	-- one or more of the transports


	...,


	transportQOSNotSupported	NULL,	-- endpoint QoS not supported


	resourceUnavailable		NULL,	-- gatekeeper resources exhausted


	invalidAlias			NULL,	-- alias not consistent with gatekeeper rules


	securityDenial			NULL,


	accessTokenNotSupported	NULL


}








ReleaseCompleteReason ::= CHOICE


{


	noBandwidth			NULL,	-- bandwidth taken away or ARQ denied


	gatekeeperResources		NULL,	-- exhausted


	unreachableDestination		NULL,	-- no transport path to the destination


	destinationRejection		NULL,	-- rejected at destination


	invalidRevision		NULL,


	noPermission			NULL,	-- called party’s gatekeeper rejects


	unreachableGatekeeper		NULL,	-- terminal cannot reach gatekeeper for ARQ


	gatewayResources		NULL,


	badFormatAddress		NULL,


	adaptiveBusy			NULL,	-- call is dropping due to LAN crowding


	inConf				NULL,	-- no address in AlternativeAddress


	undefinedReason		NULL,


	...,


	facilityCallDeflection		NULL,	-- call was deflected using a Facility 


-- message


	securityDenied			NULL,	-- incompatible security settings


	timeSync			NULL	-- time drift in the access token


}





AccPwdEncrToken ::= ClearToken (WITH COMPONENTS {..., timestamp, accessToken })





EncodedAccPwdEncrToken ::= TYPE-IDENTIFIER.&Type (AccPwdEncrToken)





CryptoAccessToken ::= CHOICE


{


	cryptoAccPwdEncr	ENCRYPTED { EncodedAccPwdEncrToken } OPTIONAL,


	nonStandard		NonStandardParaeter OPTIONAL


	…


}


	


CryptoToken ::= CHOICE


{


	cryptoEncodedGeneralToken ENCRYPTED { EncodedGeneralToken } OPTIONAL,


	cryptoSignedGeneralToken SIGNED { EncodedGeneralToken } OPTIONAL,


	cryptoEPPwdEncr ENCRYPTED { EncodedEPPwdEncrToken } OPTIONAL,


	cryptoGKPwdEncr ENCRYPTED { EncodedGKPwdEncrToken } OPTIONAL,


	cryptoEPPwdHash ENCRYPTED { EncodedEPPwdHashToken } OPTIONAL,


	cryptoGKPwdHash ENCRYPTED { EncodedGKPwdHashToken } OPTIONAL,


	cryptoEPCert	SIGNED { EncodedEPCertSignToken } OPTIONAL,


	cryptoGKCert   	SIGNED { EncodedGKCertSignToken } OPTIONAL,


	cryptoAccessToken CryptoAccessToken OPTIONAL,


	...


}
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