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Using the transport layer address within H.323 PDUs


for transparent firewall operation





Overview


Many H.225 and H.245 PDUs include various transport addresses. These are typically used to signal to a remote endpoint where to send messages. Putting these addresses into the application signalling allows a wide and flexible variety of call models. It does create two unfortunate complications:


a. It is sometimes actually quite difficult or even undesireable for an application to know all the details of its own transport address. For example, there is no standard way for an application to determine the IP address of the network interface of the computer on which it is running. This is considered a feature, because it allows for applications running on multi-homed hosts to let the IP stack decide which is the best interface to use when sending a packet to a remote destination. 


b. In many situations requiring transparent proxies or firewalls, all outgoing packets pass through some filter to be inspected before tranmission outside of an administrative domain (or upon entrance to the domain). It is very cumbersome to require the application to know in advance the address of this transparent proxy. Note that this is not quite the same thing as a gatekeeper directed call, but it does have some similarities. In the case of gatekeepers, we can say that the requirement that the transport address appear in application PDUs means that it is impossible to have a Òtransparent gatekeeper.Ó The application must be configured to co-operate with the gatekeeper by filling in the correct transport address. Experience with firewalls and proxies definitely shows that it is a very desireable feature to be able to place such filters in a way that is totally transparent to the applications running. We propose the following simple convention to allow the use of transparent firewalls, proxies, and gatekeepers: 


If the ipAddress field of the TransportAddress structure contains an octet string consisting of all zeros, the receiving endpoint shall use the IP number of the source of the PDU as the value of the field. 


This convention is completely backward compatible, in that an endpoint that does not understand the convention will simply view the all-zero address as invalid, and will signal this in its response as it would for any other ÒinvalidÓ address. Note that every application receiving either TCP or UDP packets knows the IP number of the source in a standard way.


Proposed Changes to H.225.0 Recommendation





The boldface text above is to be added to H.225.0 section 8.6 after paragraph 7.
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