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1.0 Security - H.235


	1) Draft - APC-1191


Current version of H.235 reflecting changes from Geneva meeting. IANA assigned port number 1300 for the TLS port.


Non-ISO encryption algorithms may not be able to be refereneced in H.235.


Crypto-synchronization: may be a problem with delayed packets. Procedure is ok as described.


Rekeying mechanism: rekey after n blocks. Should be left to the security policy. Agreed.


H.245 encryption key: Initialization vector is sent in the RTP header. The initialization vector should be secret. This is not necessary and it may be public.


Crypto-sync flag and H.324 implications will be discussed by D. Lindbergh and J. Toga.


Escrow  data allows eavesdropping. May be required by national policy.


	2) Clarifications - APC-1242


Contribution specifies the use of mandatory encryption algorithms. Recommend negotiation of encryption algorithms. Or at lease an indication of which algorithm is being used.


The resolution of this issue will be detailed in TD-36.


The password truncation method requires further evaluation to determine if it is secure.


Can this be extended to per call authentication? Yes it can.


Can there be a light weight authentication procedure? Yes they can be negotiated. They should use standard algorithms.


	3) RAS Channel Integrity - APC-1176


Contribution proposes improved protection of the RAS messages. Does not provide for encryption of RAS messages. Cannot use macro methods because it encapsulates the RAS message, we need to just include the signature.


Need to include algorithm indication in signature.


This issue is still open and requires further work.


	4) Firewall Operation - APC-1181


Contribution discusses problems with H.235 when dealing with firewalls and other authentication problems. 


Objections:


1) In multipoint case, certificates signed by the master. 


2) Challenge-Response protocol. Recommend standard authentication protocols (ISO). APC-1181 uses 2 message protocol (compatible with H.245 command-response) instead of standard 3 message protocol. May be able to use two H.245 command-response pairs. ISO also has 2 message protocol.


3) Not clear how signature is derived from the challenge. Recommend standard authentication protocol.


4) Recommend ISO key management and distribution.


These were discussed off line and the result presented in TD-36.


H.245 changes need to be synchronized between 1191, 1181, and H.245.


	5) Fast Connect APC-1187


Had discussion of security procedures for the fast connect procedure. Can this procedure be brought in line with the normal procedure? Or should we require H.245 negotiation for security? Public key technology may not be appropriate for all applications so other technologies should not be prevented. This will be resolved in the updated fast connect procedure.


	5) T.120 Security - APC-1194


Contribution from Q3 on T.120 security efforts. This is early work on T.Secure. 


Why do we need to have both H.235 and T.Secure? T.120 MCS is above the transport level, so it may not be able to use transport level security.


It was agreed that we will have a joint meeting between H.235 and T.Secure experts at the September meeting. This will not delay the H.235 schedule.


	6) H.310 Security - APC-1202 (Q12)


The contribution describes security needs for some H.310 configurations. H.310 group will develop a security requirements document which covers all H.310 configurations. This will be used to determine if H.235 can be adapted to any of the H.310 configurations.


2.0 H.245


	1) Draft - APC-1192


All changes identified for H.245 will be collected in a single document by the Associate Editor for H.323 changes. 


	2) ASN.1 - APC-1243, APC-1244, APC-1246


Agree to change unconstrained to constrained components.


Agree to change H.245 extension procedures to recommend constrained components. 


Agree to add text on empty sets/sequences versus missing sets/sequences.


	3) RSVP - APC-1184


Discussions summarized in TD-15.


	4) Error Correction using RTP - APC-1212


Proposal not accepted.


	5) DTMF - APC-1213, APC-1234


Requires further work which will be headed by T. Nixon.


	6) GSM Codec - APC-1232


This contribution recommends an H.245 codepoint for GSM audio. RTP format for GSM does exist and is stable. Discussed whether an ETSI standard can be referenced in and ITU document. This will be investigated with the SG16 management and further discussion will be defered until the September meeting. Experts agreed that it was desirable to add GSM codepoint and that it was held up by procedure issues. Mr. Sebestyen will get clarification of the procedure.


	7) OpenLogicalChannel - APC-1233


Agreed to accept this proposal. A procedure will be written by Mr. Lindbergh to replace H.323 Appendix B, and the appropriate changes will be made to H.245. This text will be provided by D. Lindbergh.


	8) Video Redundancy Coding - APC-1238


Proposal accepted. 


	9) Temporal/Spatial Tradeoff - APC-1245


This will be defered to Q11. Mr. Geary will submit the document to the July Q11 meeting.





3.0 Interworking - H.246 - APC-1206





The title change was discussed and approved.


Request submissions to the Sept. meeting on mandatory requirements for gateways to support inward and outward dialing.


The rapporteur will ask Q15 about studying low delay video transcoding and rate adaptation (audio also).


Mr. Petrack will aid in the development of Annex B PSTN interoperability.


The draft was reviewed, the editor will incorporate the results of the discussions, as appropriate. The editor will work with interested parties in expanding the informative information.





4.0 H.MediaMIB


	1) Progress Report - APC-1208


This is basically a first draft that needs to be reviewed by those interested in MIBs for controlling multimedia terminals. The input of experts is solicited and work should be done on the reflector heading towards having a good document by the September meeting.


5.0 T.130


	1) T.132 Profile - APC-1235


	2) T.120 Lite - APC-1248


Discussions were held in a small group. The result of this is presented in TD-31. This discusses using T.130 over and H.245 logical channel. T.120 Lite is very important for H.320 use of T.130. Proposed informal ad hoc meeting of T.120 and H.323 experts to discuss the technical aspects of T.130 over H.245 logical channels. The exact time and location is TBD.


6.0 Multipoint


	1) H.bmultipoint - APC-1201 (Q12)


This recommendation was discussed. It should concentrate on ATM specific features used in multipoint. We should look for a common multipoint capability between different terminal types. This capability may have different physical or logical implementations in the different H.3xx terminal types. Work will continue on drafting H.bmultipoint.








_______________





�PAGE�4�	AVC-1009























