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An efficient endpoint-to-gatekeeper authentication scheme





Overview


The following document presents a proposed additional endpoint-to-gatekeeper authentication procedure (to those defined in APC-1242) with the following qualities:





Replay attack protection


Minimal network round-trips


No known export license or IPR licensing overhead





The algorithm assumes a prior-subscription that identified the user to the Gatekeeper and/or network service. In this subscription process, the network service has provided the user with an H323ID and Password. 





The outlined authentication scheme should be used to authenticate all endpoint to gatekeeper communication (All _RQ PDUs).





When used, this scheme is an alternative endpoint-id based “semi” authentication scheme as defined in H.235. When used, it thus eliminates the need for:





The DH shared secret exchange during gatekeeper discovery. 


The usage of the endpointIdSecure field on all requests but RRQ and GRQ.


Algorithm Outline





The following algorithm is a special case of the general notion of a challenge-response algorithm where both parties of the communication have “pre-knowledge” of the challenge, eliminating the need for the endpoint to request the challenge from the gatekeeper - Saving a full round-trip needed in the common challenge-response algorithms. The algorithm somewhat resembles the authentication scheme defined in ITU recommendation X.509, section 6.2.





The following sample scenario deals with the RRQ request, but is relevant to all the _RQ (GRQ, ARQ, …) requests. Please note that in requests other than RRQ and GRQ the endpointIdentifier field is used by the gatekeeper as the user id context rather than the terminalAlias.





Let’s define:





endpoint_time = Time in seconds since 00:00 1.1.1970 UTC, as measured on the endpoint.


gatekeeper_time = Time in seconds since 00:00 1.1.1970 UTC, as measured on the gatekeeper.


max_drift_time = The maximal drift (in seconds) allowed by the gatekeeper


pw = Secret Password, known by both the endpoint and the gatekeeper.


ip = Endpoint’s IP address


port = Endpoint’s RAS UDP socket port


MD5(X1, X2,…) = compute the MD5 message digest of the concatenation of X1, X2, ….





The procedure follows:





1. The endpoint sends the RRQ PDU with the following authentication token:





                < endpoint_time, MD5( endpoint_time, pw, ip, port ) >





2. The endpoint sends the authentication token in the tokens field of the RRQ PDU and the user id (H323ID) in the terminalAlias field.





3. Given the request, the gatekeeper executes the following algorithm presented in pseudo-code:





If ABS(gatekeeper_time - endpoint_time) > max_drift_time





     // This could be a replay attack or just the endpoint’s


     // clock out of sync. 


     Reply with the RRJ PDU, 


with rejection reason securityDenial,


      passing along the gatekeeper_time as an authenticationReject_2 


      token in the tokens field.





     // ..In this case the endpoint should synchronize its clock 


     // to the gatekeeper’s clock and resend the requesd.





Else





     Lookup the password pw in the gakekeeper’s passwords database


     according to the given ID,





     Compute MD5( endpoint_time, pw, ip, port ).





     If the result equals the endpoint’s MD5 signature,


          the user is authenticated


     Else


          the user is not authenticated





EndIf





Note: To make sure no replay attacks are made within the max_time_drift time window, one should make sure all time stamps from the endpoint are monotonically increasing.


ASN.1 extensions to H.235





Follow ASN.1 extensions (Augmenting the H.235 extensions defined in APC-1242). The extensions are marked in bold.





TimeStamp		::=	INTEGER (1..4294967296) -- seconds since 00:00 1/1/1970 UTC  


		 


AuthenticationToken			::=SEQUENCE


{


TimeStamp			TimeStamp,


MD5Signature			OCTET STRING (SIZE(16)) 


…     				


}





Token					::=Choice


{	


	nonStandard            		NonStandardParameter,


accesstoken			AccessToken,


	dhkey				DHset,


	AuthenticationString_1		OCTET STRING (SIZE(8..16)),


	Signature_1			Signature,


	AuthenticationString_2		AuthenticationToken


	AuthenticationReject_2		TimeStamp,


…


}





The following may be a mere editorial comment as the securityDenial which appears in the reject reasons 


for all other RAS messages seems to have been omitted from the LocationRejectReason:





LocationRejectReason ::= CHOICE


{


	notRegistered		NULL,


	invalidPermission		NULL,	-- exclusion by administrator or feature


	requestDenied		NULL,	-- can't find location


	undefinedReason		NULL,


	...


	securityDenial		NULL


}
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