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1.0	Introduction


H.235, APC-1181 and APC-1187 define a set of security facilities that can be used in conjunction with H.323 to provide authentication and privacy. The intention is that the authentication mechanisms available on the RAS and Call Signalling channels may  provide authentication of an endpoint to a Gatekeeper and/or a network service provider. The ASN.1 and procedures  currently defined do no take advantage of any prior subscription that identified the user to the Gatekeeper and/or network service. In this subscription process, the network service may have provided the user with an account and a means to authenticate. The authentication mechanism may be either a Digital Certificate or an H323ID and Password. This proposal clarifies the ASN.1 and procedures in H.235 to allow either the Gatekeeper or the network service provider  to employ either of these means to authenticate the user. 


2.0	ASN.1 extensions to H.235





Token					::=Choice


{	


	nonStandard            		NonStandardParameter,


accesstoken			AccessToken,


	dhkey				DHset,


	AuthenticationString_1		OCTET STRING (SIZE(8..16)),


	Signature_1			Signature,


	challenge			ChallengString,


…


}





{The above changes are made to clarify the intent of the challenge/authentication strings that are in the Determined H.235 Draft}





UnregistrationRequest			::=SEQUENCE --(URQ)


{


	requestSeqNum			RequestSeqNum,			


	callSignalAddress		SEQUENCE OF TransportAddress,	


	endpointAlias			SEQUENCE OF AliasAddress 		OPTIONAL,


	nonStandardData			NonStandardParameter 			OPTIONAL,


	endpointIdentifier		EndpointIdentifier 			OPTIONAL,


	...,


	endpointIdSecure 		EndpointIdentifier 			OPTIONAL ,


					-- encrypted version with seqnum


	tokens				SEQUENCE OF Token 			OPTIONAL,


}





Setup-UUIE 				::= SEQUENCE


{


	protocolIdentifier			ProtocolIdentifier,


	h245Address			TransportAddress 			OPTIONAL,


	sourceAddress			SEQUENCE OF AliasAddress 		OPTIONAL,


	sourceInfo			EndpointType,


	destinationAddress		SEQUENCE OF AliasAddress 		OPTIONAL,


	destCallSignalAddress		TransportAddress 			OPTIONAL,


	destExtraCallInfo			SEQUENCE OF AliasAddress 		OPTIONAL, 


	destExtraCRV			SEQUENCE OF CallReferenceValue 	OPTIONAL,


	activeMC			BOOLEAN,


	conferenceID			ConferenceIdentifier,


	conferenceGoal			CHOICE


	{


		create			NULL,


		join			NULL,


		invite			NULL,


		...,


		capability-negotiation	NULL,


	},


	callServices			QseriesOptions  				OPTIONAL,


	callType				CallType,


	...,


	sourceCallSignalAddress		TransportAddress 			OPTIONAL,


	remoteExtensionAddress		AliasAddress 				OPTIONAL,


	callIdentifier			CallIdentifier,


	tokens				SEQUENCE OF Token 			OPTIONAL,


	h245SecurityCapability		SEQUENCE OF H245Security 		OPTIONAL,


	fastStart				SEQUENCE OF OpenLogicalChannel 	OPTIONAL


}


3.0	ID and Password


In this procedure, it is assumed that the user has had an H323ID and password associated with each other (either by assignment or other action).  This pair is what the user will utilize in order to authenticate themselves to either the Gatekeeper/Network Service. The password will be used to encrypt a challenge string from the Gatekeeper/Network Service. Correct encryption provides authentication of the ID. Since the protocol relies on a challenge string  being sent by the Gatekeeper/Network Service, the protocol only works with a Gatekeeper/Network Service. 





{Note that the AuthenticationString_1 specifies the construct and usage in a particular algorithm, analogous  to RTP payload definitions.  As other constructs and algorithms are defined they should have corresponding token types created}





The procedure with the Gatekeeper is as follows: 





If the endpoint uses a GRQ to discover a Gatekeeper, one of the aliases in the message should be the subscription ID, and the “tokens” element shall be null.


The gatekeeper shall respond with GCF (assuming it recognizes the alias) carrying a challenge string as an AuthenticationString_1 in the "tokens" element.  


The terminal application should then attempt to register with (one of) the GK(s) that responded with a GCF by sending an RRQ containing, as an AuthenticationString_1 in its "tokens" element, an encrypted version of the challenge string obtained from the GCF. 





The encrypted version of the challenge string shall be constructed by padding the challenge string to 16 octets and then encrypting it using 56 bit DEC in CBC mode. 





The 56 bit encryption key is constructed from the user’s password in the following manner:


If the user's password is less than 8 characters in length, then it is padded to 8 characters by concatenating it with itself repeatedly until at least 8 characters are obtained and then truncated to 8 characters.


If the user's password is 8 or more characters in length, then it is truncated to 8 characters.


The 8 character password is then turned into 8 octets by taking only the least significant byte of each character. Then, each of the 8 octets is shifted left by 1 bit and the least significant bit is set so that the octet has even parity, i.e. there are an even number of 1s in each octet.


The resulting 8 octet (64 bit) "string" is then used as the DES key to encrypt the "padded" challenge string. 





The challenge string is padded, if necessary, to 16 octets by concatenating the user's subscription ID repeatedly until at least 16 octets are obtained and then truncating it, if necessary, to 16 octets. 


{Shouldn’t the challenge string simply be mandated to be 16 octets?}








When the Gatekeeper receives the encrypted challenge string in the RRQ, it should compare it to an identically generated encrypted challenge string to authenticate the registering user. If the two encrypted strings do not match, the  Gatekeeper sends a RRJ with RegistrationRejectReason set to securityDenial. If they match, the Gatekeeper sends a RCF.





An alternative algorithm for cases where the terminal does not exchange GRQ/GCF prior to registration, (i.e. manual discovery), is for the RRQ to be sent without a token, the Gatekeeper to respond with an RRJ with the RegistrationRejectReason set to securityDenial and the token containing the challenge string. The terminal then sends another RRQ with a token containing the encrypted challenge string.  The Gatekeeper then performs step 4 above.


4.0	Digital Certificate


This protocol assumes the user obtains a Digital Certificate (and the corresponding private key) during the subscription process. The Certificate is a Signing Certificate of some form. In the protocol, the authentication token is a signature on the message using this certificate.





The protocol works as long as the message contains the subscription ID. Therefore it could be used on both the RAS and H.225.0 channels. 





On the RAS channel, the procedure would be as follows:





The RRQ message to the Gatekeeper shall contain the user’s subscription ID (as the initial Alias).


The “tokens” element shall contain a signature of a hash of the whole RRQ message (assuming the token to be null). [An alternative could be a hash of the message octets preceding the token].


The hash is computed using SHA-1


The signature is computed using the signature algorithm implied by the Subscription Certificate.


The Gatekeeper shall verify the signature with the public key in the user’s certificate (which is contained in the user’s account identified by the subscription ID).





On the H.225.0 channel, the signature token is transported in the Setup message, and is a signature computed on the Setup message. The H.225.0 network element shall verify the signature on the Setup message before responding with a Connect.
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