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��Introduction

This document is a compilation of reported defects identified with the 1993-1996 editions of the ITU-T H.323 series Recommendations. It is intended to be read in conjunction with the Recommendations to serve as an additional authoritative source of information for implementers. The changes, clarifications and corrections defined herein are expected to be included in future versions of affected H.323 series Recommendations.

The first version of the guide was produced following the April 1997 ITU-T Study Group 15 meeting.  Wide distribution of this document is expected and encouraged.

Scope

This guide resolves defects in the following categories:

editorial errors

technical errors such as omissions or inconsistencies

ambiguities

In addition the Guide may include explanatory text found necessary as a result of interpretation difficulties apparent from the defect reports.

This Guide will not address proposed additions, deletions or modifications to the Recommendations that are not strictly related to implementation difficulties in the above categories. Proposals for new features should be made in the normal way through contributions to the ITU-T.   

Policies for Updating This Document

This document is managed by the ITU-T Study Group 15 Question 3 Rapporteur’s group.  It can be revised at any recognized Q3/15 Rapporteur’s group meeting provided the proposed revisions are unanimously accepted by the members of the group.  A revision history cataloguing the evolution of this document is included.

Defect Resolution Procedure

Upon discovering technical defects with any components of the H.323 Recommendations series, please provide a written description directly to the editors of the affected Recommendations with a copy to the Q3/15 Rapporteur.  The template for a defect report is enclosed.  Contact information for these parties is included in this document.  Return contact information should also be supplied so a dialogue can be established to resolve the matter and an appropriate reply to the defect report can be conveyed.  This defect resolution process is open to anyone interested in H.323 series Recommendations.  Formal membership in the ITU is not required to participate in this process.

References

This document refers to the following H.323 series Recommendations:



�symbol 151 \f "VAG Round" \s 6 \h��	ITU-T Recommendation H.323 (1996),  Visual Telephone Systems and Equipment for Local Area Networks which provide a Non-Guaranteed Quality of Service

�symbol 151 \f "VAG Round" \s 6 \h��	ITU-T Recommendation H.225.0 (1996), Media Stream Packetization and Synchronization on Non-Guaranteed Quality of Service LANs

�symbol 151 \f "VAG Round" \s 6 \h��	ITU-T Recommendation H.245 (1996), Control Protocol for Multimedia Communication

Nomenclature

In addition to traditional revision marks, the following marks and symbols are used to indicate to the reader how changes to the text of a Recommendation should be applied:



Symbol�Description��[Begin Correction]�Identifies the start of revision marked text based on extractions from the published Recommendations affected by the correction being described.��[End Correction]�Identifies the end of revision marked text based on extractions from the published Recommendations affected by the correction being described.��...

�Indicates that the portion of the Recommendation between the text appearing before and after this symbol has remained unaffected by the correction being described and has been omitted for brevity.��--- SPECIAL INSTRUCTIONS --- {instructions}�Indicates a set of special editing instructions to be followed. ��

Technical and Editorial Corrections

Technical and Editorial Corrections to ITU-T Recommendation H.323

RTP stream and Logical Channel Association

Description:�An omission has been discovered in the H.323 specification concerning the correlation of multimedia streams and their sources within a multipoint conference. 

This information will be contained in the revision 2 of H.323 Recommendation to be published by the ITU-T.  However, this information appears incorrectly in the final H.323 document that was submitted for approval in 1996.

As this omission  affects media stream correlation and presentation to endpoint users, failure to correct these errors would result in an incompatible implementation.  For this reason, these corrections are highlighted in this document to ensure that implementers are aware that these corrections have been made.��

Method to associate a logical channel with the RTP stream:

1. The sender sends the OpenLogicalChannel message to the MC. The MC shall add the TerminalLabel of the sender to the destination field in H2250LogicalChannelParameters before forwarding the message to the receiver.  In the muli-unicast model,  the sender shall enter the TerminalLabel of the receiver in the destination field and the MC shall replace the destination field with the TerminalLabel of the sender before forwarding the OpenLogicalChannel message to the receiver.

2. The receiver may associate the logical channel number with the RTP stream source by comparing the TerminalLabel obtained from the OpenLogicalChannel message with the lowest byte in the SSRC (H.323, Section 8.4.3.1, #A4c).



Restrictions:

This method allows the receiver to associate only one logical channel of the sender with the RTP stream within a RTP session. If the sender wants to send two streams (video 1 and video 2) in the same session then the receiver will not be able to map the two logical channels with their two corresponding streams. In practice this is not a real restriction because the sender will normally send one stream per session but this method does disallow multiple streams per session.

To allow for complete solution in revision 2 of H.323 the following correction will be followed

[Begin Correction]

8.3.4	Correlation of Media Streams in Multipoint Conferences

The following method shall be used to associate a logical channel with an RTP stream within a multipoint conference.  The media stream source endpoint sends the openLogicalChannel message to the MC.  The source endpoint shall place its SSRC value in the H2250LogicalChannelParameters. The MC shall add TerminalLabel of the source endpoint to the destination field in H2250LogicalChannelParameters before forwarding the message to the destination endpoint. In the multi-unicast model, the source endpoint shall enter the TerminalLabel of the receiving terminal in the destination field and the MC shall replace the destination field with the TerminalLabel of the source endpoint before forwarding the OpenlogicalChannel message to the destination endpoint.



The destination endpoint may associate the logical channel number with the RTP stream source, by comparing the SSRC obtained from the OpenLogicalChannel message with the SSRC in the RTP header.  If the SSRC field is not present  in the OpenLogicalChannel the the receiver may associate the logical channel number with the RTP stream source by comparing the TerminalLabel obtained from the OpenLogicalChannel destination field with the lowest byte in the SSRC (H.323, Section 8.4.3.1, #A4c).





[End Correction]



Communication Mode Command Procedures



Description:�An omission has been discovered in the H.323 specification concerning the usage of  the CommunicationModeCommand command and its interpretation by the receiving endpoints. 

This information will be contained in the revision 2 of H.323 Recommendation to be published by the ITU-T.  However, this information is missing in the final H.323 document that was submitted for approval in 1996.

As this omission  affects multipoint conferencing and MC(U)-endpoint coordination, failure to correct these errors would result in possibly incompatible implementations.  For this reason, these corrections are highlighted in this document to ensure that implementers are aware that these corrections have been made.��

There are a number of procedures associated with the CommunicationModeCommand which need to be documented in H.323. This section should be inserted as 8.4.4 and entitled CommunicationModeCommand Procedures.

[Begin Addition]

8.4.4 	Communication Mode Command Procedures

The H.245 CommunicationModeCommand is sent by a H.323 MC to specify the communication mode for each media type: unicast or multicast. This command may cause a switch between a centralized and decentralized conference and therefore may involve closing all existing logical channels and opening new ones.

The CommunicationModeCommand specifies all the current sessions in the conference. For each session, the following data is specified: the RTP session identifier, the associated RTP session ID if applicable, a terminal label if applicable, a description of the session, the datatype of the sessions (e.g. G.711), and a unicast or multicast address for the media and media control channels as appropriate for the conference configuration and type.



The CommunicationModeCommand conveys the transmit modes which conference endpoints shall use in a conference. The command does not convey receive modes, as they are specified by OpenLogicalChannel commands which are sent from the MC to the endpoints.



It is presumed that the CommunicationModeCommand is defining the modes of a conference and is therefore sent after the multipointConference indication which notifies an endpoint that it must comply with the commands of the MC. Endpoints should wait for a CommunicationModeCommand before opening logical channels when they have received a multipointConference indication.



Endpoints receiving a CommunicationModeCommand use the terminalLabel field of each table entry to determine if the entry is applicable for its own processing. Entries which do not contain a terminalLabel �  �apply to all endpoints in the conference. Entries which contain terminalLables are commands to specific endpoints and which match the terminalLabel in the entry. For example, when audio streams from all endpoints are placed on one multicast address (one session), the table entry for the audio mode, media address, and media control address will not contain a terminalLabel. When the table entry commands an endpoint to send its video to a multicast address, the MC will include that endpoint’s terminalLabel.



8.4.4.1 	Sample MC to Terminal Communication Mode Command



Sample Conference Scenario:

Endpoints A, B and C are in an audio and video distributed conference using multicast. The MC (which could be anyone of the nodes), has decided to place the media and media control channels on the following multicast addresses:



Stream						Multicast Address

Audio for all endpoints:				MCA1

Audio Control for all endpoints: 			MCA2

Video from endpoint A:				MCA3

Video Control data about endpoint A:		MCA4

Video from endpoint B:				MCA5

Video Control data about endpoint B:		MCA6

Video from endpoint C:				MCA7

Video Control data about endpoint C:		MCA8



CommunicationModeTable sent to all Endpoints

All entries are commands for endpoints to open a logical channels for transmission. terminalLabel is only present when the entry is not specific to a single endpoint in the conference.

	ENTRY ONE - AUDIO & AUDIO CONTROL FOR CONFERENCE

sessionID 			1

sessionDescription		Audio

dataType			Audio Capability

mediaChannel			MCA1

mediaControlChannel		MCA2



	ENTRY TWO - VIDEO FOR NODE A

sessionID 			2

associatedSessionID		1

terminalLabel			M/T for A

sessionDescription		Video for Node A

dataType			Video Capability

mediaChannel			MCA3

mediaControlChannel		MCA4



	ENTRY THREE - VIDEO FOR NODE B

sessionID 			3

associatedSessionID		1

terminalLabel			M/T for B

sessionDescription		Video for Node B

dataType			Video Capability

mediaChannel			MCA5

mediaControlChannel		MCA6



	ENTRY FOUR - VIDEO FOR NODE C

sessionID 			4

associatedSessionID		1

terminalLabel			M/T for C

sessionDescription		Video for Node C

dataType			Video Capability

mediaChannel			MCA7

mediaControlChannel		MCA8



[End Addition]



[Begin Correction]

8.3.3	Media Stream Address Distribution

...

In multicast, the multicast addresses are assigned by the MC and distributed to the endpoints in the communicationModeCommand. It is the responsibility of the MC to allocate and assign unique multicast addresses. The endpoint shall signal an openLogicalChannel to the MC with the assigned multicast address. The MC shall forward the openLogicalChannel to each receiving endpoint. In cases where media from multiple endpoints are transmitted on a single session (e.g. single multicast address), the MC shall open a logical channel to each endpoint receiving media from an endpoint in the conference.

In cases where an endpoint joins a conference after the initial communicationModeCommand has been transmitted, it is the responsibility of the MC to send an updated communicationModeCommand to the new endpoint and to open the appropriate logical channels for media sourced from the new endpoint. In cases where an endpoint leaves a conference after the initial communicationModeCommand has been transmitted, it is the responsibly of the MC to close the appropriate logical channels which were being sourced from the endpoint which left the conference.

...



[End correction]



Technical and Editorial Corrections to ITU-T Recommendation H.225.0

Coding the Facility IE

Description:�An error exists in the documentation for encoding the Facility IE.

These encoding instructions will be printed in their corrected form in the H.225.0 revision 2 Recommendation to be published by the ITU-T.  However, this information appears incorrectly in the final H225.0 document that was submitted for approval in 1996.

As these errors appear in the encoding instructions, failure to correct these errors would result in an incompatible implementations.  For this reason, these corrections are highlighted in this document to ensure that implementers are aware that these corrections have been made.

The approach documented in H.225.0 for signaling a call deflection is not only erroneous but also unnecessarily complicated: a single value for a the Facilty is defined that has to be encoded in order to signal to the recipient that the call is redirected to another destination and that further information is to be found in the Facility-UUIE part of the message.  The same result can be achieved by sending a well-defined constant that cannot be accidentally misinterpreted to be a ROSE message.  The approach is to send an empty FacilityIE to indicate the presence of Facility-UUIE that contains the actual information to be considered by the recipient.  The following paragraphs contain the necessary modifications to H.225.0.

Also included in this section is some clarifying instructions as to the use of the Facility PDU in the endpoint initiated call forwarding scenario.



Corrections are required at three places in H.225.0.��

[Begin Correction]

7.2.2.13		Facility

Encoded following Figure 8-2/Q.932 and Table 8-5/Q.932. 

In order to signal call redirection specific to H.323 procedures (call forwarding, redirecting a call to the MC, or forcing a call to be routed to the gatekeeper), the User-to-User Information Element of the Facility is used.  This particular case shall be indicated by coding a Facility IE of length zero.  I.e. the Facility Information Element shall consist of exactly 2 octets as follows:

Octet #1 (information element identifier) shall be set to ‘00011100’ (1CH) to indicate the Facility IE

Octet #2 (information element length) shall be set to ‘0’ to indicate that no further octets belonging to this information element follow.

Any Facility IE that is used to indicate unmodified semantics as defined in Q.932 shall be encoded following Figure 8-2/Q.932 and Table 8-5/Q.932.  In this case, Tthe Facility IE PDU shall be formed according to ROSE (uses X.208 [Specification of ASN.1] and X.209 [Specification of basic encoding rules for ASN.1]) as defined in Q.932 and Q.952.  Then the Facility IE shall consist of at least 8 octets as specified in Q.932. 

The use of other Facility IEs as defined by Q.932 is for further study.

For the call forwarding case, the ROSE invoke component shall be completed as follows:

	invokeIdentifier = sequence number

	operationValue = callRerouting

	argument =

	{

		reroutingReason = cd			// cd = call deflection

		calledAddress = forwarded-to E164	// get alias from Facility-UUIE

		reroutingCounter = x

	}



The Facility-UUIE will be encapsulated within the ROSE PDU as defined in Q.932. If the forwarded-to endpoint cannot be specified with an E.164 address, the forwarding terminal shall supply either the alternativeAddress or alternativeAliasAddress.

In cases unique to H.323 (i.e., the FacilityReason codes found under the Facility-UUIE description found in H.225.0), the reroutingReason will be cd and the reason of the Facility-UUIE will contain the actual reason for the deflection. This means that the receiver of the Facility message must always check the Facility-UUIE reason.

In order to indicate call forwarding, the Facility IE shall be empty and the Facility-UUIE shall indicate in the alternativeAddress or the alternativeAliasAddress the terminal to which the call is to be redirected.  In this case, the facilityReason shall be set to callForwarded.

To instruct an endpoint to call a different endpoint because the calling endpoint wishes to join a conference and the called endpoint does not have the MC, the Facility IE would be left empty as wellcompleted in nearly the same manner as for forwarding. The conferenceID shall indicate the conference to join and the reason in the Facility-UUIE shall be routeCallToMC.

Also, Tto instruct the calling endpoint to signal the called endpoint through the called endpoint’s gatekeeper, the Facility IE is left emptywould be completed in nearly the same manner as for forwarding. The conferenceID in the Facility-UUIE shall indicate the conference to join and the reason in the Facility-UUIE shall be routeCallToGatekeeper. 

Possible extensions for H.225.0 are for further study.

[End Correction]



[Begin Correction]

7.4.1	Facility



The FACILITY message may be used to request or acknowledge a supplementary service.  It shall be used to provide information on where a call should be directed as part of call transfer or a terminal indicating that the incoming call must go through a gatekeeper.

In order to signal call redirection specific to H.323 procedures, the User-to-User Information Element of the Facility is used. This particular case shall be indicated by coding a Facility IE of length zero.  In this case, the Facility Information Element shall consist of exactly 2 octets.

If a Facility IE carrying semantics of Q.932 and encoded as defined in Q.932 and Q.952 is present, it shall consist of at least 8 octets as required by Table 7-2/Q.932.  The use of Facility IEs of that type is for further study.

An H.323 entity shall handle the empty (H.323-specific) Facility IE propoerly and shall be capable of skipping other Facility IEs that it does not understand.



Follow Table 7-2/Q.932.  The following modifications apply:



Information element�H.225.0 status(M/F/O)�Length in H.225.0��Protocol discriminator�M�1��Call reference�M�3��Message type�M�1��Facility�M�2 or 8-*��Display�O�2-82��User-to-User�M�2-131��

Table 12/H.225.0: Facility



Facility-UUIE ::= SEQUENCE

{

	protocolIdentifier	ProtocolIdentifier,

	alternativeAddress	TransportAddress OPTIONAL,

	alternativeAliasAddress	SEQUENCE OF AliasAddress OPTIONAL,

		conferenceID		ConferenceIdentifier OPTIONAL,			

	reason			FacilityReason,			

	...

}



FacilityReason		::=CHOICE

{

		routeCallToGatekeeper	NULL,		-- call must use gatekeeper model

							-- gatekeeper is alternativeAddress

		callForwarded		NULL,

		routeCallToMC		NULL,

		undefinedReason	NULL,

		...

	}





protocolIdentifier  - set by the calling endpoint to the version of H.225 supported��alternativeAddress - this is a specific transport address to which the calling party should direct the call; if present alternativeAliasAddress is not needed.  ��alternativeAliasAddress - contains aliases that can be used to re-direct the call; if an alias is provided alternativeAddress is not needed.��conferenceID - unique conference identifier ��reason - more information about the facility message.��[End Correction]

�



[Begin Correction]

7.3.10	Release Complete



This message shall be sent by a terminal to indicate release of the call if the reliable call signaling channel is open.  Afterwards, the call reference value (CRV) is available for reuse.

The disconnect/release/release complete sequence is not used since the only added value is that a network-to-user information element can be appended to the release message.  As this does not apply to the LAN environment, the single step method of sending only Release Complete is used.

Follow Table 3-11/Q.931.  The following modifications apply:



Information element�H.225.0 status(M/F/O)�Length in H.225.0��Protocol discriminator�M�1��Call reference�M�3��Message type�M�1��Cause�CM (Note 1)�1��Display�O�2-82��Signal�O�2-3��User-to-User�M�2-131��

Table 10/H.225.0

Release Complete 

                         

Note 1: Either the Cause IE or the ReleaseCompleteReason shall be present.

If this message is sent in response to a Facility message with an empty Facility IE, the ReleaseCompleteReason shall be set to facilityCallDeflection.

If this message is forwarded from a SCN by a gateway the cause value shall be set as specified in Q.931.



ReleaseComplete-UUIE ::= SEQUENCE

{

	protocolIdentifier	ProtocolIdentifier,

	reason			ReleaseCompleteReason OPTIONAL,			

	...

}



ReleaseCompleteReason		::=CHOICE

{

	noBandwidth		NULL,		-- bandwidth taken away or ARQ denied

	gatekeeperResources	NULL,		-- exhausted		

	unreachableDestination	NULL,     	-- no transport path to the destination	

	destinationRejection	NULL,		-- rejected at destination

	invalidRevision		NULL,

	noPermission		NULL,		-- called party’s gatekeeper rejects

	unreachableGatekeeper	NULL,		-- terminal cannot reach gatekeeper for 	ARQ		gatewayResources	NULL,

	badFormatAddress	NULL,

	adaptiveBusy		NULL,		--  call is dropping due to LAN crowding

	inConf			NULL,		-- no address in AlternativeAddress

	undefinedReason	NULL,

	...

	facilityCallDeflection	NULL,		- call was deflected using a Facility message

}	

 

[End Correction]

Clarification of Release Complete

Consider the scenario where a terminal (T2) receives a Setup message, then instructs the originator of the Setup (T1 or GK) to forward the call to another terminal (T3). The message sequence appears as:



� EMBED Word.Picture.6  ���

T2 responds to the Setup message with a Facility message. The Facility message contains an empty Facility IE.



The ReleaseComplete message would have the releaseCompleteReason in the ReleaseComplete-UUIE set to indicate facilityCallDflection.



A calling terminal may receive multiple Facility messages indicating call forwarding when trying to place a single call.  For each call, the calling terminal should keep track of all the addresses which have been contacted due to call forwarding in order to avoid forwarding loops.



Setup message 



Description:�An error (missing value) in the defined fields of the SETUP message has been discovered.   

The corrected SETUP structure will be  entered  in the corrected form in the H.225.0 revision 2 Recommendation to be published by the ITU-T.  However, this information appears incorrectly in the final H225.0 document that was submitted for approval in 1996.

The receipt of a SETUP message will cause a corresponding ARQ message to be send to the receiver’s Gatekeeper.    The will exist situations in which the calling endpoint does not have any AliasAddresses assigned to it. In these cases, the only identifier for the caller is the CallSignallingAddress.  Assuming this value is present, it should be taken from the SETUP message and placed in the srcCallSignalAddress so that a Gatekeeper can utilize it in any policy implementation for an ARQ/ACF response.

An additional missing value has been discovered which will disallow the calling to occur between two H.323 endpoints on separate LANS.  In order to address an endpoint the calling endpoint may supply an ‘extension address’ for the far side of the intermediate Gateways.



��

 [Begin Correction]

In the User-user field the following information shall be provided in the ASN.1 User-to-User IE:



Setup-UUIE			::=SEQUENCE

{

	protocolIdentifier	ProtocolIdentifier,				

	h245Address		TransportAddress OPTIONAL,				

	sourceAddress		SEQUENCE OF AliasAddress OPTIONAL,

	sourceInfo		EndpointType,						destinationAddress	SEQUENCE OF AliasAddress OPTIONAL,	

	destCallSignalAddress	TransportAddress OPTIONAL,			-- Note(1)

	destExtraCallInfo	SEQUENCE OF AliasAddress OPTIONAL,	-- Note(1) 

	destExtraCRV		SEQUENCE OF CallReferenceValue OPTIONAL,-- Note(1)

	activeMC		BOOLEAN,					

	conferenceID		ConferenceIdentifier,				

	conferenceGoal		CHOICE					

	{

		create		NULL,

		join		NULL,

		invite		NULL,

		...

	},

	callServices		QseriesOptions  OPTIONAL,

	callType		CallType,

	...,

	sourceCallSignalAddress	TransportAddress OPTIONAL,	

remoteExtensionAddress	AliasAddress OPTIONAL	

}



Note 1: If the destExtraCallInfo is present, a CRV for each call to be made may be supplied in destExtraCRV.  These CRVs will be used to identify any response to each call launched. These procedures are for further study.  If the destExtraCRV field is not present, a gateway shall aggregate all call information into into a single response, with the effect that if one call fails on the SCN side, the entire call is treated as a failure.





ProtocolIdentifier  - set by the calling endpoint to the version of H.323 supported��...



sourceCallSignalAddress - contains the transport address for the source; this value shall be used in the ARQ message by the receiver of the SETUP.   In all cases where the information is available to the sender of the SETUP message, this field shall be filled in.��remoteExtensionAddress - contains the alias address of a called endpoint in cases where this information is needed to traverse multiple Gateways. In all cases where the information is available to the sender of the SETUP message, this field shall be filled in.��



	





There are a number of dialing scenarios which are considered in the H.323 specification. The following list shows a subset of H.323 call types and the following table shows where each field shall be placed for each call.



There are two premises that are assumed:

The calling endpoint must know the type of call that it is making.  What this means, is that it is able to signal the difference between an H.320, H.324 or POTS call when supplying an E.164 address.  In addition, the endpoint will have to signal the desire to call out through an H.323 proxy (H.323-H.323 gateway).

There is a local implementation signaling element that is carried in-band with the address.   In other words an arbitrary prefix may be added to the E.164 address.  For example an “8xxxxx” indicates an H.324 call while a “9xxxx” indicates a H.320 call.  This signaling element is what the GK may use to figure out which GW IP address to hand back in the ARQ.  Optimally this is configurable at both the GW and the GK.



The following picture will be used to illustrate the subsequent tables.



�	       EP A

�����																	GW					EP C

�����											

��

GK	     EP B

�

������															          GW1					GW2		EP D









The following list shows a subset of H.323 example call types and the table shows where each field should be placed for each call.



Calling on the LAN 					EPA calls EPB



Msg		Field				Value				notes

ARQ�destinationAddress�alias(s) of EPB known by EPA �sent to GK���destExtraCallInfo�NA���ACF�destCallSignalAddress�EBP’s IP   OR

GK IP if GK routed�sent from GK��Setup�Called Party Number�First E.164 of EPB alias if known by EPA(�)�sent to  ACF destCallSignalAddress���destinationAddress�any other alias(s) of  EPB known by EPA����destCallSignalAddress�from ACF����destExtraCallInfo�NA���





Calling Circuit EP (H320, H.324, POTS) via a Gateway     EPA calls EPC



Msg		Field				Value				notes

ARQ�destinationAddress�First E.164 with call prefix�sent to G���destExtraCallInfo�all other E.164 with prefixes���ACF�destCallSignalAddress�GW’s IP   OR

GK IP if GK routed�sent from GK��Setup�Called Party Number�First E.164 with call prefix�sent to ACF destCallSignalAddress���subAddress�<used if required�>����destinationAddress�NA����destCallSignalAddress�from ACF����destExtraCallInfo�all other E.164 with prefixes���



Calling a LAN endpoint via two Gateways     EPA calls EPD

 (In other words - passing H.323 through H.320)



Msg		Field				Value				notes

ARQ�destinationAddress�First E.164 with call prefix (e.g. GW2’s #)�sent to GK���destExtraCallInfo�all other E.164 with prefixes (e.g. GW2’s #s)���ACF�destCallSignalAddress�GW1’s IP   OR

GK IP if GK routed�sent from GK��Setup�Called Party Number�First E.164 with call prefix (e.g. GW2’s #)�sent to ACF destCallSignalAddress���subAddress�<used if required�>����destinationAddress�NA����destCallSignalAddress�from ACF����destExtraCallInfo�all other E.164 with prefixes (e.g. GW2’s #s)����remoteExtensionAddress�alias of EPD known by EPA ���

�

Calling a LAN endpoint via two Proxies     EPA calls EPD

(Proxy calls would have a prefix just as with any other gateway)



Msg�Field�Value�notes��ARQ�destinationAddress�alias(s) of EPD known by EPA with prefixes�sent to GK���destExtraCallInfo�NA���ACF�destCallSignalAddress�GW1’s IP   OR           GK IP if GK routed�sent from GK��Setup�Called Party Number�NA�sent to ACF destCallSignalAddress���subAddress�NA����destinationAddress�alias(s) of GW2 known by EPA with prefixes�(�)���destCallSignalAddress�from ACF OR Known IP address of GW2 (proxy) �(�)���destExtraCallInfo�NA����remoteExtensionAddress�alias of EPD known by EPA �(�)��

 

�

RAS Data Definitions 



Description:�A typographical error has been discovered in the defined values used in RAS messages.   

The corrected value definitions will be  entered  in the corrected form in the H.225.0 revision 2 Recommendation to be published by the ITU-T.  However, this information appears incorrectly in the final H225.0 document that was submitted for approval in May 1996.

The id values defined contain fixed length strings.  This is incorrect as there is no manner in which the end of the string can be determined.  The intent of these  definitions  in Section 7.6 was to contain length encoded values, as is used in all other cases.

��[Begin Correction]

GatekeeperIdentifier	::=	BMPString (SIZE(1..128))

EndpointIdentifier	::=	BMPString (SIZE(1..128))



[End Correction]



Description:�A typographical error has been discovered in the defined values used in RAS messages when combined with the procedures as described in H.225.0 sections 7.11, 7.12 and 7.15.   

Corrected ASN.1 text will be entered  in the corrected form in the H.225.0 revision 2 Recommendation to be published by the ITU-T.  However, this information appears incorrectly in the final H225.0 document that was submitted for approval in May 1996.

The values ranges defined in ASN.1 for both BandWidth and CallReferenceValue are defined to be (1..4294967295) and (1..65535) respectively.   This is incorrect as this encoding does not allow for a legal value of 0 to be passed. The intent of these  definitions  in Section 7.6 was to be used in structures defined in 7.12 and 7.15. 

As used in 7.11 and 7.12 the Bandwidth field may be returned to an endpoint from a Gatekeeper with a value of 0. This would indicate that there is no bandwidth presently available.  In section 7.15 the CallReferenceValue set to 0 indicates that the IRR request is to query about ALL calls.  



��[Begin Correction]

BandWidth		::=	INTEGER (01.. 4294967295)	-- in 100s of bits

CallReferenceValue	::=	INTEGER (01..65535)





[End Correction]



Technical and Editorial Corrections to ITU-T Recommendation H.245

Correction of Errors UnicastAddress/Multicast Definitions 

Description:�Typographical omissions have been identified in the specifications for H.323 transport addresses as defined in H.245.

These omissions will be added in their corrected form in the H.245 Recommendation to be published by the ITU-T.  However, this information appears incorrectly in the H.245 (NCM6) document that was determined  in May of 1996.

As these omissions appear in the H.225.0 specification, failure to correct these errors could result in an incompatible implementation.  Transport addresses can be indicated in the H.225.0 signaling which have no counterpart in H.245 needed commands. For this reason, these corrections are highlighted in this document to ensure that implementers are aware that these corrections have been made.��

[Begin Correction]



UnicastAddress	::=CHOICE

{

	iPAddress	SEQUENCE

	{

		network	OCTET STRING (SIZE(4)),

		tsapIdentifier	INTEGER(0..65535),

		...

	},

	iPXAddress	SEQUENCE

	{

		node	OCTET STRING (SIZE(6)),

		netnum	OCTET STRING (SIZE(4)),

		tsapIdentifier	OCTET STRING (SIZE(2)),

		...

	},

	iP6Address	SEQUENCE

	{

		network	OCTET STRING (SIZE(16)),

		tsapIdentifier	INTEGER(0..65535), 

		...

	},

	netBios	OCTET STRING (SIZE(16)),

	iPSourceRouteAddress	SEQUENCE

	{

		routing	CHOICE

		{

			strict	NULL,

			loose	NULL

		},

		network	OCTET STRING (SIZE(4)),

		tsapIdentifier	INTEGER(0..65535),

		route	SEQUENCE OF OCTET STRING (SIZE(4)),

		...

	},

	...,

	nsap			OCTET STRING (SIZE(1..20)),

	nonStandardAddress	NonStandardParameter

}



MulticastAddress	::=CHOICE

{

	iPAddress	SEQUENCE

	{

		network	OCTET STRING (SIZE(4)),

		tsapIdentifier	INTEGER(0..65535),

		...

	},

	iP6Address	SEQUENCE

	{

		network	OCTET STRING (SIZE(16)),

		tsapIdentifier	INTEGER(0..65535), 

		...

	},

	...,

	nsap			OCTET STRING (SIZE(1..20)),

	nonStandardAddress	NonStandardParameter



}



[End Correction]

Addition of OpenLogicalChannel Reject Definitions 

Description:�Typographical omissions have been identified in the specifications for H.323 logical channel operation as defined in H.245.

These omissions will be added in their corrected form in the H.245 Recommendation to be published by the ITU-T.  However, this information appears incorrectly in the H.245 (NCM6) document that was determined  in May of 1996.

As these omissions directly affect interoperability between endpoints, failure to correct these errors could result in an incompatible implementations. The listed error codepoint should be utilized by a master endpoint when it receives an OpenLogicalChannel command during the time it has an outstanding OpenLogicalChannel issued. For this reason, these corrections are highlighted in this document to ensure that implementers are aware that these corrections have been made.��

[Begin Correction]

OpenLogicalChannelReject	::=SEQUENCE

{

	forwardLogicalChannelNumber	LogicalChannelNumber,

	cause		CHOICE

	{

		unspecified	NULL,

		unsuitableReverseParameters	NULL,

		dataTypeNotSupported	NULL,

		dataTypeNotAvailable	NULL,

		unknownDataType	NULL,

		dataTypeALCombinationNotSupported	NULL,

		...,

		multicastChannelNotAllowed	NULL,

		insufficientBandwidth	NULL,

		separateStackEstablishmentFailed	NULL,

		invalidSessionID	 NULL,

		masterSlaveConflict	NULL

	},

	...

}

[End Correction]



Add entry to table in 7.3.3

[Begin Correction]

TABLE 7/H.245

Reasons for rejecting a OpenLogicalChannel 



ASN.1 codepoint�Cause��unspecified�No cause for rejection specified.��unsuitableReverseParameters�This shall only be used to reject a bi-directional logical channel request when the only reason for rejection is that the requested reverseLogicalChannelParameters are inappropriate. Such a rejection shall immediately be followed by initiating procedures to open a similar but acceptable bi-directional logical channel.��…



invalidSessionID�Attempt by slave to set SessionID when opening a logical channel to the master��masterSlaveConflict�Attempt by slave to open logical channel in which the master has determined a conflict may occur. (See 8.4.1.3 and 8.5.1.3)��[End Correction]

�

Implementation Clarifications

Timer Values for RAS messages

Description:�These are recommended time-out values for the response to RAS messages and subsequent retry counts if a response  is not received. (These values are subject to change with further implementation experience and input).   

NOTE: If a RAS message is retried due to a timeout value being exceeded, the same sequence number as the previous timed-out message shall be used.



��

RAS Message�Time-out value (sec)�Retry count��GRQ�5�2��RRQ�3�2��URQ�3�1��ARQ�3�2��BRQ�3�2��IRQ�3�1��DRQ�3�2��LRQ (multi/uni)�5/3�2��





Q.931 Call Issues

Q.931 Call Reference Value:

There has been some confusion about the encoding and usage of the Call reference value from documentation in the Q.931 standard.  Shown below is the pertinent section from the Q.931 standard as referenced in the H.225.0 document.  The ‘octet 2’ as indicated by the highlighted field is actually the first octet of the CRV number itself.

Note also the the CRV values as passed in RAS messages shall conform to the structure as specified in Q.931.  Specifically, the Flag shall be included as the most significant bit of the CallReferenceValue.  This restricts the actual CRV value to 0 through 32767.





7.2.1.2	Call reference  (Q.931)



As defined in subclause 4.3/Q.931

A call reference value length of two octets shall be supported by any H.323 end point.

The call reference value is used to associate all messages (RAS and Q.931) relating to the same call, between two entities. An entity A sending the first message belonging to a call to another entity B shall choose a CRV which is unique for communication between A and B. In particular, an endpoint receiving a SETUP message might have to allocate another CRV for communication related to this call with its gatekeeper. 

Entity A will be regarded as “origin” and B as “destination” in relation to the flag part of the CRV. 

Note: this is in contradiction to H.323/7.4 which might lead to confusion in the case of a terminal receiving many SETUPs bearing the same CRV, trying, for instance, getting admission for them from a gatekeeper.

The value is encoded following  Figure 4-5/Q.931 for a two-octet call reference value.  The most significant octet of the reference value is always encoded in octet number 2. 



Bits����������8�7�6�5�4�3�2�1�Octets��0�0�0�0�Length of call reference value�(in octets)����1��Flag��������2��Call reference value��������etc.��Q.931 Signaling channel:

Implementers of H.323 endpoints have the option of controlling the Q.931 control channel under the following circumstances outlined in H.225.0

From H.225.0 Section 6.1

1.	For terminal to terminal call signaling (Figure 9/H.323), either terminal may choose to close the reliable call signaling channel, or to leave it open.

2.	For the gatekeeper mediated call signaling case (Figure 8/H.323), the terminals shall keep the reliable port active throughout the call.  However, the gatekeeper may chose to close this signaling channel, but should keep the channel open for calls that  involve gateways.  This will allow the end-to-end transmission of Q.931 information elements such as display information. 

The recommend mode of implementation is that endpoints should not close the Q.931 control channel for the duration of a call.  Although it is not a strict requirement,  this simplification will allow optional signaling to occur between the endpoints.  This consistent mode of operation by all endpoints (keeping the Q.931 channel open) implies that all endpoints will issue the Q.931 ReleaseComplete when closing down the connection; after the H.245 EndSession.

�Q.931 Message transmission:

The usage of Q.931 mandates the operation of a reliable transport channel - in the IP environment, TCP. For IP implementations of H.323 however, the practicalities of  decoding the Q.931 messages from the TCP stream require the usage of an individual TPKT header for each message.  In other words Q.931 messages may be ‘pipelined’ into the TCP channel as long as each message boundary is clearly indicated with an associated TPKT header.  

For the receiving entities, this implies that the section of the byte stream that is associated with a particular message should be derived from the TPKT header.

The following paragraph should be added to H.225.0 section 6.1

“When messages are sent on the reliable H.225.0 call signaling channel, only one whole message shall be sent within the boundaries defined by the reliable transport; there shall be no fragmentation of H.225.0 messages across transport PDUs. (In IP implementations as outlined in Appendix D, this PDU is defined by TPKT)”







H.225.0 Cause IE encoding:

The description of usage and encoding of  ‘cause’ information as passed in ReleaseComplete has led to some confusion.  The following text is presented in order to further clarify that which is presented in H.225.0 Sections 7.2.2.8 and 7.3.10. It in no manner, changes or supersedes the text as supplied in the H.225.0 recommendation.

1) The Cause IE and the ReleaseComplete.ReleaseCompleteReason are mutually exclusive; one OR the other shall be used.

2) Gateways will have to map FROM ReleaseComplete-UUIE TO Cause IE when sending ReleaseComplete to a circuit side entity from a LAN-based entity. (the reverse mapping is not needed as LAN entities are required to decode the Cause IE)

3) The Cause IE will be coded without the 'recommendation identifier' (octet 3a) as shown in figure 1/Q.850

The overall outline of the information element is as follows:



8�7�6�5�4�3�2�1�Octet��0�0�0�0�1�0�0�0�#1��LENGTH = 2 �#2��ext.�coding standard�spare�location�#3��1�0�0�0�������recommendation identifier =  (NOT USED)�#3a��Cause value (see table 1 below for acceptable values)�#4��not applicable�#5*��( figure 1/Q.850 )







The mapping from ReleaseCompleteReasons to Cause IE are as follows:



ReleaseCompleteReason code              �corresponding Q.931 / Q.850 cause value��noBandwidth                                 �34 - no circuit/channel available��gatekeeperResources                         �47 - Resource Unavailable��unreachableDestination                      �3 - no route to destination��destinationReject                           �16 - normal call clearing��invalidRevision                             �88 - incompatible destination��noPermission                                �111 - Interworking, unspecified��unreachableGatekeeper                       �38 - network out of order��gatewayResources                            �42 - switching equipment congestion��badFormatAddress                            �28 - invalid number format��adaptiveBusy                                �41 - Temporary Failure��inConference                                �17 - user busy��undefined                                   �31 - unspecified��Media Codecs:

H.261 Packetization: 

The SBIT is the number of most significant bits that shall be ignored in the first data octet, EBIT is the number of least significant bits that shall be ignored in the last data octet.

G.711: 

Clarification to implementers for H.323 Section 6.2.1 on audio coding.

G.711 - Each G.711 octet shall be octet aligned in an RTP packet. The sign bit of each G.711 octet shall correspond to the most significant bit of the octet in the RTP packet (i.e. assuming the G.711 samples are handled as octets on the host machine, the sign bit shall be the most significant bit of the octet as defined by the host machine format).  

The 56kbps and 48kbps modes are not applicable to H.323 endpoints, since G.711 shall always be transmitted on the LAN as 8-bit samples (regardless of the sample size on the SCN, ie 6 or 7 bit). The H.323 endpoint would always generate 8-bit samples and always expect to receive 8-bit samples. The Gateway shall resolve the truncation or zero filling issues.

Implementers should verify accordance with note 2 in table 1b of G.711 specification.
 
For example, H.323
 G.711 
coding should occur in the same manner as G.
711 is 
encoded 
by H
.320 
e
ndpoints.
 
{need to add text relative inverted msb as per FT issues}�



H.245 Signaling:

H.225.0 Section 6.1 states:

“When messages are sent on the reliable H.245 control channel, more than one message may be sent in a single packet as long as whole messages are sent; there shall be no fragmentation of H.245 messages across packets.”



The usage of H.245 mandates the operation of a reliable transport channel - in the IP environment, TCP.  In general there are no issues with overlapping multiple H.245 signaling elements. For IP implementations of H.323 however, the practicalities of  decoding the messages boundaries from the TCP stream require the usage of TPKT headers.  This is the ‘packet’ that is referred to in the above section; not the IP layer packet.   In other words, multiple  H.245 messages may be combined  into one TPKT by accounting for their combined length in the header value.   Each individual message boundary can be deduced as the TPKT is incrementally decoded by message sections.  

For the receiving entities, this implies that the section of the TPKT associated with an individual H.245 messages should be derived from the ASN.1 decode.

H.225.0 Section 6.1 should be changed to:

“When messages are sent on the reliable H.245 control channel, more than one message may be sent within the boundaries defined by the reliable transport PDU as long as whole messages are sent messages; there shall be no fragmentation of H.245 messages across transport PDUs. (In IP implementations as outlined in Appendix 16, this PDU is defined by TPKT)”



�Connection Establishment:

SETUP Messages

There is no explicit synchronization or locking, during call establishment between two endpoints.  This implies that an endpoint ‘A’ can send a SETUP to endpoint ‘B’  at the same instant that ‘B’ is sending a SETUP to ‘B’.  Assuming that A and B only wanted to establish one call between them, implementations should provide some method to resolve this ‘overlap’ of calls.

SETUP overlaps will be handled in the application.  In the event that an endpoint receives a SETUP message from a terminal to which it had previously sent its own SETUP, the endpoint may take any action suitable to the implementers.  The recommended behavior is that the application go ‘off-hook’ (become busy) during the time that an outstanding SETUP message has not received any response.  In the event that the terminal can support more than one concurrent connection, this action is still recommended in cases where the received SETUP is from the same endpoint to which the pending SETUP has been sent.

Response to SETUP Messages

Section 8 in H.323 shows a number of diagrams outlining message signaling for various call scenarios.  (figures 13-23) . The ALERTING message is mandatory; in terms of being able to be sent.  However, if the endpoint receiving the SETUP message can respond with a CONNECT,  CALLPROCEEDING or RELEASECOMPLETE within 4 seconds, it is not required to send an ALERTING. 

The sender of a SETUP message can expect to get either an ALERTING, CALLPROCEEDING, CONNECT or RELEASECOMPLETE within 4 seconds after successful transmission. The meaning of the Alerting message is that the called party (the user) has been alerted of an incoming call. Alerting should never be generated by any system except the ultimate called terminal, and then only when it has actually alerted the user. (Of course, in a case of interworking with POTS, for example, the gateway would generate Alerting when it receives a ringing indication -- the POTS equivalent of Alerting.)

A gateway should send CALLPROCEEDING when it receives the SETUP (or after it receives ACF) if it expects more than 4 seconds to elapse before it receives CALLPROCEEDING, ALERTING, CONNECT, or RELEASECOMPLETE from the remote system. 

STATUS message values

Some call states (as indicated by a STATUS message) can’t be reached by other mandatory states. No endpoint should be required to support sending these call states - but if an endpoint is able to support an optional call state, it may signal it. In other words receivers of the STATUS message should be tolerant of state values that itself can not get into.



Addressing values in messages 

SrcInfo (AliasAddress) in the ARQ is a required sequence, however there are conditions under which this value may not be known.  Endpoints are not required to have an alias defined - in this case the SrcInfo sequence is present in the encoding of the ARQ message but it has a 0 length. 

A calling endpoint must identify itself in the SETUP message.  In order for a calling endpoint to identify itself, it may supply an alias (either an E.164 address and/or an h323-ID).  If the source address is in the form of E.164 it should be placed in the calling party number of the SETUP message. (as per instructions in H.225.0 section 7.3.11)  If the endpoint only has an h323-ID (or prefers to use this as its source address) it should place the h323-ID in the optional Setup-UUIE, sourceAddress field. 



To facilitate crossing intranet boundaries, anytime both sourceAddress and sourceCallSignalAddress (as per section 7.2.2 in this document) are available to the sender of the SETUP message they should both be utilized.

The ARQ value of sourceCallSignalAddress shall be equal to the value in the received SETUP. The inclusion of the sourceCallSignalAddress in all three messages is needed for the association of the two ARQs by the GK, as they might not bear the same CRV. For this reason, both endpoints shall include destCallSignal in theirARQs if available. 







�

H.323 Recommendation Series Defect Report Form



DATE:���CONTACT INFORMATION

NAME:

COMPANY:

ADDRESS:



TEL:

FAX:

E-MAIL:���AFFECTED RECOMMENDATIONS:���DESCRIPTION OF PROBLEM:�





��SUGGESTIONS FOR RESOLUTION:�







��Note – Attach additional pages if more space is required than is provided above



� Note that the numbering plan value shall be set to ‘1001’ (Private) as specified in H.225.0 section 7.2.2.6

� Usage of subAddress is to signal the GW about far device which is on a real (physical) ISND sub-address. In most cases this field is redundant

� Usage of subAddress is to signal the GW about far device which is on a real (physical) ISDN sub-address. In most cases this field is redundant

� This is essentially a ‘routable’ alias in that there is some mechanism to map from the alias to the GW2 IP address (e.g. DNS).  It may also include the actual endpoint alias (such as endpoint@proxy) as long as it is parse-able by the gateway. When parsing this field, GW1 should remove any references to itself before passing this to GW2 (i.e. GW1[endpoint@proxy] ( endpoint@proxy)

� If this address is not that of the local receiving proxy it should take precedence over destinationAddress.  This would be the case when the terminal is not using a gatekeeper and knows the address of both proxies in line.

� This address is the H.323 alias of the endpoint on the ‘far side’ of the proxy.  It should allow the far side proxy to eventually connect to the endpoint.  It should map eventually to an IP address either via Gatekeeper resolution, DNS or some other means.
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