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Support for Access Tokens in H.323



PURPOSE: Proposal

( 

Abstract



In the current H.323 recommendations, an endpoint must reveal information about itself  (either via a gatekeeper or some other means) in order to be callable. We propose to add an optional AccessToken to three H.225 messages, in order to provide a degree of privacy for a destination party. For example, this allows the source to reach the destination without knowing any addressing information about the  destination. The same method can be used to provide assurance that a particular call passed through a given gatekeeper. 

	The AccessToken field is an encrypted string which is optionally returned from the gatekeeper. If returned, it is placed in the first Setup message used to originate the call.

�1. Access Tokens in H.323



In order to a call an H.323 endpoint directly, the calling party must have some information about the destination endpoint; it must have its transport address and some identifier for the endpoint  (such as its Alias Address). However, it is possible to call via a gatekeeper instead of directly to the desired endpoint. There are many reasons to want to use this gateway call model rather than the direct call model.



At present, the calling endpoint must know some information about the desired endpoint, even when using the gateway call model. It must identify the destination endpoint by a valid Alias Address or a Transport Address. There are several possibilities, but in each case the called endpoint must make known some real information about itself in order to receive a call. Unfortunately, there are situations where one desires to keep real addressing information about the endpoint private, but still wishes to be able to receive calls. This is somewhat similar to not publishing either one’s name or telephone number, and requiring all calls to pass through a receptionist. 



For example, it might be desirable to have gatekeepers and gateways know the actual E.164 numbers of callable telephones, but to shield this knowledge from the calling endpoints. The gatekeeper would enable a local client to call a remote client, without revealing to the local client any (possibly private) information about the remote client. In our experience, such a privacy feature is extremely useful.



In a similar vein, there are situations where one wishes to ensure that calls have passed via a gatekeeper, even though the calling party has all the correct information. This could be used to protect resources such as a gateway. The gatekeeper is an optional element in H.323, but one might like to force an endpoint to use the gatekeeper to make a call via a gateway, even if the endpoint has all the necessary information about the destination endpoint.



We propose an optional addition to two RAS messages (ACF and LCF) and to the SETUP-UUIE message of H.225 to enable this function. It is an string called an Access Token, which can be used in addition to or instead of the Alias Address and Transport Address to identify the destination endpoint. The Access Token may be returned by the gateway to the client, in which case the client must present it to the remote terminal or gateway in order to place a call. The client is not required to understand the Access Token in any way. The access token field can be used as a private signal from the gatekeeper to the gateway which would then place the call.



The access token can be useful even when a gatekeeper is not used. Via non H.323 means (for example email or HTTP) one could dispense an access token which would then grant access to a gateway or remote endpoint for particular user or a particular time. We propose that the Access Token be an Ascii string in order to facilitate transport over non-H.323 means (in the same way that people often include their PGP public key inside an email message).



Changes required in H.225 (all changes marked with revision bars)



Section 7.6 of H.225



AccessToken	::=	IA5String (SIZE (1.. 512))	--a (possibly encrypted) string   





Section 7.11 of H.225



AdmissionConfirm	::=SEQUENCE --(ACF)

{

	requestSeqNum	RequestSeqNum,			

	bandWidth		BandWidth,				

	callModel		CallModel,				

	destCallSignalAddress	TransportAddress,			

	irrFrequency		INTEGER (1..65535) OPTIONAL,			

	nonStandardData	NonStandardParameter OPTIONAL,

	...

	destinationInfo		SEQUENCE OF AliasAddress OPTIONAL,

	destExtraCallInfo	SEQUENCE OF AliasAddress OPTIONAL,

	remoteExtensionAddress	SEQUENCE OF AliasAddress OPTIONAL

	accessToken		AccessToken OPTIONAL     

}



	

AccessToken - a (possibly encrypted) string that may be returned to the endpoint.  If it is   returned, it must then be inserted into the subsequent Setup message sent by the   endpoint.    ��



Section 7.13 of H.225



LocationConfirm	::=SEQUENCE --(LCF)

{

	requestSeqNum	RequestSeqNum,			

	callSignalAddress	TransportAddress,			

	rasAddress		TransportAddress,			 	nonStandardData	NonStandardParameter OPTIONAL,

	...,

	destinationInfo		SEQUENCE OF AliasAddress	OPTIONAL,

	destExtraCallInfo	SEQUENCE OF AliasAddress	OPTIONAL,

	remoteExtensionAddress	SEQUENCE OF AliasAddress OPTIONAL

	accessToken		AccessToken OPTIONAL    

}

	

AccessToken - a (possibly encrypted) string that may be returned to the endpoint.  If it is    returned, it must then be inserted into the subsequent Setup message sent by the   endpoint.   ��







Section 7.3.11



Setup-UUIE			::=SEQUENCE

{

	protocolIdentifier	ProtocolIdentifier,				

	h245Address		TransportAddress OPTIONAL,				

	sourceAddress		SEQUENCE OF AliasAddress OPTIONAL,

	sourceInfo		EndpointType,						destinationAddress	SEQUENCE OF AliasAddress OPTIONAL,	

	destCallSignalAddress	TransportAddress OPTIONAL,			

	destExtraCallInfo	SEQUENCE OF AliasAddress OPTIONAL,	-- Note(1) 

	destExtraCRV		SEQUENCE OF CallReferenceValue OPTIONAL,-- Note(1)

	activeMC		BOOLEAN,					

	conferenceID		ConferenceIdentifier,				

	conferenceGoal		CHOICE					

	{

		create		NULL,

		join		NULL,

		invite		NULL,

		...

	},

	callServices		QseriesOptions  OPTIONAL,

	callType		CallType,

	...,

	sourceCallSignalAddress	TransportAddress	OPTIONAL,

	remoteExtensionAddress	AliasAddress		OPTIONAL

	accessToken		AccessToken OPTIONAL,     

}



accessToken - contains the Access Token that might have been returned in the LCF or   ACF message. In all cases where this information is available to the sender of the  Setup   message, this field shall be used.   ��
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