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Abstract





In the current H.225 recommendations, the gatekeeper is identified with and by its transport address. If the transport address fails (say because of a fault in the network interface), the gatekeeper is unavailable. Since an endpoint may only register with a single gatekeeper, this means that the transport interface of a gatekeeper is a single point of failure in an H.323 system. In fact, endpoints that are perfectly functional may not be able to call or receive calls if the network interface of a gatekeeper (which might well be a different machine) fails. Similarly, if the gatekeeper experiences a software failure, then endpoints might lose function. Since the endpoint is bound to a particular transport address, rather than to a logical address,


the only way to avoid this problem is via expensive technology which ensures that such software and hardware failures can never occur.





A related (if less serious) problem is the necessity to repeat the entire gatekeeper discovery procedure should a problem arise. This can add measurably to the time require to place or receive a call.





We propose to alleviate these problems by using the Endpoint structure defined in AVC-1057 optionally in any message sent from a gatekeeper, and an optional gatekeeperIdentifier in any message destined to a gatekeeper. This allows a single gatekeeper to support multiple network interfaces, and to redirect an incoming request to a different network interface on the fly in the event of a software error. Using the gatekeeperIdentifier in all requests to a gatekeeper allows an endpoint to send its messages to a single logical gatekeeper even when the transport address of the gatekeeper changes suddenly. Recovery time in the event of a failure can be dramatically shortened.








The fact that the gatekeeper is a single point of failure has been noted by others. Once registration is accomplished, the gatekeeper is identified by its transport address alone. If this transport address becomes inoperative, the gatekeeper is unavailable. In systems where the gatekeeper is required to place or receive calls, this can be a source of prolonged down time. According to the current H.225 recommendations, in the very best case the endpoints will have to reregister with a gatekeeper at a new transport address, and in fact they may have to perform again the gatekeeper discovery procedure. Even if the machine which hosts the gatekeeper has multiple interface cards, there is no provision for an endpoint to register with more than one gatekeeper, and so there will be a measurable time during which the endpoint is unavailable.





Even if the network hardware continues to function, software failures do occur. There is no way to indicate in a gatekeeper error message that the gatekeeper is at fault, or to redirect the query somewhere else. According to the current recommendations, if a backup gatekeeper exists, it must somehow get itself attached to the same transport address as the gatekeeper it backs up, because this transport address is the only way to identify the gatekeeper. Otherwise, every endpoint must reregister with a new gatekeeper.





These problems seriously impair the usefulness of the gatekeeper for the important work of security and mediating calls that it is meant to do. They imply down-times for H.323 endpoints which are well outside the range of acceptable telephone service. With the current recommendations, the only way to deliver a highly available and reliable system is with a combination of particularly expensive hardware and software which must emulate lack of failure under particularly severe constraints (i.e. transport address always up, network software always attached to a single transport address). 





We propose two additions to RAS messages which eliminate these problems. First, the possibility that a single gatekeeper can have several transport addresses. This is done by allowing a gatekeeper to return an Endpoint structure defined in AVC 1057 to a client. 





Within a Gatekeeper Confirm  or Registration Confirm message, the SEQUENCE of Endpoint structures contain alternative or backup transport addresses (along with priorities) that the client can remember and then use in future messages, should the primary transport address fail to respond. This allows for smooth operation should the gatekeeper’s software or hardware fail in the future. 





When the gatekeeper is replying to other requests, then Reject message can contain a SEQUENCE of  the Endpoint structures which give alternative or backup transport addresses (along with priorities) that the client can use immediately to retry the request. This allows for smooth redirection to a backup gatekeeper should the gatekeeper encounter a non-fatal error which requires changing over to a backup gatekeeper at a different transport address.





In order to enable the possibility of using different transport addresses, we propose in addition that each message from a client to the gatekeeper be allowed to contain the gatekeeperIdentifier of the client’s gatekeeper. In this way, the gatekeeperIdentifier becomes the logical name for the gatekeeper, rather than this being confused with the transport address.  Under normal operation, this gatekeeper identifier is not needed, because the transport address is enough to identify the gatekeeper. But when either the interface at that transport address fails to respond, or when it returns an error containing an Endpoint structure with a new address, the client will include the gatekeeperIdentifier in the next message (sent to the backup or alternative transport address) to identify to which gatekeeper the message is intended. In this way, it is possible for a single transport address to serve as the backup for more than one gatekeeper. 





Changes to H.225 version 2





GatekeeperConfirm	::=SEQUENCE --(GCF)


{


	requestSeqNum	RequestSeqNum,


	protocolIdentifier	ProtocolIdentifier,			


	nonStandardData	NonStandardParameter OPTIONAL,


	gatekeeperIdentifier	GatekeeperIdentifier  OPTIONAL,


	rasAddress		TransportAddress,


	...,


	alternatives	SEQUENCE of Endpoint OPTIONAL, 


}





alternatives - sequence of prioritised alternatives for gatekeeperIdentifer and rasAddress. The  client should use these alternatives in the future should a request to the gatekeeper not respond  or return no redirect. �
�



GatekeeperReject		::=SEQUENCE --(GRJ)


{


	requestSeqNum	RequestSeqNum,


	protocolIdentifier	ProtocolIdentifier,			


	nonStandardData	NonStandardParameter OPTIONAL,


	gatekeeperIdentifier	GatekeeperIdentifier  OPTIONAL,


	rejectReason		GatekeeperRejectReason,


	...,


	alternatives	SEQUENCE of EndpointOPTIONAL, 


}





alternatives - sequence of prioritised alternatives for gatekeeperIdentifer and rasAddress for client  to retry the request �
�



RegistrationConfirm	::=SEQUENCE --(RCF)


{


	requestSeqNum	RequestSeqNum,				


	protocolIdentifier	ProtocolIdentifier,				


	nonStandardData	NonStandardParameter OPTIONAL,


	callSignalAddress	SEQUENCE OF TransportAddress,		


	terminalAlias		SEQUENCE OF AliasAddress OPTIONAL,


	gatekeeperIdentifier	GatekeeperIdentifier  OPTIONAL,


	endpointIdentifier	EndpointIdentifier,				


	...,


	alternatives	SEQUENCE of Endpoint OPTIONAL, 


}





alternatives - sequence of prioritised alternatives for gatekeeperIdentifer and rasAddress. The  client should use these alternatives in the future should a request to the gatekeeper not respond  or return no redirect. �
�



}





RegistrationReject		::=SEQUENCE --(RRJ)


{


	requestSeqNum	RequestSeqNum,				


	protocolIdentifier	ProtocolIdentifier,				


	nonStandardData	NonStandardParameter OPTIONAL,


	rejectReason		RegistrationRejectReason,					


	gatekeeperIdentifier	GatekeeperIdentifier  OPTIONAL,


	... ,


	alternatives	SEQUENCE of EndpointOPTIONAL, 


}





alternatives - sequence of prioritised alternatives for gatekeeperIdentifer and rasAddress for client  to retry the request �
�






UnregistrationRequest		::=SEQUENCE --(URQ)


{


	requestSeqNum	RequestSeqNum,			


	callSignalAddress	SEQUENCE OF TransportAddress,	


	endpointAlias		SEQUENCE OF AliasAddress OPTIONAL,		


	nonStandardData	NonStandardParameter OPTIONAL,


	endpointIdentifier	EndpointIdentifier OPTIONAL,


	...,


	gatekeeperIdentifier	GatekeeperIdentifier  OPTIONAL, 


}





gatekeeperIdentifier - a gatekeeperIdentifier which the client received in the alternatives list in RCF  from the gatekeeper when it registered or in a previous URJ message. Used as a backup if the  original gatekeeper did not respond or rejected the request �
�






UnregistrationReject		::=SEQUENCE --(URJ)


{


	


	requestSeqNum	RequestSeqNum,				


	rejectReason		UnregRejectReason,				


	nonStandardData	NonStandardParameter OPTIONAL,


	...,


alternatives	SEQUENCE of EndpointOPTIONAL, 


}





alternatives - sequence of prioritised alternatives for gatekeeperIdentifer and rasAddress for client  to retry the request �
�



AdmissionRequest		::=SEQUENCE --(ARQ)


{


	requestSeqNum	RequestSeqNum,		


	callType	CallType,		


	callModel	CallModel OPTIONAL,		


	endpointIdentifier	EndpointIdentifier,		


	destinationInfo	SEQUENCE OF AliasAddress OPTIONAL, --Note 1


	destCallSignalAddress	TransportAddress OPTIONAL,	-- Note 1 


	destExtraCallInfo	SEQUENCE OF AliasAddress OPTIONAL,


	srcInfo	SEQUENCE OF AliasAddress,	


	srcCallSignalAddress	TransportAddress OPTIONAL, 


	bandWidth	BandWidth,   				callReferenceValue	CallReferenceValue,			


	nonStandardData	NonStandardParameter OPTIONAL,


	callServices	QseriesOptions  OPTIONAL,


	conferenceID	ConferenceIdentifier,


	activeMC	BOOLEAN,


	answerCall	BOOLEAN,	-- answering a call		


	...,


	canMapE164	BOOLEAN,	-- can handle E.164 address


	gatekeeperIdentifier		GatekeeperIdentifier  OPTIONAL, 


}





gatekeeperIdentifier - a gatekeeperIdentifier which the client received in the alternatives list in RCF  from the gatekeeper when it registered or in a previous ARJ message. Used as a backup if the  original gatekeeper did not respond or rejected the request. �
�






AdmissionReject		::=SEQUENCE --(ARJ)


{


	requestSeqNum	RequestSeqNum,		


	rejectReason		AdmissionRejectReason,	


	nonStandardData	NonStandardParameter OPTIONAL,


	...,


alternatives	SEQUENCE of EndpointOPTIONAL, 


}





alternatives - sequence of prioritised alternatives for gatekeeperIdentifer and rasAddress for client  to retry the request �
�



BandwidthRequest		::=SEQUENCE --(BRQ)


{


	


	requestSeqNum	RequestSeqNum,			


	endpointIdentifier	EndpointIdentifier,			


	conferenceID		ConferenceIdentifier,			


	callReferenceValue	CallReferenceValue,			


	callType		CallType OPTIONAL,


 	bandWidth		BandWidth,   				


	nonStandardData	NonStandardParameter OPTIONAL,


	... ,


gatekeeperIdentifier		GatekeeperIdentifier  OPTIONAL, 


}





gatekeeperIdentifier - a gatekeeperIdentifier which the client received in the alternatives list in RCF  from the gatekeeper when it registered or in a previous BRJ message. Used as a backup if the  original gatekeeper did not respond or rejected the request. �
�






BandwidthReject		::=SEQUENCE --(BRJ)


{


	


	requestSeqNum	RequestSeqNum,		


	rejectReason		BandRejectReason,		


	allowedBandWidth	BandWidth,   			


	nonStandardData	NonStandardParameter OPTIONAL,


	...,


alternatives	SEQUENCE of EndpointOPTIONAL, 


}





alternatives - sequence of prioritised alternatives for gatekeeperIdentifer and rasAddress for client  to retry the request �
�



LocationRequest		::=SEQUENCE --(LRQ)


{


	requestSeqNum		RequestSeqNum,		


	endpointIdentifier		EndpointIdentifier OPTIONAL,		


	destinationInfo			SEQUENCE OF AliasAddress,  		nonStandardData		NonStandardParameter OPTIONAL,


	replyAddress			TransportAddress,


	...,


	sourceInfo			SEQUENCE OF AliasAddress OPTIONAL,


	canMapE164			BOOLEAN,		-- can handle E.164 address


gatekeeperIdentifier		GatekeeperIdentifier  OPTIONAL, 


}





gatekeeperIdentifier - a gatekeeperIdentifier which the client received in the alternatives list in RCF  from the gatekeeper when it registered or in a previous LRJ message. Used as a backup if the  original gatekeeper did not respond or rejected the request. �
�



LocationReject		::=SEQUENCE --(LRJ)


{


	requestSeqNum	RequestSeqNum,		


	rejectReason		LocationRejectReason,	


	nonStandardData	NonStandardParameter OPTIONAL,


	... ,


alternatives	SEQUENCE of EndpointOPTIONAL, 


}





alternatives - sequence of prioritised alternatives for gatekeeperIdentifer and rasAddress for client  to retry the request �
�



DisengageRequest		::=SEQUENCE --(DRQ)


{


	requestSeqNum	RequestSeqNum,			


	endpointIdentifier	EndpointIdentifier,			


	conferenceID		ConferenceIdentifier,		


	callReferenceValue	CallReferenceValue,			


	disengageReason	DisengageReason,				


	nonStandardData	NonStandardParameter OPTIONAL,


	...,


gatekeeperIdentifier		GatekeeperIdentifier  OPTIONAL, 


}





gatekeeperIdentifier - a gatekeeperIdentifier which the client received in the alternatives list in RCF  from the gatekeeper when it registered or in a previous DRJ message. Used as a backup if the  original gatekeeper did not respond or rejected the request. �
�



DisengageReject	::= SEQUENCE --(DRJ)


{


	requestSeqNum	RequestSeqNum,		


	rejectReason		DisengageRejectReason,		


	nonStandardData	NonStandardParameter OPTIONAL,


	... ,


alternatives	SEQUENCE of EndpointOPTIONAL, 


}





alternatives - sequence of prioritised alternatives for gatekeeperIdentifer and rasAddress for client  to retry the request �
�
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