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�
SUMMARY





This recommendation describes a list of security requirements for the draft H.Secure (see AVC-1124). These security requirements should be added to the already existing work on draft H.Secure.


�The goal of this recommendation is to provide a higher level of understanding of H.Secure.  The provided security requirements are considered as guidelines for H.Secure and motivate set up of an security architecture and framework for H.Secure. 


The stated security requirements are used to derive security services for the H.Secure security architecture. The security requirements are needed to motivate set up of a security architecture for H.Secure.


The security architecture gives the “big view” on H.Secure: Various security services are derived from the security requirements but also the objects to be protected are defined. As will be explained within the document, the security architecture does not define how to (i.e. by which security mechanism) the security service should be realized. This is mainly due to the requirement of a generic security framework that should offer various degrees of freedom on realization and future extensibility.


It is not always possible to realize and implement all defined security services to the same extend; some security services may be more important than others. Therefore, a classification of basic and extended security services is given for the H.Secure security architecture (see section 8). This allows to focus on certain elementary security services with the option of more sophisticated security services as add-ons to be extended in the future.


This document provides also a list of definition for applied security terms, most of them are standardized by former CCITT and ITU-T.
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�
Scope and Objective





This document states security requirements for the draft H.Secure (see AVC-1124). These security requirements should be added to the already existing work on draft H.Secure.


�The goal of this recommendation is to provide a higher level of understanding of H.Secure.  The provided security requirements are considered as guidelines for H.Secure and motivate set up of an security architecture and framework for H.Secure.


This recommendation references security requirements contained in AVC-1077/AVC-1124 and also the separate requirements stated in AVC-1099/Annex 6. However, the purpose of this recommendation is not to describe H.Secure in its current state.


The purpose of this recommendation is to state security requirements and apply them in order to derive security services for the H.Secure security architecture. The security services derived from the security requirements define what assets should be protected. The H.Secure security architecture should satisfy most of the stated security requirements; some of the security requirements can not always be satisfied (to full extent) due to certain constraints.


These security requirements could also be applied to verify an H.Secure security architecture or H.Secure system against the stated security requirements; this is an implementation issue.


Note, that we consider a security architecture distinct from concrete realization by implementation within systems. While the security architecture should be generic and flexible (actually a security framework), a secure system may only implement some of the security architecture’s features.


Therefore, a classification of basic and extended security services is given for the H.Secure security architecture (see section 8). This allows to focus on certain elementary security services with the option of more sophisticated security services as add-ons to be extended in the future.





Normative references


•	CCITT Recommendation X.800 (1991), Security Architecture for Open Systems Interconnection for CCITT applications.


ISO 7498�2:1989, Information processing systems – Open Systems Interconnection – Basic Reference Model – Part 2: Security Architecture.


•	ITU-T Recommendation X.803 (1994) | ISO/IEC 10745:1995, Information technology – Open Systems Interconnection – Upper layers security model.


•	ITU-T Recommendation X.810 (1995) | ISO/IEC 10181-1:1996, Information technology – Open Systems Interconnection – Security frameworks for open systems: Overview.


•	ITU-T Recommendation X.811 (1995) | ISO/IEC 10181-2:1996, Information technology – Open Systems Interconnection – Security frameworks for open systems: Authentication framework.





�
Definition of terms





Some of the following terms are used as defined in CCITT Rec. X.800 | ISO 7498-2 and X.803, X.810 and X.811:


access control: The prevention of unauthorized use of a resource, including the prevention of use of a resource in an unauthorized manner (X.800).


asymmetric (public-key based) cryptographic algorithm: An algorithm for performing encipherment or the corresponding decipherment in which the keys used for encipherment and decipherment differ (X.810).


authentication: The provision of assurance of the claimed identity of an entity (X.811).�


attack: Intruders or attackers turn a threat into an attack. By a direct attack on a system they exploit deficiencies in the underlying algo�rithms, principles, or properties of a security mechanism. Indirect attacks are performed when they bypass the mechanism, or when they make the system use the mechanism incorrectly.


certificate: A set of security-relevant data issued by a security authority or trusted third party, together with security information which is used to provide the integrity and data origin authentication services for the data (X.810).


connection confidentiality: This service provides for the confidentiality of all (N)-user-data on an (N)-connection (X.800).


connection-less confidentiality: This service provides for the confidentiality of all (N)-user-data in a single connectionless (N)-SDU (X.800).


connection-oriented integrity with recovery: This service provides for the integrity of all (N)-user-data on an (N)-connection and detects any modification, insertion, deletion or replay of any data within an entire SDU sequence (with recovery attempted) (X.800).


confidentiality: The property that information is not made available or disclosed to unauthorized individuals, entities, or processes (X.800).


control channel: Control channels are used for signaling purposes and connection management but do not convey user or application data such as media streams. H.Secure covers the following control channels: The H.225 RAS channel for endpoint to gatekeeper signaling, the H.225 call signaling channel for signaling calls between endpoints and the H.245 control channel. That control channel is further subdivided into logical control channels associated to the media stream.


cryptographic algorithm: Mathematical function that computes a result from one or several input values using a secret parameter (e.g. a key).


data origin authentication: The corroboration that the source of data received is as claimed. The data origin authentication service provides the corroboration of the source of a data unit. The service does not provide protection against duplication or modification of data units (X.800).


encipherment : Encipherment (encryption) is the process of making data unreadable to unauthorized entities by applying a cryptographic algorithm (an encryption algorithm). Decipherment (decryption) is the reverse operation by which the ciphertext is transformed to the plaintext.


integrity: The property that data has not been altered or destroyed in an unauthorized manner (X.800).


key management: The generation, storage, distribution, deletion, archiving and application of keys in accordance with a security policy (X.800).


media stream: A media steam can be of type audio, video or data or a combination of any of them. Media stream data conveys user or application data (payload) but no control data.


non-repudiation with proof of origin: The recipient of data is provided with proof of the origin of data. This will protect against any attempt by the sender to falsely deny sending the data or its contents (X.800).


non-repudiation with proof of delivery: The sender of data is provided with proof of delivery of data. This will protect against any subsequent attempt by the recipient to falsely deny receiving the data or its contents (X.800).


peer-entity authentication: The corroboration that a peer entity in an association is the one claimed (X.800).


privacy: Although not a precise term, privacy basically means achieving confidentiality on communication but also protection against intrusion attacks to systems or entities. Privacy implies certainly peer authentication or authenticity of data.


repudiation: Denial by one of the entities involved in a communication of having participated in all or part of the communication (X.800).


security architecture: A set of rules, security services, security mechanisms and security features used to protect a (specific) architecture or system against threats satisfying the security requirements. A security architecture can be restricted to a specific system or can be generic covering several systems (see security framework). 


security capabilities: Those security features that a system is allowed to use according to its security policy.


security domain: A set of elements, a security policy, a security authority and a set of security-relevant activities in which the set of elements are subject to the security policy for the specified activities, and the security policy is administered by the security authority for the security domain (X.810).


security features: The set of security services, functions, mechanisms, algorithms and their parameters realized within a system.


security framework: Generic security architecture offering many degrees of freedom for a class of systems or related architectures.


security function: A capability of an open system to perform security-related processing (X.803)


security management: OSI security management is concerned with the management of OSI security services and mechanisms. Such management requires distribution of management information to these services and mechanisms as well as the collection of information concerning the operation of these services and mechanisms. Examples are the distribution of cryptographic keys, the setting of administratively-imposed security selection parameters, the reporting of both normal and abnormal security events (audit trails), and service activation and deactivation. Security management does not address the passing of security-relevant information in protocols which call up specific security services (e.g., in parameters in connection requests) (X.800). Security management encompass activities for system security management, for security service management and for security mechanism management.





security mechanism: Means by which a security service can be realized or implemented.


security negotiation: The process by which a secure environment is initiated, established or denied between two entities. Security negotiation may include exchange of security capabilities prior to secured communication. 


security options: The set of optional security parameters defined in ASN.1 protocol primitives.


security policy: The set of criteria for the provision of security services (X.800). Security policies can be used to define required security levels for systems. 


security service: A service, provided by a layer of communicating open systems, which ensures adequate security of the systems or of data transfers (X.800)


symmetric (secret-key based) cryptographic algorithm: An algorithm for performing encipherment or the corresponding algorithm for performing decipherment in which the same key is required for both encipherment and decipherment (X.810).


threat: A potential violation of security (X.800).


threat analysis: Investigation upon an architecture or system in order to identify threats. A threat analysis has to be done before definition of a security architecture. The threat analysis can be combined with a risk estimation weighting damage and importance of identified threats. Identified threats motivate use of certain security services to counter threats and facilitate definition of a security architecture. A threat analysis can be done also upon a security architecture in order to estimate the remaining risk.





�
Security Requirements





In the list below we state the security requirements (RQ) in the following notation: Each security requirements is given a number by which it can be referenced. The topic in bold quickly summarizes the requirement as a headline. Then a detailed description follows that provides reasons and the objective for that requirement.


The security requirements are listed in an arbitrary order; no priorities or preferences are given by the shown enumeration. Security requirement number 7 is basically one requirement with many different aspects. Therefore, it is divided into several sub requirements.





RQ 1 (Security architecture as extensible framework): As a general security requirement, H.Secure should define a security architecture for the H.3xx series of MM-terminals and endpoints. The security architecture should be defined generic, flexible and wide enough as an extensible framework such that different customer’s security policies could be satisfied. This means, that the security architecture should be generic and open for further enhancements and add-ons. H.Secure should also provide means to allow future enhancements in order to add further crypto algorithms to the framework. The past has shown that crypto algorithms may be broken or become less secure. New crypto algorithms appear while broken or less secure ones should be replaced by new ones in the future. The allocation of a new code point can facilitate extensibility. 


This requirement should support migration from simple to sophisticated security solutions. Upgrading to a higher level of security should be possible without going through the entire standardization process. Moreover, this requirement allows to split the security architecture into basic security services and extended security services. Features part of the extended security architecture may not necessarily be part of the basic security architecture and could be added or realized in a separate phase. Extensible in that sense means that the extended security architecture should exploit the basic security architecture and its offered security services without complete redesign necessary.





RQ 2 (Secure communications): This security architecture should provide secure H.3xx communication. Secure communication means secure end-to-end communication between H.3xx terminals but also secure communication between endpoints (e.g. between a gateway and a gatekeeper or an endpoint and gatekeeper). The H.Secure security architecture should provide security services for protection of the media streams (audio/video/data) and the control channels data: Appropriate security functions are required to protect the H.225 RAS channel, the H.225 call signaling channel and the H.245 control channel. This security requirement especially includes the customer’s wish to use confidential communication (privacy), exploit functions by which the peer(s) can be authenticated as well as protection of the customer’s environment from attacks (see next requirement).





RQ 3 (Secured entities): The security architecture should allow security functions for H.Secure to be built into the H.3xx entities: Protection of the gateway, gatekeeper and terminals as well as other endpoints from attacks either from the public network (SCN) or from local area network.


�
RQ 4 (Scenarios): The following scenarios are recognized relevant for security and should be covered by the security architecture:





Secure point-to-point communication between endpoints.


Secure point-to-multipoint communication between endpoints: This scenario includes both centralized and decentralized MCU operation.


Secure Multimedia conferencing using point-to-point communication and point-to-multipoint communication.


“Loosely-coupled conferencing” in an open, anonymous way similar to MM-conferencing but without strict security control (see AVC-1055x). This scenario covers conferencing with hundreds to several thousand participants. Loosely-coupled conferences may be set up without using a secure H.245 control channel. Then (security) capabilities are negotiated prior to conference establishment; this special capability negotiation may be done out of band and outside of H.323/H.Secure. Keys may be distributed (e.g. by e-mail) at conference registration before conference setup and will not be changed during the conference. However, MCUs may request a certificate from a user for authentication and conference access control purpose during a join request to a conference.  In this scenario special terminals (RTP receive only, or RTP receive and transmit terminals) may be used. The conference panel may use ordinary H.3xx terminals while the conference participants have only special terminals available. Integrated access control functions that realize “floor-control” may be required. This scenario and its requirements with respect to security and its relation to H.3xx/H.Secure requires more investigation. 





Common to all scenarios is the requirement that the media streams are used and protected independently from each other; there could be only audio conferencing without video and data transmission for example.


(MM)-conferencing and communication for the scenarios secure point-to-point and point-to-multipoint is setup in an adhoc way: All features and capabilities should be negotiated during the setup procedure; probably individually for the participants and their actual applications without need for some separate “security setup procedure”. Loosely-coupled conferences on the other hand cannot provide such a comfortable adhoc style. Such conferences may require announcement or registration and perhaps some initial negotiation phase by means that are not covered by H.Secure.








RQ 5 (Scaleable security): The framework in the security architecture should provide scaleable security from cheap (weak or none) to sophisticated security services. This salability allows vendors to tailor products to customer specific security solutions. The customer can select from a palette of different security levels offered and may choose an appropriate solution according to his security policy. The framework should also provide scaleable security functions to support a varying number of users (from secure two person communications to secure small-group conferencing up to secure point-to-multipoint conferences with lots of participants).


�
RQ 6 (Network independence): The security architecture should be defined independent of the underlying network technology. This requirement reflects that different networks are applied for H.323, H.310 and H.324. The requirement for network independence supports the requirement for a generic security framework. Obviously, a network independent security architecture cannot counter weaknesses inherent to the network itself; other means that are outside the scope of H.Secure may be required to counter such threats.


RQ 7 (Flexible security functions): The security architecture should provide flexible security functions in the following sense. This requirement prevents a security architecture from being restricted to a specific crypto function or security protocol. The list of following sub-requirements are motivated by the objective that customers/vendors have enough freedom to implement “their” specific security solutions.


RQ 7.1 (Optional instead of mandatory security): Security services should be offered as different options without using or relying on mandatory crypto algorithms. Mandatory crypto algorithms are too restrictive and often not a good choice since no crypto algorithm can satisfy all distinct customer’s requirements in the same manner. There are also customers without security requirements. They want/need to disable non-required security options for various reasons: security functions should be disabled or partly disabled when they are not required or necessary for the application; the system or equipment may not support/offer security; not all customers can afford expensive security functions and want to use only cheap security functions; but also political reasons may apply due to export control issues.


RQ 7.2 (Security negotiation): The security architecture should use of a generic security negotiation mechanism for exchanging and negotiation of various security capabilities. Users want to agree on a security level according to their systems capability, actual application requirements and security policy constraints. Also, when several security options are offered or available by a system, such a security negotiation should determine security capabilities for the communication in accordance to the entity’s security policy. However, this requirement does not guarantee secure communication in any case; if the negotiated security capabilities contradict security policy, communication fails or may be insecure.


RQ 7.3 (Several crypto algorithms): H.Secure should support several crypto algorithms with different options; e.g. key length. Different crypto algorithms can be appropriate for different purposes; one algorithm is not optimal for everything. Certain crypto algorithms can be allocated to specific security services (e.g., one for fast media stream encryption and another for signaling encryption), some of the available crypto algorithms could be reserved for export controlled issues (e.g., with restricted key length) and other algorithms for very high security purposes (e.g., long key lengths). Generally, a broad set of available crypto algorithms implemented in H.3xx systems increases the chance for successful establishment of a secure communication by the negotiation mechanism.


RQ 7.4 (Support for security policies): H.Secure should support various security policies in a flexible way: Security policies may be complex and almost certainly are confidential and customer specific. H.Secure will not define and will not fix any security policy; this is considered as local matter. Security negotiation (see RQ 7.2) requires close interaction between a security policy and the negotiation mechanism. Generally, the more options and parameters a security architecture offers, the easier it is to match the customer’s security requirements and his security policy with the offered features of the systems. Thus, this requirement could be satisfied e.g. by offering various security parameters such as security capabilities etc.


RQ 7.5 (Support for private crypto algorithms): H.Secure should not only support well-known crypto algorithms but should also support private, non-standardized, proprietary and non-disclosed crypto algorithms for any security service. Even very specific crypto algorithms not commonly known could be used by this “escape feature”.


RQ 7.6 (Modular security components): The security architecture should use and re-use available and appropriate security modules or security packages as much as possible. The motivation for this requirement is to reduce complexity often encountered in complicated security architectures. Ready-to-use security packages should be used but also elementary crypto building blocks and their APIs should be considered. This requirement forces also to consider existing security functions and protocols in related standardization groups (e.g. the ATM-Forum, the IETF etc.). Upgrading the security framework can then be reduced to upgrading and replacing the modular components. H.Secure must not prevent modular implementation in a way that national security packages cannot be used.





RQ 8 (Interoperability & compatibility): This requirement should provide interoperability and compatibility between secured terminals and unsecured terminals. Certain terminals may offer some security functions while other terminals do not have any security built in. This requirement should also provide backwards compatibility; either for systems without security or for systems with an older release of security functions. Moreover, interoperability and compatibility between different vendors implementations and versions should be possible across heterogeneous platforms.





RQ 9 (Use of standards): H.Secure should apply existing standards whenever appropriate and possible. This means use of standardized crypto algorithms, standardized security mechanisms and standardized security protocols. Using standards reduces (implementation) overhead and even supports modularity.





RQ 10 (Separation of security services/mechanisms): The requirement should distinguish between security services and security mechanisms. Certain security services can be realized by several security mechanisms; e.g. integrity by digital signatures, a cryptographic hash value or even by encryption. The requirement should allow separation of confidentiality from integrity and authentication; e.g. for national (export control) reasons.





RQ 11 (Asymmetric and symmetric crypto functions): H.Secure should support both asymmetric and symmetric crypto functions: either choice alone results in low performance (only asymmetric cryptography) or bad scalability (only symmetric architectures). In a more general sense, the generic security architecture itself should be open to be built upon an asymmetric or a symmetric or a hybrid (both asymmetric and symmetric) crypto techniques such that either choice is not ruled out a priori.





RQ 12 (Public-key based infrastructure): H.Secure should use available public-key based infrastructures with certificates. Standards, such as X.509 for instance, should be used.





RQ 13 (Integrated key management): The H.Secure framework should support integrated (automatic) key management for comfortable operation; e.g. a key management for sessions. Available standards for key management should be used. This requirement does not imply that public-key based certificate management be part of H.Secure.





�
Security services





The objective of this section is to derive security services for H.Secure according to the listed security requirements. The following list contains those security services that can and should be applied for H.Secure according to the security requirements and placement of H.Secure within the OSI protocol stack; security services that are not appropriate for H.Secure and its environment are not listed.


�Each security service is given a number by which it can be referenced. Some security services may consist of different “sub-services”; e.g. both connection-oriented and connection-less confidentiality. These sub-services are assigned separate indexed numbers.





S1: Access control should be offered by the H.3xx entities (endpoints) to protect against unauthorized use of systems and their resources. The access control decision should be based upon cryptographic authentication. Offered communication services and resources should be subject to access control. Access control service is considered as local matter and does not require standardization due to interoperability reasons; thus the access control service is not part of H.Secure, although information necessary for that service to perform such an access control decision should be available and specified; e.g. identity and identification information on H.3xx services, requested resources and access permissions.�


S2: An authentication service should provide assurance of the claimed identity of an entity. The offered authentication should be one-sided or mutual between two or more peer entities involved in a communication. User-based and/or host-based authentication should be used applying user related information. Cryptographic authentication is required for key management. The authentication service can be realized using public-key or secret-key based cryptography.��S2.2: The authentication service should also support data origin authentication. That service could be realized either by implicitly applying negotiated (session) keys or explicitly by computing a digital signature or communicated data.�Implicit authentication can be achieved and realized using integrity mechanisms.





S3: A confidentiality service should protect communicated and sensitive data against loss of privacy. The confidentiality service may be realized by various different encryption algorithms.��S3.1: Connection-less confidentiality service should protect single media stream data (RTP data) communicated on unreliable channels.��S3.2, S3.3: At the moment a need for confidential signaling channel communication is not obvious. If there is a requirement to protect this signaling data then a connection-less confidentiality service (S3.2) should encrypt signaling data on the unreliable channels while a connection-oriented confidentiality service (S3.3) should encrypt signaling data on the reliable control channels.��



S4: The integrity service should protect communicated data against unauthorized modification, deletion, creation, insertion and data replay.��S4.1, S4.2: Control data on reliable channels should be protected using a connection-oriented integrity service with recovery (S4.1). Single control data on unreliable channels should be protected using a connection-less integrity service without recovery (S4.2).��S4.3: At the moment a need for integrity protection of the media stream data is not obvious. If there is a requirement for media stream integrity protection then connection-less integrity service without recovery should be used on unreliable channels. �


S5: Non-Repudiation service (with proof of origin (S5.1), with proof of delivery (S5.2))�These security services and mechanisms for non-repudiation are for further study.�


S6.1: H.Secure should offer a key management service that supports integrated key distribution for the channels within sessions. The key management service should also be responsible for performing key updates according to the security policy. Crypto-synchronization is another function that is part of key management that initiates and initializes operation of cryptographic algorithms (e.g. encipherment) and recovers from partial or total loss of synchronization.�Parts of the key management service may be done manually, e.g. management and distribution of public-key based certificates; such functions are not part of H.Secure. Key management can be achieved using public-key or secret-key crypto-systems.��S6.2: Security management service functions are required e.g. for configuration, administration and supervising of security services, security mechanisms and security policies in the (local) systems and entities. This security management service should not be confused with security management for the public-key based infrastructure as e.g. certificate management etc; such a ‘security management’ is out of scope for H.Secure.�Security negotiation by security capability exchange is a function of the key management service or the security management service or both.








Security Mechanisms & security algorithms





Security mechanisms realize defined security services. There may be several mechanisms suitable for a specific security service. Which mechanism is chosen depends on the security policy, various constraints (e.g. performance, media type, flexibility, costs etc.), availability of the mechanism and other factors. It follows from requirement number 7 (7.1 - 7.4) that no mandatory security mechanisms should be defined. This implies that the security architecture (but not the security policy) should be open for any appropriate security mechanism.





�
Basic and extended security services





The security services shown in section 6 define a security architecture for H.Secure. For practical reasons reflecting issues for implementation such a security architecture could be split into a set of basic and extended security services and functions. Such a procedure should be possible according to requirement RQ 1. The objective of this service separation is to allow phased implementation of the security architecture in products. Market pressure and reduced time for specification may result that not all security services can be completely defined. 





Basic security services should be all those services that are required to provide a minimum security functionality.��More sophisticated and elaborate security services should be considered as add-ons to basic security and are put into the extended security services class. Thus, extended security services may need more elaborate concepts, may be of class “more sophisticated than basic” or may be for further study.





Therefore, the following list of basic and extended security services does not imply that any of the basic security services are kind of mandatory. RQ 8.1 forbids mandatory security services while RQ 8.2 allows negotiation of security services. Thus, the following basic security services are recommended: 


Basic security services


S1	(access control),


S2 	(authentication),


S2.2 	(data origin authentication),


S3 	(confidentiality),


S3.1 	(connection-less confidentiality for media streams),


S4 	(integrity),


S4.1 	(connection-oriented integrity with recovery for reliable control channels),


S4.2 	(connection-less integrity without recovery for unreliable control channels),


S6.1 	(key management),


S6.2 	(security management).


Extended security services


S3.2 	(connection-less confidentiality for unreliable control channels),


S3.3 	(connection-oriented confidentiality for reliable control channels),


S4.3 	(connection-less integrity without recovery for media streams),


S5	(non-repudiation),


S5.1	(non-repudiation with proof of origin),


S5.2	(non-repudiation with proof of delivery).


NOTICE:  This document has been prepared to assist the ITU-T/SG16. This document is offered to


                  the ITU-T/SG16 as a basis for discussion and is not binding on Siemens. The material contained


                  in this contribution is subject to change in form and/or content after study. Siemens specifically


                  reserves the right to add to, or amend, the statements contained herin.
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