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�
SUMMARY, Scope and Objective


The following contribution contains comments and suggestions on current draft AVC-1124 (H.Secure) to be discussed at the ITU-T SG16 rapporteurs meeting in Boston. The objective of this document is to suggest modifications to draft H.Secure rather than to specifically critique H.Secure. We also provide ideas which we would like to discuss during the meeting.


Discussion Points





(p. 13 - Introduction): Instead of talking about “compatible security capabilities”, a term that is not precisely defined, I would recommend introducing the notion of a “communication security policy (CSP)”. The intend is to distinguish between (local) security policy, communication security policy and offered security capabilities in the following sense:��We assume, that each end system has its own security policy and may be tied to a corporate security policy: Such a security policy defines by rules the assets that shall be protected and also mechanisms how these assets have to be protected. Parts of the security policy may be fixed; e.g. that all ‘external communication with confidential data’ requires protection against eavesdropping. Several encryption algorithms may be allowed by the security policy from which the user can select one or more depending on his or on the application’s requirements. That security policy is a local matter and does not require standardization for H.Secure. Moreover, corporate security policies are often confidential and are not allowed to be released to the public.��When two or more entities want to communicate they first have to agree on a common security level that is defined e.g. by the security services, their security mechanisms and algorithms etc. to be used during the communication. For this negotiation process the sender offers required security capabilities (like in the H.323 capability exchange) according to his security policy in force. Thus, an offered security capability may not contain all of the options available for certain reasons (see above). One of the entities (e.g. the receiver) determines and distributes a “communication security policy (CSP)” that satisfies the requirements of both the sender and the receiver. This CSP may be empty or may define a security level that might be much lower than requested in case when there is no common or overlapping set of ‘compatible security capabilities’. Depending on the (local) security policy of either sender or responder, communication may continue or fail. The CSP is valid only for the actual on-going call/communication/conference but may be different even between the same peer entities at some later time.�In order to prevent eavesdropping of exchanged security capabilities by unauthorized entities that try to spy out the corporate security policy, the security capability exchange shall be cryptographically protected and communicated only to entities that have been correctly authenticated (this is satisfied by the H.245 security capability exchange on top of TSL).


� 


(p. 13 - SecurityCapabilities): This element looks like a list of security services. It is recommended to replace “Encryption” with “Confidentiality” instead, and to add a new service�NonRepudiation 	SecurityServiceMode, 	-- for further study�


(p. 15/p.26 - Well-Known-Port): The principle of using two well-known ports (WKP) (one for implicit security signaling of TLS for the H.225 call signaling channel) is a simple and practical way achieving interoperable security also for the H.225 call signaling channel. It is obvious, that this mechanism does not allow explicit security negotiation for H.225 (e.g. TLS vs. SSL vs. IPsec ….) but assumes and requires that TLS is predetermined a priori and used on the WKP in all end systems. We are not sure whether this assumption is too restrictive.��The idea of the secure WKP using TLS has also another implication: If TLS is already used by an end system for secure H.225 call signaling, then the (second) negotiation phase within H.225 call signaling for using TLS to secure H.245 is redundant and needs not be processed. Actually, introducing TLS for H.225 moves the task of security negotiation one level ahead.��At the moment it is not clear what happens if an initiator with TLS talks on the secure WKP to a responder that has no TLS. Will the initiator receive a negative ack from the responder, saying that the responder has no TLS available or will the responder crash or hang?��What happens in the following scenario where both entities have TLS for secure H.225 call signaling available but initial communication is unsecured on the unsecure WKP? Is it possible to switch over to the secure WKP (because of a local security policy requirement) and use TLS also for secure H.225 call signaling or should the current communication be aborted and then restarted again on the secure WKP?��We feel, that there is a necessity to define some semantics or protocol for the two WKP mechanism (to be discussed).��At least, a secure system with two WKP shall monitor both ports and report all attempts to the user when security is circumvented (either communicating on the unsecured port or disabling or lowering the security on the security port). Security policy may stop critical communication if the security level falls below a certain acceptable niveau. If such actions are not controlled an attacker would have easy play circumventing even the security functions of a system.� �We think of a slightly different idea for achieving interoperable H.225 call signaling security. We assume, that end systems contain a “light-weight” TLS handshake protocol implementation. Such a light-weight handshake is similar to the TLS handshake but does not assume that cryptographic security functions are available in each end system. Thus, end systems can negotiate whether TLS security functions shall be used or unsecured communication follows using the available “light-weight” TLS security handshake.�Whether this solution provides more advantages or security is not obvious at the moment; this should be matter of discussion.��It would be nice, if a similar approach as shown on page 13 for the H.245 TLS usage could be achieved also for the H.225 call signaling channel such that different security methods (like TLS, SSL,…) and security services can be matter of explicit negotiation.�


(p. 16 - Secure channel operation): Change the sentence to: H.323 may use TLS (Transport Layer Security) for securing H.245. {TLS is not mandatory}.�





(p. 17 - mediaEncryptionAlgorithm): The present structure of mediaEncryptionAlgorithm should separate between the encryption algorithm and its parameters. The encryption algorithm field can contain DES, IDEA, … while the parameters field can contain the mode of the operation (ECB, CBC,…), the key length (40, 56, 128, …) and other necessary parameters. Defining one entry for describing each possible combination of encryption algorithm, mode and key length would result in large cumbersome lists. The proposed approach above should also make allocation of a new code points for an added crypto algorithm much simpler.��We think of something as the following, this is not complete and may not be correct ASN.1 syntax yet but should express the objective (to be discussed):��mediaEncryptionAlgorithm ::= CHOICE


       {


nonStandard             	NonStandardParameter,


        		DES			mediaEncryptionParameter,


		IDEA			mediaEncryptionParameter,


        		...               -- other encryption algorithms may follow here                	


        }


�        mediaEncryptionParameter ::= SEQUENCE�        {


    		nonStandard             	NonStandardParameter OPTIONAL,


        		wordSizeDES		INTEGER,


		maxRounds		INTEGER,�              		maxKeyLength		INTEGER,�		modeOfOperation	ModeOfOperation,


        		...               -- other parameters for the encryption algorithm may follow here                	


        }





        ModeOfOperation ::= CHOICE


       {


		nonStandard             	NonStandardParameter OPTIONAL,


		ECB			NULL,


		CBC			NULL,


		CFB			NULL,


		OFB			NULL,


		…	-- other operation modes may follow here


      }





(p. 17 - mediaEncryptionKey): We doubt whether the defined space (SIZE(1..256) for the encryption key is sufficient; Blowfish uses very long keys (approx. 448 bits) and there exist other algorithms with even longer, possibly variable length keys! Thus, there should be no limitation in size for this key length parameter.��Triple DES uses more than one key (two for 2-key triple DES and three for 3-key triple DES). H.Secure must define formats and semantics of keys unless specified in other documents; the same may be true for Triple DES which is ambiguous without further definition.�


(p. 23 - Privacy): The idea is great that the MCU can select between using individual and common keys for media stream encryption. However, the decision which mode to take should not be taken by the MCU alone. End systems shall be given the opportunity to influence such a decision due to their security requirements during some negotiation procedure. Maybe a special flag within a H.245 message (the scopeOfEncryption?) shall indicate the end system’s requirement for individual or a common encryption key; to be discussed.�


 (p. 24 - New Keys): We like the key update procedure itself but do not like using key update mechanism to eject participants from a conference indirectly. For this purpose a separate eject primitive should exist. The eject primitive shall indicate to the entire conference that one or several participants are to be excluded (who is authorized to initiate such an operation?) from further conferencing. A message could be displayed at the end system’s screen notifying the remaining participants and the excluded participants of that event. For security reasons new key(s) shall be distributed immediately after transmission of such an eject event using the key update mechanism.�


(p. 27 - RTCP channel): The threat analysis should tell whether the RTCP channel (but also the RTP media stream) requires protection against unauthorized modification. Traffic analysis as such may be considered as a minor risk but an option should be provided for RTP and RTCP data to be protected against replay attacks. Unauthorized modifications to the RTCP data may lead to denial of service attacks.�


When media stream security (encryption) is performed not within but above RTP, a protocol specification or a security profile shall be defined that shows how media stream data is encapsulated and processed.��



(p. 27,28 - Diffie-Hellman): Diffie-Hellman key exchange by itself does not provide any form of authentication between the peer entities since it does not prevent a man-in-the-middle attack; DH is just a method for key-exchange. The current mechanism in H.Secure using the encrypted endpoint identifiers for RAS messages only proves that the same peer entities are communicating as during the initial key-exchange (I think that is the scope of instance ‘authentication’); but one of the peers could be an intruder!��The DH-half keys in GRQ and GCF are only 256 bits long; far too short to be secure against state of the art discrete logarithm cryptanalysis. The size of the octet string should be able to contain longer half-keys; at least 768 bits.��We would like to have some stronger real mutual authentication available between endpoint and gatekeeper at allows also for negotiation of a communication security policy. Such a strong authentication could be offered as another option in addition to the DH-method; as in general, several different authentication methods may be offered simultaneously. Either peer could select which method to choose or accept.��In the following we show how a two and a three-way security handshake protocol could be used within the RAS messages. Both security handshake protocols are based on ISO/IEC-9594-8 public-key based protocols or ISO/IEC 11770-2 symmetric-based protocols and exist in either version: as a symmetric and as an asymmetric two- or three way security handshake.�Both two- and three-way security handshake allow both unidirectional and mutual authentication, negotiation of security services and parameters as well as session key-exchange; all these three functions are optional and can be realized independently.��Currently, security functions are being specified within the ATM-Forum. Part of these security functions are a two-way and a three-way security handshake protocol. We would like to take a similar approach and reuse such protocols also for H.Secure. An official agreement or liaison statement may be required to access the ATM Forum specifications.





The two-way security handshake protocol would be included in the GRQ and GCF messages as an additional field. 


�A three-way handshake would allow using digital signatures for confirmation and acknowledgment. The three-way handshake contains an additional third message (the security acknowledgment) at the end for authentication of the initiator. The (somewhat problematic) timestamps required to prove freshness (for the two-way handshake) are not required for the three-way handshake. The three-way handshake provides integrated exchange of digital certificates between the peer entities without additional communication. This is useful when the entities have no access to the sender’s certificate; thus reducing the need to contact a certificate directory server. Optionally, certificate revocation lists (CRL) can be exchanged.��The three-way security handshake requires a separate RAS primitive (we call it Gatekeeper acknowledge, GAC at the moment) that has to be introduced for this purpose. GAC is an unidirectional message that is not confirmed or acknowledged by the responder. It is sent from the endpoint to the gatekeeper after reception of the GCF and conveys the third security handshake message with the digital signature.��For interoperability, systems without security (i.e. without implementation of the three-way handshake GAC) would just ignore and discard a received GAC message without further processing.��It is not obvious whether RAS messages provide enough space to hold the two- and/or three-way security handshake messages and whether such a third GAC message can be added to H.225.�GRQ/GCF thus can contain the two- and three way security handshake message, while the GAC is only required for the three-way security handshake. Definition of protocol primitives to be added to GRQ/GCF and GAC are for further study.


�Integrity protection of all or parts of the RAS messages can be achieved by a rather simple method: Addition of an optional integrity field in the RAS messages URQ, BRQ, ARQ, DRQ, IRR and possibly also for the corresponding confirmations; e.g.:��UnregistrationRequest		::=SEQUENCE --(URQ)


        {


	requestSeqNum	RequestSeqNum,			


	callSignalAddress	SEQUENCE OF TransportAddress,	


	endpointAlias		SEQUENCE OF AliasAddress OPTIONAL,		


	nonStandardData	NonStandardParameter OPTIONAL,


	endpointIdentifier	EndpointIdentifier OPTIONAL,


	...,


	endpointIdSecure EndpointIdentifier OPTIONAL – encrypted version with seqnum�	icv		  OCTET STRING OPTIONAL – contains cryptographic integrity check value


        }�


The cryptographically based integrity check value (ICV) icv is computed (efficiently) by the sender applying a negotiated integrity algorithm and a secret (key) upon the entire message except of cause the icv field (e.g. using a keyed MD5 hash function that seems very suited for this purpose or some other algorithm like SHA, DES-CBC-MAC etc.). The order of computation has to be defined; e.g. starting with the first entry in a RAS message then the second and so on… The receiver computes the ICV in the same way as the sender and compares received and computed ICV; different ICV values indicate unauthorized modifications.�


(p. 41 - Threat analysis/potential security services): We really appreciate the provision of a threat analysis with the intention to motivate and reason security services for H.Secure.��From a formal point of view, there is no big differences between “Encryption” and “Confidentiality”; encryption in OSI terminology is just the mechanism to realize confidentiality; so renaming encryption to Confidentiality is recommended.��It may be hard indeed to prevent denial of service attacks, but such attacks shall at least be detected by the security system (similar to attacks on integrity).��Integrity security service shall be offered also to the initial connection setup due to the same reasons as for H.245 and RAS.��1b) Although the call establishment messages are carried on UDP unreliable transport and available security packages, such as TLS, do not provide an appropriate confidentiality service for UDP, this does not rule out (at least) a non-standardized confidentiality mechanism such as connection-less confidentiality. Such security services are defined (see e.g. NLSP/TLSP, the OSI network/transport layer security protocol; ISO/IEC 11577, ISO10736).��1c) It is not true that integrity requires a reliable channel. Connection-less integrity without recovery would be an appropriate security service on unreliable channels. Such a security service can detect unauthorized alteration of integrity protected packets although sequenced delivery cannot be guaranteed (deletion, insertion and reordering of packets is possible) due to the unreliable characteristic of the channel. NLSP (see 1b above) shows how connection-less integrity service is applied on unreliable channels).��4a) See comment no. 11 on RTP/RTCP. Whether the threat “RTP replay” is not worth protection should be discussed…�








NOTICE:  This document has been prepared to assist the ITU-T/SG16. This document is offered to


                  the ITU-T/SG16 as a basis for discussion and is not binding on Siemens. The material contained


                  in this contribution is subject to change in form and/or content after study. Siemens specifically


                  reserves the right to add to, or amend, the statements contained herin.
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