- 4 -
COM 16-<no.>-E


ITU - Telecommunication Standardization Sector
Temporary Document XXX
STUDY GROUP 16
Geneva, CH, 7-18 February 2000

Question(s):
14/16
SOURCE*:
EDITOR
TITLE:
DRAFT H.235 VERSION 2 - SECURITY AND ENCRYPTION FOR H-SERIES (H.323 AND OTHER H.245-BASED) MULTIMEDIA TERMINALS
__________________

This contribution provides updated draft text for version 2 of Recommendation H.235 “Security and encryption for H-Series (H.323 and other H.245-based) multimedia terminals ". It has been created from the first version of H.235. This is an improved version of contribution COM 16-115-E.
The following major additions were also made as a result of the Red Bank Rapporteurs meeting of Qs.13/14.

1.) Annex D “Signature Profile” with the ‘sophisticated security profile’ added; the material was taken from H.323 Annex J according to the consensus achieved at the Red Bank Rapporteurs meeting.
2.) Elliptic curve cryptographic methods incorporated for Diffie-Hellman key-exchange and signatures.

3.) A new section I.4.6 “Backend Service Support added based on TD-39 produced at the Red Bank meeting.
4.) Enhancement of the message syntax in order to support the upcoming Advanced Encryption Standard (AES).

5.) Incorporated changes according to the H.323 Implementers Guide and some other security improvements.

and

6.) added subsection 11.2 Media anti-spamming provisioning countermeasures against denial-of-service and flooding attacks.

It is proposed to determine Draft H.235 version 2 at the Study Group 16 meeting in Geneva.

The draft H.235v2 text is contained in the attachment.

Summary
The primary purpose of this Recommendation is to provide for authentication, privacy, and integrity within the current H-Series protocol framework. The current text of this Recommendation (2000) provides details on implementation with Recommendation H.323. This framework is expected to operate in conjunction with other H-Series protocols that utilize Recommendation H.245 as their control protocol.

This following section summarizes all the changes, modifications and additions that have been made for H.235 version 2 against the decided H.235 version 1 recommendation. The new draft text for H.235 version 2 is contained in the attachment.

Changes according to H.323v2 Implementers Guide

1. Section 6.6.1 
Implem. Guide section 6.5.1

2. Section 8.2

Implem. Guide section 6.5.2

3. Section 9.1 

Implem. Guide section 6.5.3 (text is correct and according to the IG, nothing changed)

4. Section 10.1

Implem. Guide section 6.5.4 

5. Section 10.2

Implem. Guide section 6.5.5

6. Section 10.3.1
Implem. Guide section 6.5.6

7. Section 10.3.3
Implem. Guide section 6.5.7

8. Annex A

Implem. Guide section 6.5.8 

9. Section B.4.1
Implem. Guide section 6.5.9 (text is correct, IG is not correct, nothing changed)

10. Section B.4.2
Implem. Guide section 6.5.9

11. Section B.5.1
Implem. Guide section 6.5.9 (text is correct and accroding to the IG, nothing changed)

12. Section I.4.2

Implem. Guide section 6.5.10

13. New section I.4.2
„Token usage in H.323 systems” copied from Implementers Guide section 7.1
14. New section I.4.3 
„ H.235 Random Value Usage in H.323 Systems” copied from Implementers Guide section 7.2
Added material:

15. section 2:
added ATM security spec reference to chapter 2

16. section 2:
added ISO9797 reference

17. section 3:
added definition 3.17 for spamming.

18. section 4:
added EC abbreviations, profile II terms to section 4

19. section 11.2
added Media anti-spamming; see D-xxx

20. section 13:
added new section 13 for elliptic curve cryptosystems

21. Annex A:
added code for elliptic curve crypto DH to annex A

22. Annex A:
added security profile code to annex A

23. Annex A:
added AuthenticationBES to annex A

24. Annex A:
added eckasdhkey to ClearToken to annex A

25. Annex A:
added sendersID to ClearToken

26. Annex A:
added comment to signature in signed macro for EC

27. Annex A:
added IV16 and iv16 field in params for 128-bit initial values (AES support)
28. New section Annex D “Signature Profile” with the ‘sophisticated security profile’ from H.323 Annex J
29. New section I.4.6 “Backend Service Support”
30. Appendix IV:
added references for ETSI, ISO, PKCS, PKI and RADIUS documents to APPENDIX IV - Bibliography
Other changes:

31. page 1-1: title page:

Changed to Version 2

32. all footnote sections:

Changed Date to H.235v2 10/2000

33. page 1-3: source: 


Changed date (18th Feb 2000) in source part (to be changed….)

34. page ii-4: 




Changed date of © to 2000

35. Contents:

Reformatted table of contents

36. Title: 


Changed „Revised in 2000“ in Title above chapter 1

37. Chapter 1:

changed date 1998 to 2000

38. Section 2

changed date of publications in normative ref.

39. Section 2

added reference to H.323 Annex J

40. Section 2

updated obsoleted RFCs

41. Section 10.2

added 2nd note in section 10.2 for treating multicast messages

42. Section 10.2

modified Figure 1/H.235 by adding sendersIDa, sendersIDb to the messages in the ClearToken and CryptoToken; added randoma to first message in ClearToken and CryptoToken, randomb to second message in CryptoToken
changes counter reflection and denial of service attacks.

43. Section 10.3.1
added sentence clarifying use of sendersID

44. Section 10.3.2
modified Figure 2/H.235 by adding sendersIDA, sendersIDB, randomA, randomB to the messages; changes counter reflection and denial of service attacks.

45. Section 10.3.2
added note to section 10.3.2 for treating multicast messages

46. Section 10.3.3
modified Figure 3/H.235 by adding sendersIDA, sendersIDB, randomA, randomB to the messages; changes counter reflection and denial of service attacks.

47. Section 10.3.3
added note5 to section 10.3.3 for treating multicast messages

48. Section 10.3.3
added note 6 to section 10.3.3 with advice on avoiding weak passwords

49. Section 10.3.4
modified Figure 4/H.235 by adding sendersIDA, sendersIDB, randomA, randomB to the messages; changes counter reflection and denial of service attacks.

50. Section 10.3.4
added note to section 10.3.4 for treating multicast messages

51. Annex A:

RandomVal limited to 32-bit Integer

52. Annex A

added closing backet to EncodedGeneralToken
53. Annex A

several small fixes to the syntax
54. Annex B:

changed figure B.1

55. Appendix IV
changed available RFC numbers

56. Appenix IV

added RFC1321

57. Annexes/Appendices:
reformatted annex/appendix with title

58. figures 1, 2, 3, 4, B.1, B.2, B.3, B.4, I.6: enhanced with subtitles

59. word97 cross-references (sections) added to the document
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