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According to ITU procedures, as described in Recommendation A.5 Annex A, references to documentation produced outside the ITU must be approved for inclusion in an ITU Recommendation. H.323 Annex J contains two normative references to IETF documents (RFC 2104 and RFC 2268), each of which must be identified for approval by the ITU. This document contains the required material for all references. The attachment holds the referenced IETF RFCs.

Proposal for Referencing RFC2104 in H.323 Annex J

1. Clear description of the document:

IETF RFC 2104 (1997), " HMAC: Keyed-Hashing for Message Authentication", February 1997

2. Type of reference:

Normative

3. Justification for the specific reference:

H.323 Annex J refers to HMAC as the mechanism for computing secure message authentication hash codes for authentication and integrity.
4. Current information, if any, about IPR issues:

Current information, if any, about IPR issues (some information may be available in the IETF IPR archives at ftp://ftp.isi.edu/ietf/IPR/).
5/6. The degree of stability or maturity of the document:

RFC2104 was published in February, 1996. The status of the RFC is listed as informational. Current standards status of this document can be found at ftp://ftp.isi.edu/in-notes/std/std1.txt
7. Relationship with other existing or emerging documents:

RFC 2104 is widely used in the Internet and is an integral part of IPSEC, TLS and other security standards.

8. Any references nested within the referenced text:

[ANSI]  ANSI X9.9, "American National Standard for Financial Institution Message Authentication (Wholesale)," American Bankers Association, 1981.   Revised 1986.

[Atk]   Atkinson, R., "IP Authentication Header", RFC 1826, August 1995.

[BCK1]  M. Bellare, R. Canetti, and H. Krawczyk, "Keyed Hash Functions and Message Authentication", Proceedings of Crypto'96, LNCS 1109, pp. 1-15. http://www.research.ibm.com/security/keyed-md5.html)

[BCK2]  M. Bellare, R. Canetti, and H. Krawczyk, "Pseudorandom Functions Revisited: The Cascade Construction", Proceedings of FOCS'96.

[Dobb]  H. Dobbertin, "The Status of MD5  After a Recent Attack", RSA Labs' CryptoBytes, Vol. 2 No. 2, Summer 1996. http://www.rsa.com/rsalabs/pubs/cryptobytes.html

[PV]    B. Preneel and P. van Oorschot, "Building fast MACs from hash functions", Advances in Cryptology -- CRYPTO'95 Proceedings, Lecture Notes in Computer Science, Springer-Verlag Vol.963, 1995, pp. 1-14.

[MD5]   Rivest, R., "The MD5 Message-Digest Algorithm", RFC 1321, April 1992.

9. Qualification of ISOC/IETF:

9.1 - 9.6 Decisions of ITU Council to admit ISOC to participate in the work of the Sector (June 1995 and June 1996).

9.7 The Internet Engineering Steering Group (IESG) is responsible for on-going maintenance of the RFCs when the need arises. Comments on RFCs and corresponding changes are accommodated through the existing standardization process.

9.8 Each revision of a given RFC has a different RFC number, so no confusion is possible. All RFCs always remain available on-line. An index of RFCs and their status may be found in the IETF archives ftp://ftp.isi.edu/ietf/1rfc_index.txt.  The RFCs can be found at ftp://ftp.isi.edu/in-notes/rfcxxxx.txt (where xxxx is the RFC number).

10. Other:

If the Study Group decides to make the reference to the RFC, the reference should always be made by RFC number (and not by other designations such as STD, BCP, etc.). References should not be made to documents referred to as "Internet Drafts" or RFCs categorized as "Historic".

Proposal for Referencing RFC2268 in H.323 Annex J

1. Clear description of the document:

IETF RFC 2268 (1998), " A Description of the RC2(r) Encryption Algorithm", March 1998

2. Type of reference:

Informative

3. Justification for the specific reference:

H.323 Annex J refers to the RC2-compatible encryption algorithm as a commonly used method for encrypting RTP voice payload data in certain environments and conditions. The RC2-compatible is an option of the voice encryption security sub-profile in H.323 Annex J.
4. Current information, if any, about IPR issues:

Current information, if any, about IPR issues (some information may be available in the IETF IPR archives at ftp://ftp.isi.edu/ietf/IPR/).
5/6. The degree of stability or maturity of the document:

RFC2268 was published in March 1998. The status of the RFC is listed as informational. Current standards status of this document can be found at ftp://ftp.isi.edu/in-notes/std/std1.txt
7. Relationship with other existing or emerging documents:

RFC 2268 is implemented as RC2® or as RC2-compatible in many commercial and proprietary crypto toolkits and libraries. RFC2268 is part of IPSEC, TLS and other internet security standards.

8. Any references nested within the referenced text:

None.

9. Qualification of ISOC/IETF:

9.1 - 9.6 Decisions of ITU Council to admit ISOC to participate in the work of the Sector (June 1995 and June 1996).

9.7 The Internet Engineering Steering Group (IESG) is responsible for on-going maintenance of the RFCs when the need arises. Comments on RFCs and corresponding changes are accommodated through the existing standardization process.

9.8 Each revision of a given RFC has a different RFC number, so no confusion is possible. All RFCs always remain available on-line. An index of RFCs and their status may be found in the IETF archives ftp://ftp.isi.edu/ietf/1rfc_index.txt.  The RFCs can be found at ftp://ftp.isi.edu/in-notes/rfcxxxx.txt (where xxxx is the RFC number).

10. Other:

If the Study Group decides to make the reference to the RFC, the reference should always be made by RFC number (and not by other designations such as STD, BCP, etc.). References should not be made to documents referred to as "Internet Drafts" or RFCs categorized as "Historic".

Attention: This is not an ITU publication made available to the public, but an internal ITU Document intended only for use by the Member States of the ITU and by its Sector Members and their respective staff and collaborators in their ITU related work. It shall not be made available to, and used by, any other persons or entities without the prior written consent of the ITU.
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