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According to ITU procedures, as described in Recommendation A.5 Annex A, references to documentation produced outside the ITU must be approved for inclusion in an ITU Recommendation. H.235v2 contains several references to IETF documents, each of which must be identified for approval by the ITU. This document contains the required material for all references. The attachment holds the referenced IETF RFCs.

Proposal for Referencing RFC 1321 in H.235v2:

1. Clear description of the document:

IETF RFC 1321 (1992), "The MD5 Message-Digest Algorithm", April 1992

2. Type of reference:

Informative

3. Justification for the specific reference:

H.235v2 references RFC 1321 as a commonly used method for computing cryptographic hash values for digital signatures.
4. Current information, if any, about IPR issues:

Current information, if any, about IPR issues (some information may be available in the IETF IPR archives at ftp://ftp.isi.edu/ietf/IPR/).
5/6. The degree of stability or maturity of the document:

RFC 1321 was published in April 1992. The status of the RFC is listed as informational. Current standards status of this document can be found at ftp://ftp.isi.edu/in-notes/std/std1.txt
7. Relationship with other existing or emerging documents:

RFC 1321 is widely used in the Internet and is an integral part of IPSEC, TLS and other security standards.

8. Any references nested within the referenced text:

None.

9. Qualification of ISOC/IETF:

9.1 - 9.6 Decisions of ITU Council to admit ISOC to participate in the work of the Sector (June 1995 and June 1996).

9.7 The Internet Engineering Steering Group (IESG) is responsible for on-going maintenance of the RFCs when the need arises. Comments on RFCs and corresponding changes are accommodated through the existing standardization process.

9.8 Each revision of a given RFC has a different RFC number, so no confusion is possible. All RFCs always remain available on-line. An index of RFCs and their status may be found in the IETF archives ftp://ftp.isi.edu/ietf/1rfc_index.txt.  The RFCs can be found at ftp://ftp.isi.edu/in-notes/rfcxxxx.txt (where xxxx is the RFC number).

10. Other:

If the Study Group decides to make the reference to the RFC, the reference should always be made by RFC number (and not by other designations such as STD, BCP, etc.). References should not be made to documents referred to as "Internet Drafts" or RFCs categorized as "Historic".

Proposal for Referencing RFC 2412 in H.235v2

1. Clear description of the document:

IETF RFC 2412 (1998), “The OAKLEY Key Determination Protocol", November 1998

2. Type of reference:

Informative

3. Justification for the specific reference:

H.235 refers to RFC 2412 for describing the Oakeley key determination protocols, that is part of the IPSEC key management. This RFC was not available, when H.235v1 was decided.
4. Current information, if any, about IPR issues:

Current information, if any, about IPR issues (some information may be available in the IETF IPR archives at ftp://ftp.isi.edu/ietf/IPR/).
5/6. The degree of stability or maturity of the document:

RFC 2412 was published in November 1998. The status of the RFC is listed as informational. Current standards status of this document can be found at ftp://ftp.isi.edu/in-notes/std/std1.txt
7. Relationship with other existing or emerging documents:

RFC 2412 is part of the IPSEC standard series.

8. Any references nested within the referenced text:

[RFC2401]    Atkinson, R., "Security Architecture for the Internet Protocol", RFC 2401, November 1998.

[RFC2406]    Atkinson, R., "IP Encapsulating Security Payload (ESP)", RFC 2406, November 1998.

[RFC2402]    Atkinson, R., "IP Authentication Header", RFC 2402, November 1998.

[Blaze]      Blaze, Matt et al., MINIMAL KEY LENGTHS FOR SYMMETRIC CIPHERS TO PROVIDE ADEQUATE COMMERCIAL SECURITY. A REPORT BY AN AD HOC GROUP OF CRYPTOGRAPHERS AND COMPUTER SCIENTISTS...  -- http://www.bsa.org/policy/encryption/cryptographers.html

[STS]        W. Diffie, P.C. Van Oorschot, and M.J. Wiener, "Authentication and Authenticated Key Exchanges," in Designs, Codes and Cryptography, Kluwer Academic Publishers, 1992, pp. 107

[SECDNS]     Eastlake, D. and C. Kaufman, "Domain Name System Security Extensions", RFC 2065, January 1997.

[Random]     Eastlake, D., Crocker, S. and J. Schiller, "Randomness Recommendations for Security", RFC 1750, December 1994.

[Kocher]     Kocher, Paul, Timing Attack, http://www.cryptography.com/timingattack.old/timingattack.html

[Knuth]      Knuth, Donald E., The Art of Computer Programming, Vol. 2, Seminumerical Algorithms, Addison Wesley, 1969.

[Krawcyzk]   Krawcyzk, Hugo, SKEME: A Versatile Secure Key Exchange Mechanism for Internet, ISOC Secure Networks and Distributed Systems Symposium, San Diego, 1996

[Schneier]   Schneier, Bruce, Applied cryptography: protocols, algorithms, and source code in C, Second edition, John Wiley & Sons, Inc. 1995, ISBN 0-471-12845-7, hardcover. ISBN 0-471-11709-9, softcover.

[Schroeppel] Schroeppel, Richard, et al.; Fast Key Exchange with Elliptic Curve Systems, Crypto '95, Santa Barbara, 1995. Available on-line as ftp://ftp.cs.arizona.edu/reports/1995/TR95-03.ps (and .Z).

9. Qualification of ISOC/IETF:

9.1 - 9.6 Decisions of ITU Council to admit ISOC to participate in the work of the Sector (June 1995 and June 1996).

9.7 The Internet Engineering Steering Group (IESG) is responsible for on-going maintenance of the RFCs when the need arises. Comments on RFCs and corresponding changes are accommodated through the existing standardization process.

9.8 Each revision of a given RFC has a different RFC number, so no confusion is possible. All RFCs always remain available on-line. An index of RFCs and their status may be found in the IETF archives ftp://ftp.isi.edu/ietf/1rfc_index.txt.  The RFCs can be found at ftp://ftp.isi.edu/in-notes/rfcxxxx.txt (where xxxx is the RFC number).

10. Other:

If the Study Group decides to make the reference to the RFC, the reference should always be made by RFC number (and not by other designations such as STD, BCP, etc.). References should not be made to documents referred to as "Internet Drafts" or RFCs categorized as "Historic".

Proposal for Referencing RFC 2402 in H.235v2

1. Clear description of the document:

IETF RFC 2402 (1998), “IP Authentication Header", November 1998

2. Type of reference:

Informative

3. Justification for the specific reference:

H.235 refers to RFC 2402 for describing the IPSEC authentication method. This RFC was not available, when H.235v1 was decided.
4. Current information, if any, about IPR issues:

Current information, if any, about IPR issues (some information may be available in the IETF IPR archives at ftp://ftp.isi.edu/ietf/IPR/).
5/6. The degree of stability or maturity of the document:

RFC 2412 was published in November 1998.  It is a standards-track document and is currently in the "Proposed Standard" state. Current standards status of this document can be found at ftp://ftp.isi.edu/in-notes/std/std1.txt
7. Relationship with other existing or emerging documents:

RFC 2402 is part of the IPSEC standard series.

8. Any references nested within the referenced text:

[ATK95]   Atkinson, R., "The IP Authentication Header", RFC 1826, August 1995.

[Bra97]   Bradner, S., "Key words for use in RFCs to Indicate Requirement Level", BCP 14, RFC 2119, March 1997.

[DH95]    Deering, S., and B. Hinden, "Internet Protocol version 6 (IPv6) Specification", RFC 1883, December 1995.

[HC98]    Harkins, D., and D. Carrel, "The Internet Key Exchange (IKE)", RFC 2409, November 1998.

[KA97a]   Kent, S., and R. Atkinson, "Security Architecture for the Internet Protocol", RFC 2401, November 1998.

[KA97b]   Kent, S., and R. Atkinson, "IP Encapsulating Security Payload (ESP)", RFC 2406, November 1998.

[MG97a]   Madson, C., and R. Glenn, "The Use of HMAC-MD5-96 within ESP and AH", RFC 2403, November 1998.

[MG97b]   Madson, C., and R. Glenn, "The Use of HMAC-SHA-1-96 within ESP and AH", RFC 2404, November 1998.

[STD-2]   Reynolds, J., and J. Postel, "Assigned Numbers", STD 2, RFC 1700, October 1994.  See also: http://www.iana.org/numbers.html

9. Qualification of ISOC/IETF:

9.1 - 9.6 Decisions of ITU Council to admit ISOC to participate in the work of the Sector (June 1995 and June 1996).

9.7 The Internet Engineering Steering Group (IESG) is responsible for on-going maintenance of the RFCs when the need arises. Comments on RFCs and corresponding changes are accommodated through the existing standardization process.

9.8 Each revision of a given RFC has a different RFC number, so no confusion is possible. All RFCs always remain available on-line. An index of RFCs and their status may be found in the IETF archives ftp://ftp.isi.edu/ietf/1rfc_index.txt.  The RFCs can be found at ftp://ftp.isi.edu/in-notes/rfcxxxx.txt (where xxxx is the RFC number).

10. Other:

If the Study Group decides to make the reference to the RFC, the reference should always be made by RFC number (and not by other designations such as STD, BCP, etc.). References should not be made to documents referred to as "Internet Drafts" or RFCs categorized as "Historic".

Proposal for Referencing RFC 2407 in H.235v2

1. Clear description of the document:

IETF RFC 2407 (1998), “The Internet IP Security Domain of Interpretation for ISAKMP", November 1998

2. Type of reference:

Informative

3. Justification for the specific reference:

H.235 refers to RFC 2407 for describing the IPSEC key management. This RFC was not available, when H.235v1 was decided.
4. Current information, if any, about IPR issues:

Current information, if any, about IPR issues (some information may be available in the IETF IPR archives at ftp://ftp.isi.edu/ietf/IPR/).
5/6. The degree of stability or maturity of the document:

RFC 2407 was published in November 1998.  It is a standards-track document and is currently in the "Proposed Standard" state. Current standards status of this document can be found at ftp://ftp.isi.edu/in-notes/std/std1.txt
7. Relationship with other existing or emerging documents:

RFC 2407 is part of the IPSEC standard series.

8. Any references nested within the referenced text:

[AH]      Kent, S., and R. Atkinson, "IP Authentication Header", RFC 2402, November 1998.

[ARCH]    Kent, S., and R. Atkinson, "Security Architecture for the Internet Protocol", RFC 2401, November 1998.

[DEFLATE] Pereira, R., "IP Payload Compression Using DEFLATE", RFC 2394, August 1998.

[ESP]     Kent, S., and R. Atkinson, "IP Encapsulating Security Payload (ESP)", RFC 2406, November 1998.

[ESPCBC]  Pereira, R., and R. Adams, "The ESP CBC-Mode Cipher Algorithms", RFC 2451, November 1998.

[ESPNULL] Glenn, R., and S. Kent, "The NULL Encryption Algorithm and Its Use With IPsec", RFC 2410, November 1998.

[DES]     Madson, C., and N. Doraswamy, "The ESP DES-CBC Cipher Algorithm With Explicit IV", RFC 2405, November 1998.

[HMACMD5] Madson, C., and R. Glenn, "The Use of HMAC-MD5 within ESP and AH", RFC 2403, November 1998.

[HMACSHA] Madson, C., and R. Glenn, "The Use of HMAC-SHA-1-96 within ESP and AH", RFC 2404, November 1998.

[IKE]     Harkins, D., and D. Carrel, D., "The Internet Key Exchange (IKE)", RFC 2409, November 1998.

[IPCOMP]  Shacham, A., Monsour, R., Pereira, R., and M. Thomas, "IP Payload Compression Protocol (IPComp)", RFC 2393, August 1998.

[ISAKMP]  Maughan, D., Schertler, M., Schneider, M., and J. Turner, "Internet Security Association and Key Management Protocol (ISAKMP)", RFC 2408, November 1998.

[LZS]     Friend, R., and R. Monsour, "IP Payload Compression Using LZS", RFC 2395, August 1998.

[OAKLEY]  Orman, H., "The OAKLEY Key Determination Protocol", RFC 2412, November 1998.

[X.501]   ISO/IEC 9594-2, "Information Technology - Open Systems Interconnection - The Directory:  Models", CCITT/ITU Recommendation X.501, 1993.

[X.509]   ISO/IEC 9594-8, "Information Technology - Open Systems Interconnection - The Directory:  Authentication Framework", CCITT/ITU Recommendation X.509, 1993.

9. Qualification of ISOC/IETF:

9.1 - 9.6 Decisions of ITU Council to admit ISOC to participate in the work of the Sector (June 1995 and June 1996).

9.7 The Internet Engineering Steering Group (IESG) is responsible for on-going maintenance of the RFCs when the need arises. Comments on RFCs and corresponding changes are accommodated through the existing standardization process.

9.8 Each revision of a given RFC has a different RFC number, so no confusion is possible. All RFCs always remain available on-line. An index of RFCs and their status may be found in the IETF archives ftp://ftp.isi.edu/ietf/1rfc_index.txt.  The RFCs can be found at ftp://ftp.isi.edu/in-notes/rfcxxxx.txt (where xxxx is the RFC number).

10. Other:

If the Study Group decides to make the reference to the RFC, the reference should always be made by RFC number (and not by other designations such as STD, BCP, etc.). References should not be made to documents referred to as "Internet Drafts" or RFCs categorized as "Historic".

Proposal for Referencing RFC 2437 in H.235v2

1. Clear description of the document:

IETF RFC 2313 (1998), “PKCS #1: RSA Cryptography Specifications Version 2.0", October 1998

2. Type of reference:

Informative

3. Justification for the specific reference:

H.235 refers to RFC 2313 as the commonly used method for computing and describing digital signatures. This technique is used by the signature profile of H.235v2 Annex D.
4. Current information, if any, about IPR issues:

Current information, if any, about IPR issues (some information may be available in the IETF IPR archives at ftp://ftp.isi.edu/ietf/IPR/).
5/6. The degree of stability or maturity of the document:

RFC 2437 was published in October 1998. It is listed as informational. Current standards status of this document can be found at ftp://ftp.isi.edu/in-notes/std/std1.txt
7. Relationship with other existing or emerging documents:

RFC 2437 is part of the PKCS security standards.

8. Any references nested within the referenced text:

[1] ANSI, ANSI X9.44: Key Management Using Reversible Public Key Cryptography for the Financial Services Industry. Work in Progress.

[2] M. Bellare and P. Rogaway. Optimal Asymmetric Encryption - How to Encrypt with RSA. In Advances in Cryptology-Eurocrypt '94, pp. 92-111, Springer-Verlag, 1994.

[3] M. Bellare and P. Rogaway. The Exact Security of Digital Signatures - How to Sign with RSA and Rabin. In Advances in Cryptology-Eurocrypt '96, pp. 399-416, Springer-Verlag, 1996.

[4] D. Bleichenbacher. Chosen Ciphertext Attacks against Protocols Based on the RSA Encryption Standard PKCS #1. To appear in Advances in Cryptology-Crypto '98.

[5] D. Bleichenbacher, B. Kaliski and J. Staddon. Recent Results on PKCS #1: RSA Encryption Standard. RSA Laboratories' Bulletin, Number 7, June 24, 1998.

[6] CCITT. Recommendation X.509: The Directory-Authentication Framework. 1988.

[7] D. Coppersmith, M. Franklin, J. Patarin and M. Reiter. Low-Exponent RSA with Related Messages. In Advances in Cryptology-Eurocrypt '96, pp. 1-9, Springer-Verlag, 1996

[8] B. Den Boer and Bosselaers. Collisions for the Compression Function of MD5. In Advances in Cryptology-Eurocrypt '93, pp 293-304, Springer-Verlag, 1994.

[9] B. den Boer, and A. Bosselaers. An Attack on the Last Two Rounds of MD4. In Advances in Cryptology-Crypto '91, pp.194-203, Springer-Verlag, 1992.

[10] H. Dobbertin. Cryptanalysis of MD4. Fast Software Encryption. Lecture Notes in Computer Science, Springer-Verlag 1996, pp. 55-72.

[11] H. Dobbertin. Cryptanalysis of MD5 Compress. Presented at the rump session of Eurocrypt `96, May 14, 1996

[12] H. Dobbertin.The First Two Rounds of MD4 are Not One-Way. Fast Software Encryption. Lecture Notes in Computer Science, Springer-Verlag 1998, pp. 284-292.

[13] J. Hastad. Solving Simultaneous Modular Equations of Low Degree. SIAM Journal of Computing, 17, 1988, pp. 336-341.

[14] IEEE. IEEE P1363: Standard Specifications for Public Key Cryptography. Draft Version 4.

[15] Kaliski, B., "The MD2 Message-Digest Algorithm", RFC 1319, April 1992.

[16] National Institute of Standards and Technology (NIST). FIPS Publication 180-1: Secure Hash Standard. April 1994.

[17] Rivest, R., "The MD5 Message-Digest Algorithm", RFC 1321, April 1992.

[18] R. Rivest, A. Shamir and L. Adleman. A Method for Obtaining Digital Signatures and Public-Key Cryptosystems. Communications of the ACM, 21(2), pp. 120-126, February 1978.

[19] N. Rogier and P. Chauvaud. The Compression Function of MD2 is not Collision Free. Presented at Selected Areas of Cryptography`95. Carleton University, Ottawa, Canada. May 18-19, 1995.

[20] RSA Laboratories. PKCS #1: RSA Encryption Standard. Version 1.5, November 1993.

[21] RSA Laboratories. PKCS #7: Cryptographic Message Syntax Standard. Version 1.5, November 1993.

[22] RSA  Laboratories. PKCS #8: Private-Key Information Syntax Standard. Version 1.2, November 1993.

[23] RSA Laboratories. PKCS #12: Personal Information Exchange Syntax Standard. Version 1.0, Work in Progress, April 1997.

9. Qualification of ISOC/IETF:

9.1 - 9.6 Decisions of ITU Council to admit ISOC to participate in the work of the Sector (June 1995 and June 1996).

9.7 The Internet Engineering Steering Group (IESG) is responsible for on-going maintenance of the RFCs when the need arises. Comments on RFCs and corresponding changes are accommodated through the existing standardization process.

9.8 Each revision of a given RFC has a different RFC number, so no confusion is possible. All RFCs always remain available on-line. An index of RFCs and their status may be found in the IETF archives ftp://ftp.isi.edu/ietf/1rfc_index.txt.  The RFCs can be found at ftp://ftp.isi.edu/in-notes/rfcxxxx.txt (where xxxx is the RFC number).

10. Other:

If the Study Group decides to make the reference to the RFC, the reference should always be made by RFC number (and not by other designations such as STD, BCP, etc.). References should not be made to documents referred to as "Internet Drafts" or RFCs categorized as "Historic".

Proposal for Referencing RFC 2459 in H.235v2

1. Clear description of the document:

IETF RFC 2459 (1999), “Internet X.509 Public Key Infrastructure Certificate and CRL Profile", January 1999

2. Type of reference:

Informative

3. Justification for the specific reference:

H.235 refers to RFC 2459 as a technique for using digital certificates with a public-key based infrastructure. This technique is used by the signature profile of H.235v2 Annex D.
4. Current information, if any, about IPR issues:

Current information, if any, about IPR issues (some information may be available in the IETF IPR archives at ftp://ftp.isi.edu/ietf/IPR/).
5/6. The degree of stability or maturity of the document:

RFC 2459 was published in January 1999. It is listed as Standards Track. Current standards status of this document can be found at ftp://ftp.isi.edu/in-notes/std/std1.txt
7. Relationship with other existing or emerging documents:

RFC 2459 is the basis for public-key infrastructures and can be used in conjunction with IPSEC standards.

8. Any references nested within the referenced text:

[FIPS 180-1]  Federal Information Processing Standards Publication (FIPS PUB) 180-1, Secure Hash Standard, 17 April 1995. [Supersedes FIPS PUB 180 dated 11 May 1993.]

[FIPS 186]    Federal Information Processing Standards Publication (FIPS PUB) 186, Digital Signature Standard, 18 May 1994.

[RC95]        Rogier, N. and Chauvaud, P., "The compression function of MD2 is not collision free," Presented at Selected Areas in Cryptography '95, May 1995.

[RFC 791]     Postel, J., "Internet Protocol", STD 5, RFC 791, September 1981.

[RFC 822]     Crocker, D., "Standard for the format of ARPA Internet text messages", STD 11, RFC 822, August 1982.

[RFC 1034]    Mockapetris, P., "Domain names - concepts and facilities", STD 13, RFC 1034, November 1987.

[RFC 1319]    Kaliski, B., "The MD2 Message-Digest Algorithm," RFC 1319, April 1992.

RFC 2459        Internet X.509 Public Key Infrastructure    January 1999

[RFC 1321]    Rivest, R., "The MD5 Message-Digest Algorithm," RFC 1321, April 1992.

[RFC 1422]    Kent, S.,  "Privacy Enhancement for Internet Electronic Mail: Part II: Certificate-Based Key Management," RFC 1422, February 1993.

[RFC 1423]    Balenson, D., "Privacy Enhancement for Internet Electronic Mail: Part III: Algorithms, Modes, and Identifiers," RFC 1423, February 1993.

[RFC 1519]    Fuller, V., Li, T., Yu, J. and K. Varadhan. "Classless Inter-Domain Routing (CIDR): an Address Assignment and Aggregation Strategy", RFC 1519, September 1993.

[RFC 1738]    Berners-Lee, T., Masinter L., and M. McCahill. "Uniform Resource Locators (URL)", RFC 1738, December 1994.

[RFC 1778]    Howes, T., Kille S., Yeong, W. and C. Robbins. "The String Representation of Standard Attribute Syntaxes," RFC 1778, March 1995.

[RFC 1883]    Deering, S. and R. Hinden. "Internet Protocol, Version 6 (IPv6) Specification", RFC 1883, December 1995.

[RFC 2119]    Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997.

[RFC 2247]    Kille, S., Wahl, M., Grimstad, A., Huber, R. and S. Sataluri. "Using Domains in LDAP/X.500 Distinguished Names", RFC 2247, January 1998.

[RFC 2277]    Alvestrand, H., "IETF Policy on Character Sets and Languages", RFC 2277, January 1998.

[RFC 2279]    Yergeau, F., "UTF-8, a transformation format of ISO 10646", RFC 2279, January 1998.

[RFC 2313]    Kaliski, B., "PKCS #1: RSA Encryption Version 1.5", RFC 2313, March 1998.

[SDN.701]     SDN.701, "Message Security Protocol 4.0", Revision A 1997-02-06.

[X.208]       CCITT Recommendation X.208: Specification of Abstract Syntax Notation One (ASN.1), 1988.

[X.501]       ITU-T Recommendation X.501: Information Technology - Open Systems Interconnection - The Directory: Models, 1993.

[X.509]       ITU-T Recommendation X.509 (1997 E): Information Technology - Open Systems Interconnection - The Directory: Authentication Framework, June 1997.

[X.520]       ITU-T Recommendation X.520: Information Technology - Open Systems Interconnection - The Directory: Selected Attribute Types, 1993.

[X9.42]       ANSI X9.42-199x, Public Key Cryptography for The Financial Services Industry: Agreement of Symmetric Algorithm Keys Using Diffie-Hellman (Working Draft), December 1997.

[X9.55]       ANSI X9.55-1995, Public Key Cryptography For The Financial Services Industry: Extensions To Public Key Certificates And Certificate Revocation Lists, 8 December, 1995.

[X9.57]        ANSI X9.57-199x, Public Key Cryptography For The Financial Services Industry: Certificate Management (Working Draft), 21 June, 1996.

9. Qualification of ISOC/IETF:

9.1 - 9.6 Decisions of ITU Council to admit ISOC to participate in the work of the Sector (June 1995 and June 1996).

9.7 The Internet Engineering Steering Group (IESG) is responsible for on-going maintenance of the RFCs when the need arises. Comments on RFCs and corresponding changes are accommodated through the existing standardization process.

9.8 Each revision of a given RFC has a different RFC number, so no confusion is possible. All RFCs always remain available on-line. An index of RFCs and their status may be found in the IETF archives ftp://ftp.isi.edu/ietf/1rfc_index.txt.  The RFCs can be found at ftp://ftp.isi.edu/in-notes/rfcxxxx.txt (where xxxx is the RFC number).

10. Other:

If the Study Group decides to make the reference to the RFC, the reference should always be made by RFC number (and not by other designations such as STD, BCP, etc.). References should not be made to documents referred to as "Internet Drafts" or RFCs categorized as "Historic".

Proposal for Referencing RFC 2246 in H.235v2

1. Clear description of the document:

IETF RFC 2246 (1999), “The TLS Protocol Version 1.0", January 1999

2. Type of reference:

Informative

3. Justification for the specific reference:

H.235 refers to RFC 2246 as a means for securing the call signaling and/or call control protocol messages.
4. Current information, if any, about IPR issues:

Current information, if any, about IPR issues (some information may be available in the IETF IPR archives at ftp://ftp.isi.edu/ietf/IPR/).
5/6. The degree of stability or maturity of the document:

RFC 2246 was published in January 1999. It is listed as Standards Track. Current standards status of this document can be found at ftp://ftp.isi.edu/in-notes/std/std1.txt
7. Relationship with other existing or emerging documents:

RFC 2246 is the transport layer security protocol standard.

8. Any references nested within the referenced text:

[3DES]   W. Tuchman, "Hellman Presents No Shortcut Solutions To DES," IEEE Spectrum, v. 16, n. 7, July 1979, pp40-41.

[BLEI]   Bleichenbacher D., "Chosen Ciphertext Attacks against Protocols Based on RSA Encryption Standard PKCS #1" in Advances in Cryptology -- CRYPTO'98, LNCS vol. 1462, pages: 1--12, 1998.

[DES]    ANSI X3.106, "American National Standard for Information Systems-Data Link Encryption," American National Standards Institute, 1983.

[DH1]    W. Diffie and M. E. Hellman, "New Directions in Cryptography," IEEE Transactions on Information Theory, V. IT-22, n. 6, Jun 1977, pp. 74-84.

[DSS]    NIST FIPS PUB 186, "Digital Signature Standard," National Institute of Standards and Technology, U.S. Department of Commerce, May 18, 1994.

[FTP]    Postel J., and J. Reynolds, "File Transfer Protocol", STD 9, RFC 959, October 1985.

[HTTP]   Berners-Lee, T., Fielding, R., and H. Frystyk, "Hypertext Transfer Protocol -- HTTP/1.0", RFC 1945, May 1996.

[HMAC]   Krawczyk, H., Bellare, M., and R. Canetti, "HMAC:  Keyed-Hashing for Message Authentication," RFC 2104, February 1997.

[IDEA]   X. Lai, "On the Design and Security of Block Ciphers," ETH Series in Information Processing, v. 1, Konstanz: Hartung-Gorre Verlag, 1992.

[MD2]    Kaliski, B., "The MD2 Message Digest Algorithm", RFC 1319, April 1992.

[MD5]    Rivest, R., "The MD5 Message Digest Algorithm", RFC 1321, April 1992.

[PKCS1]  RSA Laboratories, "PKCS #1: RSA Encryption Standard," version 1.5, November 1993.

[PKCS6]  RSA Laboratories, "PKCS #6: RSA Extended Certificate Syntax Standard," version 1.5, November 1993.

[PKCS7]  RSA Laboratories, "PKCS #7: RSA Cryptographic Message Syntax Standard," version 1.5, November 1993.

[PKIX]   Housley, R., Ford, W., Polk, W. and D. Solo, "Internet Public Key Infrastructure: Part I: X.509 Certificate and CRL Profile", RFC 2459, January 1999.

[RC2]    Rivest, R., "A Description of the RC2(r) Encryption Algorithm", RFC 2268, January 1998.

[RC4]    Thayer, R. and K. Kaukonen, A Stream Cipher Encryption Algorithm, Work in Progress.

[RSA]    R. Rivest, A. Shamir, and L. M. Adleman, "A Method for Obtaining Digital Signatures and Public-Key Cryptosystems," Communications of the ACM, v. 21, n. 2, Feb 1978, pp. 120-126.

[RSADSI] Contact RSA Data Security, Inc., Tel: 415-595-8782
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