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Introduction:





AVC-1077 Draft “H.secure” was put on the reflector a few days ago. I have immediately forwarded


it to our Security (not H.323) experts for review. Due to the lack of time it was impossible to get back


on this topic a consolidated opinion, but to promote further dicussion and the exchange views we are offerning the comments received from the Siemens security experts (ANNEX 1).





Main Points:





1)   The H.323 Security work is of much interest and should continue





2)   It is important to recognize that in ITU-T we are doing standardization work, i.e. ensuring that systems should be able to interwork with eachother, or if they can’t e.g. because of different security requirements, a “graceful failure handling/fall back” should be provided. These technical interworking issues should be kept separately from any national security and export/import licencing questions, which are definitely important, but just do not belong to the ITU-T standardization level. Countries and regions have different (and often conflicting) requirements on those issues, that can and should in practice not be harmonized by ITU-T Recommendations. For this reason as the past has already shown us, it is best not define e.g. a mandatory message encryption algorithm with x bit keylenght, but to provide a flexible vehicle where individual countries, regions etc. can use their own choice of algorithm with their favourite keylengths. This will mean many-many options, with very few mandatory capabilities, and with the danger of no secure interworking between all users on an international level, but that seems to be the realistic practice. 





3)  There seems to be further ideas what and how to do on H.323 Security (see remarks in the ANNEX),


and  it felt by the experts, that after a very good starting draft still much further work is required (this is meant as a challange, but in no way in critical sense).�



ANNEX 1:





From:	Glenn Benson, Martin Euchner, Wolfgang Klasen


RE:	Comments concerning Security and Encryption for H Series (H.323 and other H.245 based) multimedia terminals.


Reaction to the existing proposal:





The basic premise of the proposal is that it provides a vehicle for applying cryptographic mechanisms to H.245 messages.  "The ability to do this, on a channel by channel basis, allows different media types to be encrypted by different mechanisms".   In the proposal, the sole purpose of the extensions of H.225 is to set up a secure H.245 channel.  However, these extensions are insufficient to protect against attacks on the H.225 protocol itself. We believe that many sites will have security concerns which require H.225 message authentication and integrity protection.  For example, both the gateway and the gatekeeper should be able to (i) authenticate the originator of H.225 messages even if the originator is on the same LAN, and (ii) ensure that no attacker can modify the contents of an H.225 message in-transit.  Without these assurances, for example, how could the infrastructure provide an access control service such as ensuring that a telephone in a conference room cannot request a long distance call?  Furthermore, these assurances may be required for correct internal billing.  Also, since the gatekeeper can play a very important security role, the gateway should be able to unambiguously differentiate between messages sent from its gatekeeper and messages sent from other LAN endpoints.





The security concept should not be restricted to assume trusted elements (GW, GK, MCU). These elements shall be trusted only after successful cryptographic authentication.


Negotiation of security capabilities should not be restricted to specific encryption algorithms; generic security services (ISO/IEC 7498-2) shall be matter of negotiation. It it not clear, wether not only encryption but also integrity (and non-repudiation) shall be a negotiable. A flexible negotiation mechanism shall offer the possibility to negotiate standardized crypto-algorithms as well as proprietary algorithms. 


If a negotiation protocol is used for security services, it has to be secure.


Sufficient integrity protection of the signaling data as well as for the application data is required.


The H.225 control channel should be protected against unauthorized use (by incorporating authentication and access control) and possibly by data protection (confidentiality, integrity).


There are doubts why the security between the endpoint and the gatekeeper can be less than real end-to-end security.


DH-key exchange with integrated authentication between the ES and the GK should be used to provide perfect forward secrecy; standard DHKX is not sufficient.


The proposal shall define more clearly what/who exactly is authenticated.


Block-chaining within the packets (but not between packets) should be possible (e.g. CBC-mode or other). Extra randomness block(s) at the beginning of a packet are worth the additional payload. Appropriate recovery mechanisms can be used to repair synchronization problems due to lost or scrambled bytes.


An extra group-based key-management protocol has to be used for multi-party conferences (e.g. for joining/leaving). The key-update mechanism shall not be “misused” for such purposes.








Issues affecting export-control shall be decided by security policy and are not part of the negotiation mechanism, so no mandatory crypto-algorithms shall be defined; a list of optional crypto-algorithms can be provided.





Our second concern is that while we agree on many of the proposed services, we would prefer that some security functionality be placed in different protocol layers.  We would prefer to modify the existing H.225 messages (and possibly the existing H.245 messages) to add a new Protocol field (as opposed to the fields suggested in the proposal).  An entity may suggest a transport protocol using this field, e.g., TLS, and subsequently the two parties would communicate their H.245 messages via the new transport protocol (or, end the communication).  By applying this simple extension to H.225 (and possibly H.245) we may push the full responsibility for security capability exchange into the secure transport protocol.  One advantage of our idea is that we remove redundancy between TLS and the newly proposed security mechanisms.  Furthermore, we leave open the possibility of introducing new standardized security protocols that are not addressed by the proposed H.225 and H.245 extensions. 


