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Abstract
The current version of the text of the recommendation T.261 [1] only allows authentication of all channel groups of a CWS jointly, which may be undesirable for some applications in which devices only receive a subset of the channel groups from a CWS [2]. This contribution proposes syntax and semantics that allow for authenticating one or more channel groups of a CWS independently from further channel groups that belong to the same CWS. It is also proposed to include text on how the signing is carried out.

Introduction
The current version of the Biomedical and general waveform signal coding standard [1] specifies mechanisms to control which packets are to be included in the authentication process. This can be currently done with different levels of granularity: the current text allows packet types to be included/excluded, as well as sub-streams (i.e., CWSs) according to a list of packet labels. It is therefore only possible to authenticate either all channels for a CWS or all channels of several CWSs.
One drawback of the current design is that it is not possible to authenticate only a subset of all channel groups that a CWS consists of. Thereby, devices that are only interested in decoding a subset of these channel groups cannot only authenticate such a subset of channel groups. This prevents from sending only such a subset of channel groups (e.g. not the whole CWS has been streamed to the decoder) if authentication needs to be carried out.
To address this issue, this document proposes to modify authentication_start() to include the option to authenticate only a subset of the available channel groups for each sub-stream.
In addition, the semantics do not fully specify how stream packets are used to authenticate the content based on the provided signatures. Therefore, it is also proposed to add text that specifies how authentication is carried out.
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It is proposed to indicate whether all channel groups of a sub-stream are jointly authenticated or not and in case of this not being the case, it is proposed to indicate which channel groups are authenticated in a similar manner as done for packet types and packet labels, i.e., by inclusion or exclusion.
More, concretely, for the sub-stream with the same stream_packet_label as the AUTH_START_SPT, whenever not all channel groups are jointly authenticated, three new syntax elements specify which channel groups are the ones subject to authentication. Analogous to what it has been done for packet types and packet levels, a first syntax element indicates whether the channel group ids are to be included or excluded from the authentication process. The other two syntax elements correspond to the length of the list of channel group id values and to the actual channel group id values that are either included or excluded from authentication.
Three further syntax elements are added for the additional labels when aust_multi_stream_flag is equal to 1. For the additional labels, two cases are distinguished depending on the value of aust_inclusion_labels_flag:
· If aust_inclusion_labels_flag is equal to 1, the selection of channel groups to be included or excluded can be specified individually for each of the additional sub-streams similarly as specified above.

· If aust_inclusion_labels_flag is equal to 0, a list of common channel group identifiers to be included into or excluded from all additional sub-streams is specified.
Changes to section 7.3.2.17 and 7.4.2.27 are shown next highlighted in yellow.
In addition, text is added that specifies how authentication is carried out from the stream packets. The text has been adopted from corresponding audio specifications [3] and modified accordingly.

7.3.2.17 Authentication start syntax
	authentication_start( ) {
	Descriptor

		aust_id
	u(8)

		aust_sequence_id
	u(1)

		aust_hash_type
	ev(4,8,8)

		aust_key_id
	ev(3,8,8)

		aust_prov_id
	ev(8,8,16)

		if( aust_prov_id  = =  0 )
	

			aust_key_source_uri
	st(v)

		aust_first_sequence_flag
	u(1)

		aust_frame_types_present_flag
	u(1)

		if( aust_frame_types_present_flag ) {
	

			aust_inclusion_types_flag
	u(1)

			aust_pactype_list_length_minus1
	u(6)

			for( i = 0; i  <=  aust_pactype_length_minus1; i++ )
	

				aust_packet_type[ i ]
	ev(8,8,8)

		} else
	

			aust_reserved_7bits
	u(7)

		aust_channel_groups_present_flag
	u(1)

		if( aust_channel_groups_present_flag ) {
	

			aust_inclusion_channel_groups_flag
	u(1)

			aust_channel_group_id_list_length_minus1
	ue(v)

			for( i = 0; i  <=  aust_channel_group_id_list_length_minus1; i++ )
	

				aust_channel_group_id[ i ]
	ue(v)

		}
	

		aust_multi_stream_flag
	u(1)

		if( aust_multi_stream_flag ) {
	

			aust_inclusion_labels_flag
	u(1)

			aust_label_list_length_minus1
	u(6)

			for( i = 0; i  <=  aust_label_list_length_minus1; i++ ) {
	

				aust_add_packet_label[ i ]
	ev(8,8,32)

				if( aust_channel_groups_present_flag && ( aust_inclusion_labels_flag || ( i = =  0) ) ) {
	

					aust_inclusion_add_packet_label_channel_groups_flag[ i ]
	u(1)

					aust_channel_group_id_add_packet_label_list_length_minus1[ i ]
	u(6)

					for( j = 0; j<=aust_channel_group_id_add_packet_label_list_length_minus1[ i ]; j++ )
	

						aust_channel_group_id_add_packet_label[ i ][ j ]
	ue(v)

				}
	

			}
	

		}
	

		trailing_bits( )
	

	}
	




7.4.2.17 Authentication start semantics
aust_id contains an identifying number of a verification system that may be applied for verifying that the coded packets represented by the current verification period have been produced by the content provider identified by this packet. It indicates the combination of aust_hash_type, aust_prov_id and aust_key_id to which the related authentication information belongs to. This can be used to enable authentication of one authentication sequence with different authentication configurations.

aust_sequence_id indicates the authentication sequence the related authentication information belongs to.
aust_hash_type indicates the hashing algorithm as specified in Table 7‑15.
Table 7‑15 – Values of aust_hash_type
	aust_hash_type
	Hashing algorithm

	0
	SHA-1 (see NIST FIPS PUB 180-4)

	1
	SHA-224 (see NIST FIPS PUB 180-4)

	2
	SHA-256 (see NIST FIPS PUB 180-4)

	3
	SHA-384 (see NIST FIPS PUB 180-4)

	4
	SHA-512 (see NIST FIPS PUB 180-4)

	All other values
	Reserved



aust_key_id identifies the authentication key used to calculate the value of the signature (ausig_sig_partial, ausig_sig_complete) as specified in Table 7‑16. The values of this field are implementation dependent and are not defined in the present document. This value shall be set to 0 in case there is no key needed of the underlying hash-function.
[bookmark: _Ref181603341]Table 7‑16 – Values of aust_key_id
	aust_key_id
	Hashing algorithm

	0
	No key.

	1..2048
	Reserved

	All other values
	May be used as determined by the application



aust_prov_id identifies the provider of the authentication system, as specified in Table 7‑17. In case aust_prov_id equals to 1, there is no provider. This mode can be used to create the message digest only by using the method identified by aust_hash_type. 
Table 7‑17 – Values of aust_prov_id
	aust_prov_id
	Hashing algorithm

	0
	See authSourceURI.

	1
	Message Digest only

	2..2048
	Reserved

	All other values
	May be used as determined by the application



aust_key_source_uri contains a URI with syntax and semantics as specified in IETF Internet Standard 66.
aust_first_sequence_flag indicates if an authentication sequence is a non-overlapping sequence or the first authentication sequence of a set of overlapping authentication sequences. If set to 1, the authentication sequence is a non-overlapping sequence or the first authentication sequence of a set of overlapping authentication sequences. Otherwise, the authentication sequence is an overlapping authentication sequence that is not the first authentication sequence of a set of overlapping authentication sequences.
aust_frame_types_present_flag indicates if authentication information for additional packet types is signalled.
aust_inclusion_types_flag indicates the following. If set to 1, all packet types signalled in aust_packet_type[ ] syntax elements shall be included into the calculation of the authentication information. If set to 0, all packet types signalled in aust_packet_type[ ] syntax elements shall be excluded from the calculation of the authentication information.
aust_reserved_7bits shall be equal to 0 in bitstreams that conform to this version of this Specification. However, decoders that conform to this version of this Specification shall allow other values to be present and shall ignore the value. It is possible that a future version of this Specification will allow other values and specify their meaning.
aust_pactype_length_minus1 plus 1 indicates the number of syntax elements aust_packet_type[ ] present.
aust_packet_type[ ] indicates the following. If aust_inclusion_types_flag is equal to 1, all packet types signalled in aust_packet_type[ ] syntax elements are included into the calculation of the authentication information. If aust_inclusion_types_flag is equal to 0, all packet types signalled in aust_packet_type[ ] syntax elements are excluded from the calculation of the authentication information.
aust_multi_stream_flag indicates if authentication information for additional labels is signalled.
aust_inclusion_labels_flag indicates the following. If equal to 1, all sub-streams signalled in aust_add_packet_label[ ] syntax elements are included into the calculation of the authentication information. If equal to 0, all sub-streams signalled in aust_add_packet_label[ ] syntax elements are excluded from the calculation of the authentication information.
aust_label_list_length_minus1 indicates the number of syntax elements aust_add_packet_label[ ] present.
aust_add_packet_label[ ] indicates the following. The value of aust_add_packet_label[ ] indicates that the sub-stream with this packet label are included in (aust_inclusion_labels_flag is equal to 1) or excluded from (aust_inclusion_labels_flag is equal to 0) the calculation of the authentication information in addition to the sub-stream with the same stream_packet_label as assigned to the AUTH_START_SPT packet. 
stream_packet_label equal to 0 indicates that all sub-streams are included. In this case, aust_inclusion_labels_flag should be set to 0, to signal exclusion of the labels indicated in aust_add_packet_label[ ].
aust_channel_groups_present_flag indicates if authentication information for channel groups is signalled. If set to 0, all channel groups defined in the associated WPS shall be included into the calculation of the authentication information. If set to 1, only the channel groups that are included in or not excluded by aust_channel_group_id[] and aust_channel_group_id_add_packet_label[][], if present, shall be included into the calculation of the authentication information.
[bookmark: _Hlk181604102]aust_inclusion_channel_groups_flag indicates the following. If set to 1, all channel groups signalled in aust_channel_group_id[ ] syntax elements shall be included into the calculation of the authentication information. If set to 0, all channel groups signalled in aust_channel_group_id[] syntax elements shall be excluded from the calculation of the authentication information.
aust_channel_group_id_list_length_minus1 plus 1 indicates the number of syntax elements aust_channel_group_id[] present.

aust_channel_group_id[] indicates the following. The value of aust_channel_group_id[] indicates that the channel group with this identifier is included in (aust_inclusion_channel_groups_flag is equal to 1) or excluded from (aust_inclusion_channel_groups_flag is equal to 0) the calculation of the authentication information. 

aust_inclusion_add_packet_label_channel_groups_flag[] indicates the following. If set to 1, all channel groups signalled in the corresponding entry of aust_channel_group_id_add_packet_label[][] syntax elements shall be included into the calculation of the authentication information. If set to 0, all channel groups signalled in the corresponding entry of  aust_channel_group_id_add_packet_label[][] syntax elements shall be excluded from the calculation of the authentication information. When aust_channel_groups_present _flag is equal to 1 and aust_inclusion_add_packet_label_channel_groups_flag[i] is not present for i greater than 0 the value of aust_inclusion_add_packet_label_channel_groups_flag[i]  is inferred to be equal to aust_inclusion_add_packet_label_channel_groups_flag[i -1].

aust_channel_group_id_add_packet_label_list_length_minus1[] plus 1 indicates the number of syntax elements in the corresponding entry of aust_channel_group_id_add_packet_label[][] present. When aust_channel_groups_present_flag is equal to 1 and aust_channel_group_id_add_packet_label_list_length_minus1[i] is not present for i greater than 0, the value of aust_channel_group_id_add_packet_label_list_length_minus1[i]  is inferred to be equal to aust_channel_group_id_add_packet_label_list_length_minus1[i - 1].

aust_channel_group_id_add_packet_label[][] indicates the following. The value of aust_channel_group_id_add_packet_label[][] indicates that the channel group with this identifier belonging to the sub-stream with packet_label equal to the corresponding aust_add_packet_label[] is included in (aust_inclusion_add_packet_label_channel_groups_flag[] is equal to 1) or excluded from (aust_inclusion_add_packet_label_channel_groups_flag[] is equal to 0) the calculation of the authentication information. When aust_channel_groups_present _flag is equal to 1 and aust_channel_group_id_add_packet_label[i][j] is not present for i greater than 0, the value of aust_channel_group_id_add_packet_label[i][j] is inferred to be equal to aust_channel_group_id_add_packet_label[i - 1][j].

X.X.X Media Authentication Interface
For applications which require media authentication, related data for verification of the authenticity of a bitstream and mapping to other media types shall be provided to the system by using the syntax element bgw_GetAuthData().
X.X.X.1	 Syntax
Table Y — Syntax of bgw_GetAuthData
	Syntax
	No. of bits
	Mnemonic

	bgw_GetAuthData()
	
	

	{
	
	

		authentication_start()
	
	

		authentication_signature() 
	
	

		stream_identifier()
	
	

		authTempCons
	1
	uimsbf

		authStartNew
	1
	uimsbf

		gad_bytesLengthMinus1
	64
	uimsbf

		gad_bytes
	(gad_bytesLengthMinus1+1)*8
	uimsbf

	}
	
	



X.X.X.2	Semantics
	authTempCons
	Indicates if temporal consistency of the current authentication sequence to the previous authentication sequence is maintained.
This bit shall be set to ‘1’ if the end of a previous authentication sequence is included in the calculation of the signature of the current authentication sequence. It shall be set to ‘0’ otherwise. See X.X.X.4 for further information.

	authStartNew
	Indicates if a new authentication sequence has been started within the current authentication sequence.
This bit shall be set to ‘1’ if the start of a new authentication sequence is included in the calculation of the signature of the current authentication sequence. It shall be set to ‘0’ otherwise. See X.X.X.4 for further information.

	gad_bytesLengthMinus1
	Plus 1 indicates the length of the gad_bytes field.

	gad_bytes
	Includes all bytes relevant for the creation of the authentication information according to the configuration described in authentication_start().



X.X.X.3	Media Authentication Interface Processing
The decoder shall extract all data related to media authentication for every authentication sequence as indicated by aust_id, aust_sequence_id, ausig_id and ausig_sequence_id, and populate the respective fields in bgw_GetAuthData().
An authentication sequence is defined as all stream packets from the stream packet with stream_packet_type equal to AUTH_START_SPT up until and including the stream packet with stream_packet_type equal to AUTH_SIG_SPT  in which either ausig_segment_stop_flag equals ‘1’ or ausig_partial_sig_flag equals ‘0’, having the same ausig_id and ausig_sequence_id values as the aust_id and aust_sequence_id values in the AUTH_START_SPT, respectively.
authentication_start() and authentication_signature() syntax elements for the related authentication sequence (as indicated by the respective aust_id, aust_sequence_id, ausig_id and ausig_sequence_id) shall be copied from the respective bitstream elements. The stream_identifier() syntax element shall always be copied from the latest occurrence in bitstream.
The gad_bytes field shall be populated by concatenating all bytes of all the syntax elements corresponding to stream packets belonging to the related authentication sequence included in the same sub-stream as the stream packet with stream_packet_type equal to AUTH_START_SPT, as indicated by stream_packet_label. 
If any of the stream packets of the current authentication sequence contains authentication_start() or authentication_signature() syntax elements with the same aust_id or ausig_id value as the current authentication sequence and a different aust_sequence_id or ausig_sequence_id value, they shall be populated into gad_bytes.
When aust_add_packet_label[ ] is present in AUTH_START_SPT, stream packets belonging to additional sub-streams as indicated by stream_packet_label shall be included and populated into gad_bytes as follows. When aust_multi_stream_flag is equal to ‘1’  and aust_inclusion_labels_flag equal to ‘1’ all sub-streams with stream_packet_label equal to aust_add_packet_label[ ] shall be included and populated into the gad_bytes. Otherwise, when aust_multi_stream_flag is equal to ‘1’  and aust_inclusion_labels_flag equal to ‘0’ all sub-streams with stream_packet_label different from aust_add_packet_label[ ] shall be included an populated into the gad_bytes. The following stream packet types indicated by stream_packet_type in Table 7-1 shall be excluded by default and not populated into gad_bytes:
· TIMESTAMP_SPT
· SYNC_SPT
· CRC16_SPT
· CRC32_SPT
· GLOBAL_CRC16_SPT
· GLOBAL_CRC32_SPT
· AM_SPT
· UNSPEC_20..UNSPEC_517

All other stream packet types shall be included and populated into gad_bytes, unless they are signalled to be excluded via  aust_inclusion_types_flag equal to ‘0’. The stream packet types excluded by default may be signalled to be included using aust_inclusion_types_flag equal to ‘1’ and setting the respective stream_packet_type value.
All stream packets belonging to any channel group with channel_group_id shall be included and populated into gad_bytes by default unless aust_channel_groups_present_flag is equal to 1. When aust_channel_groups_present_flag is equal to 1 stream packets  with stream_packet_label equal to that of the stream packet with stream_packet_type equal to AUTH_START_SPT are included and populated into the gad_bytes() as follows. Only stream packets belonging to a channel group included by aust_inclusion_channel_groups_flag equal to ‘1’  or not excluded by aust_inclusion_channel_groups_flag equal to ‘1’   are included and populated into the gad_bytes().  Stream packets corresponding to sub-streams with a different stream_packet_label, if any, are  included and populated into the gad_bytes() as follows. Only stream packets belonging to a channel group included by aust_inclusion_add_packet_label_channel_groups_flag[ ] equal to ‘1’ or not excluded by aust_inclusion_add_packet_label_channel_groups_flag[ ] equal to ‘0’ are included or populated into the gad_bytes().
gad_bytes() are used to calculate the message digest according to the specification in NIST FIPS PUB 180-4 and indicated aust_hash_type, which is used for verifying the signature. The signature verification algorithm and the public key used for verifying the signature are indicated by aust_key_source_uri.

X.X.X.4 Temporal consistency
Temporal consistency of authentication sequences is ensured when authentication sequences are overlapping authentication sequences, meaning that a new authentication sequence is started before the current authentication sequence ends, as illustrated in Figure X and Figure X+1. In that case, every non-first authentication sequence in the set of overlapping authentication sequences includes the end of a previous authentication sequence in the calculation of the signature of the authentication sequence, where the set of overlapping authentication sequences starts with the authentication sequence corresponding to authTempCons equal to 0 and authStartNew equal to 1 and ends with the authentication sequence with authTempCons equal to 1 and authStartNew equal to 0.
[image: ]
[bookmark: _Ref215848768]Figure X.1 — Overlapping authentication sequences
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Figure X.2 — Overlapping authentication sequences – new start
An example of non-overlapping authentication sequences, where authTempCons and authStartNew are both equal to 0, can be seen in Figure X.3.
[image: ]
[bookmark: _Ref56520076][bookmark: _Ref215848824]Figure X.3 — Non-overlapping authentiation sequences

Summary
It is proposed to modify authentication_start() to allow the inclusion or exclusion of specific channel groups belonging to sub-streams for authentication. The processing of the media authentication interface for BGW is also described.
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