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Backup and Alternate Gatekeepers in H.323 


for high availability, reliability, and scalability











In the current H.225 recommendations, the gatekeeper is contacted solely by its transport address. If the transport address fails (say because of a fault in the network interface), the gatekeeper is unavailable. This also happens if there is any network problem which makes that transport interface unreachable for some seconds. Similarly, if the software behind that single transport address is down or needs to be maintained, the gatekeeper is unavailable. Since a terminal may only register with a single gatekeeper,  the only current remedy is for all the endpoints associated with that down or unavailable gatekeeper to locate a new gatekeeper and reregister. Even when this happens in a predicted and graceful way (for example, because the gatekeeper is brought down for maintenance), there will be a large surge of network messages as all the endpoints deal with Unregistration, Location, and Reregistration to a new Gatekeeper. So the scalability of the gatekeeper is affected as well as its availability and reliability.





To summarise, the current RAS protocol identifies a gatekeeper with a transport address,  and this engender two classes of serious failure:





1.The gatekeeper becomes unreachable (failure to reach the single transport address or failure of the network interface itself). We call this an “access failure.”


2.The gatekeeper attached to the single interface cannot provide service (either through fault or for maintenance). We call this a “reject failure.”





In those systems where a gatekeeper is required to place or accept calls, these two classes of failure seriously impair the service that the end user receives. In particular:





They add measureably to network congestion if the gatekeeper access or software fails,


They make it impossible to make and receive calls for some time,


They make it impossible to have a gatekeeper highly available,


They seriously affect the scalability of the gatekeeper.





It is possible to alleviate some of these problems with expensive software and hardware cluster technology, but the essential problem remains -- a single gatekeeper must physically reside in a single box behind a single network interface -- and this implies that the gatekeeper will be less available than is necessary for acceptable telephone service, as well as less scalable and more expensive. 





We propose to eliminate these problems by adding a small number of fields to some RAS messages. These will enable a gatekeeper to have multiple transport addresses, and also enable one gatekeeper to act as a backup for another. This ensures continuity of the service in case of a failure of either of the two classes described above. 





Specifically, we propose that GCF, RCF, and all reject messages from a gatekeeper contain an optional list of prioritised backup or alternative gatekeepers. If at any point in the RAS signalling of a call, there is an access or gatekeeper failure, the endpoint can redirect the RAS message to the backup or alternative gatekeeper, and be guaranteed that the gatekeeper service will continue without change.





Each backup or alternative gatekeeper is indicated by an AltAdress structure. This structure has the following elements:





1. A TransportAddess for RAS signalling.


2. An optional gatekeeperIdentifier. Recall that in the current H.225 recommendation, a gatekeeper may optionally have a gatekeeperIdentifier in RAS messages for location and registration. Although it is optional for the gatekeeper to place this into the message returned to the endpoint, if it is so returned, then it must be placed into the message sent to a backup gatekeeper. This avoids having the transport address identify the gatekeeper, and facilitates having a gatekeeper act as a backup for another gatekeeper. The incoming gatekeeperIdentifier can be used to let the gatekeeper know that it’s being addressed as a backup for another gatekeeper.


3. A NeedToRegister flag. This is a Boolean which if TRUE indicates to an endpoint that it is required to Reregister at this backup Gatekeeper before it can send other RAS messages. This allows the gatekeeper to have a looser relationship with its backup, and allows the endpoint to avoid gatekeeper rediscovery in case of a Reject or Failure. (The author thanks Mr. Ott for this suggestion)


4. A Priority field. This is an integer between 0 and 127. AltAddresses with lower priority numbers are to be preferred over those with  higher priority numbers. Endpoints with the same priority number are equally preferable. 





When the Gatekeeper sends a Reject message with a sequence of AltAddresses,  it should indicate if the redirection is meant to be permanent or not.  This done in the optional BOOLEAN AltIsPermanent field which we have added to the Reject message. A permanent redirection instructs the endpoint to address all future RAS messages to an alternative transport address (for example if the primary interface has died). A non-permanent redirection instructs an endpoint to address the single RAS message which elicited the Reject to an alternative transport address.





Note that these additions are all OPTIONAL. It is still possible for an endpoint to reperfom gatekeeper discovery and registration in the event of an access failure or reject, and it is still possible for a gatekeeper to send Unregister Requests to all of its terminals in the event of a problem or before maintenance.





Changes to H.225 version 2





AltAddress  := SEQUENCE {


	rasAddress		TransportAddress,


	gatekeeperIdentifier	GatekeeperIdentifier  OPTIONAL,


	NeedToRegister	BOOLEAN,


	priority			INTEGER (0..127),


	...			


}	


rasAddress - transport address for RAS signalling�
�
gatekeeperIdentifier - optionally included to identify the backup or alternative gatekeeper. If it is supplied, it shall be included in future RAS messages sent to the backup�
�
NeedToRegister - TRUE if the endpoint must register with the alternative before  sending other RAS requests�
�
priority - an integer indicating the priority of the gatekeeper backup or alternative. A lower number implies a higher priority.�
�






GatekeeperConfirm	::=SEQUENCE --(GCF)


{


	requestSeqNum	RequestSeqNum,


	protocolIdentifier	ProtocolIdentifier,			


	nonStandardData	NonStandardParameter OPTIONAL,


	gatekeeperIdentifier	GatekeeperIdentifier  OPTIONAL,


	rasAddress		TransportAddress,


	...,


	alternatives		SEQUENCE of AltAddress OPTIONAL, 


}


alternatives - sequence of prioritised alternatives for gatekeeperIdentifer and rasAddress. The  client should use these alternatives in the future should a request to the gatekeeper not respond or return a reject without redirect. �
�



GatekeeperReject		::=SEQUENCE --(GRJ)


{


	requestSeqNum	RequestSeqNum,


	protocolIdentifier	ProtocolIdentifier,			


	nonStandardData	NonStandardParameter OPTIONAL,


	gatekeeperIdentifier	GatekeeperIdentifier  OPTIONAL,


	rejectReason		GatekeeperRejectReason,


	...,


	alternatives		SEQUENCE of AltAddress OPTIONAL, 


	altIsPermanent		BOOLEAN OPTIONAL,


}


alternatives - sequence of prioritised alternatives for gatekeeperIdentifer and rasAddress for client  to retry the request �
�
altIsPermanent - TRUE if all future RAS signals should be redirected to an address from alternatives, FALSE if only the message that caused the Reject should be redirected.�
�



RegistrationConfirm	::=SEQUENCE --(RCF)


{


	requestSeqNum	RequestSeqNum,				


	protocolIdentifier	ProtocolIdentifier,				


	nonStandardData	NonStandardParameter OPTIONAL,


	callSignalAddress	SEQUENCE OF TransportAddress,		


	terminalAlias		SEQUENCE OF AliasAddress OPTIONAL,


	gatekeeperIdentifier	GatekeeperIdentifier  OPTIONAL,


	endpointIdentifier	EndpointIdentifier,				


	...,


	alternatives		SEQUENCE of AltAddress OPTIONAL, 


}


alternatives - sequence of prioritised alternatives for gatekeeperIdentifer and rasAddress. The  client should use these alternatives in the future should a request to the gatekeeper not respond or return a reject without redirect.�
�









RegistrationReject		::=SEQUENCE --(RRJ)


{


	requestSeqNum	RequestSeqNum,				


	protocolIdentifier	ProtocolIdentifier,				


	nonStandardData	NonStandardParameter OPTIONAL,


	rejectReason		RegistrationRejectReason,					


	gatekeeperIdentifier	GatekeeperIdentifier  OPTIONAL,


	... ,


	alternatives		SEQUENCE of AltAddress OPTIONAL, 


	altIsPermanent		BOOLEAN OPTIONAL,


}


alternatives - sequence of prioritised alternatives for gatekeeperIdentifer and rasAddress for client  to retry the request �
�
altIsPermanent - TRUE if all future RAS signals should be redirected to an address from alternatives, FALSE if only the message that caused the Reject should be redirected.�
�






UnregistrationRequest		::=SEQUENCE --(URQ)


{


	requestSeqNum	RequestSeqNum,			


	callSignalAddress	SEQUENCE OF TransportAddress,	


	endpointAlias		SEQUENCE OF AliasAddress OPTIONAL,		


	nonStandardData	NonStandardParameter OPTIONAL,


	endpointIdentifier	EndpointIdentifier OPTIONAL,


	...,


	gatekeeperIdentifier	GatekeeperIdentifier  OPTIONAL, 


}


gatekeeperIdentifier - a gatekeeperIdentifier which the client received in the alternatives list in RCF  from the gatekeeper when it registered or in a previous URJ message. Used as a backup if the  original gatekeeper did not respond or rejected the request �
�






UnregistrationReject		::=SEQUENCE --(URJ)


{


	


	requestSeqNum	RequestSeqNum,				


	rejectReason		UnregRejectReason,				


	nonStandardData	NonStandardParameter OPTIONAL,


	..., 


alternatives		SEQUENCE of AltAddress OPTIONAL, 


altIsPermanent		BOOLEAN,


}


alternatives - sequence of prioritised alternatives for gatekeeperIdentifer and rasAddress for client  to retry the request �
�
altIsPermanent - TRUE if all future RAS signals should be redirected to an address from alternatives, FALSE if only the message that caused the Reject should be redirected.�
�



AdmissionRequest		::=SEQUENCE --(ARQ)


{


	requestSeqNum	RequestSeqNum,		


	callType	CallType,		


	callModel	CallModel OPTIONAL,		


	endpointIdentifier	EndpointIdentifier,		


	destinationInfo	SEQUENCE OF AliasAddress OPTIONAL, --Note 1


	destCallSignalAddress	TransportAddress OPTIONAL,	-- Note 1 


	destExtraCallInfo	SEQUENCE OF AliasAddress OPTIONAL,


	srcInfo	SEQUENCE OF AliasAddress,	


	srcCallSignalAddress	TransportAddress OPTIONAL, 


	bandWidth	BandWidth,   				callReferenceValue	CallReferenceValue,			


	nonStandardData	NonStandardParameter OPTIONAL,


	callServices	QseriesOptions  OPTIONAL,


	conferenceID	ConferenceIdentifier,


	activeMC	BOOLEAN,


	answerCall	BOOLEAN,	-- answering a call		


	...,


	canMapE164	BOOLEAN,	-- can handle E.164 address


	gatekeeperIdentifier	           GatekeeperIdentifier  OPTIONAL, 


}


gatekeeperIdentifier - a gatekeeperIdentifier which the client received in the alternatives list in RCF  from the gatekeeper when it registered or in a previous ARJ message. Used as a backup if the  original gatekeeper did not respond or rejected the request. �
�






AdmissionReject		::=SEQUENCE --(ARJ)


{


	requestSeqNum	RequestSeqNum,		


	rejectReason		AdmissionRejectReason,	


	nonStandardData	NonStandardParameter OPTIONAL,


	...,


alternatives		SEQUENCE of AltAddress OPTIONAL, 


altIsPermanent		BOOLEAN OPTIONAL,


}


alternatives - sequence of prioritised alternatives for gatekeeperIdentifer and rasAddress for client  to retry the request �
�
altIsPermanent - TRUE if all future RAS signals should be redirected to an address from alternatives, FALSE if only the message that caused the Reject should be redirected.�
�



BandwidthRequest		::=SEQUENCE --(BRQ)


{


	


	requestSeqNum	RequestSeqNum,			


	endpointIdentifier	EndpointIdentifier,			


	conferenceID		ConferenceIdentifier,			


	callReferenceValue	CallReferenceValue,			


	callType		CallType OPTIONAL,


 	bandWidth		BandWidth,   				


	nonStandardData	NonStandardParameter OPTIONAL,


	... ,


gatekeeperIdentifier	GatekeeperIdentifier  OPTIONAL, 


}


gatekeeperIdentifier - a gatekeeperIdentifier which the client received in the alternatives list in RCF  from the gatekeeper when it registered or in a previous BRJ message. Used as a backup if the  original gatekeeper did not respond or rejected the request. �
�



BandwidthReject		::=SEQUENCE --(BRJ)


{


	


	requestSeqNum	RequestSeqNum,		


	rejectReason		BandRejectReason,		


	allowedBandWidth	BandWidth,   			


	nonStandardData	NonStandardParameter OPTIONAL,


	...,


alternatives		SEQUENCE of AltAddress OPTIONAL, 


altIsPermanent		BOOLEAN OPTIONAL,


}


alternatives - sequence of prioritised alternatives for gatekeeperIdentifer and rasAddress for client  to retry the request �
�
altIsPermanent - TRUE if all future RAS signals should be redirected to an address from alternatives, FALSE if only the message that caused the Reject should be redirected.�
�



LocationRequest		::=SEQUENCE --(LRQ)


{


	requestSeqNum		RequestSeqNum,		


	endpointIdentifier		EndpointIdentifier OPTIONAL,		


	destinationInfo			SEQUENCE OF AliasAddress,  		nonStandardData		NonStandardParameter OPTIONAL,


	replyAddress			TransportAddress,


	...,


	sourceInfo			SEQUENCE OF AliasAddress OPTIONAL,


	canMapE164			BOOLEAN,		-- can handle E.164 address


gatekeeperIdentifier		GatekeeperIdentifier  OPTIONAL, 


}


gatekeeperIdentifier - a gatekeeperIdentifier which the client received in the alternatives list in RCF  from the gatekeeper when it registered or in a previous LRJ message. Used as a backup if the  original gatekeeper did not respond or rejected the request. �
�



LocationReject		::=SEQUENCE --(LRJ)


{


	requestSeqNum	RequestSeqNum,		


	rejectReason		LocationRejectReason,	


	nonStandardData	NonStandardParameter OPTIONAL,


	... ,


alternatives		SEQUENCE of AltAddress OPTIONAL, 


altIsPermanent		BOOLEAN OPTIONAL,


}


alternatives - sequence of prioritised alternatives for gatekeeperIdentifer and rasAddress for client  to retry the request �
�
altIsPermanent - TRUE if all future RAS signals should be redirected to an address from alternatives, FALSE if only the message that caused the Reject should be redirected.�
�



DisengageRequest		::=SEQUENCE --(DRQ)


{


	requestSeqNum	RequestSeqNum,			


	endpointIdentifier	EndpointIdentifier,			


	conferenceID		ConferenceIdentifier,		


	callReferenceValue	CallReferenceValue,			


	disengageReason	DisengageReason,				


	nonStandardData	NonStandardParameter OPTIONAL,


	...,


gatekeeperIdentifier	GatekeeperIdentifier  OPTIONAL, 


}


gatekeeperIdentifier - a gatekeeperIdentifier which the client received in the alternatives list in RCF  from the gatekeeper when it registered or in a previous DRJ message. Used as a backup if the  original gatekeeper did not respond or rejected the request. �
�



DisengageReject	::= SEQUENCE --(DRJ)


{


	requestSeqNum	RequestSeqNum,		


	rejectReason		DisengageRejectReason,		


	nonStandardData	NonStandardParameter OPTIONAL,


	... ,


alternatives		SEQUENCE of AltAddress OPTIONAL, 


altIsPermanent		BOOLEAN OPTIONAL,


}


alternatives - sequence of prioritised alternatives for gatekeeperIdentifer and rasAddress for client  to retry the request �
�
altIsPermanent - TRUE if all future RAS signals should be redirected to an address from alternatives, FALSE if only the message that caused the Reject should be redirected.�
�
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