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FOREWORD

The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of the International
Telecommunication Union. The ITU-T is responsible for studying technical, operating and tariff
questions and issuing Recommendations on them with a view to standardizing telecommunications on
a worldwide basis.

The World Telecommunication Standardization Conference (WTSC), which meets every four years,
established the topics for study by the ITU-T Study Groups which, in their turn, produce
Recommendations on these topics.

ITU-T Recommendation H.323 was prepared by the ITU-T Study Group 15 (199x-199x] and was
approved by the WTSC (Place, Month xx-xx, 199x).

© ITU 199x

All rights reserved. No part of this publication may be reproduced or utilized in any form or by any

means, electronic or mechanical, including photocopying and microfilm, without permission in writing
from the ITU.
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SUMMARY

Recommendation H.323 describes terminals, equipment, and services for multimedia communication
over Local Area Networks Wthh do not provnde a guaranteed Quallty of Service. Im_s_LAN__may_b_La

WMMWMMH 323 terminals and equnpment

may carry real-time voice, data, and video, or any combination, including videotelephony.

H.323 terminals may be integrated into personal computers or implemented in stand-alone devices
such as videotelephones. Support for each media type (voice, data, video) is optional, but if
supported, the ability to use a specified common mode of operation is required, so that all terminals
supporting that media type can interwork. H.323 allows more than one channel of each type to be in
use. Other Recommendations in the H.323 series include the H.22Z multiplex, H.245 control, H.261
and H.263 video codecs, and G.711, G.722, G.728, and G.723 audio codecs.

H.323 makes use of the logical channel signaling procedures of Recommendation H.245, in which the
content of each logical channel is described when the channel is opened. Procedures are provided for
expression of receiver and transmitter capabilities, so transmissions are limited to what receivers can
decode, and so that receivers may request a particular desired mode from transmitters. Since the
procedures of H.245 are also planned for use by Recommendation H.310 for ATM networks, and
Recommendation H.324 for GSTN, interworking with these systems should be straightforward.

H.323 terminals may be used in multipoint configurations, and may interwork with H.310 terminals on
B-ISDN, H.320 terminals on N-ISDN, H.321 terminals on B-ISDN, H.322 terminals on Guaranteed
Quality of Service LANs, and H.324 terminals on GSTN and wireless networks.
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{Need to simplify the text by using terminal when referring to terminals and gateways; and being
explicit when referring to terminals only or gateways only.}

1 Scope

This Recommendation, H.323, covers the technical requirements for narrow-band visual telephone
services defined in H.200/AV.120-Series Recommendations, in those situations where the transmission
path includes one or more Local Area Networks (LAN), which may not provide a guaranteed Quality of
Service (QoS) equivalent to that of N-ISDN. Examples of this type of LAN are:

-Ethernet (IEEE 802.3)

-Fast Ethernet (IEEE 802.10)

-FDDI (non-guaranteed quality of service mode)
-Token Ring (IEEE 802.5)

Recommendation H.322 covers the case of visual telephone services in those situations where the
transmission path includes one or more Local Area Networks (LAN), which are configured and managed
to provide a guaranteed Quality of Service (QoS) equivalent to that of N-ISDN such that no additional
protection or recovery mechanisms beyond those mandated by Rec. H.320 need be provided in the
terminals. Pertinent parameters are the data error and loss properties and variation of transit delay. An
example of a suitable LAN is: Integrated Services (IS) LAN: |EEE 802.9 Isochronous services with
Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Media access control (MAC)
service.

H.323 terminals may be used in multipoint configurations, and may interwork with H.310 terminals on
B-ISDN, H.320 terminals on N-ISDN, H.321 terminals on B-ISDN, H.322 terminals on Guaranteed
Quality of Service LANs, and H.324 terminals on GSTN and wireless networks. See Figure 1/H.323.
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Figure 1/H.323

Interoperability of H.323 Terminals
1.1 H.323 Components
This Recommendation describes the components of an H.323 system. This includes terminals Gateway
Units, Gatekeepers, and Multipoint Controllers. Control messages and procedures within this
Recommendation define how these components communicate. Detailed descriptions of these

components are contained in Section 5

1.1.1 Terminals
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An H.323 Terminal is an endpoint on the local area network which provides for real-time, two-way
communications with another H.323 terminal, Gateway Unit, or Multipoint Control Unit. This
communications consists of control, indications, audio, moving color video pictures, and/or data
between the two terminals.

1.1.2 Gateway Unit

An H.323 Gateway Unit (GW) is an endpoint on the local area network which provides for real-time,
two-way communications between H.323 Terminals on the LAN and other ITU Terminals on a wide
area network. Other ITU Terminals include those complying with Recommendations H.310 (ATM),
H.320 (ISDN), H.321 (ATM), H.322 (GQOS-LAN), H.324 (GSTN), and H.324M (Mobile). The Gateway
Unit has the characteristics of an H.323 Terminal on the LAN, and of the ITU terminal on the WAN.
The Gateway Unit provides the necessary conversion between the different terminal types.

1.1.3 Multipoint Controller

The Muitipoint Controller {MC) is an endpoint on the local area network which provides for the control
of three or more terminals participating in a multipoint conference. The MC provides for capability
negotiation with all terminals to achieve common levels of communications. It also may control
conference resources such as who is multicasting video. The MC does not necessarily provide for
mixing or switching of audio, video and data.

1.1.4 Gatekeeper

The Gatekeeper (GK) is a centralized conference manager that controls access to the local area
network for H.323 terminals, Gateway Units, and Multipoint Controllers. The gatekeeper_may also
provides services to the terminals, gateway units, and multipoint controflers for providing address
translation, and for locating gateway units and multipoint controllers.

1.2 Topology

The following logical topology elements are defined in order to explain the scope and
intercommunications of H.323 components.

1.2.1 Sub-Domain

A Sub-Domain is the collection of all terminals, Gateway Units, and Multipoint Controllers managed by
a single Gatekeeper. A Sub-Domain may or may not include a Gateway Unit. A Sub-Domain has one
and only one Gatekeeper. Multiple LAN segments may be connected using routers or other devices.
See figure 2/H.323.
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Figure 2/H.323 Sub-Domain

1.2.2 Domain

A Domain is the collection of all Sub-Domains having access to a Gateway Unit. A Domain may contain
several Gatekeepers. These Gatekeepers cooperate to control access to the LAN and the Gateway.
Sub-Domains within a Domain may be interconnected by Routers or other devices. A Domain having
only one gatekeeper is also a Sub-domain. See Figure 3/H.323.

Sub-Domain ‘\ Domain Sub-Domain

Wity W
=z O & 5

Figure 3/H.323 Domain

1.2.3 Super-Domain

A Super-Domain is the collection of all Domains and Sub-Domains across which a call can be made
without using a Gateway Unit. Multiple Domains may exist within a Super-Domain. A Super-Domain
having only one Gateway Unit is also a Domain.
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Sub-Domain Sub-Domain

Domain _/ ¥ Super-Domain Domain ./

Figure 4/H.323 Super-Domain

2 Normative references

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision; all
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published.

[[need to review this list, update reference numbers]]

(11 ITU-T Recommendation H.22Z {199X): "Multiplexing protocol Visual Telephone
Systems and Terminal Equipment on Non-Guaranteed Bandwidth LANs".

[2] ITU-T Recommendation H.245 (199X): "Control of communications between
Visual Telephone Systems and Terminal Equipment on Non-Guaranteed
Bandwidth LANs ".

(3] ITU-T Recommendation G.711 (1988): "Pulse Code Modulation (PCM) of Voice
Frequencies".

{4] ITU-T Recommendation G.722 (1988): "7 kHz Audio-coding within 64 kbit/s".
(5] ITU-T Recommendation G.723 (1995): "Dual Rate Speech coder for multimedia
telecommunications transmitting at 6.4 and 5.3 kbit/s".

[6]) ITU-T Recommendation G.728 (1992): "Speech Coding at 16 kbit/s".

[7] ITU-T Recommendation G.xxx (1995): [{reserved for low complexity
algorithm]] "Speech coder for multimedia telecommunications transmitting at
*** kbit/s".
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(8] ITU-T Recommendation H.261 (1993): "Video CODEC for audiovisual services
at p X 64 kbit/s"

[9] ITU-T Recommendation H.263 (1993): "Video CODEC for narrow
telecommunications channels at < 64 kbit/s"

[10] ITU-T Recommendation T.120 (1994): "Transmission protocols for multimedia
data”

[11} ITU-T Recommendation H.320 (1993): "Narrow-band ISDN visual telephone

systems and terminal equipment”.

[12] Draft ITU-T T.84 | ISO/IEC 10918-3 (1996): "Digital Compression and Coding
of Continuous Tone Still Images - Extensions”

[13]) ITU-T Recommendation T.434 (1992): "Binary File Transfer Format for the
Telematic Services”

3 Definitions

For the purposes of this Recommendation the definitions given in Clause 3 of both H.22Z [1] and
H.245 [2] apply along with the following.

[[need to review this list]]
Audio mute: muting the loudspeaker of a terminal.

Basic Videophone: A videophone containing mandatory features and conforming to performance
parameters contained in the Recommendation.

Channel: a unidirectional link between two users.

Connection: a bi-directional link between two users.

Control and Indication (C&l): end-to-end signaling between terminals, consisting of Control, which
causes a state change in the receiver, and Indication which provides for information as to the state or

functioning of the system (see also H.245 [2] for additional information and abbreviations).

Data: refer to information signals other than audio/speech and video, carried in the logical data channel
{see H.22Z [1]).

Enhanced Videophone: A videophone containing enhanced operational features and conforming with
performance parameters defined as "optional” in the Recommendation.

Fall-back: A procedure initiated by either the videophone or the network that reduces the bitrate of the
voice band connection.

In-band Signaling: Signaling between videophone units that supports user control functions, monitoring
functions, user alerts or advisory information about the status of the videophone units or the network

connection.

in-band signaling: signaling via Control Channel { see H.245 [2]).

1199261910160
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Lip synchronization: operation to provide the feeling that speaking motion of the displayed person is
synchronized with his speech.

Man-machine interface: interface between human user and terminal/system, consisting of a physical
section (electro-acoustic, electro-optic transducer, keys, etc.) and a logical section dealing with
functional operation states.

Out-of-band Signaling: Signaling between the videophone and the network supporting call setup and
cleardown.

Videophone System: Two or more videophone units capable of interoperating with the LAN, and each
other.

Videophone Unit: A unit of terminal equipment capable of sending and receiving speech and moving
picture information simultaneously. Alternatively, a videophone equivalent may be implemented on a
general purpose micro-computer equipped with application specific hardware and software capable of
performing the functions of a videophone.

4 Symbols and abbreviations

For the Durposes of this Bmmmmdamn_ &eﬁﬁﬁf&ﬁﬂdﬁ&ﬁ: Recommendation- Becommendation
. , the following symbols and abbreviations apply.

[[need to review this list]]

ACE Audio Command Equalize
AlA Audio Indicate Active
AIM Audio Indicate Mute
ANS Answer Tone
B-ISDN Broadband - Integrated Services Digital Network
Cl Call Indication Signal
cal Control and Indication
CIF Common Intermediate Format
CR Capabilities Request
DCE Data Communication Equipment
DEMUX Demultiplex
DTE Data Terminal Equipment
GW Gateway Unit
GK Gatekeeper
GSTN General Switched Teiephone Network
ISDN integrated Services Digital Network
ITU-T International Telecommunications - Telecommunications Standardization Sector
IWA InterWorking Adaptor
LCA Loopback Command Audio
LCD Loopback Command Digital
LCO Loopback Command OFF
LCV Loopback Command Video
MCC Multipoint Command Conference
MCU Multipoint Contro! Unit
MIS Multipoint Indicate Secondary-status
MiZ Multipoint Indicate Zero-communication
MR Mode Request
MSB Most Significant Bit
| N-ISDN Narrow Band-Integrated Services Digital Network

726301010926191016iH




Page 826301919926191016%

Draft H.323, 22 Sept 1995

RTP Real Time Protocol

RICP Real Time Control Protocol
QCIF Quarter CIF

SQCIF Sub QCIF

*SPIFF Still Picture Interchange File Format (ITU-T T.83)
TEA Terminal Equipment Alarm

VCF Video Command Freeze

VvCu Video Command Update

VIA Video Indicate Active

VIR Video Indicate Ready-to-activate
VIS Video Indicate Suppressed

[[Delete items marked with *.]]

5 System description

This Recommendation describes the elements of the H.323 components. These are Terminals,
Gateway Units, Gatekeepers, and Multipoint Controllers. These components communicate through the
transmission of Information Streams. The characteristics of these components are described in this
section.

5.1 Information Streams

Visual telephone components communicate through the transmission of Information Streams. These
Information Streams are classified into video, audio, data, and control as follows:

Audio signals are isochronous—and-ma 5 A B 5 d
sigrals. In order to reduce the average bltrate of audlo signals, voice activation may be
provided.

Video signals are also isochronous. {Comment Only; Bitrate will change depending on the

Data signals include still pictures, facsimile, documents, computer files, and other data streams.
Control signals pass control data between remote like functional elements.

The information streams described above are packetized and sent onto fermatted—-inte—RBUs—and
multiplexed-inte-the output data stream as described in H.22Z.

5.2 Terminal Characteristics

An example of an H.323 terminal is shown in Figure 5/H.323. The diagram shows the user equipment
interfaces, video coder, audio coder, telematic equipment, packetizer/depacketizermuxfdermux, system
control functions, and the interface to the LAN. All H.323 terminals shall have a System Control Unit,
Packetizer/Depacketizer Unit, and a Network Interface_Unit.; Theard-an Audio Codec Unit—Fhe Video
Codec Unit and User Data Applications are optional.
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__ _Scope of Recommendation H.323
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User Interface Call Control |
Q.931 ‘

Figure 5/H.323
Rec. H.323 Terminal equipment

5.2.1 Terminal elements outside the scope of H.323

The following elements are not within the scope of H.323, and are therefore not defined within this
Recommendation:

e Attached audio devices providing, voice activation sensing, microphone and loudspeaker,

telephone instrument or equivalent, multiple microphones mixers, and acoustic echo
cancellation.

e Attached video equipment providing cameras and monitors, and their control and selection,
video processing to improve compression or provide split screen functions.

e Data applications and associated user interfaces which use T.120 or other data services
over the data channel.

e Attached Network Interface, which provides the interface to the LAN, supporting
appropriate signaling, and voltage levels, in accordance with national standards.

e Human user system control, user interface and operation.

5.2.2 Terminal elements within the scope of H.323

The following elements are within the scope of H.323, and are therefore subject to standardization and
are defined within this Recommendation:

92620101092619.1.916Hi
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e The Video Codec (H.261, etc.) encodes the video from the video source (ie. camera) for

transmission and decodes the received video code which is output to a video display. The

. geo amp : No Q 0 Ng ne d 11

e The Speech Codec (G.711, etc.) encodes the speech signal from the microphone for
transmission, and decodes the received speech code which is output to the loudspeaker.

e The Data Channel supports telematic applications such as electronic whiteboards, still
image transfer, file exchange, database access, audiographics conferencing, etc.
Standardized data applications include T.120 for real-time audiographics conferencing,
T.84 simple point-point still image file transfer, T.434 simple point-point file transfer, and
transport of user data using buffered V.14 or LAPM/V.42. Other applications and protocols
may also be used via H.245 negotiation.

e The System Control Unit (H.245, Q.931) provides signaling for proper operation of the
H.323 terminal. It provides for call control, capability exchange, signaling of commands and
indications, and messages to open and fully describe the content of iogical channels.

e The Packetizer/Depacketizer {H.22Z) formats the transmitted video, audio, data and control
streams into PDUs for output to the network interface, and retrieves the received video,
audio, data, and control streams from PDUs which have been input from the network
interface. In addition, it performs logical framing, sequence numbering, error detection, and
error correction by means of retransmission, as appropriate to each media type.

5.2.3 Network Interface

The network interface is implementation specific and is out side the scope of this recommendation.
However, the network interface shall provide the services described in Recommendation H.22Z. This
includes the following: Duplex reliable end-to-end service is mandatory for the Control Channel and the
Data Channel. Duplex, simplex, or multicast unreliable end-to end service may be used for the audio
and video channels depending on the application.

5.2.4 Video Coding

The video coder is optional. All H.323 terminals providing video communications shall be capable of
encoding and decoding video according to H.261 QCIF. Optionally, a terminal may also be capable of
encoding and decoding video according H.261 CIF or H.263 SQCIF, QCIF, CIF, 4CIF, and 16CIF. The
H.261 and H.263 codecs shall be used without BCH error correction and without error correction
framing.

CIF and QCIF are defined in H.261. For the H.263 algorithm, SQCIF, 4CIF and 16CIF are defined in
H.263. For the H.261 algorithm, SQCIF is any active picture size less than QCIF, filled out by a black
border, and coded in the QCIF format. For all these formats, the pixel aspect ratio is the same as that
of the CIF format. NOTE - The resulting picture aspect ratio for H.263 SQCIF is different from the other
formats.

The video bitrate, picture format and algorithm options that can be accepted by the decoder are
defined during the capability exchange using H.245. The encoder is free to transmit anything that is in
line with the decoder capability. The decoder should have the possibility to generate requests for a
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certain mode, but the encoder is allowed to simply ignore these requests if they are not required
modes. Decoders which indicate capability for a particular algorithm option shall also be capable of
accepting video bitstreams which do not make use of that option.

H.323 terminals shall be capable of operating in asymetric video bitrates, frame rates, and picture
resolutions. This will allow for transmission of QCIF while receiving CIF pictures.

When each video logical channel is opened, the maximum operating mode to be used on that channel
is signaled to the receiver. The picture header within the video bitstream indicates which mode is
actually used for each picture, within the stated maximum. Receivers may signal, via H.245, a
preference for a certain mode.

NOTE - The maximum mode signaled includes maximum picture format, algorithm options, etc. For
example, a video logical channel opened for CIF format may transmit CIF, QCIF, or SQCIF pictures, but
not 4CIF or 16CIF. A video logical channel opened with only the unrestrictedVector and arithmeticCoding
options may use neither, either, or both options, but shall not use options which were not signaled.

Other video codecs, and other picture formats, may also be used via H.245 negotiation. More than one
video channel may be transmitted, as negotiated via the H.245 control channel.

5.2.4.1 Continuous Presence

H.323 terminals may receive more than one video channel, particularly for multipoint conferencing. In
these cases, the H.323 terminal may need to perform a video mixing or switching function in order to
present the video signal to the user.

5.2.5 Audio Coding

AlH-323-terminals—chall-have—an—audie—eeder—All H.323 terminals shall be capable of encoding and
decoding speech according to Recommendation G.711. Terminals intended for interregional operation
should be capable of transmitting and receiving A-law and p-law. A terminal may optionally be capable
of encoding and decoding speech using Recommendations G.722, G.728, and G.723. When available,
G.DSVD will be an option. The audio algorithm used by the encoder shall be defined during the
capability exchange using H.245.

5.2.5.1 Delay compensation
The video codecs require some processing delay, while the speech codec involves much less delay. Lip

synchronization shali not be mandatory, but if it is to be maintained,
snagueyed 0 are plaved ack 8 a iate i

An H.323 terminal shall not add delay for this purpose in its transmitting speech path. Instead, since
video and speech coder delays may vary according to implementation, H.323 terminals shall signal, via
indications in the H.245 control channel, the average skew by which their transmitted video signal
trails the speech signal.

Intermediate processing points such as MCUs or Gateway Units may alter the video/speech skew, and
shall transmit appropriately modified video/speech skew indications, reflecting their transmitted signals.

N 868 < ] G880Patri—a6+d Rd Do ated O—P+HevoH
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Receiving terminals may optionally use this information to add appropriate delay in the speech path to
achieve lip synchronization.

5.2.5.2 Audio Mixing

H.323 terminals may receive more than one audio channel, particularly for multipoint conferencing. In
these cases, the H.323 terminal may need to perform an audio mixing function in order to present a
composite audio signal to the user.

5.2.6 Data Channel

The data channel is optional. If available, the data channel shall be capable of supporting standardized
data applications such as Multipoint Audiographic Teleconferencing, as defined in the T.120 series of
Recommendations. Other data channel services may also be used.

5.2.7 Control channel

The control channel carries end-to-end control messages governing operation of the H.323 system,
including capabilities exchange, opening and closing of logical channels, mode preference requests,
multiplex-table-entry-transmissien—flow control messages, and general commands and indications.

In point-to-point conferences, the control channel and H.245 signalling is established between the
terminals or between the terminal and Gateway Unit. In multipoint conferences, the control channel
and H.245 signalling is established between the terminal or Gateway Unit and the MC.

There shall be exactly one control channel in each direction within H.323, which shall use the
messages and procedures of Recommendation H.245. The control channel shall be carried on logical
channel 0. The control channel shall be considered to be permanently open from the establishment of
digital communication until the termination of digital communication; the normal procedures for
opening and closing logical channels shall not apply to the control channel.

General commands and indications shall be chosen from the message set contained in H.245. In
addition other command and indication signals may be sent which have been specifically defined to be
transferred in-band within video, audio or data streams (see the appropriate Recommendation to
determine if such signals have been defined).

H.245 messages fall into four categories: Request, Response, Command, and Indication. Request
messages require a specific action by the receiver, including an immediate response. Response
messages respond to a corresponding request. Command messages require a specific action, but do
not require a response. Indication messages are informative only, and do not require any action or
response. H.323 terminals shall respond to all H.245 commands and requests as specified in H.245

NOTE - All control channel messages are sent over a link layer protocol which acknowledges correct
receipt. This acknowledgment is distinct from the response messages, which convey content beyond
that of correct receipt of the message.

01916
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H.323 terminals shall be capable of parsing all H.245 MultimediaSystemControlPDU messages, and shall
send and receive all messages needed to implement required functions and those optional functions
which are supported by the terminal. All messages and procedures of Recommendation H.245 are
required, except for those explicitly described in this document and those defined as optional_in H.245,
or which are related to defined optional capabilities the terminal does not support. H.323 terminals
shall send the FunctionNotSupported message in response to unrecognized request, response, or
command messages

A contro! channel indication, Userinputindication, is available for transport of user input alphanumeric
characters from a keypad or keyboard, equivalent to the DTMF signals used in analog telephony. This
may be used to manually operate remote equipment such as voice mail or video mail systems, menu-
driven information services, etc. H.323 terminals shall support the transmission of user input
characters 0-9, ‘*’, and ‘#’'. Transmission of other characters is optional.

NOTE - If the encryption procedures of this Recommendation are in use, the control channel will not be encrypted. Users
are therefore cautioned regarding the carriage of user data in the control channel. the use of non-standard messages. and the
confidentiality risk from traffic analysis of the control channel.

5.2.7.1 Capabilities exchange

Capabilities exchange shall follow the procedures of H.245, which provides for separate receive and
transmit capabilities, as well as a system by which the terminal may describe its ability to operate in
various combinations of modes simultaneously.

Receive capabilities describe the terminal’s ability to receive and process incoming information streams.
Transmitters shall limit the content of their transmitted information to that which the receiver has
indicated it is capable of receiving. The absence of a receive capability indicates that the terminal
cannot receive (is a transmitter only).

Transmit capabilities describe the terminal’s ability to transmit information streams. Transmit
capabilities serve to offer receivers a choice of possible modes of operation, so that the receiver may
request the mode which it prefers to receive. The absence of a transmit capability indicates that the
terminal is not offering a choice of preferred modes to the receiver (but it may still transmit anything
within the capability of the receiver).

The transmitting terminal assigns each individual mode the terminal is capable of operating in a number
in a capabilityTable. For example, G.723 audio, G.728 audio, and CIF H.263 video would each be
assigned separate numbers.

These capability numbers are grouped into AlternativeCapabilitySet  structures.  Each
AlternativeCapabilitySet indicates that the terminal is capable of operating in exactly one mode listed in
the set. For example, an AlternativeCapabilitySet listing {G.711, G.723, G.728} means that the terminal
can operate in any one of those audio modes, but not more than one.

These AlternativeCapabilitySet structures are grouped into simultaneousCapabilities structures. Each
simultaneousCapabilities structure indicates a set of modes the terminal is capable of using
simultaneously. For example, a simultaneousCapabilities  structure containing the two
AlternativeCapabilitySet structures {H.261, H.263} and {G.711, G.723, G.728} means that the terminal
can operate either of the video codecs simultaneously with any one of the audio codecs. The
simultaneousCapabilities set { {H.261}, {H.261, H.263}, {G.711, G.723, G.728} } means the terminal
can operate two video channels and one audio channel simuitaneously: One video channe! per H.261,
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another video channel per either H.261 or H.263, and one audio channel per either G.711, G.723, or
G.728.

NOTE - The actual capabilities stored in the capabilityTable are often more complex than presented here. For example.
each H.263 capability indicates details including ability to support various picture formats at given minimum picture intervals, and
ability to use optional coding modes. For a complete description, see Recommendation H.245.

The terminal’s total capabilities are described by a set of CapabilityDescriptor structures, each of which
is a single simultaneousCapabilities structure and a capabilityDescriptorNumber. By sending more than
one CapabilityDescriptor, the terminal may signal dependencies between operating modes by describing
different sets of modes which it can simultaneously use. For example, a terminal issuing two
CapabilityDescriptor structures, one { {H.261, H.263), (G.711, G.723, G.728) } as in the previous
example, and the other { (H.262), (G.711) ), means the terminal can also operate the H.262 video
codec, but only with the low-complexity G.711 audio codec.

Terminals may dynamically add capabilities during a communication session by issuing additional
CapabilityDescriptor structures, or remove capabilities by sending revised CapabilityDescriptor structures.
3 . A transmit-on erminal_with an absence of capability will not be able t0 meet tne

Non-standard capabilities and control messages may be issued using the NonStandardParameter
structure defined in H.245. Note that while the meaning of non-standard messages is defined by
individual organizations, equipment built by any manufacturer may signal any non-standard message, if
the meaning is known.

Terminals may reissue capability sets at any time, according to the procedures of H.245.
5.2.7.2 Logical channel signaling

Each logical channel carries information from a transmitter to a receiver, and is identified by a logical
channel number unique for each direction of transmission.

Logical channels are opened and closed using the OpenLogicalChannel and CloseLogicalChannel
messages and procedures of H.245. When a logical channel is opened, the OpenlogicalChannel
message fully describes the content of the logical channel, including media type, algorithm in use,
H.22Z adaptation layer and any options, and all other information needed for the receiver to interpret
the content of the logical channel. Logical channels may be closed when no longer needed. Open
logical channels may be inactive, if the information source has nothing to send.

Logical channels in H.323 are unidirectional, so asymmetrical operation, in which the number and type
of information streams is different in each direction of transmission, is allowed. However, if a receiver
is capable only of certain symmetrical modes of operation, it may send a receive capability set that
reflects its limitations. Terminals may also be capable of using a particular mode in only one direction
of transmission.
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5.2.7.3 Mode preferences

Receivers may request transmitters to send a particular mode using the H.245 RequestMode message,
which describes the desired mode. Transmitters should comply if possible.

5.2.8 Packetizer/Depackerizer

Logical channels of video, audio, data or control information may be transmitted, established according
to the procedures of Recommendation H.245. Logical channels are unidirectional, and are independent
in each direction of transmission. Any number of logical channels of each media type may be
transmitted, except for the H.245 control channel of which there shall be one. The PDUs used to
transmit these logical channels shall conform to Recommendation H.222Z.

H.22Z specifies the format of the logical channel PDUs. Each information stream has a different PDU
format which handles error control and sequence numbering, as appropriate to the information stream.

5.2.8.1 Logical channel numbers

Each logical channel is identified by a logical channel number (LCN), in the range O to 65535, which
serves only to associate logical channels with the transport connectioneerespending—entres—n—the
H-22Z multiplex-table. Logical channel numbers are selected arbitrarily by the transmitter, except that
logical channel O shall be permanently assigned to the H.245 control channel.

5.2.8.3 Flow control

H.323 terminals shali respond to the FlowControlCommand message of H.245, which commands a limit
to the overall bit rate of gere-ermere logical channels—erthe-entire-rultiplex.

When one or more logical channels are limited by the FlowControlCommand, other less restricted logical
channels may increase their transmission rate. The limit applies to the content of the logical channel at
the input to the H.22Z layer, before the PDU header is applied.

When all the logical channels arethe-entire—H-22Z-multiplex—is limited by the FlowControlCommands, or
when the terminal has no information to send, the terminal shall send no information. Fill data is not to
be sent. The limit applies on_a per logical channel basiste—the—sum—ei—the—contents—oi—alegical
ehannels at the input to the H.22Z layer, before the PDU header isa applied.

5.3 Gateway Unit Characteristics

The Gateway Unit provides the appropriate translation between mukiplex-formats (for example audio
RTP_and video RTP H-222Z to/from H.221) and between communications procedures (for example
H.245 to/from H.242). The Gateway Unit must also perform call setup and clearing an both the LAN
side and the WAN side. Translation between video, audio, and data formats may also be performed in

261010160
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the Gateway Unit. An H.323 terminal communicates with another H.323 terminal on the same LAN
directly and without involving the Gateway. The Gateway may be omitted if communication with
external terminals (terminals not on the LAN) is not required.

An example of an H.323 Gateway Unit is shown in Figure 5.3/H.323. The diagram shows the H.323
terminal function, the WAN terminal function, and the conversion function. The H.323 terminal
function has the characteristics described in 5.1. The Gateway Unit appears to the other H.323
teminals on the LAN as one or more H.323 terminals. It communicates with the other H.323 terminals
using the procedures in this Recommendation. The WAN terminal function has the characteristics
described in the appropriate Recommendation (H.310, H.320, H.321, H,322, H,324). The Gateway
Unit appears to the terminals on the WAN as one or more of the same terminal types. It communicates
to another terminal on the WAN using the procedures described in the appropriate Recommendation for
that terminal. The conversion function provides the necessary conversion of muktiplex;-control, audio,
video, and/or data streams between the different terminal recommendations.

At a minimum, the Gateway Unit shall provide a conversion function for the multiplex—{packets}, and
the control signals and procedures.

This recommendation describes the connection of one H.323 terminal on the LAN to one WAN terminal
on the WAN through the Gateway Unit. The actual number of H.323 terminals that can communicate
through the Gateway Unit is a logical extension of this connection and is not subject to
standardization. Similarly, the number of WAN connections, number of simultaneous independent
conferences, audio/video/data conversion functions, and inclusion of multipoint functions is also
outside the scope of this Recommendation.

The Gateway Unit may be connected via N-ISDN or B-ISDN to other Gateway Units to provide H.320
communication between H.323 terminals which are not on the same LAN.

Equipment which provides transparent interconnection between LANs without using H.320 (such as
routers and remote dial in units) are not Gateway Units and are not within the scope of this
Recommendation. These transparent LAN interconnection devices should allow H.323 to H.323
terminal communications, provided that they provide sufficient quality of service (ie. bandwidth, delay).

H.323 . WAN
Conversion .
LAN Terminal Function Terminal WAN
Interface Interface

Figure 3/H.323
Rec. H.323 Gateway Unit

5.4 Gatekeeper Characteristics

The Gatekeeper, which is optional in an H.323 system, provides call control services to the H.323
terminals and Gateway Units. The Gatekeeper provides the following services:
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e Call Authorization - Authorizing a terminals access to the LAN. Through the use of the
H22z PDU Q-83% signaling, the Gatekeeper may reject calls from a terminal due to
authorization failure. The reasons for rejection may include, but are not limited to, restricted
access to/from particular terminals or Gateway units, and restricted access during certain
periods of time. The criteria for determining if authorization failed is outside the scope of
this Recommendation.

e Bandwidth Management - Control of the number of H.323 terminals permitted simultaneous
access to the LAN. Through the use of the_H22z PDU -@:-834-signaling, the Gatekeeper
may reject calls from a terminal due to bandwidth limitations. This may occur if the
Gatekeeper determines that there is not sufficient bandwidth available on the network to
support the call. The criteria for determining if bandwidth is available is outside the scope
of this Recommendation.

e Connection Management - The Gatekeeper may need to maintain a list of active
connections between terminals, Gateways, and Gatekeepers. This information may be

necessary to indicate that a called user is busy. fls—this—also—necessary—for—allocating
dynamio-seckets2]

e Conference Management - The Gatekeeper may need to maintain a list of ongoing
conferences. This information may be necessary to allow access to ongoing conferences.
{This may be handled by the Multipoint Controller functionglso.}.

e Termination of @834-signaling - The Gatekeeper may terminates the-@-831-signaling from
the terminals and Gateway units—aeting—as—the- Retweork—as—defined—h—Q-831. The
Gatekeeper is responsible for completing the call setup procedure between terminals or

terminals and Gateway units_if present on the network.

e LAN Address Translation - The Gatekeeper or the Gateway may performs E.164 to LAN
address translation. {Static mandatory, dynamic optional.}

¢ Network management information data structure.

e Multicast address allocation._This can be handled by the MC also.

The Gatekeeper is logically separate from the terminal and the Gateway, however, its physical
implementation may coexist with a terminal, gateway, server, or other network entity. The Gatekeeper
may be a single entity or may be muitiple entities that cooperate to provide the gatekeeper services.

5.5 Multipoint Controller (MC) Characteristics

The MC provides control functions to support conferences between three or more terminals (multipoint
conferences). The MC is functionally a separate entity, however, it may be combined with the
functions of the Gateway Unit or the Gatekeeper.

An H.323 terminal wishing to participate in a multipoint conference, opens its Control Channel with the
MC. Audio and video channels may be multicast if the terminals have decentralized multipoint
capability, or they may be opened to the MC if the MC is providing centralized multipoint capability.

The MC shall comply with Recommendations H.231 and H.243 as tailored in this section. {Does H.245

contain the multipoint control and indication signals from 231 and 243?}_{Comment only: It should
cain th p E rol and indicati ianals f 231 / 243)

17263018190825101016iii
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The MC shall coordinate a common communications mode between the terminals in the multipoint
conference.

5.5.1 Centralized Multipoint Capability
if the terminals and MC have centralized muitipoint capability, the terminals communicate with the MC

in a point-to-point manner on all information channels. The MC operates like the traditional H.231/243
MCU. In this mode, the MC performs:

- H.231/243 multipoint control functions—fshewld-we-enly-use-t-AVE-for-multipoint-oontrei?}
- Video switching or mixing
- Audio mixing
- T.120 multipoint data distribution
The MC transmits the resulting video, audio, and data streams back to the terminals.

5.5.2 Decentralized Multipoint Capability

If the terminals and MC have decentralized multipoint capability, {how is this signalled?} the terminals
communicate w1th the MC |n a pomt -to- pomt mode on the control channel and data channels only. The

d|rects a selected termlnal or termmals to multucast its{their) video channel to the other termlnals in the
conference. All terminals in the conference multicast their audio channels.

The terminals receive multicast video channels and select one or more of the available channels for
display to the user. The terminals receive the muiticast audio channels and perform an audio mixing
function in order to present a composit audio signal to the user.

The MC shall provide conference control functions such as chair control, video broadcast and video
selection. This is done by receiving H.231 or T.120 commands from a terminal and then sending the
appropriate control to other terminals to enable or disable their video multicast.

The MC may optionally provide a mixed audio stream, particularly if there are a large number of
terminals participating in a conference.
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6 Call Signaling

Call srgnalmg between termmals, Gateways, and Gatekeepers takes place over a unrehable {unrellable

uncenahle_c_ean.emqna} channel using the preeedwee—fer—eﬁewt—swﬁehed—eell&descnbed in se_c_ng_n_L
0-93%1. The-Q.833-messages are transmitted in Control PDUs as defined in H.22Z.

In networks that do not contain a Gatekeeper, Call Signaling messages are passed directly between the
calling and called terminals or Gateways. In these networks, it is assumed that the calling terminal
knows the network address of the called terminal and thus can communicate directly.

In networks that do contain a Gatekeeper, Call Signaling messages are passed between the calling
termmal and the Gatekeeper and the Gatekeeper and the called terminal.—Fhe-terminals—communieate

petwork—as—-defined—n—Q-831. It is assumed that
calling LAN terminals know the network address of the Gatekeeper ir—its—Sub-Deomain—and—sends-a
network address for the called LAN terminal or an E.164 address for the called WAN terminal in the
Connect Setup message. The Gatekeeper may translates the E.164 address into a network address for
communications with the called terminal.

The Gateway performs the appropriate inter-exchange signaling procedures between the H.2270-83%
Control PDUs and the WAN signaling system (Q.931-Q:2831-8872). {Where are these inter-exchange
signaling procedures defined?}

The Q.931 messages shall contain all of the mandatory information elements and may contain any of
the optional information elements as defined in Q.931.

The Protocol Discriminator Information Element in the Q.931 message shall contain the Q.931
Recommendation user-network call control message identifier value of O8H.

The Call Reference Information Element in the Q.931 message shall be one octet long and contain the
dummy call reference code of OOH.

6.1 Terminal Addresses

Each H. 323 termmal shall have a nmmkter—mmal address AMEWM

: RUFADE olep all-be- a valid E.164 number
con3|st|ng of the Subscrlber Number (SN) fleld The SN consrsts of n d'glts from the set of O to 9. The
number of digits is left to the discression of the manufacturer.

In the ConnectSetup Message, The Destination Address Information Field mayshall contain the E.164
address of the called terminal. This will allow the Gatekeeper to identify the network address of the
called terminal. The Originating Address Information Field mayshall contain the E.164 address of the
calllng termmal This erI allow the Gatekeeper to rdentlfy the network address of the callmg termlnal
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{During the Call Set-up procedure, the gateway must communicate the network addresses of the called

and callmg terminals to each other MMMMMMWW

7 Terminal procedures

The provision of the communication is made in the following steps:

- phase 0: Terminal Registration (subclause 7.1);

- phase A: Call set-up (subclause 7.2);

- phase B: Initial communication and capability exchange (subclause 7.3);
- phase C: Establishment of audio visual communication (subclause 7.4);
- phase D: Call termination (subclause 7.5)

7.1 Phase O - Terminal Registration

When a Gatekeeper is present,-it-rust-be-aware-of-the terminals,_ MCs, and Gateways within its Sub-
Domain_must register/bind_with it. In addition, Gatekeepers may need to communicate with other
Gatekeepers within the same Domain and Super-Domain about the availability of terminals and
Gateways in other Sub-Domains. The registration process may also associates a terminal’s network
address with its E.164 address and ar—eptional-terminal identifier. The initial binding Registration-may
be done statically or automaticallydyramically. Static registration includes methods such as manual

configuration of the Gatekeeper/terminal by an operator. Automatic/static Byramie registration requires
communications between the Terminal and the Gatekeeper as described below.

7.1.1 BindingRegistration of H.323 Terminals and Gateway units with a Gatekeeper

As part of their configuration, H.323 terminals and Gateway units, may send a Registration Request
(RRQ) to the appropriate Gatekeeper for their site. The Gatekeeper must respond with either a
Registration Confirmation (RCF) or a Registration Rejection (RRJ). The RRQ may be repeated
periodically (ie, at terminal power up) so the Gatekeeper must be able to handle multiple requests from
the same terminal. See Figure 2. There is no un-registration message, so the Gatekeeper should have a
mechanism to periodicaily remove inactive terminals.

It is presumed that during install or at some other appropriate point, the user of a H.323 terminal or
Gateway maywiH be given the opportunity to enter an address of the appropriate Gatekeeper.
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SR Fﬁ
RRQ -> <-RRQ
H.323 Gate Gate
Kpr Way
<- RCF or RRJ RCF or RRJ -3

Figure 2

7.1.2 Gatekeeper to Gatekeeper Registration and Configuration

7.1.2.1 Registration

It is presumed that during install or at some other appropriate point, the user of the Gatekeeper may
wil-be given the opportunity to enter the addresses of the other Gatekeepers on the network. No
dynamic registration of Gatekeepers is provided. {is a permanent reliable link established between all

gatekeepers, of is it established as needed?_A permanent reliable link is not required between
gatekeepers.}

7.1.2.2 NodeSub-Doemain List Request




Page 2226301919026101016iH

Draft H.323, 22 Sept 1995

Figure 5

7.2.1 Call Set-up without a Gatekeeper

{is the reliable channel established first for call setup and then the unreliable channel is added after the
call is accepted? or are both established first?}

When there is no Gatekeeper on the network, a call is established directly between the terminals or
terminal and Gateway unit. This is done by the calling terminal sending a Connect Request estabhshing
a—reliable—eennestion to the called terminal’s well known network address. 4 successful connection
MWWMMWW
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The call is initiated by the caIIrng terminal by sendmg a _C_BQ_EDJJQ—Q&—Sewp—meseage (1) to the

called term:nal.

ea“ed—tmr—nel—rs—e—@atveway—um% The called termrnal m_ayehe# respond with a _C_QL_Q_L_a_QB,l
8 A B8 5 M@d—fem

ag 6 $ 8 Bt-th A
the called terminal is a Gateway, rt may use the Call m_Emgr_e_ssP-reeeedmg—meesage (3) whlle it
performs the WAN call set-up procedures. The Connect Confirm Release—Gemplete—message (4)
Connect RejectBiseennest—message (5), or no response indicates that the called terminal is unable to
accept the call. The Connect C_Q_nmm_message (6) indicates that the caII has been accepted by the
called terminal. ¥he FRHA 5 2 OFF h—a—ConRnes : d
message—+H-—The caII is now estabhshed and phase B is entered See Frgure X.

Setup (1) -> e
Cali <- Release (4), Disconnect ( Called
alling . . alle
Term <- Alerting (2), Call Proceeding (‘)Term
<- Connect (6)
Connect Ack (7) ->
— Y,
Figure 2

7.2.2 Call Set-up with a single Gatekeeper

When there is a Gatekeeper on the network,_call signaling takes place between the terminals ot
terminal and Gateway unit through the Gatekeeper.-eaH-sighaling-takes-place-between-the-terminals-of
torminal-and—Gateway—uhit-through—the—Gatekeeper. This is done by the calling terminal jssuing the
Connect Request PDU establishing—a—teliable—connestion to the Gatekeeper's well known network

address.

The call is initiated by the calling terminal by sending a Connect RequestQ-831-Setup-essage (1) to
the Gatekeeper. The Destination Address Information Element may contains the called terminals E.164
address. The Gatekeeper shall respond with a—Gal- in—ProgressPreceeding, Connect ConfirmRelease
Complete; or Connect RejectBisconnect—ressage. The Connect RejectRelease-Cemplete message (2),
er-Drseermee{—meseege—(—Q) response isare used if the Gatekeeper has not aIIowed the call to be placed

]j_m_e_c_aj,L_Ls_p_eLmjs_su;ﬂe_._mgGatekeeper may_then translates the E. 164 address to a network address

or utilize the supplied destination network address -8 : :
%emnﬁals-weu—knewn—netwefk—addmss—k—mm_then forwards the _QQ_Q_D_Q_QI]_Q[LB_QQQ_QS_IS&E&p message
(5) to the called terminal.

The called terminal mayshal respond with a-Alerting—Gall- in—ProgressProseedingConnecton Rejects
Releaee—Gemp#eterDreeemeet or Connect_CQnﬂLm message#he—eaﬂed—&e&mmal—may—use—the—&aﬂ:rﬂ

- 6 g-M age—{6)-te cate—tha oF-the—us56r-16 : he-eall. If the called
terrnrnal is a Gateway, it may use the Call mjmg[g_sipeeeeedmg message {7) whlle it performs the
WAN call set-up procedures, Q.931 reason codes may be returned within the Connect Beject. The
Connect RejectRelease-Gemplote message {8}—Disconnestressage—{8}-or no response indicates that

the called terminal is unable to accept the call, the Gatekeeper forwards this to the calling terminal.
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The Connect Confirm message (10) indicates that the call has been accepted by the called termmal

The Gatekeeper forwards this to the calling terminal-and : :
Acknowledge-rmessage-1+-4H. The call is now established and phase B is entered See Flgure X.

— )__Setup (1) -> A\ __ Setup (5) -> )
' <- Rel (2), Discon (3) <- Rel (8), Discon (9)
Callin Gate Called
Term — Call Proc (4) Kpr <- Alert (6), Call Proc () Term
<- Rel (8"), Discon (9" <- Connect (10)
<- Alert (6"), Call Proc (7") Connect Ack (11) ->

<- Connect (10"

— L__/

Figure 2

7.2.3 Call Set-up with Multiple Gatekeepers

The call is initiated by the calling terminal by sending a Connect Request@-831-Setup message to the
Gatekeeper. The Destination Address Information Element may contains the called terminals E.164
address. The Gatekeeper shall respond with a Call_in Progress—Preceeding, Connect BejectRelease
Complete, or_Connect Confirm-Diseonnest-message. The Connect RejectRelease-Coemplete message_is—~
er-Disconnect-message—response—are used if the Gatekeeper has not allowed the call to be placed. If
the Gatekeeper determines that the call can be placed it msends the Call m_Er_ogLe_s_sPFeeeedmg

c_Qung_c_tm_B_eaue_s_tSewp message to the Gatekeeper assocuated W|th the called terminal.

The called terminal's Gatekeeper shall respond with a Call jn_ProgressProceeding, Connection
ConfirmRelease—Complete, or Connection Rejectbiseernrest message. Connection RejectRelease
Gemp#e%e ]_Sef—D-}GGOH-HGG—!—FGSPGﬂsa—a’Fe used if the Gatekeeper has not allowed the call to be placed. ¥

q PHacoar j matsenés—the—gau-m-_—wweeedlllg

WG—GGWWWThe called terminal’s Gatekeeper may then translates the
E.164 address to a network address_or utilize the supplied destination network address and established

a reliable connection with the called terminal’s well known network address. it then forwards the

Connection RequestSetup message to the called terminal,

The called terminal shall respond with a-Alemag—Gau—m:EfﬁgmsPﬁeeeed-lﬂg Connection RejectRelease
Gena-pJete—Doeeemwet—er— ConnectLQn_C_Q_niLLm message —'Fhe—eaued—-teﬁmrat—may—use—%he- Callin
ProgressAderting- Messagse F g—+6 o al- If the called
terminal is a Gateway, it may use the Ca|| m_ELog_Le_ss%eeedmg message while it performs the WAN
call set-up procedures. Q.931 reason codes may be returned within the Connect Reject The Connection

RejectRelease—Gemplete message, Disconnect—message; Of no response indicates that the called
terminal is unable to accept the call, the called terminal’s Gatekeeper forwards this to the calling

242630191002610101 6
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terminal’s Gatekeeper which in turn forwards it to the calling terminal. The Connect Confirm message
indicates that the call has been accepted by the called terminal. The called terminal's Gatekeeper
forwards this to the calling terminal’s Gatekeeper.—and-respends-to-the-ealled-terminal-with-a-Cennest
Acknowlodge—message. The calling terminal’s Gatekeeper forwards the Connect Confirm message to
the calling terminal. The call is now established and phase B is entered.

{Is it necessary to have the Gatekeeper to Gatekeeper call signaling? This seem extra complex,
however, each Gatekeeper controls access to the network for its Sub-Domain. Different Gatekeepers
may have different authorization and bandwidth control procedures for its Sub-Domain. If not, the
calling terminals Gatekeeper could complete the call setup procedure with the called terminal directly
without communicating with the called terminals gatekeeper. The calling terminals Gatekeeper will
know the network address of the other Gatekeepers terminals as a result of the Sub-Domain List
message. he_interaction is simp ond-to-end pairs of terminals and gatekee is_& - i

, | Hexibility that i oned above.}

D& DU

1 2 V] 1.

7.2.4 Call Set-up via Gateways
7.2.4.1 Gateway Inbound Call Set-up

Call set-up between a Gateway and a terminal proceeds the same as the terminal to terminal call setup.
The Gateway exchanges Connection Request/Response@-83+ messages with the Gatekeeper which
forwards them to the called terminal. The Gateway unit may need to issue Call Proceeding messages to
the external terminal while establishing the call on the network. {There is still the question about how
the external terminal communicated the address of the LAN terminal to the Gateway.}

7.2.4.2 Gateway Outbound Call Set-up

Call set-up between a terminal and a Gateway unit proceeds the same as the terminal to terminal call
setup. The Gateway unit will receive the destination E.164 address in the Connection RequestSetup
message. It will then use this address to place the outbound call. The Gateway unit may issue Call
Proceeding messages to the Gatekeeper while establishing the outgoing call.

7.3 Phase B - Initial communication and capability exchange
When the connection has been acknowledged, Phase B begins. The Control Channel is immediately

opened between the two terminals. The procedures of H.245 are used over the Control Channel for the
the capability exchange and to open the media channels.-Fhe-Audie-Channel-may-eptionaliy-be-epened

v

During Phase B the terminals may exchange operating mode capability information using the
procedures defined in Recommendation H.245. Following this exchange of capabilities, the terminals
may proceed directly to the desired operating mode i.e. Phase C.

7. 4 Phase C - Establishment of audiovisual communication

7.4.1 Procedure at answering terminal

The answering terminal may immediately activate the audio channel to facilitate voice communication.
After the completion of the capability exchange, the answering terminal may activate the video and
data channels within the capability of the calling terminal.

7.4.2 Procedure at calling terminal
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After completion of the capability exchange, the calling terminal may activate the video and data
channels within the capability of the calling terminal.

7.4.3 Mode changes

During a session the procedures for changing channel structure, capability, receive mode etc. shall be
carried out as defined in Recommendations H.22Z and H.245.

7.4.4 Exchange of video by mutual agreement

The symbol VIR, "Video Indicate Ready-to-activate”, is defined in H.245 [2]. Its use is optional, but
when used the procedure shall be as follows.

Terminal X has been set so that video is not transmitted unless, and until, the remote terminal has also
indicated readiness to transmit video. Terminal X shall send the indication VIR when the initial
capability exchange has been completed, but shall not transmit a video signal until it has received
either VIR or incoming video.

A terminal which has not been set in this optional way is not obliged to wait until receipt of VIR or
video before initiating its video transmission.

7.5 Phase D: Call termination
Either terminal may terminate a call by the following procedure:

1) It shall transmit the C&! message VCF {see H.245 [2]) and then discontinue transmission of
video packets at the end of a complete picture.

2} It shall discontinue transmission of data.
3) It shall discontinue transmission of speech

4) It shall transmit a final message “End_Session” {see H.245 [2]} in the control channel, and then
discontinue all packet transmission within the protocol H.22Z [1].

A terminal receiving “End_Session”, without first having transmitted it, shall carry out 1) to 4) above.
{Does this terminal also send the “End_Session” back to the other terminal?}

7.5.1 Call Clearing without a Gatekeeper

In networks that do not contain a gatekeeper, after transmitting the “End_Session”, the terminating
termlnal shaII transmlt a Q;mungﬁ_ﬂe_quﬁlmm message to the other termmal A

7.5.2 Call Clearing with a Gatekeeper

In networks that do contain a gatekeeper, after transmitting the “End_Session”, the terminating

termlnal shall transmit a MWDWM
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s between terminals and Gatekeepers shall be
terminated.

8 Interoperation with other terminals
Interoperation with other terminals shall be accomplished through the Gateway Unit. See Section 5.3.
8.1 Speech only terminals

Interoperation with speech only terminals shall be supported._In the decentralized (multicast audio and
ideo ase. differen ica ddresse hould be ed fo o}

8.2 Visual telephone terminals over the ISDN (H.320)

Interoperation with visual telephone terminals over the ISDN (H.320) can be provided by:
1) using a LAN-ISDN Gateway Unit.

The Gateway Unit must consider the following issues:

- Video format conversion. {if desired, H.261 is mandatory for both terminal types.)
- Audio code conversion. {if desired, G.711 is mandatory for both terminal types.)

- Bitstream conversion. (H.22Z to/from H.221)

- Control conversion. (H.245 to/from H.242)

- Call Control Signalling conversion.

8.3 Visual telephone terminals over GSTN (H.324)

Interoperation with visual telephone terminals over the GSTN (H.324) can be provided by two methods:

1) using a LAN-GSTN Gateway Unit.
2) using a LAN-ISDN Gateway Unit assuming that there exists an ISDN/GSTN Interworking Unit
in the network.
The Gateway Unit must consider the following issues:

- Video format conversion. (if desired, H.261 is mandatory for both terminal types.)

. Audio code conversion. (G.711 is mandatory for H.323 terminal, G.723 is mandatory for H.324
terminal.)

- Bitstream conversion. (H.22Z to/from H.223)
- Call Control Signalling conversion.
8.4 Visual telephone terminals over Mobile Radio (H.324/M)

For further study
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8.5 Visual telephone terminals over ATM (H.321)

interoperation with visual telephone terminals over ATM networks (H.321) can be provided by two
methods:

1) using a LAN-ATM Gateway Unit.
2) using a LAN-ISDN Gateway Unit assuming that there exists an 1.580 ISDN/ATM Interworking
Unit in the network.

The Gateway Unit must consider the following issues:

- Video format conversion. (if desired, H.261 is mandatory for both terminal types.)
- Audio code conversion. (if desired. G.711 is mandatory for both terminal types.)

- Bitstream conversion. (H.22Z to/from H.221)

- Control conversion. {H.245 to/from H.242)

- Call Control Signalling conversion.

8.6 Visual telephone terminals over Guaranteed Quality of Service LANs (H.322)

Interoperation with visual telephone terminals over Guaranteed Quality of Service LANs (H.322) can be
provided by two methods:

1) using a NGQOSLAN-GQOSLAN Gateway Unit.
2) using a NGQOSLAN-ISDN Gateway Unit assuming that there exists a GQOSLAN-ISDN
Gateway Unit in the network.

The Gateway Unit must consider the following issues:

- Video format conversion. {if desired, H.261 is mandatory for both terminal types.)
- Audio code conversion. (if desired, G.711 is mandatory for both terminal types)

- Bitstream conversion. (H.22Z to/from H.221)

- Control conversion. {H.245 to/from H.242)

- Call Control Signalling conversion.

9 Optional enhancements
9.1 Data facilities

A terminal may have physical /0 ports for external telematic and other equipment, or there may be
data applications within the terminal itself. Data transmission may be activated and deactivated by
local action.

9.2 Encryption {needs review}

Encryption may optionally be used by H.323 terminals. Encryption, including selection of algorithm and
key exchange, shall be according to the procedures of Recommendations H.233 and H.234 with the
following modifications to the procedures defined in H.233. The ability to support encryption shall be
signaled by the presence of the h233EncryptionTransmitCapability and h233EncryptionReceiveCapability
parameters of the Capability message of H.245.

in H.233, specific reference is made to H.221 in describing how encryption takes place. In applying

H.233 to H.323 terminals, references to H.221, FAS, and BAS channels therein shall be ignored and
appropriate substitute recommendations be taken from this section. Messages referred to as carried in

o
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the H.221 ECS channel shall be re-interpreted as being carried within the encryptionSE parameter of the
H.245 EncryptionCommand or encryption initialization vector (EIV) logical channel, as specified below.

9.2.1 EncryptionSE messages

H.233 session exchange (SE)} messages shall be carried in the encryptionSE parameter of the H.245
EncryptionCommand message. Since the H.245 control channe! is carried on a reliable data link layer
using retransmission of errored frames, the error protection bits described in H.233 shall not be applied
to SE messages.

NOTE - Non-standard encryption algorithms may be referenced in SE messages after associating a non-standard algorithm
with a H.233 Algorithm Identifier value using the encryptionAlgorithmID parameter of the EncryptionCommand message.

9.2.3 Encryption procedure

The encryptor shall produce a pseudo-random bitstream (cipher stream) corresponding to all bits output
by the H.22Z multiplex prior to insertion into the H.22Z PDU.

When encryption is activated according to H.233, the H.22Z bitstream shall, prior to insertion into the
H.22Z PDU, be exclusive-ORed with the pseudo-random bitstream generated by the encryptor.
However, the exclusive-OR procedure shall not be applied to the H.22Z header octet and all octets
belonging to the H.245 control channel or EIV channel, which shall all be placed transparently into the
H.222Z.

For each transmitted H.22Z header octet or octet belonging to the EIV or control channels, eight bits
shall be discarded from the pseudo-random bitstream generated by the encryptor. The receiver shall
apply the reverse procedure.

9.24 Encryption initialization vectors

2926201019026101016ii
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Once an encrypted session is in progress the transmitter should periodically send new |V messages in
order to limit the duration of repeated pseudo-random bitstream in the event of a collision with a
previously used state of the pseudo-random bitstream generator. The frequency of these messages is
left to the discretion of the implementor.

9.2.5 Error recovery

In the event that the receiver suspects that it has lost enc
encryptionlVrequest command,—€ : i d 8

ryption synchronization it shall send an

Upon receipt of an encryptioniVrequest command, the transmitter shall, at its earliest opportunity, send

a new |V messagelﬁmwmwmmmmﬁwd—wﬁm

9.3 Multilink

Provision for multilink operation is for further study.
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10  Multipoint considerations {needs review}

H.323 terminals may be used in multipoint configurations via interconnection through MCUs, as
indicated in Figure 10/H.323.

FIGURE 10/H.323

Multipoint configuration

10.1 Establishment of common mode

MCUs may force terminals into a particular common mode of transmission by sending to the terminal a
receive capability set listing only the desired mode of transmission.

10.2 Multipoint rate matching

Since the terminals on each link in a multipoint configuration may be operating at different bit rates,
MCUs may choose to send H.245 FlowControiCommand messages to limit the transmitted bit rates to
those which can be sent to receivers.

10.3 Multipoint lip synchronization {need review, new H.245 message}

In a multipoint configuration, each terminal may be transmitting a different H22ZSkewindication message
for associated video and audio channels. To enable lip synchronization at receiving terminals, MCUs
shall transmit accurate H22ZSkewindication messages. MCUs may accompliish this by adding delay to
equalize the audio/video skew for all transmitting terminals, or, when switching between broadcasting
terminals, may transmit a new H22ZSkewlindication message reflecting the audio/video skew of the
current broadcaster.

104 Multipoint encryption
In a multipoint configuration the MCU is considered to be a trusted entity. Each port of the MCU

encrypts/decrypts the H.22Z bitstream from the H.323 terminal or MCU attached to that port as
though it were an H.323 terminal in accordance with section 9.2.
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Maintenance

1.1 Loopbacks for maintenance purposes

Some loopback functions are defined in H.245 to allow verification of some functional aspects of the
terminal, to ensure correct operation of the system and satisfactory quality of the service to the remote
party. The system loopback (systemLoop) request may also be used during actual conversations, for
example to measure the network delay.

a)

b)

c)

d)

Normal mode: no loop. Indicated in (a) of Figure 11/H.323.

System loop at codec-network interface (toward network interface). Upon receiving the systemlLoop
request as defined in H.245, loopback toward the network side shall be made, as indicated in (b} of
Figure 11/H.323. The bit rate should not be changed in response to this request. Support for this
loopback is mandatory for all terminals, but users may optionaity disable response to it

Media loop at analog |/O interface (optional): Upon receiving the mediaLoop request as defined in
H.245, loopback of the content of the selected logical channel shall be activated as close as
possible to the analog interface of the video/audio codec towards the video/audio codec, so that
decoded and re-coded media content is looped, as indicated in (c) Figure 5/H.323. This loopback is
optional, and should be used only on logical channels opened using the bi-directional .channel
procedures of H.245,

Logical channel loopback in H.22Z multiplex (toward network interface). Upon receiving the
logicalChannelLoop request, each H.22Z MUX-SDU for the specified logical channel should be
looped back on the corresponding reverse logical channel, as indicated in {d) Figure 11/H.323. This
loopback is optional, and should be used only on logical channels opened using the bi-directional
channel procedures of H.245.

The message loopback off (MaintenanceLoopOffCommand) requires that all loopbacks currently in effect
be turned off.
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a) Normal
F
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Codec Interface
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b) System loop
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d) Logical Channel loop

* / Network

Codec A Interface
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Z_One Logical Channel only
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FIGURE 11/H.323
Loop back




