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0.0	Introduction


The following defines the issues that were brought up during the discussion of H.235, and the various contributions the were submitted during the meeting in Herzeliya. Several proposals are presented to align the document more closely with ISO and X.509 security standards.





These proposals will be worked on the reflector and the results will be submitted at the September meeting in Sun River.


1.0	Authentication protocols


1.1	Issue


The authentication protocols defined in H.235 do not conform to the ISO-9798 standard or the X.509 protocols. In their present form they may contain weaknesses that the standards have overcome.


1.2	Use of authentication in H.235


Authentication protocols are proposed for:





Between endpoints on the H.245 channel


Authentication of endpoint to Gatekeeper


Authentication of endpoint on the H.225.0 channel.


1.3	Standard Authentication Protocols


The following protocols can be adapted to make relatively minor changes to the currently proposed schemes.


1.3.1	ISO 9798


ISO-9798-2 provides a standard two-msg one-way authentication protocol using symmetric encryption of the form:





[Note: B is trying to authenticate A’s identity]


B -> A: randomB


A -> B: Ek(randomB, IDB)





where, Ek is some symmetrical encryption algorithm with key k


and,     IDB is B’s identity (or address)





And a standard one-msg one-way authentication (using timestamps) as follows:





[Note: A is trying to authenticate to B].


A -> B: Ek(timeA, IDB)





ISO-9798-3 provides a standard two-msg one-way authentication protocol using asymmetric encryption of the form:





[Note: B is trying to authenticate A’s identity]


B -> A: randomB


A -> B: certA, randomA, IDB, SignA(randomA, randomB, IDB)





Where SignA is a signature based on the private key of the certificate and the algorithm implied by the certificate.


 


And a standard one-msg one-way authentication (using timestamps) as follows:





[Note: A is trying to authenticate to B].


A -> B: certA, timeA, IDB, SignA(randomA, IDB)


1.3.2	X.509 strong authentication


X.509/ISO 9594-8 provides for strong mutual authentication with X.509 certificates with a two-msg exchange, as follows:





A -> B: certA, timeA, randomA, IDB, SignA(timeA, randomA, IDB)


B -> A: certB, timeB, randomB, IDA, randomA, SignB(timeB, randomB, IDA, randomA)


1.4	Mutual Authentication in H.245


Mutual authentication (user-to-user) on H.245 can either adapt the current requestTerminalCertificate and terminalCertificateResponse messages to the ISO 9798 standard or to the X.509 standard. With ISO 9798, mutual authentication is accomplished with two request/response exchanges, while with X.509 it is accomplished with one exchange.





With the ISO standard, the certificate request/response in the H.245 would become: 


[B is requesting A’s certificate]





B -> A: randomB in the requestTerminalCertificate message [randomB is the challenge string]


A -> B: certA, randomA, H245@B, SignA(randomA, randomB, H245@B) in the terminalCertificateResponse





1.5	Authentication with Gatekeeper


Currently, only one-way authentication (endpoint to Gatekeeper) is  provided, but with X.509, it would be possible to provide mutual authentication. This is a requirements question.


1.5.1	One-way Authentication


1.5.1.1    With Passwords


We have defined two forms of password authentication; one using encryption, the other using hashing. The hashing form is believed to have no IPR issues (and is derived from the VocalTec proposal). Both forms assume prior subscription, so that the Gatekeeper/NetworkService recognizes the caller’s name, and has a record of the password in the user’s account. 





Encryption Form (based on ISO 9798 two-msg symmetric protocol)





[A is authenticating to the Gatekeeper, B]





A -> B: Name as first Alias in the GRQ


B -> A: randomB in the GCF from the Gatekeeper. [randomB is the challenge string]


A -> B: Ek(randomB, GatekeeperIdentifierB) in one of the tokens in the RRQ and all subsequent RAS requests





Where, the encryption algorithm is signalled by the ASN.1 of the token, and the encryption key is generated from the user’s password. The key generation algorithm is changed to allow keys of length N, and, where the password is too short, the N+Mth octet is XOR’d to the Mmod(N)th octet (for all octets beyond the first N).





Hash Form (based on one-way symmetric protocol)





A -> B: timeA, Hash(timeA, GatekeeperIdentifierB, Password) in the first token of every RAS request





where, the hash algorithm is signalled by the ASN.1 of the token.





It should be observed that the methods could be interchanged; i.e., Encryption could be used with the one-msg protocol using timestamps, while the Hash method could be used with the two-msg protocol using the random challenge.





We need to decide whether to include all four cases or to choose between random challenges and time stamps.


1.5.1.2   With Certificates


The authentication protocol is based on the ISO 9798 one-msg asymmetric protocol, as follows:





[A is authenticating to B]


A -> B: [CertificateA,] timeA, GatekeeperIdentifierB, Sign(timeA, GatekeeperIdentifierB,)





Where, the signature algorithm is determined by the type of certificate, and uses the private key associated with it.





Authentication would be done on RRQ and all subsequent Gatekeeper requests. The token in the RRQ would only require the certificate to be present if the user had no prior subscription with the Network Service. Tokens in subsequent Gatekeeper requests do not contain the certificate.


1.5.2	Mutual Authentication


Mutual Authentication would seem to be a requirement to the Gatekeeper/Network Service. It can be accomplished by adapting the X.509 mutual authentication protocols. The timestamps in the protocol include an expiration time, and this might require extension of the ASN.1 timestamp definition.


1.5.2.1	On H.245


RequestTerminalCertificate would be extended to provide the first message of the X.509 protocol, and


TerminalCertificateResponse would be extended to provide the second message.


1.5.2.2	On RAS channel


Tokens in the RRQ and RCF can be defined to employ the X.509 mutual authentication protocol.


1.5.2.3	On H.225.0 Channel


The tokens in Setup and Connect messages can be defined to provide the X.509 mutual authentication protocol.


1.6	Authentication on H.225.0 channel


All the considerations apply here as they did with the Gatekeeper, except that, because of the constraints of the Setup/Connect protocol, only the timestamp forms of the standard protocols can be applied. 





The Setup msg can be used to perform ISO one-msg one-way authentication of the endpoint, while Setup/Connect can be used to perform X.509 mutual authentication.


1.7	ASN.1





Token					::=Choice


{	


	nonStandard            		NonStandardParameter,


accesstoken			AccessToken,


	dhkey				DHset,


	encryptionToken		EncryptionToken,


	hashToken			HashToken,


	signatureToken			SignatureToken,


…


}





EncryptionToken				::=SEQUENCE


{


	encryptionAlgorithm		EncryptionAlgorithm,


	EncryptionString			OCTET STRING(SIZE(8..255)),


}





HashToken				::=SEQUENCE


{


	hashAlgorithm			HashAlgorithm,


	TimeStamp			OCTET STRING(SIZE(8)),				


	HashString			OCTET STRING(SIZE(8..64))


}





EncryptionAlgorithm			::=CHOICE


{


	ISO-Standard-Algorithm		OBJECT IDENTIFIER,


	Non-ISO-Algorithm		OBJECT IDENTIFIER


}





HashAlgorithm				::=CHOICE


{


	ISO-Standard-Algorithm		OBJECT IDENTIFIER,


					- currently, ISO does not register hash algorithms


	Non-ISO-Algorithm		OBJECT IDENTIFIER


}





SignatureToken				::=SEQUENCE


{


	certificate			DigitalCertificate				OPTIONAL,


	time				TimeStamp,


	targetIdentifier			GatekeeperIdentifier,


	signature			Signature


}





Signature				BIT STRING(SIZE(1..65535))


1.8	Error responses


As a result of these forms of authentication with the Gatekeeper, new error responses are required:





time not synchronized (the gatekeeper would its timestamp in the reject)


not subscribed (in the case where RRQ should contain a certificate, but does not)


certificate revoked





2.0	Key Distribution


2.1	Issues


The method of authenticating and protecting the key does not conform to ISO 11770-3.


The document states an unnecessary policy for re-keying.


2.2	Key authentication and protection


The current definition states that the key distributed by the master in EncryptionSync is as follows:





keymaterial ={K, SIGN (ch,K)}  


{x} is encryption with the slave’s public key 


K is the actual key material


ch is the challenge from EncryptionUpdateRequest


SIGN(y) is y signed using the master’s certificate





According to ISO 11770-3, this should be:


[B, the master,  is sending a key to slave A]


keymaterial =SIGN(@A, randomA, randomB, {@B,K})  


{x} is encryption with the A’s public key 


K is the actual key material


randomA is the challenge from EncryptionUpdateRequest


randomB is a random number from the sender to foil replay attacks


SIGN(y) is y signed using the B’s certificate


2.3	Re-keying Policy


The recommendation that keys be refreshed after 2^{b/2} blocks will be removed.


3.0	Signature Definitions


The current document refers to the PKCS standards. Though widely deployed, PKCS are not “official” standards. The DSS standard from NIST is also referred to. How should signatures be defined in the H.235 document? Should these signature standards be incorporated in the document or can they be referenced?
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