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This document describes how loosely-coupled conferencing is done within the framework of H.323. It is meant to be a starting point for discussion at the Boulder meeting, December 17-20.

{Editor notes are in braces and italics}



���

INTERNATIONAL  TELECOMMUNICATION  UNION��

ITU-T	H.Loosely-Coupled

TELECOMMUNICATION	December 6, 1996�STANDARDIZATION  SECTOR                                                           Draft December 17 1996�OF  ITU





LINE  TRANSMISSION  OF  NON-TELEPHONE�SIGNALS

�





VISUAL  TELEPHONE  SYSTEMS  AND   EQUIPMENT FOR  LOCAL  AREA  NETWORKS ��

DRAFT  ITU-T  Recommendation  H.Loosely-Coupled

		





�







FOREWORD



The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of the International Tele�com�munication Union.  The ITU-T is responsible for studying technical, operating and tariff questions and issuing Recommendations on them with a view to standardizing telecommunications on a worldwide basis.

The World Telecommunication Standardization Conference (WTSC), which meets every four years, established the topics for study by the ITU-T Study Groups which, in their turn, produce Recommendations on these topics.

ITU-T Recommendation H.Loosely-Coupled was prepared by the ITU-T Study Group 16 (199x-199x) and was approved by the WTSC (Place, Month xx-xx, 199x).
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�SUMMARY



Recommendation H.Loosely-Coupled describes terminals, equipment, and services for multimedia communication over packet-switched networks.  H.Loosely-Coupled terminals and equipment may carry real-time voice, data, and video in any combination. The goal is to work within the framework of H.323, yet provide scalability well beyond the limits of H.323 to enable applications involving hundreds and thousands of participants.

H. Loosely-Coupled terminals may be integrated into personal computers or implemented in stand-alone devices such as videotelephones.  Support for voice is mandatory, while data and video are optional, but if supported, the ability to use a specified common mode of operation is required, so that all terminals supporting that media type can interwork.  Like H.323, H.Loosely-Coupled allows more than one channel of each type to be in use.  Other Recommendations in the , H.Loosely-Coupled series include H.323 visual  telephone equipment for Local Area Networks, H.225.0 packet and synchronization, H.245 control, H.261 and H.263 video codecs, G.711, G.722, G.728, G.729, and G.723.1 audio codecs, and the T.120 series of multimedia communications protocols.

H.Loosely-Coupled terminals are based on H.323; therefore, they may interwork with H.310 terminals on B-ISDN, H.320 terminals on N-ISDN, H.321 terminals on B-ISDN, H.322 terminals on Guaranteed Quality of Service LANs, H.324 terminals on GSTN and wireless networks, and V.70 terminals on GSTN.
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��Scope

This Recommendation, H.Loosely-Coupled (H.323 Loosely-Coupled Conferencing), covers highly-scalable conferencing on packet-switched networks involving hundreds and thousands of participants. It is based on H.323, thus providing interoperability with circuit-switched endpoints (H.310, H.320, H.321, H.324) via Gateways as shown in � REF _Ref373509872 \* MERGEFORMAT �Figure 1�. 

� LINK PowerPoint.Show.7 C:\\DOC\\LOOSEL~1\\LCC_FIG1.PPT  \a \p ���

Figure � SEQ Figure \* ARABIC �1�. Scope of H.Loosely-Coupled Conference

The goal of H.Loosely-Coupled is to provide scalability well beyond the limits of H.323. H.323 is limited in scalability due to the requirements for tightly-coupled conferencing. It requires all participants of the conference to be known and a set of procedures for conference setup, capability negotiation, creation and control of audio/video/data streams, and conference teardown. Such a procedure for conference setup and capability negotiation at the start of the conference, though essential for tightly-coupled conferences, is cumbersome and impractical for conferences involving hundreds and thousands of participants. Information required to setup a large conference must be disseminated well before the start of the conference.

Small conferences, like telephone calls, are adhoc in nature. In comparison, large conferences are normally planned and pre-announced. Examples include presentation to a large geographically-dispersed audience, distance learning, etc. Advantage can be taken of this fact and conference capabilities can be announced before start of the conference. Some form of capability negotiation is also desirable to accomodate users at different network bandwidth and endpoint resources (CPU, display, etc.). Network bandwidth spans from low speed modem links of 14.4 Kb/s to high speed ATM links of 622 Mb/s. Scalable Video (H.263+ Annex X) can be used to accommodate participants at different bandwidth links and their need for varying picture quality.

A conference normally has some key people whose participation is necessary. Examples include the Presenter for presenting to a large audience, and the Teacher for distance learning. A mechanism to invite key people before start of the conference should exist.

Loosely-coupled conferencing is already part of RTP/RTCP. It is designed to scale to thousands of participants. Over a period of time the identity of each participant is known through the RTCP messages.  Floor control is provided through human or social control. Human control works well for small conferences or in a setting where everybody participating can see each other. But when conferences consist of hundreds of participants, some form of automatic floor-control mechanism is desirable. RTCP is constrained to occupy a small percentage of the total conference bandwidth and any floor-control mechanism implemented in RTCP will not provide service in a timely manner. Therefore, the concept of an H.323 Panel is introduced here.

The basic model of H.Loosely-Coupled is shown in � REF _Ref373497684 \* MERGEFORMAT �Figure 2�. The panel consists of a small H.323 conference connected to a large number of loosely-coupled receivers via RTP/RTCP. The panel consists of permanent and temporary members and is limited in size only by the amount of resources available at the Multipoint Controller (MC) for the conference. The permanent members consist of those that are essential to the conference such as the Teacher in Distance Learning. The temporary members come from the loosely-coupled receivers who want to participate with questions, discussions, etc. Temporary members change with time as new members join and old members are requested to leave to make room for new ones. The Panel employs social or automatic control. If social control is used then all in the panel can potentially talk and send their video on the audio and video sessions. But through social control one participant usually talks at a time. Automatic control, on the other hand, is through H.245 floor-control. Additionally, H.245 chair-control gives special privileges to the moderator. Any panel member that wants to talk and send video must first request the floor from the chair. When the floor is granted by the chair, the participant can use the audio and video sessions. All sessions are multicast to provide high scalability to the conference.
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Figure � SEQ Figure \* ARABIC �2�. A large conference consisting of an H.323 Panel and RTP/RTCP based Receivers

Loosely-Coupled conferencing in H.Loosely-Coupled differs from RTP/RTCP in that automatic chair- and floor-control is provided within the panel according to the procedures of H.323. Social control can, however, be used in both the recommendations. But in H.Loosely-Coupled, social control is limited only within the panel; all others are merely receivers. In RTP/RTCP, all are potentially full participants regardless of the size of the conference.

Steps in a loosely-coupled conference are:

Conference is pre-announced with sufficient information to enable discovery and participation.

Capability negotiation is done prior to the conference. If capabilities change, a new announcement is made.

Before the start of the conference, permanent members of the panel either join or are invited.

Conference starts with a small H.323 panel and a large number of loosely-coupled RTP receivers. Conference is always multipoint and multicast.

During the conference, RTP receivers either join the panel or get invited by the panel to participate.

The panel participants join/leave the H.323 panel according to the rules of H.323. The loosely-coupled receivers join/leave the conference according to the rules of RTP/RTCP.

Normative references

The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation.  At the time of publication, the editions indicated were valid.  All Recommendations and other references are subject to revision;  all users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below.  A list of the currently valid ITU-T Recommendations is regularly published.

ITU-T Recommendation H.225.0 (1998): " Media Stream Packetization and Synchronization for Visual Telephone Systems on Non-Guaranteed Quality of Service LANs ".

ITU-T Recommendation H.245 (1997): "Control of communications between Visual Telephone Systems and Terminal Equipment".

ITU-T Recommendation H.323 (1998): "Visual  Telephone  Systems  and   Equipment for  Local Area  Networks  which provide a  Non-Guaranteed Quality of Service".

ITU-T Recommendation H.320 (1995):  "Narrow-band ISDN visual telephone systems and terminal equipment".

ITU-T Recommendation H.321 (1995):  "Adaptation of H.320 Visual Telephone Terminals to B-ISDN Environments".

ITU-T Recommendation H.324 (1995):  Terminal for Low Bitrate Multimedia Communications".

IETF Standard RFC 1890 (1996): “RTP Profile for Audio and Video Conferences with Minimal Control”.

IETF Standard RFC 1889 (1996): “RTP: A Transport Protocol for Real-Time Applications”.

IETF Internet Draft, draft-ietf-mmusic-sdp-02.txt: “SDP: Session Description Protocol”.

IETF Internet Draft, draft-ietf-mmusic-sap-02.txt: “SAP: Session Announcement Protocol”.

Definitions

For the purposes of this Recommendation the definitions given in Clause 3 of H.225.0 [1], H.245 [2], and H.323 [3] apply along with those in this section.  These definitions apply to the Local Area Network (LAN) side only.  Other terms may be appropriate when refering to the Circuit Switched Network (CSN) side.



Symbols and abbreviations

For the purposes of this Recommendation, the following symbols and abbreviations apply.

CID�Conference Identifier��HTTP�Hypertext Transfer Protocol��IETF�Internet Engineering Task Force��MC�Multipoint Controller��RTP�Real-time Transport Protocol��RTCP�Real-time Transport Control Protocol��SAP�Session Announcement Protocol��SDP�Session Description Protocol��SMTP�Simple Mail Transfer Protocol��URL�Universal Resource Locator��

Conventions

In this document the following conventions are used:

"Shall" indicates a mandatory requirement.

"Should" indicates a suggested but optional course of action.

"May" indicates an optional course of action rather than a recommendation that something take place.

References to Sections, Paragraphs, Annexes, and Appendices refer to those items within this Recommendation unless another document is explicitly listed.  For example, Section 1.4 refers to section 1.4 of this Recommendation; H.245 Section 6.4 refers to section 6.4 in H.245.

Where items exist on both the LAN and on the SCN, references to the SCN item will be explicit.  For example, an MCU is an H.323 MCU on the LAN, an SCN MCU is an MCU on the SCN.  

This Recommendation describes the use of three different message types: H.245, RAS, and Q.931. To distinguish between the different message types the following convension is followed. H.245 message and parameter names consist of multiple concatinated words highlighted in bold typeface (maximumDelayJitter).  RAS message names are represented by three letter abbreviations (ARQ). Q.931 message names consist of one or two words in bold and italics typeface with the first letters capitalized (Call Proceeding). RTCP messages are in upper-case with italics typeface (H323-MC-IP)

Procedures for Conference Establishment

Steps to establish a loosely-coupled conference are:

Conference is pre-announced with sufficient information to enable discovery and participation.

Capability negotiation is done prior to the conference. If capabilities change, a new announcement is made.

Before the start of the conference, permanent members of the panel either join or are invited.

Announcement

Information in conference announcement consists of the following: 

conference identification

conference start time

if capability negotiation is allowed before the conference starts then the address of the server, capabilities of each RTP and Data sessions which include the media type (video, audio, data, etc.), the coder (G.723.1, H.263, etc.), and so on

addresses and ports for each session.

URL to more information on the conference, such as slides for downloading, documents, payment method, etc.

There are two methods to encode the conference announcement. In both the methods, the mechanism to carry the announcement is email (SMTP), web (HTTP), IETF’s Session Announcement Protocol (SAP), etc.:

IETF’s Session Description Protocol (SDP).

Embed CommunicationModeCommand in SDP.

The CommunicationModeCommand is binary encoded and will require a translation to a human readable form before being displayed. SDP, on the other hand, is specially developed for conference announcement. It is text based and can be embedded in an email message for transmission. SDP may require additions to express an H.323 conference.

{Note: We should pick a method to encode the announcement}

Capability Negotiation

Loosely-coupled clients can do capability negotiation if it is allowed in the announcement by providing the address of the server. The client places an H.323 call, does capability negotiation, and then closes the call. The server remembers the clients capabilites, and may re-announce the conference with different capabilities. Steps involving a successful operation, according to the procedures of H.323, are listed below:

Client establishes a call-signalling connection with the Server.

Client sends Setup with CID of the announced conference and conferenceGoal = capability_negotiation. The server could do load-balancing by redirecting the call to another Server through Facility.

Server responds with Connect that provides the address and port of the Control (H.245) connection.

Client establishes a control connection with the server.

Client sends terminalCapabilitySet to the server. {Should the server send its much more limited set of capabilities first ? }

Server responds with terminalCapabilitySetAck or terminalCapabilitySetReject with a cause. The server may change the capability of the conference if enough clients request it. The new capability will then be announced using the same CID.

Both the server and the client send endSessionCommand to close the control connection.

Both the server and the client close the control connection.

Either the server or the client sends Release Complete to close the call-signalling connection.

Both the server and the client close the call-signalling connection.

Changes to H.225.0

Add capability_negotiation as a conferenceGoal in Setup.

Invite key members of panel at start of conference

The procedures outlined in H.323 shall be used to invite permanent members of the panel.

Procedures for loosely-coupled conferences

Changes to H.225.0

Add “doNotCall” reason code to ReleaseComplete.

RTCP SDES BYE should be sent in addition to closing the H.245 logical channel to enable the RTP receivers to update their roster. {When the Sender or Receiver Reports stop, the terminals can find out who left the session. But BYE will explicitly tell the RTP recesivers who left the session}. Also, the session roster can be built over time by the RTP receivers through the SDES NAME from all in the conference.

Additions to H.245

Add “sendMCaddressRTCP TransportAddress” in the ConferenceCommand to command the terminal in the panel to periodically send the MC address in the RTCP SDES message. The MC commands the terminals to send an invalid address of zero through “sendMCaddressRTCP TransportAddress=0”. This message can be sent from the chair to the MC and from the MC to any terminal.

Additions to RTCP

Add two new SDES items: H323-MC-IP (IP address of the MC), H320-MCU-PHONE (phone numbers of the H.320 MCU). This is to inform the loosely-coupled receivers the address of the MC.

Add four new SDES items: IP (IP address of the MC), H320-PHONE (phone number of the H.320 terminal), H324-PHONE (phone number of the H.324 terminal), H321-PHONE (phone number of the H.321 terminal). This is to inform the address of the terminal which can be used to invite it to the panel.

General Idea

The RTP receivers are passive; they can only receive information. If they want to ask questions or become part of the panel discussion, they have to either join the panel or get invited by the panel. Once the RTP receivers join the panel, they become H.323 terminals; when they leave they become RTP receivers again. The panel is limited in size due to the resource constraints of the MC or for any other reason. Therefore, a small subset of RTP receivers will be able to join the panel. Others will have to wait for their turn. 

In order to join the panel, the RTP receivers need to know the address of the MC. The MC provides this address by instructing all in the panel through “sendMCaddressRTCP TransportAddress” to periodically send the MC address through H323-MC-IP or H320-MCU-PHONE in the RTCP messages. The MC also controls the size of the panel by instructing the panel through “sendMCaddressRTCP TransportAddress=0” to send an invalid address of the MC which will indicate to the RTP receivers that they are not allowed to join the panel.

All in the conference are periodically sending their name in the RTCP messages which enables each terminal to build up a roster over a period of time. The RTP receivers can optionally send their address in the RTCP SDES message which will allow the panel to invite them.

The panel could either have social or automatic contol. Automatic control is provided through chair- and floor-control. The conference capabilities (chairControlCapability) of the MC provide information on which control is used.

Building a roster

CNAME is the only SDES item that is mandatory in RTCP. It is unique and has the form “user@host”. Because it may not be in a form that can be put in a roster, another SDES item NAME should be used to describe the user, e.g., “Vineet Kumar, Intel Corporation”. All in the conference should periodically send SDES NAME in the RTCP packets so that each terminal can, over a period of time, build up a roster of participants in a session.

Being invited to the panel

Those RTP receivers that are interested in being invited to the panel should periodically send their address in the form of one of these SDES items: IP, H320-PHONE, H324-PHONE, or H321-PHONE.

Joining the Panel

If the panel periodically sends a valid MC address in one of these SDES items: H323-MC-IP or H320-MCU-PHONE, the RTP receiver can join the panel through the procedures of H.323.

The panel could disallow joins by periodically sending an invalid MC address of zero in H323-MC-IP or H320-MCU-PHONE to the RTP receivers. In this case where joins are not allowed, the panel could invite the RTP receivers or just not allow RTP receivers in the panel.

Since there can potentially be a large number of RTP receivers trying to join the panel, the following rules shall be followed before attempting to join the panel:

RTP receivers can join the panel only if a valid MC address is being received.

If the RTP receiver cannot establish a Call-Signalling connection, it shall wait until it receives H323-MC-IP or H320-MCU-PHONE before attempting to establish the connection again.

If the Call-Signalling connection is established and the RTP receiver sends a Setup message to the MC but the MC responds with ReleaseComplete and “doNotCall” as the reason code then the RTP receiver shall wait until it receives H323-MC-IP or H320-MCU-PHONE before attempting to establish the connection again.

The rules listed above do not prevent the MC from getting congested with calls from the RTP receivers. But it does provide a mechanism to clear the congestion once it happens by disallowing RTP receivers from joining the panel.

Leaving the Panel

Once an RTP receiver has joined the panel it can stay until it decides to leave or until the MC terminates its H.323 call. The MC allows a limited number of connections based on the amount of resources allocated for the panel. When the resources have been exhausted and some RTP receiver wants to join the panel, the MC may evict some temporary panel member. The decision on which temporary panel member to evict is based on some policy of the MC that is not part of this recommendation. The evicted panel member shall leave the conference by following the procedures of H.323. After eviction, the temporary panel member becomes an RTP receiver.

Leaving the Session

All terminals should send RTCP SDES BYE message before leaving a session to allow all in the conference to update their roster. {When the Sender or Receiver Reports stop, the terminals can find out who left the session. But BYE will explicitly tell the RTP recesivers who left the session}. The H.323 terminals shall, in addition, comply with the H.245 procedures by closing the logical channel.

Security

The basic requirements are for such things as "pay-per-view", distance learning requiring registration or payment, or to participate as a registered speaker in a seminar or conference (e.g., register press credentials for a press conference.)

Registration is required in all cases; payment may also be required. In the first two scenarios, the media streams will be encrypted, and, with "pay-per-view", there may be different prices for different audio and video quality; requiring a different key per session. To participate as a speaker in a seminar or to ask questions in a press conference, registration may be required in order to authenticate the speaker's inclusion in the H.323 conference.

H.323 {H.323 version 2 will provide security} provides security mechanisms that can support all these requirements:

media streams can be encrypted.

encryption algorithms and keys can be negotiated per stream.

keys are centrally managed.

a user can be required to authenticate with a Public Key Certificate in order to join a conference.

H.245 channels secured using TLS 1.0 are used to perform media encryption capability negotiation, and to allow the Master to distribute keys for each logical channel.

The only difference introduced with Loosely-coupled conferences is the absence of secure H.245 channels to the RTP receivers. This means that there can be no negotiation of media-encryption capability, the media-encryption keys must be distributed through some other secure channel, and the Master does not have the opportunity to re-key during the conference. Therefore, 

The encryption capabilities will be determined prior to the start of the conference and distributed as part of normal capability advertisement.

Keys will be distributed as a consequence of registration/payment, and will not be changed during the conference. Key distribution should be seperate from capability advertisement, and should be done in a manner consistent with secure conferences. (One way to do this is through the secure e-mailing of a special key MIME type.) 

When an RTP receiver joins the panel (or is invited), the MC may require a client certificate, and may validate it against a list of registered participants.

Mandatory features of H.Loosely-Coupled Terminals

The H.Loosely-Coupled terminals come in two flavors: H.Loosely-Coupled receivers (RTP receivers) and H.Loosely-Coupled Transmitters/Receivers (H.323 terminals). It is possible to only implement an H.Loosely-Coupled receiver.

An H.Loosely-Coupled receiver shall comply with the mandatory requirements of the RTP/RTCP standard. It shall also comply with the additional mandatory requirements in this recommendation.

An H.Loosely-Coupled transmitter/receiver shall comply with the mandatory requirements of the H.323 recommendation.

Open Issues

There is no mechanism to prevent loosely-coupled receivers from sending data. This is an infrastructure issue in that the Routers need to be dynamically told about the authorized sources in a session. This work is in the IETF domain.

How can the chair or the terminal tell the MC that this conference is multipoint to begin with ?

�page  �9�





Page �page �9�












