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[IETF RFC 791] IETF RFC 791 (1981), Internet Protocol. 

[IETF RFC 2460] IETF RFC 2460 (1998), Internet Protocol, Version 6 (IPv6) Specification 

[IETF RFC 5101] IETF RFC 5101 (2008), Specification of the IP Flow Information Export (IPFIX) 

Protocol for the Exchange of IP Traffic Flow Information. 
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t2� H?�� ) �k���
 <e� �6!78
 1�3� 4�*Lx���
A�
� �:3m � ��
A�
 `O  × T� 
6
�
&;y�
 .( `O �3?B�!K ��i
 ~���;Lx-SDU;  Lx-PDU;Lx-PCI. 

4 �������� 

����	�
 �
)/	b*
 ���
	�
 1�� S?b	C�: 

AH e���	9.
 ��9&� (Authentication Header) 

BRM N9�9& N;()� |Z
o (Basic Reference Model) 

DCCP �%Qm
 � s"\	�
 �
:
�-)U��>��<�
 �
?%- S (Datagram Congestion Control Protocol) 

DPI 
��m)�
 OBP M�;	*
 ��	X	� (Deep Packet Inspection) 

DPI-FE � NX�l
�
 e��"�
��m)�
 OBP M�;	*
 ��	X	B (DPI Functional Entity) 

DPI-PDFE 
 �9��9 �
)�U {;*
 NX�l
�
 e��"�
��m)�
 OBP M�;	*
 ��	X	� (DPI Policy Decision Functional Entity) 

DPI-PE � �Q�*
 e��"�
��m)�
 OBP M�;	*
 ��	X	B (DPI Physical Entity) 

DPI-PIB 
 �9��9 ���
B;� �?P�8��m)�
 OBP M�;	*
 ��	X	� (DPI Policy Information Base) 

ESP �X Bk*
 ����J
 ��
�f
 (Encapsulating Security Payload) 

ET ¡�

��
 �.�% � �.�/�.
 (Emergency Telecommunications) 

FPA �B��: ��
�f
 ����� !�B� (Full Payload area Analysis) 

FSL ¢��)*
 c��
� �k� (Filter Specification Language) 

HTTP �
:
�-)U£;#	�
 ���
 !�>  (Hypertext Transfer Protocol) 

IANA �8�& ��/H �¤��7>)	>�
 S (Internet Assigned Numbers Authority) 

IE ���
B;� )���P (Information Elements) 
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IP 7>)	>�
 �
:
�-)U (Internet Protocol) 

IPFIX 7>)	>�
 �
:
�-)U M]?� ���
B;� )4?/� (IP Flow Information Export) 

IS  ��?x
 �(In-Service) 

L-PDF *
 �9��C�
 �
)8 �X�l-$��B� �;<	 (Local PDF) 

MPLS �.
:
�-)U �?;U s9
�
 !4?<� (Multi Protocol Label Switching) 

NGN [�	�
 !�z
 �"<� (Next Generation Network) 

NMS  �"<#�
 ��
Q� S�T>(Network Management System) 

OGP ��;��� ¢
	X� �
:
�-)U (Open Game Protocol) 

OoS ��?x
 |��� (Out-of-Service) 

OSI-BRM  �%
	X*
 ��T>�� {�<�
 !��
	�
�N9�9& N;()� |Z
o  

(Open Systems Interconnection – Basic Reference Model)  

P2P 5
)T��
 AU (Peer to Peer) 

PCC s�9)	�
- �;<	*
 �9��C�
 � s"\	�
 (Policy and Charging Control) 

PCI 
�-)U � s"\	�
 ���
B;��
: (Protocol Control Information) 

PDF �;<	*
 �9��C�
 �
)8 �X�l- (Policy Decision Function) 

PDU �
:
�-w�
 ��>��U �?%- (Protocol Data Unit) 

PEL �;<	*
 �9��C�
 �P +<;	�
 �k� (Policy Expression Language) 

PFF ��m)�
 +�C� �Q�P� �X�l- (Packet Forwarding Function) 

PIB �;<	*
 �9��C�
 ���
B;� �?P�8 (Policy Information Base) 

PPA ��
�f
 ����� !�B� (Payload area Analysis) 

PSAMP Sm)�
 �� ����P ��& (Packet Sampling) 

PSL �;<	*
 �9��C�
 c��
� �k� (Policy Specification Language) 

RACF �
<��
- Q�

*
 � s"\	�
 cR�l- (Resource and Admission Control Functions) 

RACS �
<��
- Q�

*
 � s"\	B� NP)X�
 S�T��
 (Resource and Admission Control Subsystem) 

R-PDF  �;<	*
 �9��C�
 �
)�� �?�;<�
 �X�l
�
)
 �?�P �
T�� �� $
?�;U �;8

�
 ��m)�
 +�C� �Q�P� �X�l- �& ��	X	�
�
 OBP M�;	*
��m)( (Remote PDF (i.e., PDF remotely located from DPI node perspective)) 

RTP NB;X�
 78
�
 � !���
 �
:
�-)U (Real-time Transport Protocol) 

SA  {�& gU
)�(IPsec) (Security Association (IPsec)) 

SCTP ��	<�
 ���8 � s"\	�
 ��9�� �
:
�-)U (Stream Control Transmission Protocol) 

SDU ��?x
 ��>��U �?%- (Service Data Unit) 

SigComp )4
#	�
 gk� (Signaling Compression) 
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SIP ��-?�
 ���	9
 �
:
�-)U (Session Initiation Protocol) 

SPI  ��J
 ��B;� )�¥�(IPsec) (Security Parameter Index (IPsec)) 

TCP �9��
 � s"\	�
 �
:
�-)U� (Transmission Control Protocol) 

TISPAN S?�	*
 N"<#�
 gU)B� 7>)	>�
- �.�/�.
 �.
:
�-)U- ���?� 

(Telecommunication and Internet Converged Services and Protocols for Advanced Networking)  

UDP S?b	C*
 ��>��U �?%- �
:
�-)U (User Datagram Protocol) 

5 �	
���� 

 !"#U ��
9
*
 Q
�<�
 �� ��R�8 ���W
�
 1�� ���	�R-x/y +#4 D�% x- �)�X�
 s8� G� y�)�X�
 dB� ��� s8� G�  .
 S?b	C�-1�>Q& ���<*
 ¦�;*
 �Q¥� ��
 ����	�
 ��9�9J
 ���B"�
 Q
�<�
 1��: 

"��"-& " S2B4"-& " �
B�� "�U ?��	�
 �� N�
2�� �B�	� OBP �?� ���B:� ��P r
)E
 ��U j�C4 .- ��
)/U   ��%
 1�� '� ��U��*
 sPm���W
�
. 

".& ��"-& " .& S2B4"-& " )T� " ��P r
)E
 ��U j�C4 .- ��
)/U �U ?��	�
 �� N�
2�� �B�	� OBP �?� ���B:
�  1�� '� ��U��*
 sPm ��%���W
�
. 

��B:- "V4§�
O " +, ��"� �U O�
4 �B�	� OBP �?�N�
2��MB�*�U  . [�	��U-
P?� �(�% . �sP2� �B�	*
 
�� )]
	 ��U��*
. 

���B:- "�"�$�4���	�
 "-& " m
�"-& " 2R�z
 ��"-& " ��� " �& OBP �
��4 e& e-Q �U ¢
�C� ����� �B�� OBP �?�
�U ���
� . ���x
 
�� +]
	U M�<�	�
 S
2�� G� ��\B�/*
 1�� N�)� .-�"� ���
�"<#�
 !k#� 1)]
4 e& /S?�� ��?x
 

$�4���� .e� !U78
�
 0X> � �X�

*
 ��U��� sPm- ���x
 
�� |
�Q� ��"� 'n�/*
 . 

	� �-  1�� ����
	�
e��%J
 �;U � )�T� F�Y��\B�-   ���B:�"�- FNk<�4- F.& A;	4- FA;	4 . e
"4 ���f
 1�� �-
 OBP F[

	�
 OBP F��B4-��"��"-& " S2B4"-& " �
B��"F- ".& ��"-& " .& S2B4"-& " )T�"- F"N�
4"- "���"-&  "m
�" 

-&" 2R�z
 ��" .4-n-��?�P ����;*
 ?/��
 5�X	>
  -& !�4�� � ��C�R)�
 ���B"�
 -& �
��<;�
 1�� !h� �
�l �  �Q��
����P� �}& OBP $�%
)� ��
9
�. 

6 
 �����
� ����
� ����	������
� ��� ������ ������ (DPI-FE) 

1.6 �������� �	
��� ��
� 
�
� 

R-6.1/1 :�
 OBP ��NX�l
�
 e��"� ��m)�
 OBP M�;	*
 ��	X	BQ?� e& M�<�	�
 �4
� . 

R-6.1/2 :�
 OBP ��NX�l
�
 e��"� ��m)�
 OBP M�;	*
 ��	X	Be& �9��9 ?P

8 �� �XB	¨ �

>& sP?4 
 �;	*
 ��	X	���m)�
 OBP M. 

R-6.1/3:�
 OBP �� NX�l
�
 e��"� ��m)�
 OBP M�;	*
 ��	X	B (DPI-FE)Q?� e& ��
� OBP c#"��U M�<�	�
 �4
�  M�<�	�
. 

R-6.1/4 : M�<�� I
	C� t-)� �� �
B��
��m)�
 OBP M�;	*
 ��	X	�) �4���	�.
 M]?	�
 I
	C� t-)�- ( j�C� e&
 M�<�	�
 �4
� ?4?\	U& OBP �Q�%J
 �:)f
 1��
 ��9)
��m)�
 OBP M�;	*
 ��	X	� 1��.
 �Q�%& ( �4Q�%& ����<�	�
 '��z

��] 0<� . 
E OBP �4
@
 ?4?\	U 1��.
 �4Q�%& �:)f
 j�C� e& t)#U 1��.
 ��R��W ����<�	B�- 1��.
. 

R-6.1/5 :�"�$�4���	�
  M�<�� I
	C� t-)#� 
 OBP M�;	*
 ��	X	���m)�
) �4���	�.
 M]?	�
 I
	C� t-)�- ( j�C� e&
 M�<�	�
 �4
� ?4?\	U �:)f
 1��
 ��R��W ��9& OBP)
��m)�
 OBP M�;	*
 ��	X	� 1��.
 NR��W.( 
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R-6.1/6 : )/�;U O�
4))���P -& ( ���;� S
2	��� M]?	�
 I
	C� t-)� � ��?b	C*
 ���
B;*
[b-IETF RFC 5102] F

\��
 OBP I?� !u3C*
 7>)	>�
 S�8�& ��/H �¤�� [b-IETF IANA IPFIX]. ���	� e�U O�
4 F���f
 1�� !h� �- 

 ���
B;� )���P ���
B;*
 )���PIPFIX �B�
�
 �
:
�-)U ���<�U ��B;	*
 (L2) �"<#�
- (L3) !���
- (L4) ��<��U F
 �
:
�-w� ��9�9J
 �4���;*
IETF���<��
 �Z . 

������ � D!�
�J� �	!B* 1�� j��
& �!��!��G
 T�� IPFIX g)� �M��Mb
 L!+�� F��� �5�� (IANA) ) _M!C T� ��)B� L!t� E��#
�M��Mb
 (IETF) (��#!aO �	!B* 1Ae�� . 1�?#IANA �!�
 ) L!* ��!� ��2011 (�:3��
 DU
�
&;�K T* D!�
�J� �	!B* N�:B& L4 

 �
�
&;�K 
)*UDP;  TCP) T�; �
�
&;�K T* D!�
�J� �	!B* �F:B�
 ��7�� SCTP; DCCP.( 

R-6.1/7 : )/�;� $�4���	�
 �"�))���P -& ( ��<���U �B/�
 �
Z dB� +, ���
B;� )���P e
"� e& ���
B;*
L2 -& L3 
-& L4 !39 |��� IPFIX) �
:
�-)U � �C9¥� ���� ���
B;� )���P O�C�- IPFIX [IETF RFC 5101].( 

2.6 C���� �D�BL� ��.��� 01� �2��
� 3��4�� (DPI) 

 '�8

� �<	"� OBP ���B�;��U ��B;	*
 ��<B�	*
 �)�X�
 1�� rn);�
��m)�
 OBP M�;	*
 ��	X	� (DPI) .� �"�-BNX�l
�
 e��" 
���m)�
 OBP M�;	*
 ��	X	B (DPI-FE) !h� �Q�<4 e& ?�;U N"<� e��"� -&  $��B� ���B�;�
 1��)T>
 !"#�
 )1-6 .( �"�-

 �U�h� �4?4)3	�
 ��%���
 �� w	;V� e& �?�;<�
 ��"<#�
 ��>��"�
 �� ��"�*
 t�oJ
 '��z �9��9 �
)�U {;*
 NX�l
�
 e��"�


��m)�
 OBP M�;	*
 ��	X	� � ��Z�X>� �(

�
 '�8
	�
 OBP ��R���
 ?P

��
 �)�4 ���
  e��"�
DPI-FE. 

Y.2770(12)_F6-1
 

 &'*��1-6 � C���� �D�BL ���.��� 01� �2��
� 3��4�� (DPI)� �"D	2�� G	M� N	�O P �84�@��� >	�'  

���.��� 01� �2��
� 3��4�1)  &'*�� �	!"# �QO�2-8��1R���� ��:���� �����	� �1��" 	2�� ( 


 �9��9 �
)�U {;*
 NX�l
�
 e��"�
 g<�)4	X	���m)�
 OBP M�;	*
 �� '�  �
<��
- Q�

*
 � s"\	�
 cR�l-(RACF) 
)� �
<��
- Q�

*
 � s"\	�
 cR�l- '� [�	�
 !�z
 �"<� Q
(- ���%(���
	�
 1�� ���> |��� '�� �	X�

� �"�- F .

 !"#�
 � Q)4-1-6VU �P ��
Q�
 cR�l- OBP �
	� �>J ?;
 � �NX�l
�
 e��"� *
 ��	X	B��m)�
 OBP M�;	 (DPI-FE). 

�<=
+>
 ��	?
�@6A B� 

	?��
 C"	D�
�0"	0 =
�EA F@�
 G�DPI(DPI PD-FE) 

4"���@�"A <+".H
<=
+H �$ ���I�
��J
�
 4"���@�

K	L�
�"A

 M"�& N="O
�	;�
�
 P9� 

 <��"L 4"&"	A
�.�
�
 4"�;
�

��
D�
 K	L
��DPI 

��	?�
�	�Q
 <=
+>


�������
�	
�� 

�
	�� ������

���R ��	?� 

�����
 ����

������� S�TDPI

G�	?��
 C"	D�
�DPI(DPI-FE)

��
�� ����
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1.2.6 ��	��� C������ S	�1��� 

R-6.2.1/1 : '�8

� eu2H e& ��
��m)�
 OBP M�;	*
 ��	X	� (DPI)  � ������ ��	
�DPI � $��P)] $�>��: !"#� ��
 
� e��"
NX�l
�
� ��m)�
 OBP M�;	*
 ��	X	B (DPI-FE). 

������ �3��8 X:�B8
 �!�i
 k�&�� 
 j�+

& ���%��
 4�* EAJ�8
 W��2����M!��O _���& ��%��
 ��
� )�)� �2�Z; �� `O   ��
2�
 6
	
�

D!M!�3�
 ()*!+ g
�- `O. 

'�8
� S
?b	9
 �"�-
 ��m)�
 OBP M�;	*
 ��	X	� (DPI)NB4 �� !(& �� : 

• <4)�� ?4?� N �4
�B� )��:
BC�
��+,- F$�h� ���.?	9.
 -& (� 

• - �4
�B� ?4?� M�8Q ?4?�)���	�
 ��U��*
 ?P

8 !h�.( 

 �kB�
 '��-)��:
BC�
 -& ���)�
 (�9��9 ?P

8 ?4?\	� ��?b	C*

 ��m)�
 OBP M�;	*
 ��	X	� (DPI)F ?P

8 �P $��] 
���
	�
 1�� M�<�� ��_ |��� F��CX> ��U��*
 .Q
(- .� ���
	�
 1�� Q?� .- '�8

� �<	"�
 X	���m)�
 OBP M�;	*
 ��	 F

cR�l-- F�Q
(
*
 '�8

	�
 �����-�<	"*
 ��
Q� . 

R-6.2.1/2 :'�8

� �<	"� OBP ©�Xf
 ��-
 ��m)�
 OBP M�;	*
 ��	X	� A�
b*
 +, A�?b	C�B� NR)� +,- ��� !"#U. 

2.2.6 � C����� ���'� �D�BL��.��� 01� �2��
� 3��4�� (DPI) 

�)�X�
 1�� Q?�'�8

� �<	"� ��<B�	� 
 ��m)�
 OBP M�;	*
 ��	X	�. 

1.2.2.6 ��"�T C����� ��	UL 

R-6.2.2.1/1 : '�8

� �]��� OBP ��?��
 S2B�DPI'�8

� �<	"� G� �?4?( 
 ��m)�
 OBP M�;	*
 ��	X	�. 

2.2.2.6 �B�T�
� C������� 01� S	�12��� 

R-6.2.2.2/1 : !4?;� OBP ��?��
 S2B�)D4?� ('�8

� �<	"� � �Q
(
*
 '�8

	�

 ��m)�
 OBP M�;	*
 ��	X	�. 

R-6.2.2.2/2 : '�8

� !��;�- A"~ OBP ��?��
 S2B�DPI'�8

� �<	"� � ���;� 
 ��m)�
 OBP M�;	*
 ��	X	�. 

R-6.2.2.2/3 : r�% OBP ��?��
 S2B�)��
m� ( '�8

�DPI'�8

� �<	"� � ���;� 
 P M�;	*
 ��	X	���m)�
 OB. 

3.2.2.6 8TD	R F�� V�� W� ���	E�� ��O GB	�� 

R-6.2.2.3/1 : �?P�8 MC> �& ��<�
 $�4���	�
 �"�) �)�X�
 $��4& )T>
2.1( '�8
	� 
��m)�
 OBP M�;	*
 ��	X	� ?4?� !(& �� 
M�<�� �4
� ��(��� ����U ¢
�9 wP ) �&e1-  e2  !"#�
 �1-8.( 

3.2.6 �BX� �4�@� C����D 

R-6.2.3/1 : '�8
� ��
Q� �
5
)(� ��X�� ��
��m)�
 OBP M�;	*
 ��	X	� �)�X�
 � �Q?�
 2.2.6 '8
� �� $��B� 
� e��"
NX�l
�
� ��m)�
 OBP M�;	*
 ��	X	B A;8
*
 �: �� -& ?�;U '8
� �� -& ) !"#�
 )T>
1-6.( 

4.2.6 �D�BX� S�Y��TL P Z��*�� 

R-6.2.4/1 :sPQ S2B4'�8
� ���B�P e�#U ']?�
 �
B9& 
 ��m)�
 OBP M�;	*
 ��	X	� (DPI) ?�P  ���B�;�
 1�� 5?<�

�P VU ?;)�>�( �� F��h*
 !�<9 OBP
 �9��9 �
)�U {;*
 NX�l
�
 e��"�
 ��m)�
 OBP M�;	*
 ��	X	� (DPI-PDFE) 
�  !"#�
1-6.( 

R-6.2.4/2 :8
� ���B�P e�#U ��z
 �
B9& sPQ S2B4'�
 ��m)�
 OBP M�;	*
 ��	X	� (DPI) ?�P  ���B�;�
 1�� 5?<�

$��B� .� ��B�
 ��
Q�
 �X�l- e& ��z
 S
�X� IQ¥�-BNX�l
�
 e��"� ��m)�
 OBP M�;	*
 ��	X	B (DPI-FE) G� �B�� 


 �9��9 �
)�U {;*
 NX�l
�
 e��"�
��m)�
 OBP M�;	*
 ��	X	� (DPI-PDFE)� 5
)(� ��X�� sR�8 -& ?4?( '�8
� OBP ��
Q. 

 c�: ��&u;XV4
 !�NX�l
�
 e��"� ��m)�
 OBP M�;	*
 ��	X	B<BK $�
�] ���
	�
 1�� ���> |��� . 
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3.6 ����� ��� ������� ���
� 

� �;��x
 �:)f
 t�o�U ��B;	*
 �>

z
 �)�X�
 1�� �-��	���m)�
 OBP M�;	*
 ��	X	B (DPI). 

1.3.6 "�[ \O��T������ �"�H � 

R-6.3.1/1 : sP?4 e& O�
4
�NX�l
�
 e��"� ��m)�
 OBP M�;	*
 ��	X	B  OBP ��	X	�
 e-Q �� F����<�	�
 �4
� ?4?�
M]?	�
 I
	C�. 

R-6.3.1/2 :�"�
4����9 �J $�4���	�
  ��m)�
 OBP M�;	� ��	X� (DPI)  e& �& FM]?	�
 �P $��	C� �4
?<�
 � e
"4 e&
�?P�8 
BH�9��9 
 ��m)�
 OBP M�;	*
 ��	X	� G� ��?�*
 
�NX�l
�
 e��"� ��m)�
 OBP M�;	*
 ��	X	B (DPI-FE)��  c�
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