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Summary 

Supplement 17 to the ITU-T X-series Recommendations describes threats to, and security objectives 
for, enhanced web-based telecommunication services using technologies such as Web 2.0 and 
mashups. Threats to enhanced web-based applications are identified, as are threats to traditional 
web-based applications. Moreover, security objectives for enhanced web-based application services 
are provided. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 
operating and tariff questions and issuing Recommendations on them with a view to standardizing 
telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 
these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 
prepared on a collaborative basis with ISO and IEC. 
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Supplement 17 to ITU-T X-series Recommendations 

ITU-T X.1143 – Supplement on threats and security objectives  
for enhanced web-based telecommunication services 

1 Scope 

This supplement describes threats to, and security objectives for, enhanced web-based 
telecommunication services using technologies such as Web 2.0 and mashups. There are many web 
service standards and web service security standards. These are partially developed by vendors and 
service providers, and not organized. This supplement provides an overview of the threats to, and 
security objectives for, enhanced web-based telecommunication services and is a baseline document 
for designers or implementers to analyse the vulnerabilities of web application services and to 
consider and improve the security aspects of web applications. The threats identified for enhanced 
web-based applications are not the only ones being investigated, but also those of traditional web 
applications, as these are still potential threats to enhanced applications. Moreover, the security 
objectives provided cope with the threats and would be applied to wired/wireless web-based 
application services. 

2 References 

None. 

3 Definitions 

3.1 Terms defined elsewhere 

This supplement uses the following terms defined elsewhere: 

3.1.1 access control [b-ITU-T X.800]: The prevention of unauthorized use of a resource, 
including the prevention of use of a resource in an unauthorized manner. 

3.1.2 authorization [b-ITU-T X.800]: The granting of rights, which includes the granting of 
access based on access rights. 

3.1.3 availability [b-ITU-T X.800]: The property of being accessible and useable upon demand 
by an authorized entity. 

3.1.4 confidentiality [b-ITU-T X.800]: The property that information is not made available or 
disclosed to unauthorized individuals, entities, or processes. 

3.1.5 data integrity [b-ITU-T X.800]: The property that data has not been altered or destroyed in 
an unauthorized manner. 

3.1.6 data origin authentication [b-ITU-T X.800]: The corroboration that the source of data 
received is as claimed. 

3.1.7 hypertext markup language (HTML) [b-ITU-T M.3030]: A system of coding 
information from a wide range of domains (e.g., text, graphics, database query results) for display 
by World Wide Web browsers. Certain special codes, called tags, are embedded in the document so 
that the browser can be told how to render the information. 

3.1.8 privacy [b-ITU-T X.800]: The right of individuals to control or influence what information 
related to them may be collected and stored and by whom and to whom that information may be 
disclosed. 
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3.1.9 repudiation [b-ITU-T X.800]: Denial by one of the entities involved in a communication 
of having participated in all or part of the communication. 

3.2 Terms defined in this supplement 

This supplement defines the following terms: 

3.2.1 authentication: A process used to achieve sufficient confidence in the binding between the 
entity and the presented identity. 

NOTE – Use of the term authentication in a web-based service context is taken to mean entity authentication. 

3.2.2 JavaScript Object Notation (JSON): A lightweight, text-based, language-independent 
data interchange format. 

3.2.3 mashup: A web application that combines content (data and code) or services from 
multiple origins to create a new service. 

3.2.4 Web 2.0: Web technology and applications that facilitate participatory information sharing, 
interoperability, user-centred design and collaboration on the World Wide Web (WWW). 

4 Abbreviations and acronyms 

This Supplement uses the following abbreviations and acronyms: 

API  Application Programming Interface 

CSRF  Cross-Site Request Forgery 

DOM  Document Object Model 

DoS  Denial of Service 

HTTP  Hypertext Transfer Protocol 

HTTPS  Hypertext Transfer Protocol Security 

JSON  Javascript Object Notation 

MitB  Man-in-the-Browser 

MitM  Man-in-the-Middle 

OOP  Object-Oriented Programming 

PKI  Public Key Infrastructure 

REST  Representational State Transfer 

RSS  Really Simple Syndication 

SDU  Service Data Unit 

SNS  Social Networking Service 

SOAP  Simple Object Access Protocol 

SSL  Secure Socket Layer 

URL  Uniform Resource Locator 

WS  Web Service 

WWW  World Wide Web 

XML  eXtensible Markup Language 

XSS  Cross-Site Scripting 
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5 Conventions 

None. 

6 Introduction 

The benefits of web services have an important effect on human societies and become a part of 
human lives. Enhanced web-based technologies, such as Web 2.0 and mashups, are trends in the 
use of WWW technology that aim to facilitate creativity, information sharing and collaboration 
among users. The major technical changes of the trends are asynchronous script, data syndication, 
an open application programming interface and mashup. Although web designers and implementers 
support the interoperability among these technologies and service, the interoperability is not 
complied with. It is the same situation in the case of security standardization.  

In Web 2.0, composite services are called mashups. A mashup is a web application that combines 
data from more than one source into a single integrated tool. Figure 1 is an example of the mashup 
service. Content used in mashups is typically sourced from a third party via a public interface or 
API. When a non-secure service and a secure service converge into a mashup service, the mashup 
service is influenced by an attacker. Figure 1 gives an example of why the security levels of every 
web service and domain conforming to the mashup should be provided equally. If the real estate 
web site is unsecure, the whole mashup service and domain would not be secure and the other parts 
of the service network would be gradually affected. 

X.Suppl.17(12)_F01
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Figure 1 – Example of a mashup service 

7 Architecture of enhanced web-based telecommunication services 

Enhanced web-based technologies are being applied to telecommunication services since they 
enable developers to efficiently and cost-effectively develop and deploy new services, and to easily 
and rapidly integrate content from a variety of sources to form composite services. 

Figure 2 illustrates the architecture of an enhanced web-based convergence service. Web 2.0 
services provided by the third party on the Internet, and services provided by the network operator 
in the telecommunication domain, are combined to provide a convergence service using mashup. A 
user of the mashup client can check the presence of a friend and find their location via the mashup 
server that invokes the presence server and location server in the telecommunication domain. The 
mashup client can find their geographic location on the map using the Web 2.0 service that provides 
a map service. The client can also access the user profile provided via the mashup server. Web 
protocols such as representational state transfer (REST) [b-Fielding], simple object access protocol 
(SOAP) [b-W3C] and really simple syndication (RSS) [b-RSS] are used for such mashups. 
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The core network gateway provides access to the network elements of the network operator. An 
example of the core network gateway is the Parlay/OSA gateway [b-GSMA] employed to link 
applications by exploiting the Parlay/OSA APIs with the existing network elements. The 
Parlay/OSA gateway consists of several functional entities that provide Parlay/OSA interfaces to 
the applications. The Parlay/OSA gateway is under the control of the network operator or service 
provider, and is a single point through which all Parlay/OSA interactions pass. If the 
telecommunication application server does not provide support of a web protocol, then the mashup 
server can call functional objects using such a gateway. 

Web service
(e.g., map service)

Mashup server
(community service)

Web service
(e.g., user profile)

e.g., user profilee.g., map

e.g., device location
e.g., presence
information

Core network
gateway

Messaging
server

Location
server

Presence
server

Telecom application servers

Control layer

Access  network

(Map + location + presence + ...

Mashup
client

X.Suppl.17(12)_F02  

Figure 2 – Architecture of the enhanced web-based convergence service 

8 Threats of enhanced web-based telecommunication services 

Threats have been classified into five categories: general security threats, security threats to 
asynchronous script, security threats to web APIs, security threats to data syndication and security 
threats to mashups. 

8.1 General security threats 

8.1.1 Denial of service (DoS) 

Denial of service occurs when an entity fails to perform its proper function or acts in a way that 
prevents other entities from performing their proper functions. One example of denial of service 
would be overwhelming the server with requests that either require excessive processing or 
consume excessive resources. 

8.1.2 Eavesdropping 

Eavesdropping involves viewing information that should not be viewed, either by examining 
messages in transit or by examining the content stored in a server. 
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8.1.3 Man-in-the-browser 

A Man-in-the-browser (MitB) attack will be successful irrespective of whether security 
mechanisms, such as secure socket layer (SSL)/public key infrastructure (PKI) and/or two or three 
factor authentication solutions, are in place or not. 

8.1.4 Man-in-the-middle 

A form of Internet threat related to man-in-the-middle (MitM) is a Trojan that infects a web browser 
and has the ability to modify pages, modify transaction content or insert additional transactions, all 
in a completely covert fashion that is invisible to both the user and the host application. A man-in-
the-middle attack is an attack whereby an attacker is able to read and modify, at will, the messages 
between two parties without either party knowing that the link between them has been 
compromised. 

8.1.5 Masquerade 

In a masquerade, an entity pretends to be a different entity. An authorized entity with few privileges 
may use a masquerade to obtain extra privileges by impersonating an entity having such privileges. 

8.1.6 Modification of messages 

The modification of a message occurs when the content of a data transmission is altered undetected, 
thereby resulting in an unauthorized effect. 

8.1.7 Repudiation 

A repudiation attack happens when an application does not adopt controls to properly track and log 
users' actions, thus permitting malicious manipulation or forging the identification of new actions. 
This attack can be used to change the authoring information of actions executed by a malicious user 
in order to log wrong data to log files. Its usage can be extended to general data manipulation in the 
name of others, in a similar manner as spoofing mail messages. If this attack takes place, the data 
stored on log files can be considered invalid or misleading. 

8.1.8 Replay 

A replay occurs when a message, or part of it, is repeated to produce an unauthorized effect. 

8.2 Security threats to asynchronous script 

Asynchronous script is a group of interrelated web development techniques used for creating 
interactive web applications or rich Internet applications. With asynchronous script, web 
applications can retrieve data from the server asynchronously in the background without interfering 
with the display and behaviour of the existing page. This feature is enabled by XMLHttpRequest 
and JavaScript object notation [b-JSON]. XMLHttpRequest is an API that allows client-side 
scripting language to make HyperText Transfer Protocol (HTTP) connections to remote servers and 
to exchange data, such as plain text, eXtensible Markup Language (XML) or JSON. JSON is a 
lightweight, text-based, language-independent data-interchange format. It defines a small set of 
formatting rules to create a portable representation of structured data. 

8.2.1 Exploiting silent transactions 

Any system that silently processes transactions using a single submission is dangerous to the client. 
For example, if a normal web application allows a simple uniform resource locator (URL) 
submission, a preset session attack will allow the attacker to complete a transaction without the 
user's authorization. In asynchronous scripting language, the transaction is silent; it happens with no 
user feedback on the page, so an injected attack script may be able to behave maliciously in the 
client's web applications or browser without authorization. 
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8.2.2 Cross-site request forgery (CSRF) 

A cross-site request forgery (CSRF) attack causes a victim to unwillingly submit one or more HTTP 
requests to a vulnerable website. A typical cross-site request forgery attack compromises data 
integrity; it gives an attacker the ability to modify information stored by a vulnerable website. When 
a web application requires user authentication, it often does not require the user to type in their 
password for every HTTP request. Instead, web applications track users' authentication states 
between multiple HTTP requests by tokens such as session cookies or the HTTP authorization 
header. However, there can be a problem with this approach; modern web browsers memorize the 
tokens associated with URLs and automatically attach the token when a new HTTP request is 
issued to the server, even if the request is not intended by the user. Cross-site request forgeries take 
advantage of this browser behaviour. With CSRF, a user just needs to visit a malicious website the 
web pages of which can include scripting language logic that issues (potentially hidden) HTTP 
requests to other web servers (such as the user's bank), and those HTTP requests might be 
authorized by the web server because of the presence of the tokens. CSRF enables various kinds of 
attacks, such as sending e-mail from a web-based mail service, posting a comment to a blog on the 
user's behalf, altering a user's buddy list in a social networking service (SNS) or changing settings 
in a home router. 

8.2.3 Cross-site scripting (XSS) 

A cross-site scripting (XSS) attack is a type of attack where trusted content is injected with 
malicious code. XSS attacks can be used to steal session cookies, access restricted information, 
rewrite parts of the page or even act as a user of the browser. 

8.2.4 JSON hijacking 

JavaScript object notation (JSON) hijacking builds upon cross-site request forgery attacks and 
compromises confidentiality; an attacker can read a victim's information. JSON is used for 
communicating information in scripting language and is based on two types of data structures: 
arrays and objects. JSON array is directly vulnerable to JSON hijacking. 

8.2.5 Malformed scripting language object serialization 

Scripting language supports object-oriented programming (OOP) techniques. It has many different 
built-in objects. A new object can be created using new object() or simple in-line code. The 
programmer can either assign a variable to the objects() to process it or make an eval(). If an 
attacker sends a malicious "subject" line embedded with script, then the reader becomes a victim of 
cross-site scripting attacks. A scripting language object can have both data and methods. Improper 
usage of scripting language object serialization can open up a security hole that can be exploited by 
a crafty packet injection code. 

8.2.6 Script injection in a document object model 

Once this serialized stream of objects is received in the browser, developers make certain calls to 
access the document object model (DOM). The objective is to "repaint" or "recharge" the DOM 
with new content. This can be done by calling eval(), a customized function, or document.write(). If 
these calls are made on untrustworthy information streams, the browser would be vulnerable to 
DOM manipulation vulnerability. There are several document.*() calls that can be utilized by attack 
agents to inject XSS into the DOM context. 

8.3 Security threats to web application programming interfaces 

Both SOAP and REST are platform-neutral protocols for communicating with remote services. 
Clients can use SOAP and REST to interact with remote services without the knowledge of their 
underlying platform implementation. REST web APIs use HTTP alone to interact with XML or 
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JSON payloads. SOAP is a protocol for exchanging XML-based messages over computer networks, 
normally using HTTP/hypertext transfer protocol security (HTTPS). 

8.3.1 Injection flaws 

Injection occurs when user-supplied data are sent to an interpreter as part of a command or query. 
The attacker's hostile data tricks the interpreter into executing unintended commands or changing 
data. 

8.3.2 Session hijacking and theft 

Some web-service providers use session identifiers during communication to identify the service 
requesters. An attacker can steal and use the identifier information to hijack a session between the 
web services provider and the consumer. 

8.4 Security threats to data syndication 

RSS is a family of web feed formats used to publish frequently updated works such as blog entries, 
news headlines, audio and video in a standardized format and used for data syndication in web 
services (WSs). RSS formats use XML. 

8.4.1 Masquerade of anonymous user 

Rogue routers or unauthorized anonymous users might masquerade as valid users. Furthermore, 
malicious users of the system may try impersonating an honest web-based telecommunication 
services user. Passive adversaries can eavesdrop on the messages sent over web-based 
telecommunication services links. 

8.4.2 RSS injection 

RSS injection is a type of attack where the RSS feed is injected with malicious code. If the RSS 
reader can display rich content and run scripts, the same problems arise that exist while using the 
web browser. 

8.4.3 XML message injection and manipulation 

An attacker can modify parts of the XML messages or attachments to cause endless loops or failure 
of an XML parser. The attacker can also make use of recursive elements, XPath expression or 
unrelated message attachments, to perform unintended processing that leads to service failure. This 
attack usually comes after a man-in-the-middle attack. 

8.5 Security threats to mashup 

Mashup is a web application that combines data from more than one source into a single integrated 
tool. Content used in mashups is typically sourced from a third party via a public interface or API 
(e.g., SOAP or REST). Other methods of sourcing content for mashups include web feeds 
(e.g., RSS). Mashups provide additional opportunities for all of the above attack scenarios if proper 
security policies are not in order. 

Mashup applications often allow arbitrary third-party mashup components. If a malicious site is 
able to entice mashup users to embed their mashup component, and if the mashup application does 
not offer sufficient protection, then the user and the mashup application's website are vulnerable. 
A malicious mashup component can inject malicious code into the application to achieve all kinds 
of attacks, including XSS, CSRF and DoS, and might be able to steal sensitive user information. If 
the mashup application provides simple server-side asynchronous script proxy services, then a 
malicious client-side mashup component can pass the user's private data to a foreign web server via 
the mashup application's asynchronous script proxy service. 
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9 Security objectives of enhanced web-based telecommunication services 

9.1 Access control 

This service provides protection against unauthorized use of resources accessible via the API. This 
protection service may be applied to various types of access to a resource (e.g., the use of a 
communications resource; the reading, writing, or deletion of an information resource; the 
execution of a processing resource) or to all accesses to a resource. 

9.2 Authentication 

Authentication is required to confirm the identities of the communicating entities. Authentication 
ensures the validity of the claimed identities of the entities participating in communication, and 
provides assurance that an entity is not attempting a masquerade or an unauthorized replay of a 
previous communication. Authentication techniques may be required as part of access control. 

9.3 Authorization 

Authorization is required to grant rights and access rights of users to access secure web-based 
telecommunication services. Authorization and authentication are tightly coupled but authorization 
systems depend on secure authentication systems to ensure that users are who they claim to be and 
thus prevent unauthorized users from doing something to secured resources. 

9.4 Availability 

Availability is recommended and ensures that there is no denial of authorized access to several 
kinds of resources due to events impacting the network traffic. Availability also allows users to 
receive an application service from anywhere and at any time on web entities with the ability of 
such service. 

9.5 Communication security 

Communication security is recommended and ensures that information flows between authorized 
end-points only. Communication security ensures that the information is neither diverted nor 
intercepted as it flows between these end-points. 

9.6 Data confidentiality 

Data confidentiality is recommended to protect data that are being transported, processed or stored 
by a network service against unauthorized access or viewing. 

9.7 Data integrity 

Data integrity is recommended and ensures the correctness or accuracy of data. Data are protected 
against unauthorized modification, deletion and replication, providing an indication of these 
unauthorized activities. 

9.8 Guarantee of efficiency 

In order to apply real-time telecommunication, security services are efficient so that they do not 
delay the transmission or operations. Therefore, web-based secure telecommunication services are 
light-weight. 

9.9 Non-repudiation 

Non-reputation is recommended to provide the means for preventing an individual or an entity from 
denying having performed a particular action related to data, by making available proof of various 
network-related actions. 
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9.10 Privacy 

Privacy is recommended and refers to the right of individuals to control or influence which 
information related to them may be collected and stored, and to whom such information may be 
disclosed. 

9.11 Secure remote backup of device 

Secure remote backup of device is recommended to provide a means to store and retrieve securely 
the system configuration to/from a remote server when the device is exchanged or crashed, etc., 
because the configurations could have user privacy information. 

9.12 Secure user management 

In the case of anonymous users, the use of telecommunication service is made possible without any 
registration process other than open personal information. Nonetheless, the information is validated. 

9.13 Separating key management 

Separating key management is recommended to protect encryption keys from unauthorized 
disclosure and misuse among key management entities: users, delivery systems and administrators, 
by dividing critical functions to ensure that no one individual has enough information or access 
privilege to perpetrate fraud. 

9.14 Trust service 

Trust service is recommended to establish secure relationships among key entities related to web 
services (e-commerce, e-business and system). This forms the measurement basis for the delivery of 
the related service(s). Because many systems are interconnected, errors in one system often have a 
domino effect on other systems as well – even beyond the entity's boundaries. 

9.15 Relationship between security objectives and security threats 

Each security objective is a countermeasure against certain security threats. The relationship 
between security objectives and security threats is shown in Table 1. The letter 'X' in a cell formed 
by the intersection of this table's columns and rows designates that a particular security objective is 
provided in order to remove or mitigate a specific threat. 
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Table 1 – Relationship between security objectives and security threats 
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Cross-site request 
forgery (CSRF) 

 X X   X X  X      

Cross-site 
scripting (XSS) 

 X          X  X 

Denial of service X   X    X  X    X 

Eavesdropping      X         

Exploiting silent 
transaction 

          X X X  

Injection flaws              X 

JSON hijacking   X  X         X 

Malformed 
scripting language 
object serialization 

 X     X     X  X 

Man-in-the-
browser 

 X   X          

Man-in-the-middle  X    X X        

Masquerade  X            X 

Masquerade of 
anonymous user 

X              

Modification of 
messages 

     X X        

Repudiation  X       X      

Replay     X    X      

RSS injection  X    X X        

Scalable mashup  X            X 

Script injection in 
DOM 

X      X        

Session hijacking 
and theft 

X  X            

XML message 
injection and 
manipulation 

 X    X X  X      
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