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Pexomenpanusa MCI-T X.1520

OO01men3BecTHbIE YA3BUMOCTH U He3aIUIIEHHOCTH

Pe3rome

B Pexomernmammun MCO-T X.1520 00 uCmonb30BaHUU OOMIEH3BECTHBIX YSA3BUMOCTSX M HE3AIIHIICHHOCTH
(CVE) mpemraraercss CTpyKTypHpPOBaHHOE CpEICTBO oOOMeHa wuHpopManmue 00 VI3BUMOCTAX H
HE3aIUIIEHHOCTH B 00jacTh 0€30MacHOCTH, oOecreyuBaroliee OOIIMe Ha3BaHUSA IIUPOKO H3BECTHBIX
npo0JieM B KOMMEpPYECKOM IIPOTPAMMHOM OOECICYCHWH U TPOTPAMMHOM OOECHEYEHHUH C OTKPBITHIM
HCXOJHBIM KOJIOM, HCIIONB3YeMBIX B CETAX CBS3M, YCTPOWCTBAX KOHEYHOTO ITOJIb30BATENS WU WHBIX
yCTpoicTBaXx Ha 0Oaze Jr00Oro ApYroro Buia WHPOPMAHOHHO-KOMMYHUKAIHOHHBIX TexHonoruid (UKT),
CIOCOOHBIX HCIOJIB30BaTh MporpaMMmHoe obecrieueHue. llenp Hactosmiedt PekomeHpmanuu 3akirodaeTcs B
ompexneneHnn ucnonb3oBanus CVE, ¢ TeM d4TOOB ympocTUTh OOMEH IaHHBIMH MEXAY OTACIHHBIMHU
CpeacTBaMH WACHTU(UKAIINN YI3BUMOCTH (MHCTPYMEHTAJIBHBIE CPENICTBA, PETIO3UTAPHUN B YCIYTH), KOTOpPbIE
MMEIOT Takoe obIee HamMeHoBaHHe. B macrosmeit Pexomennanum omnpenensierca npumenenne CVE s
oOecriedyeHusT MeXaHWU3Ma, KOTOPBIH TO3BOJHMT HCIOJIB30BaTh COBMECTHO 0a3bl JaHHBIX, KacarolIHecs
YS3BHMOCTH, U JPYTHE CPEJICTBA U YIIPOCTUTH CpPAaBHEHIE HHCTPYMEHTAIBHBIX CPEJCTB M YCIYT oOecTiedeHus
oesomacHoctu. B CVE He comepkutcst nHGOpMAaIius, Kacaromasics, HalIpuMep, PUCKOB, BIUSHUS, TOCTOSHHAS
Wi TnonapoOHas TexHudeckas wuHpopmanusa. B CVE  comepuTcs TONBKO CTaHIApTHBIA HOMED
UACHTU(UKATOpA C WHAMKATOPOM COCTOSHUS, KpaTKOE€ OIMCAaHHWE W CCHUIKH Ha COOTBETCTBYIOIIHE
coo0meHus 00 ySI3BUMOCTSAX M WHCTpyKIuu. Pemosurapuii maentndukatopoB CVE moctyreH 1mo ampecy:
cve.mitre.org/cve/cve.html.

Ha3nauenne CVE, ucnonbp3oBaHHE KOTOPBIX OINpeAeNseTcs B HacTosAlled PexoMeHpanuu, 3aKIHO4aeTcs
B TOM, YTOOBI OXBaTHUTh BCE IMHUPOKO M3BECTHBIC BHUIBI YA3BUMOCTH W HesammimeHHocTH. XoTsd CVE
MpeIHa3HAYCHbI ISl BKJIFOUCHUS B HHUX TIIATEIBHO MPOpa0OTaHHONW HH(OpMAIMKA, OCHOBHOE BHUMAaHHE
OTBOJUTCS ONPEICICHUIO YS3BUMOCTEH M HE3AIUINEHHOCTH, BBIABICHHBIX CPEICTBAMHU OOCCIICUCHHUS
Oe3omacHOCTH, JIFOOBIX HOBBIX TPOOJEM, CTaBIIMX HM3BECTHBIMHU, a TaKXe PAaCCMOTPEHHIO 0oJee paHHUX
mpo0JieM 0e30MacHOCTH, TPEOYIOIIUX BaTUIAIINH,

XpoHoJsiornuyeckasi CipaBKa

M3panne Pexomenpanus VYT1BepxkaeHue HccnenoBarenbckas KOMUCCHUS VYHUKaIBLHBIH H;LeHTHcanaTOp*
1.0 MCDOD-T X.1520 20.04.2011 1. 17-2 11.1002/1000/11061
2.0 MCO-T X.1520 24.01.2014 1. 17-s 11.1002/1000/12040

Jlnst monmyyenus nocryna k Pekomennauu HabepuTe B afpecHoM moiie Bamero opaysepa URL: http://handle.itu.int/,
IoCJIe KOTOPOTO CIIEAYET YHUKAIBHEIN nAeHTUpHKaTOp Pexomennanuu. Hampumep,
http://handle.itu.int/11.1002/1000/11830-en.
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IMPEJINCJIOBUE

MexayHapoaHeIid coro3  anekTpocBsizn (MCD) sBuseTcs CHeNMaNIn3WpOBaHHBIM yupexaeHneM OpraHuzanun
OObenrHeHHbIx Haruii B 001acTu 35eKTpoCBsi3u 1 MHOOPMAMOHHO-KOMMYHUKanoHHbIX TexHonoruid (UKT). Cekrop
cragaapruzauuu  anekrpocBzsn MCD (MCD-T)— mnocrosHublid opran MC3. MCD-T otBewaer 3a wu3yueHue
TEXHUYECKUX, OKCIUIyaTallHOHHBIX W TapHU(HBIX BONPOCOB M 3a BBIIYCK PexoMeHIauumii 1O HUM C LENbI0
CTaHJApTU3aLMU AJIEKTPOCBSI3U Ha BCEMHPHON OCHOBE.

Ha BcemupHoii accambiiee o cranapruzanuu anekTpocssizu (BACD), koropas nMpoBOAMTCS Kakable YEThIpE roja,
ONpeNeNdloTCs TEeMbl ISl M3Yy4eHUs HccaenoBaTrenbckuMu komuccusimu MCO-T, KoTopble, B CBOK OYEpenb,
BbIpa0aThIBalOT PekoMeHaamu 1mo 3TUM TeMaM.

Yrepxnenue Pekomenmammit MCO-T ocymiecTBIsieTcss B COOTBETCTBHH C MPOIEAYPOH, M3I0KeHHOH B Pesomrormu 1
BACD.

B HekoTOphIX 00MacTAX MHPOPMAIIMOHHBIX TEXHOJIOTHH, KOTOphIE BXOAAT B kKommneTeHmuto MCDO-T, HeoOXoaumMbie
CTaHIapTHI pa3pabaTeIBalOTCS HAa 0cHOBE coTpyanndectBa ¢ MCO nu MOK.

INPUMEYAHHE

B mHacrosmeidt Pexkomenmammu TepMuH "aAMHHUCTpamMA' HCIONB3YeTCs Ui KPaTKOCTH M 0003HadaeT Kak
AJIMAHUCTPAIIMIO DJICKTPOCBS3H, TaK U MPU3HAHHYO SKCIUTYaTAIIHOHHYO OPraHU3aIluIo.

CoGumtozienue moJjokeHUH aaHHOM PexoMeHmaumu ocyuiecTBisieTcss Ha I0OpoBoJIbHOM ocHoBe. OIHAKO JaHHAS
PexoMeHnnanuss MOXET coOJepKaThb HEKOTOpble O0s3aTeNIbHBIE IIOJIOKEHUs (Hampumep, Ui oOecrieueHus
(YHKIIMOHAJIBHOW COBMECTHMOCTH WJIM BO3MOXKHOCTH NPUMEHEHHs), U B TAaKOM cilydae coOuoneHne Pexomennanmm
JOCTHUTAETCS TIPH BBINOJHEHUH BCEX YKa3aHHBIX IOJIOKEHUH. [ BBIpakeHHs TpeOOBaHUH HCIIOIB3YIOTCS CIIOBA
"cnenyetr", "momxen" ("shall") mnm HekoTOpBIE Apyrue OOs3BIBArOIIME BHIpAKEHUS, Takwe Kak "oOs3an" ("must"),
a TakKe WX OTpUIaTeNbHBIE (JOPMBL. YTOTpeOIeHHE TaKUX CIOB HE 03HAYaeT, 9TO OT KaKOH-THOO CTOPOHBI TpeOyeTrcs
CcOOJIIOIEHNE TTOIOKEHNH TaHHON PexoMeHmanmm.

[IPABA UHTEJUIEKTYAJIbHOM COBCTBEHHOCTH

MCD obpamaeT BHUMaHHE Ha BEPOSATHOCTh TOTO, YTO TPAKTHYECKOE NMPUMEHEHHE WM BBITIOJTHEHHE HACTOSIICH
PekomeHmammy MOXeT BKIIIOYATh HCIIOJIB30BAaHME 3asBICHHOTO IIpaBa MHTEIIEKTyaldbHOH coOcTBeHHOCTH. MCD He
3aHUMAET KaKyl Obl TO HU OBLIO MO3MIHUIO OTHOCHTENILHO MOATBEPXKICHUS, NCHCTBUTEIBHOCTH MM PUMEHUMOCTH
3asIBJICHHBIX IPaB MHTEJUICKTYAIbHOW COOCTBEHHOCTH, HE3aBUCHMO OT TOTO, JIOKA3bIBAIOTCS JIM TAKWE MpaBa WiCHAMU
MCD wnu ApyruMu CTOPOHAMH, HE OTHOCSIIIMMUCS K TPOIIecCy pa3paboTku PekomMeHpammu.

Ha wmomenT yTtBepkaeHus Hacrosmed Pexomenmanuu MCD He NHONMydds1 M3BELIEHUS 00 WHTEIUIEKTYaJIbHOW
COOCTBCHHOCTH, 3AIIMIICHHOW IaTeHTaMM, KOTOpbIE MOTYT IOTpPe0OBaThbCsl JUIS BBIIOJHEHHS HACTOAIICH
Pexomennmanuu. OgHako Te, KTO OyAeT NpUMEHSATH PekoMeHIalnuio, JOJDKHBI MMETh B BHAY, YTO BBINIECKa3aHHOE
MOXET HE OTpakaTh caMylO IIOCIIETHIOI0 MH(QOPMAIHIO, U OATOMY MM HACTOSTEIBHO PEKOMEHyeTcst o0paiaTbest K
naTeHTHOU 6a3e qaHHeIX BCD mo aapecy: http:/www.itu.int/ITU-T/ipr/.

© ITU 2014

Bce npaBa coxpanensl. Hu onHa U3 yactel JaHHOW ITyOJIMKAIMy HE MOXKET OBITH BOCIIPOM3BEICHA C TOMOIIBI0 KAaKMX
OBI TO HH OBLTO CPENCTB 0€3 MPEABAPUTEIHHOTO MMCBMEHHOTO pa3pemieHus MCD.
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BBengenne

B nactosmeit Pexomennanuu 00 UCIIONBE30BaHUH OOIIEH3BECTHRIX YA3BUMOCTIX U HezamnumeHHoctu (CVE)
MpeyIaracTcs CTPYKTYPHUPOBAHHOE CPEACTBO 0OMeHa mH(popMaiueli 00 yA3BHUMOCTSIX M HE3aIUIICHHOCTH
B oOilacth  Oe30MmacHOCTH, oOeclieunBaromee OOMKe Ha3BaHUS MIUPOKO M3BECTHBIX TIpodiieM B
KOMMEPUYECKOM MPOTrPaMMHOM OOCSCIICUECHUH ¥ TIPOTPAMMHOM OOECIICUCHUH C OTKPBITHIM HCXOIHBIM KOJIOM,
HCIIONIb3YEMBIX B CETSAX CBSI3U, YCTPOWCTBAX KOHEUHOTO TOJIh30BATENs WIM HHBIX YCTpONCTBax Ha 0ase
T000r0  Apyroro Bupa WHGOPMAIMOHHO-KOMMYHHUKAaNMOHHBIX — TexHonoruit (MKT), cnocoOHBIX
WCIIONB30BaTh MporpaMMHoOe obecrieuenre. Llens HacTosmel Pexomernamum 3aKimrodaeTcsi B ONpeneIeHuN
ucnoip3oBanust CVE, ¢ TeM YToObl yHpOCTUTh OOMEH IaHHBIMH MEXAY OTACIbHBIMH CpPEACTBAMU
UICHTU(QUKANNN YSI3BUMOCTU (MHCTPYMEHTAJbHBIE CPEJICTBA, PEMO3UTAPHUHM W YCIYTH), KOTOPHIE HMEIOT
Takoe oOmee HauMeHoBaHWEe. B Hactosmerd Pexomenmammm —ompenensercs mpumeHenne CVE
JUTs 00eCTieUeHUsT MEXaHNU3Ma, KOTOPBIH IMO3BOJUT HCIIOJIb30BaTh COBMECTHO Oa3bl JAaHHBIX, KacaroIIHecs
YS3BHUMOCTH, W JIDYTHE€ CPEICTBA M YIPOCTUTh CPaBHCHUE HWHCTPYMEHTANBHBIX CPEICTB M YCIyT
obecnieuenus: OeszomacHoctn. B CVE He coxmepkurcs wH(pOpManus, Kacaromascs, HalpuMep, PHCKOB,
BIIUSIHUS, TIOCTOSIHHAS WM moApoOHas TtexHudeckas wuHpopmaruss. B CVE comepxurtcss TONBKO
CTaHJIAPTHBI HOMEpP HACHTU(UKATOpPA C HHIAMKATOPOM COCTOSIHHS, KPAaTKOE OIHMCAaHUE WM CCHUIKA Ha
COOTBETCTBYIOIINE COOOMICHUsT 00 YSA3BHMOCTSIX W WHCTpyKIuH. Pemosurtapuii maentupukaropo CVE
JIOCTYIICH TI0 afpecy: cve.mitre.org/cve/cve.html.

Haznauenne CVE, ucnosb3oBaHUe KOTOPBIX OIMPEAENSAETCS B HACTOSIIEH PekoMeHmaruu, 3akifouaeTcs B
TOM, YTOOBI OXBATHTh BCE IIMPOKO HW3BECTHBIC BHIBI YSI3BUMOCTH W HesammmeHHOCTH. XoTs CVE
MpeIHa3HAYeHbl JUIA BKIIOYEHHS B HEe TIIATENbHO MpopaboTaHHOW WH(OpMAIK, OCHOBHOE BHHMAaHHE
OTBOJMTCS OMNPEACICHHUIO YSI3BUMOCTEH M HE3alUINCHHOCTH, BBISBJICHHBIX CpPEICTBAMH OOECICUCHUs
0€30MMacHOCTH, JFOOBIX HOBBIX MPOOJIEM, CTaBIIMX W3BECTHBIMH, a TAKXKE PACCMOTPEHHUIO OoJiee paHHHUX
po0iieM 6e30MacHOCTH, TPEOYIOIIUX BaTUIAIINH.

Hacrosmas PexoMennarus sBiseTcss oqHON M3 Kiacca Pexomenmanmii MCO-T, BeImeane u3 mupoKoro,
CYLIECTBYIOLIETO, TJIOOANBHOTO COOOIIECTBa pa3BUTHA M MOJb30BaTeNiel, KOTOpOE OCYLIECTBHUIIO
MIOATOTOBKY W Pa3BUTHE OTKpPHITON crnenudukanuu, npeacraBassemMod MCO-T mist npuHSTHA, TPU TOM
[IOHUMAaHUH, YTO JIFOObIE U3MEHEHUS MWJIM OOHOBJICHUS 3TOH crenudukanuu OyayT OCYLIECTBIATHCS TaKUM
00pazoM, 4TOOBI COXPaHHUTh MOJHYI0 TEXHUYECKYIO 3KBHBAJCHTHOCTh M COBMECTHMOCTB, YTO JUCKYCCHUH
10 TIOBO/Iy M3MEHEHWH M YIy4LICeHWH OyIOyT OCYLICCTBISTHCS B paMKaxX IPOLIECCOB C yYacTHEM TOTO JKe
coO0OIIeCTBa IOJIb30BATENEH, M BKIIIOYAET IPSAMBIC CCBUIKM Ha COOTBETCTBYIOLIYI0 KOHKPETHYIO BEpPCHIO,
COXpPaHsAEMYIO COOOIIIECTBOM IOJIb30BATENEH.

v Pex. MCO-T X.1520 (01/2014)



Pexomenpamua MCI-T X.152(0

O0men3BecTHbIE YA3BUMOCTH H HE3AIUIICHHOCTD

1 C¢epa npuMeHeHHs

B Hacrosmeii PexomeHmanmmu 00 HMCHONB30BAHUM OOIICH3BECTHBIX YSA3BUMOCTSX M HE3ALIUIICHHOCTH
npemaraeTcs 'CTPYKTYpPHpPOBAaHHOE CpencTBo” I TI00ambHOTO oOMeHa uWH(OpMaIein o IIHPOKO
M3BECTHBIX, CJIOKUBIIHNXCS YA3BUMOCTSIX U HE3AIIUIIIEHHOCTH, BBIABIEHHBIX CPEJICTBAMU 3aIIUTHI, MIX UHBIM
00pa3oM CTaBIIMX M3BECTHBIMHU. JTO "CTPYKTYpPHUPOBAaHHOE CpeACTBO" yacTo HaswiBatoT "cpeactBom CVE".
VYsa3BUMOCT MH(OPMAIMOHHON 0€30IacCHOCTH  SBJSIETCSl  CIEACTBUEM OWIMOKM B  IPOrPaMMHOM
o0ecreYeHur, KOTOpasi MOKET OBITh HANPSIMYIO UCIIOJIB30BaHa XaKepOM ISl MTOJTYUYCHHUS JOCTYIa B CUCTEMY
unM  cerb. HesamumeHHOcTs HMHPOPMAIMOHHOM  OE€30MacHOCTH  SIBIAETCS  CICACTBHEM  OLIMOKH
B IPOrPaMMHOM OOECHECUCHHH, IO3BOJIIOMICH MOMYYHTh HOCTYN K HHGOPMAUKMU WM BO3MOXHOCTSM,
KOTOpbIE MOT'YT OBbITh HCIIOJIb30BAaHBl XaKE€POM B KayeCTBE CPEICTBA Ul NMPOHUKHOBEHMS B CUCTEMY HIIU
cetb. [IpucBoenne unentupukaropoB CVE He BxoauT B chepy npuMeHeHus HacTosmel Pexomennanmu.

Pexomennanus MCD-T X.1520 paspaboraHa Ha OcHOBe coTpyaHmuecTBa ¢ kopropanueir MITRE,
C yYETOM BaXXHOCTH NOAJIEPXKAaHUSA, IO Mepe BO3MOXKHOCTH, TEXHHYECKOH COBMECTHMOCTH
Mexay PekomeHnanueit MCD-T X.1520 u "TpeboBaHuIMHU u Pexomennanuamu B
otHomienun copmectumoctu  CVE" ot 30 wurons 2013 roma, pasMemIeHHBIMH 1O  aJpecy:
https://cve.mitre.org/compatible/Requirements for CVE_Compatibility V1.3.pdf.

2 CnpaBoyHble JOKYMEHTbI

OTCyTCTBYIOT.

3 Onpenesenns

3.1 TepMuHBI, onlpe/ieieHHbIE B APYTUX JOKYMEHTAX
OTCyTCTBYIOT.

3.2 TepmuHbl, onipeeeHHbIe B HacTOsA el Pekomengannu

B nacrosieit PexkomeHnnanuu onpeaeistoTcs CiaeayoIue TEPMUHBIL:

3.2.1 TouyHOCTH B TpouHeHTax (accuracy percentage): [IpomeHT 3JIEMEHTOB 0E30MaCHOCTU
B aHAIM3UPYEMOI BBIOOPKE, YKa3hIBAIOIINX KOpPEeKTHBIC uaeHTH(GuKkaTopsl CVE.

3.2.2  cpenctBo (capability): CpencrBo 3ammrhl, 0a3a JaHHBIX, Be0-CalT, MHCTPYKIHS WM YCIyTa,
BBITTOJHSIFOIIAS (PYHKIHIO MACHTH(QUKAIINH YSI3BUMOCTH HITH HE3aIIUIIIEHHOCTH.

3.2.3  He3amuIIeHHOCTHb (exposure): HesammmeHHocTs WHPOPMALMOHHONW O€30MaCHOCTH — 3TO
CJIICACTBHUC OIIIMOKU B nporpaMMHOM O6GCHG'I6HI/II/I, HOBBOJ’IHIOH_Ieﬁ MOJIY4YUTh AOCTYI K I/IH(l)OpMaI_II/II/I nim
BO3MOXXHOCTAM, KOTOPBIE MOTYT OBITH MCII0JIb30BAHbI XaKE€POM IJId IPOHUKHOBEHHUA B CUCTEMY UJIU CETh.

3.2.4 oroOpaxkaTn/oTOOpa:keHue (map/mapping): Omnucanue cBs3ed  MEXIy  dJIEMEHTaMU
Oe3omacHOCTH B peno3utapuu u HazBaHUsAMU CVE, OTHOCSIIUMUCS K 3TUM 3JIEMEHTAM.

3.2.,5 Baagemen (owner): XpaHurendh (peambHOE (HU3MYECKOE JHIO WJIA KOMIAHUSA), HECYIIHN
OTBETCTBEHHOCTH 32 JIaHHOE CPEJICTBO.

3.2.6 penosurapuii (repository): SIBHas win HesBHas COBOKYITHOCTh 3JCMEHTOB O€30MaCHOCTH,
MIOIEPXKUBAIOIIAS CPEACTBO, T.€. 0a3a MaHHBIX YSI3BUMOCTEH, apXWB WHCTPYKIUH, HAOOp CHUTHATYpP
B cucTeMe 0O0Hapy keHmsI mpoHuKHOBeHUH (IDS) nmm BeO-caiT.

3.2.7 anamm3 (review): [Iporecc onpenencHus TOro, SIBISETCS JIU KAKOS-THOO CPEACTBO COBMECTUMBIM
¢ CVE.

3.2.8 opranuszamus mo aHaau3y (review authority): Jlro0ast opranmzanus, OCyIecTBISIONAs aHaIH3.

[MPUMEYAHMWE. — B HacTos1ee BpeMsl €IMHCTBEHHON opranusauuel no ananusy ssusercs MITRE.
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3.2.9 nmara anaqm3a (review date): Jlata xontenra o CVE, wucmons3yeMoro mis oOIpeaeieHus
coBmectumoctu ¢ CVE kakoro-mmubo cpencrna.

3.2.10 BbIOOpKa AJsi aHajau3a (review sample): HaGop smemMeHTOB 0€30MAaCHOCTH B PEMO3UTAPUHU
COOTBETCTBYIOIIETO CPEICTBa, KOTOPBI HCIONB3yeTCs OpraHu3aliell 10 aHalu3y JJs OINpellesICHHs
CTCIICHU TOYHOCTH.

3.2.11 wmetox ¢opmupoBaHusi BbIOOPKM (sampling method): Meton, ¢ moMouUIBI0  KOTOPOTO
OpraHu3alysA [0 aHAIM3Y OTpeesieT Habop PIEMEHTOB 0€30MTaCHOCTH B BRIOOPKE JIJISl aHAIIHU3A.

3.2.12 pasmep BbIOOpKH (sample size): [IporeHT W/MIU KOIMYECTBO 3JIEMEHTOB 0€30MaCHOCTH, KOTOPBIS
JOJDKHBI OBITh M3yYEHBI OpraHU3alneil o aHau3y .

3.2.13 a3naemeHT Oe3omacHocTH (security element): 3amuce B 0a3e MaHHBIX, DJIEKTPOHHOE COOOIICHUE,
UHCTPYKITUS 10 0€30MacHOCTH, POo0a OLIEHKU, CUTHATYPA U T. [I., OTHOCSIIHECS K KOHKPETHOM YSI3BUMOCTH
WINA HE3aIIMIIEHHOCTH.

3.2.14 3apaua (task): [IpoGa HHCTPYMEHTAILHOTO CPENCTBA, MPOBEPKA, CUTHATYPA U T. [I., BEITIOTHSIONINE
HEKOTOpBIC JCUCTBHUS, B PE3yJbTaTe KOTOPHIX CO3MaeTcss uHpopMaIius o 0e30MacHOCTH (T. €. SJIEMEHT
6€301acHOCTH).

3.2.15 wuHcTpyMeHTaJbLHOE cpencTBo (tool): [IporpaMMHOE MPUIIOKEHUE WK YCTPOMCTBO, KOTOPOE JINOO
N3y4acT XOCT-KOMITIBIOTEPp WM CETh U BI)IpaGaTLIBaeT I/IH(i)OpMaIII/IIO, OTHOCAIIYIOCA K YA3BUMOCTAM HIIN
HE3aIIMIEHHOCTH, JTUOO CBOJUT BOCIWHO MH(OPMALMIO MMOJAOOHOIO THIIA, HAIPUMEP CKaHEp YSI3BUMOCTH,
cucreMa OOHapy)XeHUS TPOHMKHOBEHHWH, CHCTeMa yIpaBlIeHHWS pPHUCKaMM, CHCTEMa YIIpaBJICHUS
uH(opMaImeld 0 6e30MacHOCTH, a TAKXKe CPEACTBO WK YCIyTra HHOOPMHUPOBAHUS O COOTBETCTBHH.

3.2.16 mnoan3oBateasb (user): [loap30BaTeNh WM MOTCHIIMAIBHEIN KIMEHT COOTBETCTBYIOIIETO CPEICTRA.

3.2.17 ysszBumocts (vulnerability): JIro6oit nedext nporpaMMHoro odbecneueHus, KOTOPBI MOXET OBITh
UCIIOJIL30BAH JJISl HAPYIICHHs IETIOCTHOCTH CHCTEMBI WIIM COJEpKalleiics B 3TOW CHCTEMbI WH(POPMAIUH
(1a ocuose [b-ITU-T X.1500]).

4 CoxpaieHus 1 aKpOHHUMBI

B nacrosmeit PekoMenanuu UCnoiab3y0TCs CIEAYOMNE COKPALLECHUS U aKPOHUMBI:

ASCII American Standard Code
for Information Interchange

CVE Common Vulnerabilities
and Exposures
GUI Graphical User Interface

HTML HyperText Markup Language
HTTP HyperText Transfer Protocol

AMEpUKaHCKUN CTaHAAPTHBIA KOJ
11t oOMeHa nHpopmanueit

OO01Ien3BeCTHRIC YSI3BUMOCTH
W HE3aIUIICHHOCTD

I'paduuecknii naTepdeEiic moap3oBaTes
S3BIK pa3MeTKH THIIEpTEKCTa

[IpoTokon mepenauu runeprekcra

IDS Intrusion Detection System Cucrema oOHapy KeHHs TIPOHUKHOBEHUH
PDF Portable Document Format [lepenocumerit popmar JOKyMeHTa

POC Point Of Contact KonraktHOE U0

URL Uniform Resource Locator YHuBepcanbHbII yKa3aTelb pecypca
XML Extensible Markup Language PacmmpsiemMbIii SI3BIK pa3METKH

5 YciioBHBIE 0003HAYEHUS

B nacrosmeit Pekomengaruu cokpamienue CVE ucnonb3yercs Kak UMs CyIIECTBUTEIBHOE.

6 TpeOoBaHHsI BHLICOKOTO YPOBHS

B cnemyrommx janee MyHKTaX ONPEACTSIIOTCS MOHATHS, (DYHKIMA W OTBETCTBEHHOCTh, CBA3aHHBIC
C HaJJISKAIIUM HCToNb3oBaHueM wuacHTUuKaTtopoB CVE ams oOMeHa JAaHHBIMH MEXAY OTACILHBIMU
cpefcTBaMK HACHTU(UKAIIMK YA3BUMOCTH (MHCTPYMEHTATBHBIC CPE/ICTBA, PEMO3UTAPUH U YCIYTH), C TEM
4TOOBI 00ECIEUNTh BO3MOXKHOCTH COBMECTHOTO HCIIOJIb30BaHUs 0a3 JaHHBIX, KACAIOUIUXCS YSI3BUMOCTH,
U IPYTUX CPEICTB, a TakXe YMNPOCTHTh CPAaBHEHHE WHCTPYMEHTATBHBIX CPEICTB U YCIyT OOeCredeHus
0€30IaCHOCTH.
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Heo0xonumeble ycaoBus

6.1 Bragenen cpencTBa qOMKEH SBIATHCS HEHCTBUTEIBHBIM IOPUANUYCCKIM JIUIIOM, T. €. OpTraHU3aIueH
WM KOHKPETHBIM (PU3UYECKHUM JIMIIOM, UMECIONIUM JICHCTBUTEIBHBIN HOMED TenedoHa, aapec 3JIEKTPOHHOU
TTOYTHI ¥ TIOYTOBBIN ajapec.

6.2 CpencTBo JOJKHO O0ECreunBaTh JOMOJHHUTENBHYIO [IEHHOCTh WM WH()OPMAIHI0, MOMUMO TOH,
KoTOpasi obecnieunBaercsi camumu AaHHbIME CVE (T. . Ha3BaHuWe, ONMUCaHUE, CCBUIKA M COOTBETCTBYIOIINE
JIaThI).

6.3 Brmanenen cpemcTBa MOJDKEH NMPEAOCTABHTHh OPTAHHM3AIAN I10 aHAIN3y TEXHHUYECKOEe KOHTAKTHOE
JIUII0, KOTOpoe oO0namaeT JO0CTAaTOYHON KBalu(UKalMed, M TOro 4YToObl OTBEYAaTh HA BOIMPOCHI,
Kacarolecst 0ToOpaxeHus U Kakoi-muoo otHocseiics kK CVE ¢yHKIIMOHAIEHON BO3MOKHOCTH CPEJICTBA.

6.4 CpencTBo — B IPOMU3BOJICTBEHHOW BEPCUH — JODKHO OBITh OOIIEIOCTYITHBIM HITH JOCTYIIHBIM KPYTY
MoTpeOHuTENeH.
6.5 Brnagenen cpeacTBa OMDKEH MPEIOCTABUTh OpPraHM3allMM IO AHAIU3Y 3arlojHEHHY "dopmy

OILIEHKH TPpeOOBaHM COBMECTUMOCTH, oTHocsAmmxcst K CVE".

6.6 B oTHoImeHNN cpencTBa ¢ peno3uTapueM, Biaesel] CpencTBa JOKEH IPeIOCTaBUTh OpTraHu3aIiN
10 aHAJN3y CBOOOHBIN JOCTYII K PEMO3UTAPUIO, JJIsl TOTO YTOOBI 3Ta OPTaHU3aIUs MOTJIa YOSIUTHCS B TOM,
YTO 3TOT PENO3UTAPHIA yIOBIETBOPSET BCEM YCTAHOBICHHBIM TPEOOBAHUSIM.

6.7 B oTHOMmEHNN cpencTBa ¢ peno3uTaprueM, BiIaeiel] CPeICTBa JOKECH IPEIOCTaBUTh OpTraHu3aIiH
10 aHaJIN3y BO3MOXXHOCTH HCIOIB30BaTh PEMO3UTAPHM, JJIS TOTO YTOOBI OMPENCIHUTh JIIOOBIE ySI3BUMOCTH,
KOTOpBIE JOJDKHBI ObITH 100aBneHb! K CVE.

6.8 Brmagenmenm cpemcTtBa MOJDKEH COTVIACHTBCS — COOJMIONATh BCE  OOs3aTelbHBIE  TpeOOBaHUSA
coBMmectuMocTd, oTHocsmmecs kK CVE, koropeie BKIIOYAIOT 00s3areibHble TPeOOBaHUS JUIS JIaHHOTO
KOHKPETHOTO THITa CPEICTBA.

(I)YHK]II/IOHa.]I]:HI:le BO3MOXKHOCTH

6.9 CpencTBo OMDKHO TPEAOCTABIATH MOJIB30BATENSIM BO3MOXKHOCTH OTPEACTATh MECTOMOJI0KEHUES
3JIEMEHTOB 0e301acHOCTH, ncronb3ys HazBanusa CVE ("mouck no HazBanusm CVE").

6.10 Ecnu cpenctBo mpeacTaBiseT MOIb30BATEIIO AIEMEHTHI 0€30IMaCHOCTH, TO OHO JOJHKHO TO3BOJIATH
eMy MmoIyduTh cooTBeTcTByromue Ha3Banus CVE ("BeiBon HazBanuit CVE").

6.11 B oTHOmEHWN cpencTBa ¢ pemo3UTapueM, OTOOpaKEHHUE CPEACTBA JOJDKHO TOYHO CBS3BIBATH
AJIEMEHTHI 0€30MacHOCTH ¢ cooTBeTCTBYIOIMME HazBaHuAMU CVE ("TouHOCTH OTOOpakeHUs").

6.12 JlokyMeHTanusi, Kacawmascs CpeiCTBa, IOJKHA HajyuiexamuM obpa3som onuceiBath CVE,
coBMectuMocTh B oTHomeHun CVE, a Takke mnopsaok wucnoias3oBanus otHocsumxes kK CVE
(yHKIIMOHANBHBIX BO3MOXKHOCTEH B TaHHOM cperacte (" moxymenTarus no CVE ").

6.13 CpencTBo IOMMHKHO yKa3bIBaTh cpok ero AerictBust B orHomeHnd CVE ("cpok ncnons3oBanus").

6.14 CpencTBo OMKHO YAOBIETBOPATH JIFOOBIM JIOMIONHUTENBHBIM TpPEeOOBaHUSAM, YCTaHOBJICHHBIM
JUTS JAHHOTO KOHKPETHOTO THIIA CPEJICTBA, KaK 3TO MpeaycMoTpeHo B [Ipmnoxkennn A.

6.15 CpencTBo JODKHO yIOBIETBOPATH BCEM TPEOOBAHUSM B OTHOIIEHUHU CPEABI €T0 PaCIpOCTPaHECHUS,
Kak 3To0 npexycMoTpeHo B [Ipunoxxenun B.

6.16 Ot cpencTBa He TPeOYETCS BHITIOTHEHUS CIIETYIOIIETO:

. HCIIOJI30BAHUS T€X ke OMUCAHUN MM CChUIOK, Kak CVE;
. BKITFOUCHHSI Kaknoro HazBanus CVE B cBoit perrozurapuii.
Ipouee

6.17 Eciu cpenctBo ymOBIETBOpSET HE BCEM MNPUMCHHMBIM TPEOOBAHUSM, W3JI0KECHHBIM BBIIIC
(6.1-6.16), To BHameNneln CpeCcTBa He JOJDKEH MyOIMIHO OOBSIBIIATE O TOM, 4TO 0HO coBMecTtuMo ¢ CVE.
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7 TounocTh

ComectumocTh ¢ CVE o0serdaer oOMeH AaHHBIMHM TOJBKO B TOM Cllydae, €CJIM OTOOpakeHUE CPelCTBa
siBisieTcs: TOYHbIM. [loaToMy cpezactBa, coBmectumbie ¢ CVE, HOMKHBI yAOBIETBOPSITH MUHUMAIBHBIM
TpeOOBaHHUSM TOYHOCTH, U3TI0KESHHBIM HHXKE.

7.1 B oTHomeHnu cpencTBa C pENO3UTAPHEM, PEMO3UTApUil TOJKEH XapaKTepPHU30BaTHCS MPOLIEHTOM
TOYHOCTHU Ha ypoBHE 90 NMPOLIEHTOB WM BHIIIE.

7.2 B mepuon amanmsa Bragener] CpelncTBa MOJDKEH HCIPABUTH JTIOOBIE OIMMOKK OTOOpaXKEHWs,
BBISIBJICHHBIC OpPTaHU3AIMCH 110 aHAIH3Y.

7.3 [To ucreyeHnu mepuosa aHajIM3a BIAJENbIy CPEACTBA CIEAYET UCTIPABUTH OLMIMOKU OTOOpaKEHUSI
B TEUCHHE Pa3yMHOro MEpHOJa BpPEMEHH, HauyMHAs C TOTO MOMEHTA, KOrJa O COOTBETCTBYIOLICH OIIMOKE
OBIJIO COOOIIIEHO BIIEPBEIC, T. €. B Mpeeax AByX (2) BEPCH peIo3uTapus WK mecTh (6) MeCAIeB B Cirydae
WHCTPYMEHTANBHBIX CPEJCTB U TpeX (3) MecsIieB B ciy4yae OHJIAWHOBBIX CPEJICTB U YCIYT.

7.4 B oTtHOmICHNHN CpeAcCTBa C PCIIO3UTAPUCM, BJIIAACIIbIY CPCACTBA CIACAYCT NOATOTOBUTH U MOANHNCATH
3ajBJICHUC O TOM, 4YTO, IO HMCHOIIHUMCA Yy BJIaACiiblia CPCACTB CBCACHUSM, OINOOK B 0T06pa)K€HI/II/I
HC UMCCTCA.

7.5 Ecmu manHOe cpeicTBO OCHOBBIBaeTCs Ha Apyrom coBmectumoM ¢ CVE cpencTse uinm ucnomiab3yer
3T0 cpenctBo ("mcxomHoe" CPEeACTBO) U BIANCHBIYy CPEACTBA CTAHOBUTCS HM3BECTHO O HAIMYHMU OUIMOOK
OTOOpaXEHUS B WCXOMHOW CPEICTBE, TO BIIANENCI CPEICTBA JODKCH COOOMMTH 00 ITHX OIMHOKax
BJIJICIIBIy HICXOAHOTO CPEJICTBA.

7.6 ToYHOCTH OTOOPAXKECHUS AJIST APXUBOB MHCTPYKIMH JOMDKHA JOCTUTAThCSA C YISTOM BCEX JIEMEHTOB
0€30MMaCHOCTH apXHMBHOI'O PEHO3MTAPHS MOCJIE U BKJIKOYasl IIEPBOE MCIIOIb30BaHue apxuBoM Ha3anus CVE
B DJIEMEHTE OE30IMaCHOCTH.

7.7 CpencTtBo MOMKHO TOYHO OTpakaTh cTaTyc ycTapeBmMX Ha3zBaHuii CVE B Teuenme tpex
(3) MecsieB A OHIANHOBBIX CPEACTB U YCIIYT.

7.8 CpencTBo HE IOKHO BBIIABaTh ycrapemimue uacHTHGUKaTopel CVE, ecnmn ycTaHaBIMBAIOTCA
Oosiee moaxoAsAINe UICHTU(UKATOPEI B paMKax ONMUcaHus ycrapesuiero uaeHtupukatopa CVE B TeueHue
Tpex (3) Mecses nocie ycrapeBanus uaeHtudukaropa CVE.

8 JdoxymMeHTAIMS
K noxymeHTanuu, mpeaocTaBisieMoi BMECTE CO CPEICTBOM, MPUMEHSIOTCS CIIEAYIOIINE TPeOOBaHUS.

8.1 JloxyMeHTanus noikHA BKiIouaTh kpatkoe omucanue CVE u coBmectumoctu ¢ CVE, xoropoe
MOXET OBITHh OCHOBAHO Ha JTOCIIOBHBIX YacTsIX TOKyMEHTOB ¢ BeO-caiita CVE.

8.2 B nokyMeHTallMu [OJDKHO COJIEpPXKAThbCs ONUCAHME TOTO, Kak II0JIb30BAaTEllb MOXKET HaUTH
OTJICJTBHBIC AJIEMEHTHI 0€30MaCHOCTHU B PEMO3UTAPUH CPENICTBA, HCIONL3ys HazBaHus CVE.

8.3 B nmoxymeHTanmuM MOIDKHO COJEpPXAaThCs OIMUCAHHWE TOTO, Kak II0Jh30BAaTelh MOXET MOIYYHUThH
Ha3zBaHusg CVE U3 OTAeNbHBIX 3JIEMEHTOB B PEMIO3UTAPHH CPEJICTBA.

8.4 Ecnu nokyMeHTanus BKIIOYaeT MHIEKC, TO OH JOJDKEH BKIIOYAaTh CCHUIKM Ha oTHOcsIIyocs kK CVE
JOKYMEHTaIMIo cornacHo tepmuny "CVE".

9 HUcnoan3oBanne n1anubix CVE

ITonp3oBaTenw MOMKHBI WMETh BO3MOXKHOCTH ONPEICIUTh, HACKOIBKO "OOHOBIEHHBIM" SIBISETCS
peno3uTapuii cpeiacTBa B OTHomIeHWH ero otoOpaxenus B CVE. Bmageneniam cpepcrBa HEOOX0IUMO
yKaszaThb CpPOK JEHCTBUS OTOOpaKECHWs, yKazaB NPU 3TOM JaTy IOCIEAHET0 OOHOBICHHS HH()OPMAIUU
o CVE, a Takxe T0, Kakyio yacTh KoHTeHTa 0 CVE OHHM HCTIONB3YIOT U OTKY/Aa OHH TOJIYYHIIH 3TOT KOHTEHT
o CVE.

9.1 Kaxxnas HOBast Bepcusi cpeAcTBa JOJKHA COAEPKAaTh CaMylo MOCIEAHIO naTy KoHTeHTa o CVE,
KOTOPBIH OBUT UCTIONB30BaH NPH CO3AAHHH WM OOHOBJICHUH OTOOpa)KeHHsI, C TIOMOIINBIO, TT0 KpaifHel Mepe,
OJTHOTO W3 CICAYIOIMUX MEXaHWU3MOB: >KYpPHAJIBI PETHCTPAIlMU W3MCHEHHH, MEPEYHH HOBBIX CBOICTB,
CIpaBOYHKIC (DaliiIbl MK MHBIE MeXaHU3MBbL. CpelCTBO sBIsETCS "0OHOBIEHHBIM" OTHOCUTEIBHO ITOH JATHI.
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9.2 Kaxxmast HOBast BepcHsi CpeACTBa MOJDKHA OBITH OOHOBJICHHOH OTHOCHTENBHO 3asBIICHHOH IATHI
CVE, T. e. He Oonee Tpex (3) MecsIeB 10 TOro, Kak JaHHOE CPEICTBO CTAIO AOCTYITHO €r0 MOJIb30BATEIISAM.
Ecnu cpenctBo He yA0BIETBOPSIET TOMY TPeOOBaHHIO, TO OHO TIO ONPEACICHHUIO CYMTACTCS "ycTapeBIIuM".

9.3 Brmagenenm cpenctBa AOMKEH OTKPHITO COOOIINTH, KakK OBICTPO OH coOuWpaercs OOHOBHTH
PETo3UTapHid CPeACTBA, ISl TOTO YTOOBI BKIIIOYHTH B HEro HOBYI0 HH(popMarmo o CVE.

9.4 Brmagenenm cpencTBa JODKEH ONMMCAaTh KPUTEPUH W MexaHU3M oTOopa umHbopmammu o CVE,
KOTOPYIO OH BKITFOYAET B CBOE CPECTBO.

9.5 Brnanenen cpeactBa 1oMKeH onucaTh, OTKyAa OH OMy4aroT HOBbIM koHTeHT 0 CVE.

10 Hoanepxka pazanyHbix cTuiieil Hazpanusa CVE

CpenctBo nomkxHO QyHKIIMOHUPOBaTh ¢ HazBaHUusAMU CVE, He3aBucuMo OT (hopMaTa MpeICTABICHUSI B HEM
Haszanus CVE, v He3aBUCHMO OT TOTO, HCIIOJIb3yeTCs Jin B HeM Oostee cuaTakcuc CVE-ID craporo crus ¢
yetblpbMs nuppamu wian cuHtakcuc CVE-ID wHol mpopgomkurenbHOCTH (YeThipe IMUGPBI WM 0ojee)
(ucmonb3yeMblii Tociie BHeceHUss u3MeHeHuit B cuHTakcuc CVE-ID, nefictByromuit mocie 30 aexaOps
2013 r.).

10.1 Ecnu monp30BaTeNh OCYIMIECTBIISET TOUCK, HCTONB3Ysl CUMBOJEL YY Y Y-NNNN, YYYY-NNNNN,
YYYY-NNNNNN wnn wHble JIedcTByromue WACHTH(GUKATOPBI ¢ OONBIIUM KOJMYECTBOM HUQP, TO
CPEICTBO JOHKHO BEPHYTHh dJIEMEHTHI Oe3omacHocTH, cooTBeTcTBYyIomme cuMBoiiaM CVE-YYYY-NNNN,
CVE-YYYY-NNNNN, CVE-YYYY-NNNNNN, 1160 HHBIM ACHCTBYIOIIHNM HACHTH(OHUKATOPAM C OOJIBIITIM
KOJMYECTBOM IH(P, COOTBETCTBEHHO, HE3ABUCHMO OT TOTO, Kakoe o0o3HadeHne nMeeT Ha3BaHne CVE kak
4acTh CBOEr0 Ha3BaHUA B peno3utapuu cpeactsa — CVE umu CAN.

10.2 Ecnu cpenctBo conmepxkutr nazBanue CVE, coorBerctByromme cumBoinam CVE-YYYY-NNNN,
a TI0JTh30BaTEeNh OCYIIECTBISIET TOUCK, UCTIONB3Ys crapblii popmar s HazBanusa CVE, 1. e. CAN-YYYY-
NNNN (ucnonb3oBaicst 10 u3MeHeHust cxembl HaumeHoBanuit CVE, BBenenHoii 19 okts0ps 2005 rona),
TO CpPeNCTBO J0JKHO BepHYTh eMy CVE-YYYY-NNNN.

11 O13bIB coBMecTuMocTH ¢ CVE

11.1 Ecnu opranmszamus mo aHaiv3y MpoBepHIIa U BRISIBIIIA, YTO cpeacTBO coBMecTuMo ¢ CVE, oqHako
BIIOCJIEJICTBUU OOHApY’KUJla, YTO YCTAaHOBJICHHBIC TPeOOBaHUs HE COOJIONAIOTCS, TO OHAa MOXKET OTO3BaThb
CBO€ YTBEPXKJICHHUE.

11.1.1 Opraauzarms 0 aHAJIU3y JOJDKHA BEIIBUTH KOHKPETHEIE TPEOOBaHUS, KOTOPBIC HE COOTIOMAIOTCS.

11.2 Opraams3anusi M0 aHaIW3y JOJDKHA OINPEACNIUTh, SBISIOTCS JIM JEWCTBHS WIHM TpeOOBaHUS
BIIQJICNTbIIA CPEACTBA "HAMEPEHHO HEJIOCTOBEPHBIMHU .

11.2.1 OpraHuzanus 00 aHajau3y MOXKET UHTEPIPETUPOBATH BhIpAXKEHUE '"HAMEPEHHO HEIOCTOBEpHBIE"
10 CBOEMY YCMOTPEHHUIO.

11.3 Ecnu 310 He peKOMEHIOBaHO ABYMs WieHaMH peJakuuoHHOro coeta no CVE, He nMerommmu
KOH()JIMKTa WHTEPECOB, TO OPraHM3AlMU TI0 aHAIU3y HE CIEAyeT paccMaTpUBaTh BONPOC 00 OT3BIBE
comectumMocTt ¢ CVE B OTHOLIEHWHM JaHHOTO KOHKPETHOTO CpEJACTBA 4dalle OJHOro pasza B
mecTs (6) MecsIeB.

IIpenynpe:xkaeHue u oueHKa

11.4 Opranm3anusi 10 aHaMM3y JOJDKHA TPEAOCTABHTh BIAICHIBIy CpPEICTBA M TEXHUICCKOMY
konTaktHOMy nuny (POC) mpenmymnpexneHne o0 OT3pIBE HE MO3JHEE 4eM 3a aBa (2) Mmecsla IO JaThl
IJTAHUPYEMOTO OT3hIBA.

11.4.1 Ecmm opraHmzamus Mo aHaIW3y COYTET, YTO NEHCTBUS WM TpeOOBaHUS BIAaAeNblla CPEICTBa
SIBJISIIOTCSL HAMEPEHHO HEJJOCTOBEPHBIMHU, TO OHA MOKET UTHOPUPOBATH MEPUOJT TPEIYIPEIKIACHUS.

11.5 Ecnu Bnanmenen cpeicTBa CUMTAET, UTO YCTAHOBJICHHBIC TPEOOBAaHUS COOJIIOJIAIOTCS, TO OH MOXKET
OTBETUTh Ha TPEAYNPEKICHUE 00 OT3bIBE, NMPEAOCTABHB KOHKPETHBIC IaHHBIC, OOBSICHSIIOIINC, KaKUM
00pa3oM COOTBETCTBYIOIICE CPEJICTBO YAOBICTBOPSET JaHHBIM TPCOOBAHUSIM.
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11.6 Ecnu B TeueHue nepuoja NpeaAyHpeKKACHUA  BJIaACICL CpCACTBAa BHOCUT HN3MCHCHUA
B COOTBCTCTBYIOLICE CPEACTBO, I TOI0 yTOOBI OHO COOTBETCTBOBAJIO JaHHBbIM Tpe6OBaHI/I$lM, TO
OpraHuvsaluyu 1o aHajnu3y CJICAYET NPCKPAaTUTh ,ZICfICTBI/ISI 110 OT3bIBY B OTHOLICHUHN JAHHOI'O CPCACTBA.

Ot3bIB
11.7 Opranusanus o aHaJu3y MOKET OTJIOKUTh JaTy OT3bIBA.

11.8 Opranuzanus 10 aHalW3y JOJDKHA OTKPBITO COOOIIUTH O TOM, 4TO coBMecTHMOCTh ¢ CVE
B OTHOIIICHWU JIaHHOTO CPEJICTBA OTO3BaHA.

11.9 Ecnu Oopranuvsanusa 1Mo aHajaInu3dy CYUTACT, 4YTO JIeicTBUs BJlagciiblla CpE€ACTBA B OTHOILICHUU
Tpe6OBaHHI>'I copmectumoct ¢ CVE sBusgrorcs HaMEpCHHO HECIOCTOBCPHLIMU, TO MEPUO/ JICHUCTBUS OT3BIB
JOJDKCH COCTaBJIATh HE MCHEC OHOI'O roja.

11.10  Opranuzaius 10 aHAJTU3y MOXET OTKPHITO COOOIIUTH O IPUYHNHAX OT3HIBA.

11.11 Ecam yTBepXIeHUE OTO3BAaHO, TO BIAAENEI] CPEACTBA HE MOJDKEH 00pamaTrhcs ¢ IPOChOOi
0 MPOBEACHUHN HOBOT'O aHAJIM3a B TCUCHUE MEPUO/Ia OT3HIBA.

12 Opranuzanus 1o aHaJIu3y
B otHOmeHnu 106010 aHanu3a, IPOBOJMMOT0 OpraHu3alei 10 aHaIn3y:

12.1 Opranuszaiys Mo aHajau3y JA0JKHA MPOAaHAIU3HPOBATh CPEACTBO B acmekTe coBMectumoctu ¢ CVE
OTHOCHUTEIIBHO KOHKPETHOH AaThl KoHTeHTa 0 CVE, T. e. naTel aHanu3a.

12.2 Oprasuzamys 1Mo aHajxu3y J0JDKHA YeTKO OTPENeHTh JAaTy aHaln3a, KOTopas ObLIa MCIOIh30BaHA
JUTS OTIpE/IeTICHHSI COBMECTHUMOCTH JJIsl JAHHOTO CPENICTRA.

12.3 Opranmzanusi MO0 aHamu3y JOJKHA YETKO OMNpPEIEIUTh BEPCHIO JOKYMEHTa, COJAEp Kallero
TpeboBarus coBMecTUMOCTH ¢ CVE, KkoTopbIii OBUT HCIIONB30BaH Ui OMpPEIEIICHUS COBMECTUMOCTH
JUTSI TAHHOTO CPEJICTBA.

124 Opranu3zanys o aHaJu3y A0JDKHA ONIPEAeIUTh U OIMYOJUKOBATh pa3Mep BHIOOPKH.

12.4.1 Opranuzanus 1Mo aHajau3y IOJDKHA KCIIONB30BaTh BBIOOPKY pa3MepoM B S50 3IeMEHTOB ILTIOC
5 MPOTICHTOB PENO3UTAPHs CPEACTBA, P MAKCUMAIILHOM pa3Mepe BeIOOpkH B 400 »IIEMEHTOB.

12.4.2 Opraau3aius Mo aHaJIu3y MOXKET IMIPOaHATU3UPOBATH KaXIBIH JJIIEMEHT B PETIO3UTAPUN CPE/ICTBA.
12.5 OpraHu3anus 1o aHaau3y J0JHKHA OTJIACUTh METOA (POPMUPOBaHUS BHIOOPKH.

12.6 OpraHuzanysi 10 aHaAJU3y MOXKET HCIIOJIB30BaTh BBIOOPKY /ISl aHanu3a, CHOPMUPOBAHHYIO
Ha OCHOBE HE IIPOU3BOJIBLHOIO BHIOODA.

12.7 OpI‘aHI/BaHI/IH 0 aHaJIn3y JO0JIKHA MCTOJIb30BATh TOT K€ MCTO/ (bOpMI/IpOBaHI/Iﬂ BI:I60pKI/I " pasMep
BLI60pKI/I IJIA BCEX CPCACTB, KOTOPBIC ONCHUBAIOTCA B paMKax TOT'O K€ IIEprUoJa BpEMCHU.
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Ipunoxenue A

Cneunduyeckue sl TUNA TPeOOBaAHUS

(larHOE TIPUITO’KEHUE SBIACTCS HEOTHEMIIEMOH YaCcThIO HAcTOsAIIEH PexoMeraarim. )

B cumy mmpokoro pasHooOpasust cpeictB, ucnonb3yronmx CVE, HEKOTOpbhle THIIBI CPEICTB MOTYT
XapaKTepH30BaThCd YHHUKAIbHBIMH CBOWCTBAMH, TpPEOYIOIMIMMH OCOOOr0 BHUMAHUST B OTHOUICHUHU
cosMmectumoct ¢ CVE.

Al CpenctBo JOMKHO YIOBJICTBOPSATH BCEM JIOTIONHUTEIBHBIM TpPEOOBAHUSM, OTHOCSIIAMCS
K JaHHOMY KOHKPETHOMY THUITy CPEACTBA.

A.l.1 Ecmu TakuM CpEACTBOM SBIIICTCS CKaHEpP OICHKH YSI3BUMOCTH, CHCTEMa OOHapyXeHUS
nponukHoBeHud (IDS) wnm xakoi-mub0 MPOIYKT, CBOISIINI BOSAMHO PE3yJbTAaThl OLEHKHA OJTHOTO WIIN
HECKOJBKMX cKaHepoB H IDS, TO OH JOKEH yIOBIETBOPATh TPEOOBaHUSAM, NPEABSIBIIEMBIM
K UHCTPYMEHTAJIbHBIM cpelcTBaM, A.2.1-A.2.8.

A.1.2 Ecimu TakuM CpencTBOM SBISETCSA ycioyra (Hampumep, yIpaBiseMmas yciayra OOHapyKeHHs
NPOHUKHOBEHHSI W PEarupoBaHHs WIM YyciOyra TUCTAaHIMOHHOTO CKaHUPOBAaHHUS), TO OHa JOJDKHA
YAOBJIETBOPATH TPeOOBAaHUSM, IPEABSBISIEMBIM K yCIIyraM o0ecriedeHns Oe3omacHocty, A.3.1-A.3.5.

A.1.3 Eciu TakuM CpeIcTBOM SBIISICTCS OHJIAHOBas 0a3a JTaHHBIX YSA3BUMOCTECH WM CHTHATYp, apXuB
Ha 0aze BeO-ceTH WM CalT OOCITYy>)KUBaHUS/WUCIIPABICHHU, TO OH JIOJDKHO YIOBJIETBOPATH TPeOOBAaHUSIM,
MIPEebSABISIEMBIM K OHIaWHHOBBIM cpencTBaM, A.4.1-A.4.3.

A.1.4 Eciu TakuM CpPeICTBOM SIBISICTCS HHCTPYMEHT arperdpOBaHMsI, TIOOOHBIN ITporpaMMe yIpaBiIeHUs
uHpopMaIeid o 0e30MacHOCTH, MHCTPYMEHTAIbHOE CPEICTBO I€HEepallid OTYETOB O COOTBETCTBUU WIIH
ycnyra, obecriednBaronias 3TH THIBI arperUpoBaHus WHPOPMALMK O THIMAaX YS3BUMOCTSX, TO OHA JOJDKHA
YAOBJIETBOPATH TPeOOBAHUSM, PEABIBIIEMBIM K CPEJICTBAM arperupoBanus, A.5.1-A.5.6.

Tpeﬁonaﬂml, NPEABABIACMbBbIC K HHCTPYMEHTAJBbHBIM CPEACTBAM

A.2.1 HHCcTpyMEHTalIbHOE CPEJICTBO JIOJDKHO MPEAOCTABIIATEH MOJb30BATEN0 BO3MOXXHOCTh MCIOJIb30BAThH
HazBaHuss CVE 11 ycTaHOBJEHHS  MECTOINOJIOKEHHS  COOTBETCTBYIOIIMX 3aJad B  JaHHOM
HHCTpYMeHTanbHOM cpencTe ("mouck no HazBaHusM CVE") mytem obecrnieuenusi, mo KpaliHe# Mepe, 0JHON
3 cienyomux GyHKIHNA: GYyHKIN "HaxoxXaeHue" win "Mouck", oToOpakeHne MeXTy Ha3BaHUSAMH 3a1aud
aToro cpeacTea u HazBaHusAMU CVE, wim e UCnosib3ys Kakoi-Tu00 MHOM MEXaHHU3M.

A.2.2 B orTHomieHHH JII0OOOTO OTYETa, ONPEICISAIONIETO OTIENBHBIC JJIEMEHTBI O€30MaCHOCTH,
WHCTPYMEHTAJIBHOE CPEACTBO JOJDKHO TMPEAOCTABIATh IOJNb30BATENI0 BO3MOXHOCTH  OINPEACIUTH
cootBercTBytomue HazBauus CVE it atex snementoB ("BeiBoA HaszBanwii CVE'") myTreMm BBITOTHEHWUS,
10 KpaitHeil Mepe, OTHOTO U3 CIEAYIOMMX AeiCTBUM: BKiIoueHne Ha3BaHuit CVE HemocpencTBeHHO B OTYET,
obOecrieueHHe OTOOpaXKEHHWST MEXAYy Ha3BaHWSIMH 3a/la4d  JAaHHOTO HWHCTPYMEHTAILHOTO CPENCTBA
n HazBaHusaMU CVE, win ke UCIoib3ys KakoH-Tn00 WHOM MEXaHU3M.

A.2.3 JlroObie TpeOyeMble OTUETHl WJIM OTOOpPaKEHHs JOJDKHBI YIOBIETBOPATH TPEOOBaHMSIM K cpele
nepeaayn, IpeaycMOTpeHHbIM B [Ipunoxennu B.

A.2.4 HHCTpyMEHTaIbHOMY CPEJCTBY WJIM BIAJCNIbIy CPEJICTBA CIEAYEeT MPEAOCTaBUTH MOJIb30BATEIIO
nepeueHb Beex HazBanuii CVE, cBs3aHHBIX ¢ 3a/ladaM¥ TaHHOTO HHCTPYMEHTAJIBLHOTO CPECTRA.

A.2.5 HHCcTpyMmMeHTanbHOE CPEACTBO MOJKHO OO0ECleunBaTh IOJB30BATENI0 BO3MOYKHOCTH BBIOHMpPATH
Ha0op 3a/1a4, MpeI0CcTaBUB eMy (paiii, conepkammuii nepedenp Ha3Bannuii CVE.

A.2.6 Uutepdeiic MHCTPYMEHTAIBHOTO CPEACTBA MOJDKEH MPEAOCTaBIIATH IMOJIB30BATEII0 BO3MOYKHOCTH
pOCMaTpPUBATh, BHIOMPATh M OTMEHSTH BHIOOP HAabopa 3a/1a4, UCIob3ys HazBaHus oTAeabHbIX CVE.

A.2.7 Ecnu MHCTpYMEHTAIILHOE CPEICTBO HE MMEET 3a/ladyM, CBA3aHHOHN ¢ KakuM-mnoo Ha3zBaHuem CVE,
yVKa3aHHBIM IIOJIH30BaTEIeM B TPeOOBaHWUAX K HMHCTPYMEHTAIRHOMY cpenactsy A.2.5 wm A.2.6,
TO UHCTPYMEHTAJIbHOE CPEJCTBO JODKHO YBEJOMMTH IMOJB30BATENs O TOM, YTO OHO HE MOXXET BBIMIOJHHUTH
COOTBETCTBYIOLIYIO 33]a4y.
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A.2.8 Brnanmenen cpexnctBa JODKeH o00ecmeydTh, YTOOBI 1) YPOBEHb JIOKHBIX — ITOJIOKUTENBHBIX
pe3yabpTaToB cocTaBisul MeHee 100 mpoIeHTOB, T. €. €CITU MHCTPYMEHTAIBHOE CPEICTBO COOOIIAET B CBOEM
oT4eTe 0 KaKOM-JTMOO KOHKPETHOM 3JIeMEHTE 0e30MacHOCTH, TO ATOT 3JEMEHT, [0 KpaiHel Mepe, HHOTIa
SIBJIIETCS. TIPaBWJIBHBIM; M YTOOBI 2) YPOBEHBb JIOKHBIX OTPHUIIATEIBHBIX DPE3YyJIbTATOB COCTABISI MEHee
100 poI1IeHTOB, T. €. €CIU MPOUCXOIUT KaKOe-TNOO COOBITHE, CBSA3aHHOC C KaKHUM-THOO KOHKPETHBIM
3JIEMEHTOM 0€30MaCHOCTH, TO HHCTPYMEHTAILHOE CPEJCTBO HHOTIA COOO0IIAET 00 3TOM COOBITHH.

TpedoBaHusi, NpeabsIBIsieMble K yCayram odecrnedeHus 60e30MacHOCTH

Yenyru obecriedeHns 0€30MacHOCTH MOTYT HCIOJIB30BAaTh B CBOEH paboTe HMHCTPYMEHTHI, COBMECTHUMBIC
¢ CVE, ogHako OHM He MOTYT IMPENOCTaBUTh CBOMM KJIMEHTAM MPSIMON AOCTYN K 3THM HHCTPYMEHTaM.
[looToMy ANl KIIMEHTOB MOYKET OBITH CIIOKHBIM OIIpENIeIeHHe W CpaBHEHWE BO3MOXKHOCTEH pPazsTUYHBIX
yeiyr. TpeboBaHus, peaAbsABIseMbIe K yciIyraM oOecriedeHns 0e301MacHOCTH, TO3BOJISIIOT YCTPaHUTH 3TO
MTOTEHIIHAIBHOE OTpaHIIeHHeE.

A.3.1 VYciyra obecriedeHust 0€30MMaCHOCTH JOJHKHA UMETh BO3MOYKHOCThH HCIIONB30BaTh Ha3BaHusa CVE,
IUIE TOTO YTOOBI COOOIIWTH TIIOJNB30BATENI0, KaKWe DJJEMEHTH 0e30MacHOCTH MPOTECTHPOBAHBI WIIN
00Hapy>keHbI MaHHOU yciyroi ("mouck mo HazBanusM CVE") myTeM BBITOTHEHHS OJHOTO WITH HECKOIBKUX
W3 CIEIyIONINX NIEWCTBHIA: TPEIOCTABIICHHE IOIb30BaTeni0 mepeuns Ha3anmii CVE, ompenensromux
JJIEMEHTHI, TPOTECTUPOBAHHBIE WM OOHAapyXEeHHbIE JSTOW YCIyrod, IpeIOoCTaBIeHHE MOJIb30BATEIIO
OTOOpaKEHUS MEXIy dJIeMEHTAaMH JaHHOW yciayru W HaszBanmsamMu CVE, pearmpoBanme Ha BBEICHHBIN
rmoyib30BaTenieM TepedeHb Ha3Banuid CVE, ompenemsss kakwe w3 HazBanuih CVE mporecTHpoBaHbI
WU OOHAPYIKEHBI ATOH YCIYTOM, WITH JK€ UCIIONIB3YsI KaKOH-JIM00 HHOW MEXaHM3M.

A.3.2 B oTHomeHWH TIO0OTO OTYETa, OMPEACIAIONIETO OTICITBHBIC 3JIEMEHTHI O€30MaCHOCTH, TaHHas
ycilyra JOJDKHA IIPENOCTaBISATh MOJB30BATENI0 BO3MOXKHOCTH OIPENEIHTh COOTBETCTBYIOIINE HA3BaHUS
CVE nmnsa stux smemenToB ("BeiBoj HaszBanwii CVE'") myTeM coBepIIeHHS OIHOTO WM HECKOIBKUX
W3 CIEAYIOMMX MCeHCTBUH: TPEIOCTABJICHHUE ITOJH30BATENI0 BO3MOXKHOCTH BKItoueHUs Ha3zBanmid CVE
HEMOCPEICTBEHHO B OTYET, NPEJOCTaBICHHWE TIOIh30BATENI0 OTOOpPaKEHUS MEXAY JIIeMEHTaMHU
Oe3onacHocTy 1 HazBarwIMHU CVE, i e ucToab3ys KaKoW-TH00 HHOM MEXaHU3M.

A.3.3 JlioOple TpeOyemble OTYETHI WM OTOOpaKCHHS, TPEIOCTaBICHHBIC YCIYTroH, IOJDKHBI
YIOBIETBOPSATH TPEOOBAHMSM K Cpelie Tiepeaadn, mpexycMoTpeHHbM B [Ipunoxennn B.

A.3.4 Eciuu ganHas yciyra npejocTaBiIsieT MOAb30BaTeN0 NpsIMOil JOCTYN K IPOIYKTY, ONMPEAEIISIONIEMY
3JIEMEHTHI 0€30TaCHOCTH, TO JaHHBIA MPOIYKT AOHKEH OBITh coBMecTUM ¢ CVE.

A.3.5 Brnagemerm cpeactBa JODKEH oOecmednTh, YTOOBI 1) ypOBEHb JIOKHBIX — IOJIOKHUTEITHHBIX
pe3ynbraToB coctaBisul MeHee 100 mpomeHToB, T. €. eClIi HHCTPYMEHTAIBFHOE CPEICTBO COOOMIaeT B CBOEM
OTYEeTEe O KaKOM-JTHOO KOHKPETHOM 3JIEeMEHTE O€30IacCHOCTH, TO 3TOT DJIEMEHT, 10 KpaiHed Mepe, HHOTIa
SBIISIETCSl TIPABHJIBHBIM; M YTOOBI 2) ypPOBEHH JIOXKHBIX OTPHIIATENBHBIX PE3yJNbTATOB COCTABISI MEHEe
100 mpoIIeHTOB, T. €. eclIM MPOMCXOAUT Kakoe-THO0 cOOBITHEe, CBSI3aHHOE C KaKHUM-JTHOO KOHKPETHBIM
3JIEMEHTOM 0€30ITaCHOCTH, TO 3Ta yCIIyTa HHOTIa CO00IIaeT 00 3TOM COOBITHH.

TpeGoBaHusi, npeabsBJIsieMble K OHJIAHHOBBIM CpeJACTBAM

A.4.1 OwnnaiiHOBoe CpEACTBO JOJDKHO TPEOOCTAaBISATH IOJB30BATENI0 BO3MOXKHOCTH HAaXOAMTh
COOTBETCTBYIOIINE 3JIEMEHTHI 0€30MAaCHOCTH B PENO3UTApUH OHJIAHHOBOTO cpeacTBa ('TOUCK MO Ha3BaHUSIM
CVE") myrtem oOecneueHus OIHOM M3 ciedyromux (QYHKUWI: TOMCK ¢ Bo3BparoM HazBaHuii CVE
IUISL COOTBETCTBYIOIIMX 3JEMEHTOB, OTOOpaXCHHE, CBS3BIBAIOIIEE KaXKAbIM 3JEMEHT 0e30MacHOCTH
¢ cooTBeTcTBYOIMM(M) HazBanueM(samMu) CVE, nnn sxe ucrnonp3ys Kakoi-1100 HHOM MeXaHU3M.

A.4.1.1 OwnnaiiHOBOE CPEICTBO JOJDKHO mpenocTaBiaTh "mabmon" URL, mo3Bonsioniuii KOMIBIOTEPHOU
porpaMMe JIeTKO CO37aBaTh CCBUIKY, OOCCIICYHMBAIONIYIO NOCTYN K (YHKIIMHM TIOMCKa, KaK 3TO YKa3aHO
B 1. A.4.1 TpeOGoBaHU, MPEIbABISICMBIX K OHIAHHOBBIM CPE/ICTBAM.

IIpumepsl: http://www.example.com/cgi-bin/db-search.cgi?cvename=CVE-YYYY NNNN
http://www.example.com/cgi-bin/db-search.cgi?cvename=CVE-YYYY NNNNN
http://www.example.com/cgi-bin/db-search.cgi?cvename=CVE-YYYY NNNNNN
http://www.example.com/cve/CVE-YYYY-NNNN.html
http://www.example.com/cve/CVE-YYYY-NNNNN.html

http://www.example.com/cve/CVE-YYYY-NNNNNN.html
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A.4.1.2 Ecmm ma6mon URL mpennasnaven mis CGIl-mporpaMMbl, To 3Ta mporpaMMa JI0JDKHA MPUHAMATH
merox HTTP "GET".

A.4.2 B oTHOmeHHH 11000T0 OTYETA, ONIPEAEISAIONIECIO OTACIbHBIE 3JIEMEHTHI 0€30ITaCHOCTH, OHJIAHOBOE
CPEACTBO AOJDKHO IIPENOCTABIATH MOJI30BATEN0 BO3MOXKHOCTH ONPEACIUTh COOTBETCTBYIOIINE HA3BAHMS
CVE nns stux snementoB ("BeiBox HazBanuid CVE'") myTem BbINONHEHHS, MO KpalHeH Mepe, OJHOTO
U3 CIIEAYIOMINX JEHCTBUIl: TpenoCTaBICHUE TIOJIb30BATENI0 BO3MOKHOCTH BKmoyeHusi HasBaHuii CVE
HETIOCPEACTBEHHO B OTYET, MPEAOCTABICHUE IOJB30BATENII0 OTOOPAKEHUS MEXIY 3JIEMEHTaMHU
6e3onacHoctd 1 HazBaHWAMHU CVE, min e uCcTonb3ys KaKoW-TH00 HHOW MEXaHU3M.

A.4.3  Ecnu onnaiiHOBOE CpeACcTBO HE MPEAOCTaBIsIeT NOAPOoOHON HH(OPMAIMK B OTHOIICHUH OTACITBHBIX
3JIEMEHTOB 0€30MaCHOCTH, TO 3TO OHJIAWHOBOE CPEICTBO JOJIKHO 00ECIICYHUTh OTOOpaKEHUE, CBA3BIBAIOIICE
Ka)KIIBIM 3JIEMEHT C COOTBETCTBYIOMMM(1) HazBaHueM(simu) CVE.

TpeOoBanus, NpeAbsBJsieMble K CPeICTBAM arperipoBaHus

A.5.1 CpenctBo arperupoBaHusl IOJDKHO TPEAOCTABIATH IOJIB30BATENI0 BO3MOKHOCTH HCIIONB30BAThH
HazBaHusad CVE 11 ycTaHOBIEHMSI MECTONOJOXKEHHSI COOTBETCTBYIOIIMX JJIEMEHTOB B JIaHHOM CpE/ICTBE
("momck mo HazBanusM CVE") myteMm olecriedeHus, 10 KpaiiHEeH Mepe, OJHOU M3 CIemyommux (QyHKIui:
(dbyuknus "HaxoxaeHUA" Wi "MONCKa", 0TOOpaKeHNe MEKTy Ha3BaHMSIMH JTOTO CPEICTBAa M Ha3BAHHUSIMHU
CVE unu apyroro Mexanu3ma o COTJIACOBaHHUIO C OpraHU3alUeH Mo aHaIHu3Yy.

A.5.2 B orHomeHuu m000T0 OTYETa, ONPEACIAIONIET0 OTICIbHBIE 3IEMEHTHl 0e30MacHOCTH, CPEICTBO
arperupoBaHusl JOJDKHO TIPENOCTABIATH IOJIB30BATEII BO3MOYKHOCTB OINPEAEIUTh COOTBETCTBYIOIINE
Ha3zBanuss CVE mnsa stux asnemenTtoB ("BeiBoA HazBanuid CVE'") myTem BBINIOMHEHHS, 1O KpailHeH Mmepe,
OJHOTO M3 CIEeAYIOIIUX ACUCTBHIA: BKIoueHHe HazBaHMi CVE HemocpenCTBEHHO B OTYeT, oOeclieueHHue
0TOOpaXEHUSI MEXIy Ha3BaHMAMHU 3TOro cpeiacrsa M HazBaHusMH CVE, mnnm ke ucnonb3yst KakoH-1u0o
MHOU MEXaHU3M.

A.5.3 JlroOwsie TpeOyeMble OTUETHI WM OTOOpaKEHHs JOJDKHBI YAOBIETBOPATH TPeOOBaHMSIM K cpele
nepeaayn, IpeaycMOoTpeHHbIM B [Ipunoxennu B.

A.5.4 HHCTpyMEHTaIbHOMY CPEJICTBY WJIM BJIQJICNIbILy CPEACTBA CIEAYET MPEAOCTaBJIATH MOJb30BATEIIO
nepedeHsb Bcex HazBaHuit CVE, cBsA3aHHBIX ¢ 3a1auaMy JAHHOT'O HHCTPYMEHTAJIBLHOTO CPEJICTBA.

A.5.5 HHCTpyMeHTanbHOE CpPEICTBO JOJDKHO O0ECMeurBaTh IOJIL30BATENI0 BO3MOXHOCTH BBIOMPATH
Habop 3amad, MpeA0CTaBuB eMy (Daiii, comeprkamntuii nepeueHs HazBanuii CVE.

A.5.6 Hutepdelic MHCTPYMEHTAIBLHOIO CPEIICTBA JOJDKSH MPEAOCTABIIATH MOJIb30BATEI0 BO3MOKHOCTh
MIPOCMATPUBATh, BHIOMPATh U OTMEHATH BHIOOp HaOOpa 3aj1a4, HCI0JIb3ys HazBaHus oTAeabHBIX CVE.
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puiaoxenue B

TpeﬁoBaHml, NMPpEABABJIACMbIC K CPEAE IEpeIain

(larHOE TIPUITOKEHUE SBIACTCS HEOTHEMIIEMOH YaCcThIO HACcTOsAIIEH PexoMeHaarim. )

B.1 B cpeme pacnpocTpaHeHHs, HCHOIB3yeMOM CpeacTBoM, coBMmecTUMbIM ¢ CVE, nomxen
HCTIONB30BaThesl Meauadopmar, npeAcTaBlIeHHbIH B HacTosAeM [punoxxenun.

B.2 MenmuadgopMaT JOIDKEH yIOBIETBOPATH KOHKPETHBIM TPEOOBAHUSM, MPEIBIBIIEMBIM K JaHHOMY
dbopmary.

JuiekTpoHHbIe JoKyMeHTHI (HTML, TekcToBbIii penakrop, PDF, ASCII-Teker 1 T. 1.)

B.3.1 JlokyMeHT J0OKEeH OBITh COCTaBIEH B OOINEAOCTYNMHOM (opmare, Il KOTOPOTO HMMEKTCS
CUNTHIBAIOIINE YCTPONCTBA, momAepx)uBapmue GyHKOHIO "HaxokiaeHus' win "moucka" ("'momck
no HazBauuto CVE"), nanpumep neobpaboranusiii ASCII-rexct, HTML umu PDF.

B.3.2 Ecmu B IOKyMEHTE COAEPIKATCS TOIBKO KOPOTKME HAa3BaHUSA WIM HAUMEHOBAHUS JJIS OTICIbHBIX
AJIEMEHTOB, TO OH JIOJDKEH COofepkaTh nepedeHb Ha3BaHuii CVE, cBA3aHHBIX ¢ 3TUMU dneMeHTamMu ("'BBIBOI
HazBauuit CVE").

B.3.3  JloxyMeHT IoJDKeH BKIIOYaTh oToOpaxkeHue snemeHToB B Ha3Banus CVE, conmepxaiiee nepeveHb
COOTBETCTBYIOIIMX CTPAHUIL ISl KXKJIOTO SJIEMEHTA.

I'papuueckuii marepeiic moab3zopartens (GUI)

B.4.1 GUI nmomkeH NpemoCTaBATh IOJIB30BATEN0 (YHKITUIO ITOMCKA, IO3BOJBIIONIYI0 €My BBOIUTH
Ha3BaHus CVE u momyuyaTh cOOTBETCTBYIOMIME 371eMeHTHI ("'mouck no HazBaHusM CVE").

B.4.2 Ecmu GUI npenocrarnser moapoOHY0 HH(POPMANUIO MO KAKOMY-THOO OTACIHHOMY 3JIEMEHTY,
TO OH JIOJDKEH TPEeAOCTaBIATh Ha3BaHue (wiu HazBaHus) CVE, oToOpakaemble B JaHHBIN dieMeHT ("'BBIBOI
HazBanuit CVE"). Muave, GUI nmomwkeH mpeaoCTaBiATh IOJB30BATENi0 OTOOpakeHWEe B ¢opMmare,
YAOBJIETBOPSIOIIEM TpeboBaHuio B.3.1, mpeabsIBIsseMOMY K SJICKTPOHHBIM JJOKYMEHTaM.

B.4.3  GUI gomxeH npenocTaBiIsaTh MOJIB30BATEN0 BOZMOXKHOCTD 3KCIOPTUPOBATh AAHHBIE, OTHOCALIUECS
k CVE, wmm momydaTh AOCTyH K OTHM JaHHBIM B aJbTEPHATHBHOM (opMmaTe, YIOBICTBOPSIONIEM
TpeboBanuio B.3.1, nmpeapaBasieMoMy K 3JIEKTPOHHBIM JTOKyMEHTaM.
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IIpuiaoxenne C

TpeﬁoBaHnﬂ, NMPpEABABJIACMbBIC K CPEAEC IEpeIain

(larHOE TIPUITOKEHUE SBIACTCS HEOTHEMIIEMOH YaCcThIO HACcTOsAIIEH PexoMeHaarim. )

Cxema CVE XML, BkitoueHHas B Hacrosiiee [Ipunoxenue, 10CTymHA M0 aapecy:
http://cve.mitre.org/schema/cve/cve 1.0.xsd 1 BOCIIPOU3BOAUTCS HUXKE.

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://cve.mitre.org/cve/downloads/1.0"
targetNamespace="http://cve.mitre.org/cve/downloads/1.0"

elementFormDefault="qualified" attributeFormDefault="unqualified" version="1.0">

<l -- PR R R S SR SRR RS SRS SR SRS SRS SRR RS SR SRR R R RS EE RS SRR ERE RS SR SRR R EEEEEEEEEEEEESE
<!-- Changelog: 1.0 - Initial version -->
<!l -- R R R S S S SRR EE SRS SR SRS SRS SRR RS SR SRR R R R RS E R R RS E SRR RS SR SRR REEEEEEEEESEEEEE

<xsd:annotations>
<xsd:documentation xml:lang="en">
Simple schema that defines the format of the CVE List provided by MITRE
</xsd:documentations>
</xsd:annotation>

<!__ R SR R R R SRR RS R RS SR RS SRR SRR RS R R R SRR R R R R R R R R R R R R R R R R R R R R R R RS EE RS EEEEEEEEEE R
<!-- Start Item Element Definition -->
<!__ R R R RS SRR S SRR S SR RS SRR SRR R SRR R SRR R SRR R SRR R R R R R R SRR R SRR R EEEEEEEEEEEEEEEEEE S

<xsd:element name="cve'">
<xsd:annotations>
<xsd:documentation xml:lang="en">
cve is the top level element of the CVE List provided by MITRE.
It represents holds all CVE Items.
</xsd:documentations>
</xsd:annotations>
<xsd:complexType>
<xsd:sequence>

<xsd:element name="item" type="ItemType" minOccurs="1" maxOccurs="unbounded"/>

</xsd:sequence>
<xsd:attribute name="schemaVersion" type="xsd:token" use="optional"/>
</xsd:complexType>
</xsd:element>

<!l -- R R R R R R R R R R R R R
<!-- Simple Types -->

<!l -- R R R R R R R R R R R R R R R R R R R R R R R R R
<!-- CUSTOM TYPE DEFINITIONS-->

<xsd:simpleType name="typeEnumType">
<xsd:restriction base="xsd:token">
<xsd:enumeration value="CAN"/>
<xsd:enumeration value="CVE"/>
</xsd:restrictions
</xsd:simpleType>

<xsd:simpleType name="statusEnumType">
<xsd:restriction base="xsd:token">
<xsd:enumeration value="Entry"/>
<xsd:enumeration value="Candidate"/>
</xsd:restriction>
</xsd:simpleType>

<!-- need to verify enumeration --»>
<xsd:simpleType name="simplePhaseEnumType">
<xsd:restriction base="xsd:token">
<xsd:enumeration value="Proposed"/>
<xsd:enumeration value="Interim"/>
<xsd:enumeration value="Modified"/>
<xsd:enumeration value="Assigned"/>

Pek. MCD-T X.1520 (01/2014)
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http://cve.mitre.org/schema/cve/cve_1.0.xsd

</xsd:restriction>
</xsd:simpleType>

<l--
<!--
<l--
<xsd

khkhkhkhkhkhhkhkhhkhkhhkhkdhhkdhkhhbhrkhhhkhhkhkdhhdhhhbdhhhkdhkhkdhkrdrhkhbdhdrdhkrdrrdrhkdrrdrdhkrdhrxdx

Complex Types -->
R R R R R R R R R R R R R R R R R R R R

:complexType name="ItemType">

<xsd:sequence>

-->

-->

<xsd:element name="status" type="statusEnumType" minOccurs="1" maxOccurs="1"/>
<xsd:element name="phase" type="specificPhaseType" minOccurs="0" maxOccurs="1"/>
<xsd:element name="desc" type="xsd:string" minOccurs="1" maxOccurs="1"/>
<xsd:element name="refs" type="refsType" minOccurs="1" maxOccurs="1"/>
<xsd:element name="votes" type="votesType" minOccurs="0" maxOccurs="1"/>
<xsd:element name="comments" type="commentsType" minOccurs="0" maxOccurs="1"/>

</xsd:sequence>

<!--Need to Verify Enumeration-->

<xsd:attribute name="type" type="typeEnumType" use="required"/>

<xsd:attribute name="name" type="xsd:token" use="required"/>

<xsd:attribute name="seq" type="xsd:token" use="required"/>
</xsd:complexType>

<xsd:complexType name="commentsType">
<xsd:sequence>

<xsd:element name="comment" minOccurs="0" maxOccurs="unbounded">

<xsd:complexType>
<xsd:simpleContents>
<xsd:extension base="xsd:string">
<xsd:attribute name="voter" type="xsd:token" use="required"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>

</xsd:element>

</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="votesType">
<xsd:sequence>

12

<xsd:element name="accept" minOccurs="0" maxOccurs="1">

<xsd:complexType>
<xsd:simpleContents>
<xsd:extension base="xsd:string">
<xsd:attribute name="count" type="xsd:token" use="required"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>

</xsd:element>
<xsd:element name="modify" minOccurs="0" maxOccurs="1">

<xsd:complexType>
<xsd:simpleContents>
<xsd:extension base="xsd:string">
<xsd:attribute name="count" type="xsd:token" use="required"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>

</xsd:element>
<xsd:element name="noop" minOccurs="0" maxOccurs="1">

<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:string">
<xsd:attribute name="count" type="xsd:token" use="required"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>

</xsd:element>
<xsd:element name="recast" minOccurs="0" maxOccurs="1">

<xsd:complexType>
<xsd:simpleContents>
<xsd:extension base="xsd:string">
<xsd:attribute name="count" type="xsd:token" use="required"/>
</xsd:extension>
</xsd:simpleContent>
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</xsd:complexType>
</xsd:element>
<xsd:element name="reject" minOccurs="0" maxOccurs="1">
<xsd:complexType>
<xsd:simpleContents>
<xsd:extension base="xsd:string">
<xsd:attribute name="count" type="xsd:token" use="required"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="reviewing" minOccurs="0" maxOccurs="1">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:string">
<xsd:attribute name="count" type="xsd:token" use="required"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="revote" minOccurs="0" maxOccurs="1">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:string">
<xsd:attribute name="count" type="xsd:token" use="required"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="specificPhaseType">
<xsd:simpleContents>
<xsd:extension base="simplePhaseEnumType">
<xsd:attribute name="date" type="xsd:token" use="optional"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>

<xsd:complexType name="refsType">
<xsd:annotation>
<xsd:documentation>holds all hyperlink elements</xsd:documentations>
</xsd:annotations>
<xsd:sequence>

<xsd:element name="ref" type="refType" minOccurs="0" maxOccurs="unbounded"/>

</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="refType">
<xsd:annotations>

<xsd:documentation>Holds individual hyperlink element</xsd:documentations

</xsd:annotation>
<xsd:simpleContents>
<xsd:extension base="xsd:string">
<xsd:attribute name="source" type="xsd:token" use="required"/>
<xsd:attribute name="url" type="xsd:anyURI" use="optional"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>

</xsd:schema>
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Bbubaunorpadpus

[b-ITU-T X.1500]  Pexomenmarus MCD-T X.1500 (2011 r.), Memoodwsr obmena ungpopmayueti o
Kubepbeszonacrnocmu.
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Cepus A
Cepus D
Cepus E

Cepus F
Cepus G
Cepus H
Cepus 1
Cepust J

Cepus K
Cepus L

Cepus M

Cepus N

Cepus O
Cepus P

Cepus Q
Cepust R
Cepus S

Cepus T

Cepus U
Cepusa V
Cepus X
Cepusn Y

Cepus Z

CEPUM PEKOMEHJIALIUIA MCD-T

Opraam3arus padbotst MCO-T
OO0mre MPUHITUIIBL TAPUPUKAITHH

OO0mrast SKCIUTyaTaIus CeTH, TeiaehoHHas ciryk0a, GQyHKITMOHUPOBAHUE CITY)KO M YEJIOBEUSCKHE
(hakTopsl

HerenedoHublie C1y:KObI 3JICKTPOCBA3U

CucreMsl U cpefia epenadu, MUPPOBEIE CHCTEMBI 1 CETH
AynnoBu3yabHbIe U MYJIbTHMEINIHBIE CHCTEMBI
[udporast ceTh ¢ HHTErpaIHEn CITYKO

KabenbHbIe ceTn u mepeaya CUTHAIOB TEIEBU3HOHHBIX U 3BYKOBBIX IIPOTPAMM U IPYTHX
MYJIETUMEIUHHBIX CUTHAIIOB

3ammra OT IIoMex

KoHcTpykitus, Mpokiiajka v 3aiuTa Kadenen U Ipyrux 3JeMEHTOB JINHEHHO-Ka0eIbHBIX
COOpPYXKEHUU

anaBneHHe QJICKTPOCBA3bI0, BKIIHOYAA CVYD u TeXHHYECKOE 06CJ'Iy)KI/IBaHI/IC ceTen

Texauyeckoe 00CIy)KUBaHNE: MEKIYHAPOIHBIE KaHAIBI MIepeAadn 3BYKOBBIX U TEJIEBU3MOHHBIX
nporpamMm

TpeboBaHus K U3MEPUTEIBHON amnmaparype

OxoHeuHoe 000pyI0BaHKe, CYOhEKTUBHBIC U OOBEKTHUBHBIC METO/IbI OIICHKH
KomMmyTanus v cUrHamu3anms

Tenerpadnas nepegaua

OxoHeuHoe 000pyIOBaHHE AJIS TenerpagHbIX CIyKO

OxkoHeuHOE 000pYIOBaHUE TSI TEIEMATHISCKUX CITYKO

TenerpadHast kKoMMyTanus

[epenaya qaHHBIX 1O TeNEePOHHON CETH

Cetu nepeaayu JaHHBIX, B3aUMOCBSI3b OTKPBITBIX CHCTEM U 0€30MacHOCTb

I'mo6anbHas nagpopManuoHHasi HHPPACTPYKTYpPa, acCEeKThHI MpoTokoaa UHTepHeT U ceTn
MOCJIeAYIOUIUX OKOJICHU

SI3bIKH 1 06H_II/IC ACIICKTHBI TPOTrPaMMHOTO obecrneucHuUs I CUCTEM DJICKTPOCBA3U

OtnevaTtaHo B LBeliuapun
Kenesa, 2014 .
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