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Recommendation ITU-T X.1414 
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ledger technology systems 

 

 

 

Summary 

Recommendation ITU-T X.1414 introduces the concept of cross-chain service to achieve 

interoperability of distributed ledger technology (DLT) systems. It also specifies security risks, 

requirements, framework and capabilities, as well as general procedures to ensure security of cross-

chain services for DLT systems interoperability. 

DLT is well-suited for decentralized environments and can improve collaboration and coordination 

among multiple stakeholders. There are many DLT systems offering a variety of decentralized 

services, powered by different or similar DLT solutions. However, these DLT systems are often 

isolated from one another, making it valuable to connect them through cross-chain services.  

The cross-chain services enable data and transactions to move between different DLT systems and 

allow them to interact seamlessly. Since these services jointly handle user data and transactions in a 

decentralized environment, they face significant security and privacy risks. Therefore, it is essential to 

study and establish security requirements and a robust framework to strengthen the security of cross-

chain service for DLT systems. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, and information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 
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Recommendation ITU-T X.1414 

Security requirements and framework of cross-chain service for distributed 

ledger technology systems 

1 Scope 

This Recommendation introduces the concept of cross-chain service (CCS) for interoperability of 

distributed ledger technology (DLT) systems, and specifies a framework, requirements, capabilities, 

and procedures to ensure security of cross-chain services for DLT systems interoperability. 

The scope includes: 

– Concept, use cases, security risks and requirements for cross-chain service for DLT systems. 

– Security capabilities of cross-chain service for DLT systems. 

– Security of general procedures of cross-chain service for DLT systems. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T X.1401] Recommendation ITU-T X.1401 (2019), Security threats of distributed ledger 

technology. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 access control [b-ITU-T X.1252]: A procedure by which an administrator can restrict access 

to resources, facilities, services, or information based on pre-established rules and specific rights or 

authority associated with the requesting party. 

3.1.2 authentication [b-ITU-T X.1252]: Formalized process of verification that, if successful, 

results in an authenticated identity for an entity. 

3.1.3 authorization [b-ITU-T X.1252]: The granting of rights and, based on these rights, the 

granting of access. 

3.1.4 distributed ledger [b-ITU-T X.1400]: A type of ledger, that is shared, replicated, and 

synchronized in a distributed and decentralized manner. 

3.1.5 distributed ledger technology (DLT) [b-ITU-T X.1400]: Technology that enables the 

operation and use of distributed ledgers. 

3.1.6 identification [b-ITU-R M.1224-1]: A step in a procedure used to identify a user or terminal 

to a service provider for the purposes of broad prevention. 

3.1.7 node [b-ITU-T X.1400]: Device or process that participates in a distributed ledger network. 

https://handle.itu.int/11.1002/1000/14092
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3.1.8 smart contract [b-ITU-T X.1400]: Program written on the distributed ledger system which 

encodes the rules for specific types of distributed ledger system transactions in a way that can be 

validated and triggered by specific conditions. 

3.1.9 threat [ITU-T X.1401]: Potential cause of an unwanted incident, which may result in harm 

to a system or organization. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following term: 

3.2.1 cross-chain: A group of processes which support interoperability (e.g., assets, data, events 

and transactions) between different distributed ledger technology (DLT) systems. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms:  

CCS Cross-Chain Service 

DCCS ACP Access Control Plane of DLT-based Cross-Chain Service 

DCCS MQ Message Queue of DLT-based Cross-Chain Service 

DCCS DLT-based Cross-Chain Service 

DLT Distributed Ledger Technology 

FE Functional Entity 

5 Conventions 

This Recommendation uses the following conventions: 

– The phrase "is required to" indicates a requirement that must be strictly followed and from 

which no deviation is permitted if conformance with this Recommendation is to be claimed. 

– The phrase "is recommended" indicates a requirement that is recommended, but which is not 

absolutely required to claim conformance with this Recommendation. 

6 Overview  

Distributed ledger technology (DLT) is well-suited for decentralized environments and can improve 

collaboration and coordination among multiple stakeholders. There are many DLT systems offering 

a variety of decentralized services, powered by different or similar DLT solutions. However, these 

DLT systems are often isolated from one another, making it valuable to connect them through cross-

chain service (CCS). 

The term "cross-chain" refers to processes to support interoperability between different DLT systems. 

There are various ways to implement cross-chain services to achieve this interoperability.  

DLT-based cross-chain service (DCCS) enables different external DLT systems to work together and 

exchange data and transactions. This makes it possible for these DLT systems to interact and 

collaborate effectively and reliably.  

Diagram in Figure 6-1 shows a general framework of DCCS, while Figure 6-2 focuses on security 

details of the framework. 
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Figure 6-1 – Overview of DCCS for DLT system interoperability 

DCCS typically includes the following functional entities (FEs):  

– DLT-based chain (DCCS chain): 

 DCCS chain is a proprietary DLT system that enables secure and reliable interoperability 

with other external DLT systems. 

 DCCS chain is made up of a group of DCCS chain nodes which are DLT nodes and interact 

with each other to provide cross-chain service for DLT system interoperability. 

 DCCS chain offers fundamental DLT capabilities, such as managing storage, executing smart 

contracts, achieving consensus, enabling communication, and more. 

 In addition, DCCS chain also provides a set of security capabilities to perform the cross-chain 

services (as listed in clause 9.1). 

 DCCS chain exposes a reference point R5. 

– DCCS access control plane (DCCS ACP): 

 Access control plane of DLT-based cross-chain service (DCCS ACP) is responsible for 

managing access control. It ensures that external DLT systems can securely interact with the 

functional entities of DCCS (such as DCCS gateways, DCCS chain and DCCS MQs). 

 DCCS ACP is an optional functional entity (FE). If it is applicable, DCCS ACP performs 

relevant access control. If not, the access control tasks are taken over by the DCCS chain 

itself. Clause 9.2 provides a more detailed explanation. 

 DCCS ACP exposes reference points R1 and R2. 

– DCCS gateway: 

 DCCS gateways facilitate communication and interaction between external DLT systems and 

DCCS, including data and transaction transportation and message management. By 

connecting with DCCS chain, DCCS gateways process and transfer data and transactions 

between DLT systems for seamless cross-chain operations. 

 DCCS gateways interact with the initiating and recipient DLT systems, sending and receiving 

data as needed, and converting data format when required.  

 DCCS gateways may also receive messages about CCS requests and responses from message 

queue of DLT-based cross-chain service DCCS MQs (if DCCS MQs are applicable). 
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 DCCS gateways accept the access control management by either DCCS ACP or DCCS chain 

to ensure interaction with the entities of the initiating and recipient DLT systems (see 

clause 9.3). 

 DCCS gateway exposes reference points R3 and R4. 

– DCCS message queue (DCCS MQ): 

 DCCS MQs offer message queues to facilitate the exchange of CCS requests and responses 

between external DLT systems and DCCS. DCCS MQs enable DCCS gateways to retrieve 

CCS request and response messages from the DCCS chain asynchronously. 

 DCCS MQ is an optional functional entity.  

 DCCS MQ exposes reference points R6 and R7. 

DCCS enables secure interoperability between different external DLT systems. For instance, as 

depicted in Figure 6-1, an initiating DLT system (e.g., external DLT system A) sends a CCS request 

to a DCCS gateway corresponding to the initiating DLT system after obtaining access permission 

from either DCCS ACP or DCCS chain. DCCS chain processes the request using pre-built smart 

contract(s) to convert it if needed. The (converted) CCS request is then sent to the recipient DLT 

system (e.g., external DLT system B) through another DCCS gateway corresponding to the recipient 

DLT system.  

The recipient DLT system (e.g., DLT system B) executes the requested operation and follows the 

same process to send a CCS response back. The response passes through the corresponding DCCS 

gateways, DCCS chain, and finally reaches the initiating DLT system (e.g., DLT system A).  

DCCS chain includes a collection of pre-built smart contracts designed to convert the CCS requests 

and responses, ensuring they align with the specific requirements of the external DLT systems 

involved. 

 

Figure 6-2 – Diagram of the DCCS framework with security details 

The functional entities of DCCS expose a set of reference points for cross-chain service, including: 

– Reference point R1: Exposed by DCCS ACP, to control access permission for entities of the 

initiating and recipient DLT systems to access DCCS. 



 

  Rec. ITU-T X.1414 (06/2025) 5 

– Reference point R2: Exposed by DCCS ACP, to interact with the entities of DCCS to control 

access permission for the entities of the initiating and recipient DLT systems to access DCCS. 

– Reference point R3: Exposed by DCCS gateway, to interact with the entities of the initiating 

and recipient DLT systems.  

– Reference point R4: Exposed by DCCS gateway, to interact with other DCCS gateway of the 

same DCCS. 

– Reference point R5: Exposed by DCCS chain nodes, to interact with DCCS gateways to 

perform cross-chain service. 

– Reference point R6: Exposed by DCCS MQ, to interact with the DCCS chain to exchange 

messages of CCS requests and responses. 

– Reference point R7: Exposed by DCCS MQ, to interact with DCCS gateways to exchange 

messages of CCS requests and responses. 

DCCS provides cross-chain services to enable interoperability between external DLT systems which 

may be based on different DLT solutions. An external DLT system may include a set of functional 

sub-entities, as follows: 

– DLT application: 

 DLT application can initiate CCS requests and/or generate CCS responses. A CCS request 

includes a set of operations carried out in the initiating DLT system as well as in one or more 

recipient DLT systems. Similarly, a CCS response includes a set of operations performed in 

the recipient DLT system and in one or more initiating DLT system(s). These operations can 

be executed through dedicated smart contracts, either in the external DLT systems or within 

the DCCS chain. 

 The DLT application that initiates a CCS request within the initiating DLT system is called 

the initiating DLT application. The DLT application that responds to a CCS request within 

the recipient DLT system is called the recipient DLT application. 

– DLT gateway: 

 DLT gateway of an external DLT system can collect CCS requests and responses from the 

external DLT system and transfer them to or from the DCCS gateways within a specific 

DCCS. Before an external DLT system interacts with a DCCS, its DLT gateways should be 

registered with the DCCS and subscribe to the DCCS capability (such as retrieving 

information published by the DCCS, initiating and responding CCS requests, etc.). When an 

external DLT system registers with a DCCS, all its DLT gateways can be registered 

collectively. 

– Message queue: 

 An external DLT system may have its own message queues to help its DLT gateways to 

gather CCS requests and responses. The DLT nodes within the external DLT system can send 

messages related to CCS requests and responses into the message queues, allowing the DLT 

gateways to collect the necessary information asynchronously. 

Since the external DLT systems and DCCS operate in decentralized environments, and they jointly 

handle user data and transactions, DCCS faces various security risks and challenges that need to be 

addressed (see clause 7). 

NOTE 1 – DCCS includes the DCCS chain which is a DLT system and is considered an internal DLT system. 

In contrast, other DLT systems involved are referred to as external DLT systems. The details of external DLT 

systems are outside the scope of this Recommendation. 

NOTE 2 – An external DLT system connected to a DCCS can act as either an initiating or a recipient system, 

depending on its role at a given time. These roles are not fixed. For example, in a CCS request, the external 

DLT system that initiates the request is called the initiating DLT system, while the external system that 

processes and responds to the request is referred to as the recipient DLT system. 
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NOTE 3 – DCCS chain and the external (initiating and recipient) DLT systems are independent from each 

other and may be based on different or similar DLT solutions. 

7 Security risks of DCCS 

7.1 General security risks 

According to [ITU-T X.1401], security risks of and threats to DLT systems must be addressed across 

the protocol, network, and data layer. Since DCCS is built on DLT, it is also exposed to the security 

risks and threats identified in [ITU-T X.1401]. 

The main security challenges for DCCS include: 

– Ensuring security of data and transactions during transfer. 

– Protecting DCCS itself from potential threats. 

– Building and maintaining trust with users relying on cross-chain services. 

7.2 Security risks of DCCS gateway 

Security risks of DCCS gateway primarily include: 

– Impersonation of DCCS gateway: An attacker may pretend to be a legitimate DCCS gateway 

and gain unauthorized access to DCCS chain if the system fails to detect the impersonation. 

– Loss or theft of authentication key: If the authentication key is lost or stolen, DCCS gateway 

may fail to be authenticated properly, leaving it vulnerable. 

– Distributed denial-of-service attacks: Attacker may flood a DCCS gateway with "useless" 

transactions, causing temporary congestion or disrupting services by exhausting system 

resources. 

7.3 Security risks of DCCS ACP 

Security risks of DCCS ACP primarily include: 

– Tampering: Attackers may alter identification and access control information to disrupt the 

process of identifying entities and managing access. This may expose the system to 

unauthorized intrusion or other security threats. 

– Authentication protocol attacks: Attackers may target the identity authentication protocols, 

potentially causing the DCCS ACP or DCCS chain to fail in enforcing proper authentication. 

7.4 Security risks of DCCS chain 

Security risks of DCCS chain primarily include: 

– Rollback and fork risks in external DLT systems: When DCCS chain facilitates the transfer 

of data assets between external DLT systems, a rollback or fork in one external DLT system 

may create security risks for the other connected external DLT systems. 

– Probabilistic finality risks: Some consensus algorithms provide probabilistic finality, 

meaning they do not produce blocks with a fixed number. This may result in the DCCS chain 

missing blocks that contain important transaction data. 

– Oracle risks: An oracle acts as an external data source for external DLT systems. If these 

systems fail to properly use the oracle service, it may lead to trust issues and potential 

vulnerabilities. 
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7.5 Security risks of transaction data 

7.5.1 Security risks of transaction data stored in DCCS MQs  

Security risks of transaction data stored in DCCS MQs primarily include: 

– Loss of confidentiality: Unauthorized entity may gain access to the data. 

– Loss of integrity: Unauthorized entity may modify or corrupt the data. 

– Disruption of transaction order: The order of transactions may be altered or corrupted. 

7.5.2 Security risks of transaction data stored in DCCS chain nodes 

Security risks of transaction data stored in DCCS chain nodes primarily include: 

– Linking transactions from the same initiating DLT system: Attackers may connect multiple 

requests sent by the same initiating DLT system, potentially exposing sensitive personal 

information. 

– Linking transactions from the same recipient DLT system: Attackers may link multiple 

requests received by the same recipient DLT system, which may also result in the leakage of 

sensitive personal information. 

7.6 Security risks of communication between entities 

Security risks in communication between DCCS gateways and DCCS chain nodes primarily include: 

– Loss of confidentiality: Attackers may gain unauthorized access to data. 

– Loss of integrity: Attackers may modify or corrupt data during communication. 

– Loss of non-repudiation: Entities involved in communication may deny having sent or 

received data. 

– Routing tampering: Attackers may disrupt DCCS by blocking CCS requests from being 

forwarded by a DCCS gateway or sending or redirecting them to the wrong DCCS gateway. 

8 Security requirements for DCCS 

This clause lists security requirements for DCCS to mitigate the security risks as listed in clause 7. 

8.1 Security requirements for access control  

Security requirements for access control for DCCS primarily include: 

– It is recommended to include DCCS ACP to provide consistent access permission control to 

the entities of DCCS, including DCCS gateways, DCCS chain and DCCS MQs as 

appropriate.  

– It is required to authenticate the identity of the DCCS gateway before it is authorized to 

provide cross-chain services for external DLT systems.  

– It is required to authenticate entities of the external DLT system before they are allowed to 

access DCCS.  

– It is required that authentication protocols are secure to prevent unauthorized access.  

– It is required to ensure data confidentiality and integrity during all identification, 

authentication, and authorization processes. 

8.2 Security requirements for DCCS gateway 

Security requirements for DCCS gateway primarily include: 

– It is required to accept control management from DCCS ACP and/or DCCS chain according 

to the profiles of DCCS. 
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– It is required to verify access permissions when providing cross-chain services to entities of 

external DLT systems. 

– It is required to validate the legitimacy of the source of data received from a DCCS MQ 

before offering cross-chain services to external DLT systems. 

– It is required to ensure the integrity of routing tables used for cross-chain services. 

– It is required to be able to withstand distributed denial-of-service attacks. 

8.3 Security requirements for DCCS chain 

Security requirements for DCCS chain primarily include: 

– It is required to validate the legitimacy of the source of data received from a DCCS gateway 

before running the pre-built smart contract related to a CCS request. 

– It is required to employ technologies to ensure that an attacker is unable to link any two 

transactions submitted by a same initiating DLT system or received by a same recipient DLT 

system. 

8.4 Security requirements for DCCS MQs 

Security requirements for DCCS MQs primarily include: 

– It is recommended to include DCCS MQ functional entities to exchange messages (such as 

transaction data and related information) for cross-chain service. 

– It is required to ensure the confidentiality and integrity of transaction data stored in DCCS 

MQs to prevent unauthorized access or tampering. 

– It is required to ensure the confidentiality and integrity of the order of transactions to prevent 

tampering. 

8.5 Security requirements for communication between entities 

Security requirement for communication between entities primarily include: 

– It is required to provide data confidentiality and integrity protection for the communication 

among entities of DCCS (i.e., DCCS ACP, DCCS gateways, DCCS chain and DCCS MQs 

etc.) to ensure secure interoperability with external DLT systems. 

9 Security capabilities of DCCS 

This clause lists the security capabilities of DCCS to mitigate the security risks discussed in clause 7 

and to meet the security requirements discussed in clause 8. 

9.1 Security capabilities of DCCS chain 

DCCS chain is made up of a group of DCCS chain nodes. Besides fundamental DLT capabilities, 

DCCS chain nodes also provide security capabilities to protect cross-chain services, primarily as 

follows: 

– Secure storage: DCCS chain nodes use security mechanisms to store access permission, CCS 

request, CCS response, and related information. 

– Secure computation: DCCS chain nodes provide secure environments for running smart 

contracts and performing related computation. 

– Secure smart contracts: DCCS chain nodes may support plug-in mechanisms to enable smart 

contracts to process encrypted information for CCS request and response. 

– Cross-chain contract conversion: DCCS chain nodes can convert the format of smart 

contracts or the payloads of CCS request and response if requested. 
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– Identification and permission: DCCS chain nodes work together to manage identification and 

access control for the entities of the initiating and recipient DLT systems to access the entities 

of DCCS, either by interacting with DCCS ACP (if DCCS ACP is applicable) or 

independently. 

– Authentication and authorization: DCCS chain nodes work together to handle authentication 

and authorization for the entities of the initiating and recipient DLT systems, either by 

interacting with DCCS ACP (if DCCS ACP is applicable) or independently. 

9.2 Security capabilities of DCCS ACP 

DCCS ACP manages access permission for the entities of the initiating and recipient DLT systems to 

interact with the entities of DCCS. If a DCCS does not include a DCCS ACP, its DCCS chain handles 

access control instead. 

If a DCCS includes a DCCS ACP, when the entities of initiating and recipient DLT systems interact 

with the entities of the DCCS, they should get access permission from the DCCS ACP, through the 

reference points R1 or R2. 

Once access permission is granted, the DCCS ACP forwards the access permission to the intended 

DCCS functional entity, such as a DCCS gateway.  

Zero trust technologies may be employed by the DCCS ACP to strengthen access control security. 

9.3 Security capabilities of DCCS gateway 

DCCS gateways accept access control management by either DCCS ACP or DCCS chain to ensure 

interaction with the entities of the initiating and recipient DLT systems. 

Methods and general procedures for DCCS to manage access control and to protect data and 

transactions in cross-chain services are provided in clause 10. 

10 Security of DCCS procedures  

This clause lists several general procedures to illustrate how DCCS performs cross-chain service 

securely and reliably. 

10.1 DCCS procedures 

The DCCS procedures could be generalized into three phases as shown in Figure 10-1: 

– Requesting in the initiating DLT system;  

– Processing in DCCS; and 

– Responding in the recipient DLT system.  
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Figure 10-1 – DCCS procedures  

Before an external DLT system can initiate and/or respond to CCS requests, it should be registered 

to DCCS (see clause 10.2). When a DLT system is successfully registered in DCCS, it can subscribe 

to DCCS capability. 

When an entity of an initiating or a recipient DLT system is to interact with a DCCS, it should get 

access permission from the DCCS ACP or DCCS chain of the DCCS (see clause 10.3). 

In the interactions between initiating (and recipient) DLT systems and DCCS, data security protection 

for DCCS should be performed (see clause 10.4). 

When processing CCS requests and responses, the process statuses of CCS related operations are 

switched accordingly in the initiating (and recipient) DLT systems and DCCS (see clause 10.5). 

The main procedures of DCCS also include CCS request and response interactions. Those interactions 

are performed in initiating DLT systems, DCCS and recipient DLT systems respectively (see 

clauses 10.6 and 10.7). 

NOTE – A CCS request can involve multiple target recipient DLT systems and recipient DLT applications. 

However, for simplicity, the DCCS procedures are described in this Recommendation with a single target 

recipient DLT system and at most one target recipient DLT application within that system.  

10.2 Registering, publishing, discovering and subscribing for DCCS  

Before an initiating external DLT system requests cross-chain service with other external DLT 

systems via a DCCS, all these external DLT systems should register into the DCCS, and they should 

subscribe to the DCCS capability offered by the DCCS.  

If an external DLT system is scheduled to participate in cross-chain service provided by a DCCS, as 

an initiating or recipient DLT system, it should register into the DCCS (including its DLT gateways). 

The registration information includes, but is not limited to, the following: 

– Acting as the initiating and/or recipient DLT system; 

– Identity and relevant information for authentication and authorization of the external DLT 

system; 

– Identities and relevant information for authentication and authorization of the DLT gateways 

of the external DLT system, which are scheduled to interact with the DCCS; 

– Information of encryption for interaction; 
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– Information of supporting smart contracts for cross-chain service, such as types, identities, 

parameters for invoking those smart contracts, etc. 

If a DCCS includes a DCCS ACP, a registration request is sent to the DCCS ACP. In this case, the 

DCCS ACP processes the registration request and responds with the process result (e.g., accepted or 

not accepted) to the DCCS chain of the DCCS. 

If a DCCS does not include a DCCS ACP, the registration request is sent to the DCCS chain via one 

of the DCCS gateways of the DCCS. In this case, the DCCS chain processes the registration request 

and responds with the process result. 

Figure 10-2 depicts the primary procedures of the registration to DCCS.  

 

Figure 10-2 – Registration to DCCS 

The primary steps of registration to DCCS include: 

Step 1: DLT gateway A of DLT system A interacts with DLT nodes of DLT system A to prepare 

registration requests to DCCS. 

Step 2: If DCCS has a DCCS ACP, DLT gateway A sends a registration request to DCCS ACP. 

Step 3: DCCS ACP interacts with DCCS chain to process the registration request. 

Step 4 and 5: DCCS ACP sends back the responses to the registration request to DLT gateway A. 

Step 2.1: If DCCS has no DCCP ACP, DLT gateway A sends the registration request to any of the 

DCCS gateways (such as DCCS gateway A). 

Step 3.1: The DCCS gateway interacts with the DCCS chain to process the registration request. 

In this case, it is the DCCS chain to process the registration request. 

Step 4.1 and 5.1: DCCS gateway sends back the responses to the registration request to DLT 

gateway A. 

After successfully registering into a given DCCS, the registration information of the external DLT 

system may be published by the DCCS ACP (if having) and/or the DCCS chain according to the 

profiles of the DCCS. External DLT systems could discover the published information and subscribe 

to the DCCS capability if they successfully register in the DCCS. 
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10.3 Access control to DCCS for external DLT systems 

10.3.1 Access control performed by DCCS ACP 

If a DCCS includes a DCCS ACP, the DCCS ACP performs access control functions for external 

DLT systems to access the entities of the DCCS, particularly for the DCCS gateways of the DCCS. 

In this case, the DCCS ACP manages and dispatches access permission for the entities of external 

DLT systems, according to the profiles of the DCCS. Figure 10-3 depicts the general procedures of 

access control by the DCCS ACP.  

Without loss of generality, it is assumed that a DCCS has a DCCS ACP, two DCCS gateways (A and 

B) and a DCCS chain, and a DLT system (A) has one DLT gateway (A) and a set of DLT nodes. DLT 

system A may be an initiating one or a recipient one for a cross-chain service. 

 

Figure 10-3 – General procedures of access control performed by DCCS ACP 

The primary steps of access control performed by DCCS ACP include: 

Step 1: DLT gateway A interacts with DLT nodes of DLT system A to prepare an access permission 

request for a cross-chain service. 

Step 2: DLT gateway A sends the access permission request to DCCS ACP. 

Step 3: DCCS ACP interacts with DCCS chain to validate and initiate access permission for the 

request. 

If DLT gateway A has not registered into DCCS, DCCS ACP rejects the access permission request. 

Step 4: If DCCS ACP accepts the request, it can allocate and notify DCCS gateway(s) (such as DCCS 

gateway B) to prepare to serve the subsequent CCS requests from DLT system A (via DLT 

gateway A). 

When notified, the allocated DCCS gateway(s) should prepare to serve the subsequent CCS requests 

from DLT system A (via DLT gateway A).  

Step 5: DCCS ACP sends a response to DLT gateway A for the access permission request. 

If the access permission request is accepted, the response should include information to access the 

allocated DCCS gateway. 

An external DLT system can request access permissions either for itself and some or all of its DLT 

gateways, either simultaneously or separately. Once approved, the system gains access to DCCS for 

cross-chain services. 
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In a DCCS with DCCS ACP, if a DCCS gateway has not received an allocation notification from 

DCCS ACP for a specific external DLT system, it should reject any CCS requests related to that 

system. 

10.3.2 Access control performed by DCCS chain 

If a DCCS does not include a DCCS ACP, the DCCS chain performs access control functions for 

external DLT systems to access the entities of the DCCS. 

In this case, the DLT gateway of an external DLT system directly sends an access permission request 

and follows CCS requests to any of the DCCS gateways of the DCCS. The DCCS gateway which 

receives the request interacts with the DCCS chain to control the access permission and process 

subsequent CCS requests. Figure 10-4 depicts the general procedures of access control without DCCS 

ACP. Without loss of the generality, it is assumed that a DCCS has no DCCS ACP, but two DCCS 

gateways (A and B) and a DCCS chain, and an external DLT system (A) has one DLT gateway (A) 

and a set of DLT nodes. DLT system A may be an initiating one or a recipient one for a cross-chain 

service. 

 

Figure 10-4 – General procedures of access control without DCCS ACP 

The primary steps of access control without DCCS ACP include: 

Step 1: DLT gateway A interacts with DLT nodes of DLT system A to prepare access permission 

requests for cross-chain service. 

Step 2: DLT gateway A sends the access permission request to one of the DCCS gateways of the 

DCCS (such as DCCS gateway A). 

Step 3: The DCCS gateway receives the request and interacts with the DCCS chain to validate and 

initiate access permission for the request. 

If DLT gateway A has not registered into the DCCS, the DCCS chain rejects the access permission 

request. 

Step 4: The DCCS gateway sends the access permission response to the DLT gateway. 

If the access permission request is accepted by the DCCS chain, the DLT gateway could continuously 

interact with the DCCS chain to process the CCS requests or responses.  

The DLT gateway of an external DLT system can connect to either any available DCCS gateway or 

a specific one within the DCCS. Each time, the DLT gateway should first request access permission 

from the DCCS before proceeding with CCS request or response processing. For example, if DLT 



 

14 Rec. ITU-T X.1414 (06/2025) 

gateway A connects to DCCS gateway B, it should re-request access permission from the DCCS, as 

shown in steps 2.1, 3.1 and 4.1, which correspond to steps 2, 3 and 4, respectively. 

10.4 Data security protection for DCCS 

CCS request/response includes payloads for cross-chain service individually (see clauses 10.6 and 

10.7). The payloads could be encrypted by the external DLT systems.  

When the initiating and recipient DLT systems interact with each other via DCCS, they could 

negotiate encryption methods and keys (online or offline) and encrypt the payloads of the CCS 

request/response. In this case, DCCS would not decrypt the encrypted payloads in a CCS 

request/response. 

Figure 10-5 depicts the general procedures for data security protection for DCCS. 

 

Figure 10-5 – Data security protection for DCCS 

The primary steps of data security protection for DCCS include: 

Step 1 and 2: The DLT nodes or the DLT gateways of the initiating DLT system prepare the CCS 

requests. The CCS request includes payloads which will be transferred to the recipient DLT system. 

The payloads in the CCS request could be encrypted by the DLT nodes or the DLT gateway of the 

initiating DLT system.  

The encryption methods and keys could be negotiated between the initiating and recipient DLT 

systems, offline or online. 

Step 3 and 4: DCCS validates and processes the CCS request and transfers the CCS request to the 

recipient DLT system, including the (encrypted) payloads. 

The DCCS cannot decrypt the payloads because it does not know the encryption methods and keys.  

Step 5: The recipient DLT system validates and processes the (encrypted) payloads in the CCS 

request. 

If the payloads are encrypted, the recipient DLT system could decrypt them by using the encryption 

methods and keys negotiated previously. 

Step 6 and 7: Similar to steps 1 and 2, the recipient DLT system can encrypt the payloads of the 

corresponding CCS response and send the corresponding CCS response to DCCS. 
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Step 8 and 9: Similar to steps 3 and 4, DCCS validates and processes the corresponding CCS response 

and transfers the corresponding CCS response to the initiating DLT system, including the (encrypted) 

payloads. 

DCCS cannot decrypt the payloads either. 

Step 10:The initiating DLT system validates and processes the payloads in the corresponding CCS 

response. 

If the payloads are encrypted, the initiating DLT system could decrypt them by using the encryption 

methods and keys negotiated previously. 

DCCS only validates the CCS request and response, does not concern and understand the payloads 

which could be encrypted by the initiating and recipient DLT systems. Therefore, data protection of 

the cross-chain service for related external DLT systems is improved. 

NOTE – DCCS chain may store CCS request and response according to its profile, but it is needed to be in 

compliance with national and regional data regulations. 

10.5 Status switching of CCS related operations for DCCS 

In external DLT systems and the DCCS chain of a DCCS, CCS related operations are typically 

performed as smart contracts.  

In an initiating DLT system, a CCS request includes information of smart contracts for performance 

in the initiating DLT system, and information of smart contracts for performance in the DCCS chain, 

and also includes payloads which consist of information of smart contracts for performance in the 

recipient DLT system. 

In a recipient DLT system, a CCS response includes information of smart contracts for performance 

in the recipient DLT system, and information of smart contracts for performance in the DCCS chain, 

and also includes payloads which consist of information of smart contracts for performance in the 

initiating DLT system. 

In the DCCS chain, it performs the dedicated smart contracts to process and transfer CCS requests 

and responses. 

After smart contracts related to CCS request and response are performed, the records generated are 

stored in the initiating and recipient DLT systems and the DCCS chain respectively. In the generated 

records, there are status flags to indicate and coordinate the processes of the related CCS requests and 

responses. 

There are six types of statuses for a CCS request or response in initiating and recipient DLT systems 

and the DCCS chain: 

1) Preparing: The CCS request or response is being prepared. 

2) Pending: The CCS request or response is pending to asynchronously wait for processing. 

3) Processing: The CCS request or response is processing, including asynchronously waiting 

for a response. 

4) Processed: The CCS request or response is processed successfully. 

5) Failure: The CCS request or response is failure to be processed, such as overtime, wrong 

format or information, etc. 

6) End (archived): The CCS request or response is ended (successful or failure) and archived. 

The statuses of preparing and end are typically optional. In external DLT systems and the DCCS 

chain, generated records may or may not contain the corresponding CCS request or response. 

Figure 10-6 depicts the status switching of CCS related operations for DCCS.  
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Figure 10-6 – Status switching of CCS related operations for DCCS 

10.5.1 Status switching in the initiating DLT system 

Status switching of a CCS request in the initiating DLT system: 

• In the initiating DLT system, the initial status of a CCS request may be preparing.  

• When the CCS request is prepared successfully, its status is changed as pending, 

asynchronously waiting for processing.  

• When the CCS request is being processed by a DLT gateway, its status is changed to 

processing. When it is successfully processed by a DLT gateway, its status is kept as 

processing and is asynchronously waiting for a corresponding CCS response. If there is any 

error in processing the CCS request, such as overtime or a wrong parameter, its status is 

changed as failure.  

• If there is no corresponding CCS response for the CCS request received in a preset period, 

its status is changed as failure. 

• If the status of the CCS request is changed to failure, the related CCS progress is closed, and 

its status is changed to end finally.  

• In the initiating DLT system, the processing status of a CCS request means the initiating DLT 

system has successfully collected and delivered to DCCS, and the initiating DLT system will 

continuously wait for the corresponding CCS response(s). 

• When the corresponding CCS response(s) to the CCS request from DCCS are received, the 

status of the CCS request is changed as processed. But it does not mean that the CCS request 

is successfully accepted when a corresponding CCS response is received. It only means 

DCCS or the recipient DLT systems have processed the CCS request normally. 

• The corresponding CCS response includes information if the CCS request is processed 

normally and accepted successfully, or not. 

• The initiating DLT system may set the status of the CCS request according to the 

corresponding CCS response, failure or not. 

• After processing the corresponding CCS response(s), or occurred to failure, the status of the 

CCS request is changed as end finally. 

Status switching of a corresponding CCS response in the initiating DLT system: 

• In the initiating DLT system, a corresponding CCS response to a CCS request is from DCCS, 

its initial status may be preparing.  



 

  Rec. ITU-T X.1414 (06/2025) 17 

• When the corresponding CCS response is received from DCCS normally, its status is changed 

as pending.  

• When the corresponding CCS response is being processed by the initiating DLT application 

or a DLT gateway of the initiating DLT system normally, its status is changed to processing.  

• When the corresponding CCS response is normally processed by an initiating DLT 

application or a DLT gateway of the initiating DLT system, its status is changed to processed. 

If there is any error to process the corresponding CCS response, such as overtime or wrong 

parameter, its status is changed to failure.  

• If the status of a CCS response is changed to failure, the progress for the corresponding CCS 

request will be closed, its status will be changed as failure to end finally.  

• In the initiating DLT system, the processed status of a corresponding CCS response means 

the initiating DLT system has normally processed the corresponding CCS response.  

• After processing the corresponding CCS response, or occurred to failure, the status of the 

corresponding CCS response is changed as end finally. 

Usually, if there is no corresponding CCS response(s) generated or received in a preset period for a 

CCS request, the initiating DLT system may generate a corresponding CCS response with failure 

information for the CCS request and send it to the initiating DLT application of the initiating DLT 

system if needed, and end the CCS progresses accordingly.  

10.5.2 Status switching in the DCCS chain 

Status switching of a CCS request in the DCCS chain: 

• In the DCCS chain, the initial status of a CCS request collected from an initiating DLT system 

may be preparing or pending.  

• When the CCS request is prepared normally, its status is changed as pending.  

• When the CCS request is being processed by a DCCS gateway, its status is changed to 

processing.  

• When the CCS request is normally processed by a DCCS gateway, its status is changed to 

processed. If there is any error to process the CCS request, such as overtime or wrong 

parameter, its status is changed to failure.  

• In the DCCS chain, the processed status of a CCS request means the DCCS chain has 

normally processed it and delivered it to the recipient DLT system and is asynchronously 

waiting for the corresponding CCS response. 

• If there is no corresponding CCS response received in a preset period, the status of the CCS 

request is changed to failure. 

• If the status of the CCS request is changed to failure, the DCCS can prepare a corresponding 

CCS response with failure information and send it to the initiating DLT systems. After that, 

the progress for the CCS request will be closed, and its status will be changed as end finally.  

Status switching of a corresponding CCS response in the DCCS: 

• In the DCCS chain, the initial status of a corresponding CCS response received from a 

recipient DLT system may be preparing or pending.  

• When the corresponding CCS response is received from the recipient DLT system normally, 

its status is changed as pending.  

• When the corresponding CCS response is being processed by a DCCS gateway, its status is 

changed to processing.  

• When the corresponding CCS response is normally processed by a DCCS gateway, its status 

is changed to processed. If there is any error to process the corresponding CCS response, 

such as overtime or wrong parameter, its status is changed to failure.  
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• In the DCCS chain, the processed status of a corresponding CCS response means the DCCS 

chain has normally processed it or delivered it to the initiating DLT system.  

• When received normally a corresponding CCS response, the status of the corresponding CCS 

request will be changed as end. If there is no corresponding CCS response received in a preset 

period or the corresponding CCS response contains a failure status, the status of the 

corresponding CCS request will be changed as end. 

• If the status of a corresponding CCS response is changed to failure, the DCCS can prepare a 

corresponding CCS response with failure information and send it to the initiating DLT 

systems. After that, the progress for the CCS request and corresponding CCS response will 

be closed, and their statuses will be changed as end finally.  

Usually, if there is no corresponding CCS response received in a preset period for a CCS request, the 

DCCS chain may generate a corresponding CCS response with failure information to the CCS request 

and send it to the initiating DLT system if needed, and end the CCS progresses in the DCCS 

accordingly.  

10.5.3 Status switching in the recipient DLT system 

Status switching of a CCS request in the recipient DLT system: 

• In the recipient DLT system, the initial status of a CCS request received from DCCS may be 

preparing or pending.  

• When the CCS request is prepared normally, its status is changed as pending.  

• When the CCS request is being processed by a DLT gateway, its status is changed to 

processing.  

• When the CCS request is normally processed by a DLT gateway or a recipient DLT 

application, its status is changed to processed. If there is any error to process the CCS request, 

such as overtime or wrong parameter, its status is changed to failure.  

• In the recipient DLT system, the processed status of a CCS request means the recipient DLT 

system has normally processed it or delivered it to the recipient DLT application if 

appropriate. The recipient DLT system will be synchronously waiting for the corresponding 

CCS response. The corresponding CCS response is generated by the recipient DLT system 

or the recipient DLT application. 

• If the status of the CCS request is changed to failure, the progress for the CCS request will 

be closed, its status will be changed as end finally.  

• If the status of the CCS request is changed to failure, the recipient DLT system can prepare 

a corresponding CCS response with failure information and send it to DCCS. After that, the 

progress for the CCS request will be closed, and its status will be changed as end finally.  

Status switching of a corresponding CCS response in the recipient DLT system: 

• In the recipient DLT system, the initial status of a corresponding CCS response may be 

preparing or pending.  

• When the corresponding CCS response is generated or received from the recipient DLT 

application normally, its status is changed as pending.  

• When the corresponding CCS response is being processed by a DLT gateway, its status is 

changed to processing.  

• When the corresponding CCS response is normally processed and delivered to the DCCS, its 

status is changed to processed. If there is any error to process the corresponding CCS 

response, such as overtime or wrong parameter, its status is changed to failure.  

• In the recipient DLT system, the processed status of a CCS response means the recipient 

DLT system has normally processed it or delivered it to the DCCS.  
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• When received the CCS response(s), the status of the corresponding CCS request will be 

changed as end. If there is no CCS response generated or received in a preset period or the 

corresponding CCS response contains failure status, the status of the corresponding CCS 

request will be changed as end. 

• If the status of a CCS response is changed to failure, the progress for the corresponding CCS 

request and the CCS response will be closed, and their status will be changed as end finally.  

• If the status of the CCS request is changed to failure, the recipient DLT system can prepare 

a corresponding CCS response with failure information and send it to the DCCS. After that, 

the progress for the CCS request will be closed, and its status will be changed as end finally.  

Usually, if there is no corresponding CCS response generated or received in a preset period for a CCS 

request, the recipient DLT system may generate a corresponding CCS response with failure 

information to the CCS request, and send it to DCCS, and end the CCS progresses in DCCS 

accordingly.  

10.6 Interaction with the initiating DLT system for CCS request and response 

The DLT application of the initiating DLT system or the initiating DLT system itself may initiate 

CCS requests. A CCS request typically includes four parts of information: 

– Payload for process in the initiating DLT system: which contains smart contracts and related 

information to be performed in the initiating DLT system;  

– One or multiple payloads for process in the recipient DLT system: which contains smart 

contracts and related information to be performed in the recipient DLT system;  

– One or multiple payloads for process by the recipient DLT application of the recipient DLT 

system, if appropriate; and  

– Information to support cross-chain service.  

Smart contracts can be deployed in the initiating and recipient DLT systems and/or DCCS 

accordingly. The payloads in a ccs request may contain identities of the smart contracts but not the 

smart contracts themselves. 

The information for process in the recipient DLT system or by the DLT application of the recipient 

DLT system may be packed as payloads of CCS request. The payloads of CCS request may be 

encrypted by the initiating DLT application or the initiating DLT system if needed.  

Figure 10-7 depicts the interaction between the initiating DLT system and DCCS for a CCS request 

and corresponding response. 
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Figure 10-7 – Interaction with the initiating DLT system for CCS request and response 

The primary steps of interaction for a CCS request between an initiating DLT system and a DCCS 

include: 

Step i1: An initiating DLT application composes and sends a CCS request to one of the DLT nodes 

of the initiating DLT system (such as DLT system A).  

According to profiles of the initiating DLT system, the DLT node as it receives the CCS request 

processes the CCS request by itself, or whole or part of the DLT nodes of the initiating DLT system 

work together to process the CCS request, including invoking the smart contracts indicated in the 

CCS request. If failed, the initiating DLT system closes the CCS request and sends back failure 

response(s) to the initiating DLT application. 

If successful, the DLT nodes generate one or multiple related records into the ledgers of the initiating 

DLT system. The records include the results as performed in the initiating DLT system and payloads 

for the recipient DLT system, as well as payloads for the recipient DLT application in the recipient 

DLT system if appropriate.  

Usually, there is at least one record for one CCS request. If there are multiple records for one CCS 

request, they may include a same identity in order to be searched as a whole. 

The initiating DLT system may update the CCS request according to the profiles of the DCCS if 

needed. 

Whole or part of the CCS request to the DCCS could be encrypted by the initiating DLT system 

according to the pre-set encryption methods and keys. The pre-set encryption methods and keys could 

be negotiated between the initiating DLT system and the recipient DLT system(s), online or offline. 

The DLT node(s) may set pending status (asynchronously waiting for being processed) into the 

related record for the CCS request. The record in the ledgers of the initiating DLT system includes 

information of the CCS request, related processed results in the initiating DLT system, and the 

pending status, etc. 

Step i2: The DLT node(s) is asynchronously waiting for the process of the CCS request. And at the 

same time, any of the DLT gateways of the initiating DLT system (such as DLT gateway Ga1) 

searches and processes the CCS request continuously, which may get the CCS request from the 

ledgers of the initiating DLT system directly. 
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Step i2.1: Alternatively, if the initiating DLT system supports message queues, the DLT node(s) may 

send messages to one of the message queues (such as message queue Mqi) of the initiating DLT 

system. The messages are used to notify the DLT gateway(s) to process the pending CCS request. 

Step i2.2: The DLT gateway(s) of the initiating DLT system may then retrieve the messages from the 

message queue(s) of the initiating DLT system. 

The messages may include the pending CCS request or the related information for retrieving the 

pending CCS request. 

If the messages retrieved from the message queue(s) do not include all the data of a pending CCS 

request, the DLT gateway may retrieve the pending CCS request from the ledgers of the initiating 

DLT system according to the information in the messages. 

Step i3: If a DLT gateway of the initiating DLT system (such as DLT gateway Ga1) gets a pending 

CCS request, it changes the status as processing of the CCS request and sends the processing CCS 

request to one of the DCCS gateways of the DCCS (such as DCCS gateway B). 

The status of record for the pending CCS request should also be changed as processing, in order to 

avoid repeating the process by other DLT gateways of the initiating DLT system. 

Step i4: DCCS gateway B validates and sends the processing CCS request to the DCCS chain to 

process continuously. 

Before the DLT gateway accesses the DCCS gateway(s), it should register into the DCCS and 

subscribe to the DCCS capability from the DCCS. 

After DCCS chain is successful to receive a CCS request, the DCCS could continuously process and 

deliver the CCS request to the recipient DLT system (see clause 10.7). 

If the CCS request is successful to be sent to the DCCS, the status of the record for the CCS request 

in the initiating DLT system should be changed as processed, and then the initiating DLT system is 

asynchronously waiting for the corresponding CCS response. 

If the CCS request fails to be sent to the DCCS or there is no corresponding CCS response received 

in a preset period, the status of the record for the CCS request in the initiating DLT system should be 

changed as failure. 

If the status for the CCS request is changed to failure, the initiating DLT system can close the CCS 

request directly or generate a corresponding CCS response with failure information to the initiating 

DLT system (step i7) and then change the status of the record for the CCS request to end. 

The primary steps of interaction for a corresponding CCS response to the CCS request between the 

initiating DLT system and the DCCS include: 

Step i5: When one of the DCCS gateways of the DCCS (such as DCCS Gateways C and D) receives 

a corresponding CCS response from the recipient DLT system, it sends the corresponding CCS 

response to the DCCS chain of the DCCS. 

If the DCCS cannot receive a corresponding CCS response to the CCS request in a preset period, it 

can generate and send a corresponding CCS response with failure information to the initiating DLT 

system and change the status of record for the CCS request in the DCCS to failure and then to end, 

and moves to step i7. 

DCCS chain processes and stores the corresponding CCS response and sets the status of the previous 

records stored in its ledgers as processed. And it may generate a new record as pending status in its 

ledger for the corresponding CCS response. 

DCCS chain is asynchronously waiting for the process of the pending corresponding CCS response. 

And at the same time, any of the DCCS gateways (such as DCCS gateway A) searches and processes 
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the pending corresponding CCS responses continuously, which may get the pending corresponding 

CCS responses from the ledgers of DCCS chain. 

Step i5.1: Alternatively, if the DCCS supports DCCS MQs, DCCS chain may send messages to one 

of the DCCS MQ (such as DCCS MQ A) of the DCCS. The messages are used to notify the DCCS 

gateway(s) to process the pending corresponding CCS responses. 

Step i5.2: The DCCS gateway(s) may then retrieve the messages from the DCCS MQ(s) of the DCCS. 

The messages may include the pending corresponding CCS response or include the related 

information for retrieving the pending corresponding CCS response. 

If the messages retrieved from the DCCS MQ(s) do not include all the data of a pending 

corresponding CCS response, the DCCS gateway may retrieve the pending CCS response from the 

ledgers of DCCS chain according to the information in the messages. 

Step i6: If a DCCS gateway (such as DCCS gateway A) of the DCCS gets the pending corresponding 

CCS response, it changes the status as processing of the corresponding CCS response and sends the 

corresponding CCS response to any of the DLT gateways of the initiating DLT system (such as DLT 

gateway Ga2). 

The status of record for the pending corresponding CCS response in the ledgers of DCCS chain should 

also be changed as processing, in order to avoid repeating the process by other DCCS gateways of 

the DCCS. 

If successfully delivered the corresponding CCS response to the initiating DLT system, the status of 

the record for the processing corresponding CCS response in the ledgers of the DCCS chain should 

be changed as processed, otherwise, it should be changed as failure. 

If the status for the corresponding CCS response is failure, the DCCS can close the CCS request 

directly or send a corresponding CCS response with failure information to the initiating DLT system 

(step i7) and then change the status of the record for the CCS request in the DCCS to end. 

If successful, the statuses of records for the CCS request and the corresponding CCS response in the 

DCCS are changed to end. 

Step i7: The DLT gateway (such as DLT gateway Ga2) validates and sends the received 

corresponding CCS response to the initiating DLT system to process continuously. 

The DLT nodes of the initiating DLT system process the corresponding CCS response and generates 

a record in the ledgers of the initiating DLT system with a relevant status as pending. 

The DLT nodes of the initiating DLT system may set the status of the records of the CCS request as 

processed or failure according to the corresponding CCS response. 

Step i8: The DLT nodes of the initiating DLT system sends the corresponding CCS response to the 

initiating DLT application, or the initiating DLT application itself retrieves the CCS response from 

the initiating DLT system. 

When the information of the corresponding CCS response is sent to the initiating DLT application, 

the status of the record for the corresponding CCS response in the initiating DLT system could be set 

as processed. If there is any error (such as overtime), the status may be set as failure. 

Finally, the initiating DLT system changes the statuses of the CCS request and the corresponding 

CCS response in the initiating DLT system to end (failure to end or processed to end) accordingly, 

and then closes the progresses of the CCS request. 

A single CCS request may involve multiple target recipient DLT systems for cross-chain service 

processing. In this case, the initiating DLT system can handle these requests either sequentially or 

concurrently. When multiple DCCS are available, the CCS request and response can specify which 
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DCCS to be used for the cross-chain service. If no DCCS is specified, the default DCCS will handle 

the CCS request and response. 

10.7 Interaction with the recipient DLT system for CCS request and response 

The DLT application of a recipient DLT system or the recipient DLT system itself may generate a 

corresponding CCS response according to the CCS request. A corresponding CCS response typically 

includes four parts of information: 

– Payloads for process in the recipient DLT system: which contains smart contracts and related 

information to be performed in the recipient DLT system;  

– One or multiple payloads for process in the initiating DLT system: which contains smart 

contracts and related information to be performed in the initiating DLT system;  

– One or multiple payloads for process by the initiating DLT application of the initiating DLT 

system, if appropriate; and  

– Information to support cross-chain service.  

The information for process in the initiating DLT system or by the initiating DLT application of the 

initiating DLT system may be packed as payloads of the corresponding CCS response. The payloads 

of the corresponding CCS response may be encrypted by the recipient DLT application or the 

recipient DLT system if needed.  

Figure 10-8 depicts the interaction between the recipient DLT system and DCCS for a CCS request 

and corresponding response. 

 

Figure 10-8 – Interaction with the recipient DLT system for CCS request and response 

The primary steps of interaction for a CCS request between the recipient DLT system and a DCCS 

include: 

Step r1: Any of the DCCS gateways of the DCCS (such as DCCS gateway D) can retrieve CCS 

requests processed by the DCCS chain of the DCCS. It collects and sends the CCS request to the 

recipient DLT system. The CCS request includes information about the DCCS and the recipient DLT 

system. 

DCCS chain processes and stores the CCS request and sets the status of the previous record stored in 

its ledgers as processed. And it may generate a new record as pending status in its ledger for the CCS 

request. 
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DCCS chain is asynchronous waiting for the process of the pending CCS request by the recipient 

DLT system. And at the same time, any of the DCCS gateways (such as DCCS gateway D) searches 

and processes the pending CCS request continuously, which may get the pending CCS request from 

the ledgers of DCCS chain. 

Step r1.1: Alternatively, if the DCCS supports DCCS MQs, the DCCS chain may send messages to 

one of the DCCS MQ (such as DCCS MQ B) of the DCCS. The messages are used to notify the 

DCCS gateway(s) to process the pending CCS request in the DCCS chain. 

Step r1.2: The DCCS gateway(s) may then retrieve the messages from the DCCS MQ(s) of the DCCS. 

The messages may include the pending CCS request or include the related information for retrieving 

the pending CCS request. 

If the messages retrieved from the DCCS MQ(s) do not include all the data of a pending CCS request, 

the DCCS gateway may retrieve the pending CCS request from the ledgers of the DCCS chain 

according to the information of the messages. 

Step r2: If a DCCS gateway of the DCCS (such as DCCS gateway D) gets a pending CCS request, it 

changes the status as processing of the CCS request and sends the CCS request to one of the DLT 

gateways of the recipient DLT system (such as DLT gateway Gr1). 

The status of record for the pending CCS request in the ledgers of the DCCS chain should also be 

changed as processing, in order to avoid repeating the process by other DCCS gateways of the DCCS. 

If the pending CCS request is successfully delivered to the recipient DLT system (such as DLT system 

B), the status of record for the pending CCS request in the ledgers of the DCCS chain should be 

changed as processed, otherwise, its status should be changed as failure. And at the same time, DCCS 

chain is asynchronously waiting for the corresponding CCS response for the CCS request.  

If it cannot receive any corresponding CCS response from the recipient DLT system in a preset period, 

the DCCS may directly close the progresses of the CCS request or send a corresponding CCS response 

with failure information to the initiating DLT system and then moves the step i6 (see clause 10.6), 

and changes the relevant statuses to end (failure to end). 

Step r3: The DLT gateway (such as DLT gateway Gr1) validates and sends the processing CCS 

request to the recipient DLT system to process continuously. 

The DLT nodes of the recipient DLT system process the processing CCS request and may generate a 

record in the ledgers of the recipient DLT system and set the relevant status as pending. 

Step r4: The DLT nodes may send the CCS request to the recipient DLT application of the recipient 

DLT system according to the CCS request, if needed. 

Optionally, the recipient DLT application of the recipient DLT system may respond to the CCS 

request by itself. 

Step r5: When the recipient DLT application of the recipient DLT system processes the CCS request, 

it may generate a corresponding CCS response and return to the recipient DLT system, if needed. 

If there is no recipient DLT application, or it is not needed to send the CCS request to the recipient 

DLT application, the DLT node(s) may generate the corresponding CCS response according to the 

CCS request and the profiles of the recipient DLT system. 

The generated or received corresponding CCS response is stored in and performed by the recipient 

DLT system. 

The primary steps of interaction for the corresponding CCS response between the recipient DLT 

system and the DCCS include: 
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Step r6: Any of the DLT gateways of the recipient DLT system (such as DLT gateway Gr2) can 

retrieve the corresponding CCS response processed by the recipient DLT system. It sends the 

corresponding CCS response to the DCCS. 

The recipient DLT system processes and stores the corresponding CCS response and sets the status 

of the previous records for the corresponding CCS request stored in its ledgers as processed. And it 

may generate a new record as pending status in its ledger for the corresponding CCS response. 

The recipient DLT system is asynchronously waiting for the process for the corresponding CCS 

response. And at the same time, any of the DLT gateways (such as DLT gateway Gr2) searches and 

processes the corresponding CCS response continuously, which may get the corresponding CCS 

response from the ledgers of the recipient DLT system. 

Step r6.1: Alternatively, if the recipient DLT system supports message queues, the DLT node(s) of 

the recipient DLT system may send messages to one of the message queues (such as message queue 

MQr). The messages are used to notify the DLT gateway(s) to process the corresponding CCS 

response in the recipient DLT system. 

Step r6.2: The DLT gateway(s) may then retrieve the messages from the message queue(s) of the 

recipient DLT system. 

The messages may include the corresponding CCS response or include the related information for 

retrieving the corresponding CCS response. 

If the messages retrieved from the message queue(s) do not include all the data of the corresponding 

CCS response, the DLT gateway may retrieve the corresponding CCS response from the ledgers of 

the recipient DLT system according to the information in the messages. 

Step r7: If a DLT gateway of the recipient DLT system (such as DLT gateway Gr2) gets a 

corresponding CCS response, it changes the status as processing of the corresponding CCS response 

and sends the corresponding CCS response to any of the DCCS gateways of the DCCS (such as DCCS 

gateway C). 

The status of record for the corresponding CCS response in the ledgers of the recipient DLT system 

should also be changed as processing, in order to avoid repeating the process by other DLT gateways 

of the recipient DLT system. 

If the corresponding CCS response is successfully delivered to the DCCS, the status of record for the 

corresponding CCS response in the ledgers of the recipient DLT system should be changed as 

processed, otherwise, it should be changed as failure. 

Before the DLT gateway accesses the DCCS gateway(s), it should register into the DCCS and 

subscribe to the DCCS capability from the DCCS. 

Step r8: The DCCS gateway (such as DCCS gateway C) validates and sends the corresponding CCS 

response to the DCCS chain to process continuously. 

DCCS chain of the DCCS processes the corresponding CCS response and may generate a record in 

the ledgers of DCCS chain and set the relevant status as pending. 

DCCS chain of the DCCS may set the status of the records of the corresponding CCS request as 

processed or failure according to the corresponding CCS response. 

After DCCS chain is successful to receive the corresponding CCS response, it continuously processes 

and delivers the corresponding CCS response to the initiating DLT system (see clause 10.6). 

If there are errors to process the CCS request and the corresponding CCS response, the recipient DLT 

system or the DCCS may generate a relevant corresponding CCS response with failure information 

and send it to the DCCS or the initiating DLT system, and then to close the progresses of the CCS 

request. 
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Appendix I  

 

Use case of cross-chain service for DLT system interoperability 

(This appendix does not form an integral part of this Recommendation.) 

This appendix provides a use case to illustrate the concept of DCCS. 

This use case shows how a traffic-information service (supported by DLT system A) uses the cross-

chain service via a DCCS to retrieve road information from a road-information service (supported by 

DLT system B) and weather information from a weather-information service (supported by DLT 

system C). 

When an application accesses the traffic-information service, it may need road and weather 

information from the respective services. Here's how the process works (see Figure I.1): 

– Request access permission: An entity (such as a gateway) from DLT system A requests 

access permission from DCCS ACP (step 1).  

– Send CCS request: Once access is granted, the entity of DLT system A sends CCS requests 

to the appropriate DCCS gateway (e.g., DCCS gateway A) (step 2).  

– Perform DCCS operations: DCCS gateway A interacts with DCCS chain to perform the 

necessary DCCS operation (step 3).  

– Forward CCS request: A corresponding DCCS gateway (e.g., DCCS gateway C) forwards 

the CCS requests to the relevant DLT system (e.g., DLT systems B and C). 

After DLT system B processes the CCS requests from DLT system A, it sends back responses to DLT 

system A via the DCCS. The traffic-information service then retrieves road information from the 

road-information service. Similarly, the traffic-information service can retrieve weather information 

from the weather-information service supported by DLT system C. 

 

Figure I.1 – Use case: Retrieving information with DCCS 

In the progress of the DCCS procedures described above, security mechanisms should be 

implemented to safeguard both data and transactions. 
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