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Summary 
The purpose of this Recommendation | International Standard is to provide a syntax that allows to protect JPEG 2000 
coded image data for transmission over wireless channels and networks. Protection services include error detection and 
correction capability for header and bitstream, a description of the error sensitivity of different portions of the 
compressed data, and a description of possible residual errors in the compressed data. The syntax allows these protection 
services to be applied to coded image data in part or in their entirety. These services are designed so as to maintain the 
inherent features of JPEG 2000, such as scalability and access to various spatial areas, resolution levels, colour 
components, and quality layers, while providing protection services on these elements. 

 

 

 

 

Source 
ITU-T Recommendation T.810 was approved on 29 May 2006 by ITU-T Study Group 16 (2005-2008) under the ITU-T 
Recommendation A.8 procedure. An identical text is also published as ISO/IEC 15444-11. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 
telecommunications. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of 
ITU. ITU-T is responsible for studying technical, operating and tariff questions and issuing 
Recommendations on them with a view to standardizing telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 
these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 
prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 
telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 
mandatory provisions (to ensure e.g. interoperability or applicability) and compliance with the 
Recommendation is achieved when all of these mandatory provisions are met.  The words "shall" or some 
other obligatory language such as "must" and the negative equivalents are used to express requirements. The 
use of such words does not suggest that compliance with the Recommendation is required of any party. 
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INTERNATIONAL STANDARD 
ITU-T RECOMMENDATION 

Information technology – JPEG 2000 image coding system: Wireless 

1 Scope 
This Recommendation | International Standard defines, in an extensible manner, syntaxes and methods for the 
protection against errors that may occur during the transmission of JPEG 2000 codestreams compliant with ITU-T 
Rec. T.800 | ISO/IEC 15444-1. 

In this Recommendation | International Standard, these are referred to as Wireless JPEG 2000, "JPWL", and 
applications using JPWL are referred to as a "JPWL system". 

JPWL specifies a set of tools consisting of additional data structures to JPEG 2000 codestreams and error protection 
techniques, necessary for error correction and signalling. This Recommendation | International Standard includes 
definitions of the semantics, and suggests how these may be used.  

2 Normative references 
The following Recommendations and International Standards contain provisions which, through reference in this text, 
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated 
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this 
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent 
edition of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently 
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently 
valid ITU-T Recommendations. 

 – ITU-T Recommendation T.800 (2002) | ISO/IEC 15444-1:2004, Information technology – JPEG 2000 
image coding system: Core coding system. 

3 Terms and definitions 
For the purposes of this Recommendation | International Standard, the following terms and definitions apply. The 
definitions defined in ITU-T Rec. T.800 | ISO/IEC 15444-1 clause 3 apply to this Recommendation | International 
Standard. 

3.1 backward compatible: Includes all techniques that produce a bitstream that will lead the Part-1 decoder to 
decode/display according to JPEG 2000 Part 4 (ITU-T Rec. T.803 | ISO/IEC 15444-4) specifications in case of 
error-free environment. 

3.2 backward compatible with extensions: Includes all techniques that produce a bitstream that will not lead the 
Part-1 decoder to crash in case of error-free environment. A JPWL decoder is required to correctly decode/display 
images.  

3.3 big endian: The bits of a value representation occur in order from most significant to least significant. 

3.4 bitstream: The sequence of bits resulting from the coding of a sequence of symbols. It does not include the 
markers or marker segments in the main and tile-part headers or the EOC marker. It does include any packet headers 
and in stream markers and marker segments not found within the main or tile-part headers. 

3.5 Bit Error Rate (BER): The BER is defined as the statistical expected value of the ratio between the number 
of erroneous bits in the received data and the size of the received data themselves.  

3.6 code-block: A rectangular grouping of coefficients from the same subband of a tile-component. 

3.7 codestream: A collection of one or more bit streams and the main header, tile-part headers, and the EOC 
required for their decoding and expansion into image data. This is the image data in a compressed form with all of the 
signalling needed to decode. 
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3.8 data partitioning: Data partitioning is a modification of the organization of the codestream, with a separation 
of the compressed data in different parts.  

3.9 decoder: An embodiment of a decoding process, and optionally a colour transformation process. 

3.10 decoding process: A process which takes as its input all or part of a codestream and outputs all or part of a 
reconstructed image. 

3.11 encoder: An embodiment of an encoding process. 

3.12 encoding process: A process that takes as its input all or part of a source image data and outputs a 
codestream. 

3.13 Forward Error Correction (FEC): The FEC consists of any techniques aiming at providing error detection 
and/or correction capability by adding redundancy to the codestream. 

3.14 interleaving: Interleaving is a modification of the data ordering of a codestream. 

3.15 JPWL Registration Authority: An organization that is in charge of delivering a unique ID to reference a 
JPWL tool and storing the parameter list of its description. 

3.16 layer: A collection of compressed image data from coding passes of one, or more, code-blocks of a tile-
component. Layers have an order for encoding and decoding that must be preserved. 

3.17 little endian: The bits of a value representation occur in order from least significant to most significant. 

3.18 marker: A two-byte code in which the first byte is hexadecimal FF (0xFF) and the second byte is a value 
between 1 (0x01) and hexadecimal FE (0xFE). 

3.19 marker segment: A marker and associated (not empty) set of parameters. 

3.20 non-backward compatible: Includes all techniques that produce a bitstream that may lead the JPEG 2000 
Part 1 decoder to crash also in case of error-free environment. This kind of technique is outside of the scope of this 
Recommendation | International Standard. 

3.21 packet: A part of the bitstream comprising a packet header and the compressed image data from one layer of 
oneprecinct of one resolution level of one tile-component. 

3.22 packet header: Portion of the packet that contains signalling necessary for decoding that packet. 

3.23 Packet Loss Rate (PLR): The PLR is defined as the statistical expected value of the ratio between the 
number of packets discarded during the transmission, and the number of packets sent during the transmission. Within 
this definition, it is intended that a packet is considered at transmission level, and not as a basic entity of a JPEG 2000 
codestream. 

3.24 pointer markers and pointer marker segments: Markers and marker segments that offer information about 
the location of structures in the codestream. 

3.25 precinct: A rectangular region of a transformed tile-component, within each resolution level, used for limiting 
the size of packets. 

3.26 precision: Number of bits allocated to a particular sample, coefficient, or other binary numerical 
representation. 

3.27 systematic codes: A systematic code is one that produces a given number of redundancy symbols in addition 
to the original input data symbols. 

3.28 tile: A rectangular array of points on the reference grid, registered with and offset from the reference grid 
origin and defined by a width and height. The tiles which overlap are used to define tile-components. 

3.29 tile-component: All the samples of a given component in a tile. 

3.30 tile index: The index of the current tile ranging from zero to the number of tiles minus one. 

3.31 tile-part: A portion of the codestream with compressed image data for some, or all, of a tile. The tile-part 
includes at least one, and up to all, of the packets that make up the coded tile. 

3.32 tile-part header: A group of markers and marker segments at the beginning of each tile-part in the 
codestream that describe the tile-part coding parameters. 

3.33 transcoder: An embodiment of a transcoding process. 
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3.34 transcoding process: A process which takes as its input all or part of a codestream and outputs all or parts of 
it, together with the possible addition of other data. 

3.35 Unequal Error Protection (UEP): UEP refers to the act of assigning different degrees of error protection to 
different parts of a codestream. 

4 Symbols and abbreviated terms 

4.1 Abbreviations 

For the purposes of this Recommendation | International Standard, the following abbreviations apply. 

ITU International Telecommunication Union 

ITU-T International Telecommunication Union – Telecommunication Standardization Sector 
(formerly the CCITT) 

JPEG Joint Photographic Experts Group – The joint ISO/IEC/ITU committee responsible for 
developing standards for continuous-tone still picture coding. It also refers to the standards 
produced by this committee: ISO/IEC 10918 and their corresponding ITU-T 
Recommendations. 

JPEG 2000 Joint Photographic Experts Group – The joint ISO/IEC/ITU committee responsible for 
developing standards for continuous-tone still picture coding. It also refers to the standards 
produced by this committee: ISO/IEC 15444 and their corresponding ITU-T 
Recommendations.  

JPEG 2000 Part 1 Refers to Part 1 of JPEG 2000, ITU-T Rec. T.800 | ISO/IEC 15444-1. 

JPEG 2000 Part 11 Refers to this Recommendation | International Standard. 

JPWL Refers to this Recommendation | International Standard. 

RA Registration Authority 

4.2 Symbols 

For the purposes of this Recommendation | International Standard, the following symbols apply. 

0x---- Denotes a hexadecimal number. 

\nnn A three-digit number preceded by a backslash indicates the value of a single byte within a character string, 
where the three digits specify the octal value of that byte. 

εb Exponent of the error sensitivity value defined in ESD 

µb Mantissa of the error sensitivity value defined in ESD 

BCH Bose-Chaudhuri-Hocquenghem 

COC Coding style component marker 

COD Coding style default marker 

COM Comment marker 

CRC Cyclic Redundancy Check 

CRG Component Registration Marker 

EOC End of Codestream marker 

EPB Error Protection Block marker 

EPC Error Protection Capability marker 

EPH End of Packet Header marker 

ESD Error Sensitivity Descriptor marker 

FEC  Forward Error Correction 
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PLM Packet Length, Main header marker 

PLT Packet Length, Tile-part header marker 

POC Progression Order Change marker 

PPM Packed Packet headers, Main header marker 

PPT Packed Packet headers, Tile-part header marker 

QCC Quantization Component marker 

QCD Quantization Default marker 

RED Residual Error Descriptor marker 

RGN Region of interest marker 

RS Reed Solomon  

SIZ Image and tile size marker 

SOC Start of Codestream marker 

SOD Start of Data marker 

SOP Start of Packet marker 

SOT Start of Tile-part marker 

TLM Tile-part Lengths Marker 

UEP Unequal Error Protection 

5 JPWL general description 

5.1 Introduction 

This Recommendation | International Standard defines a set of tools and methods to achieve the efficient transmission 
of JPEG 2000 Part 1 imagery over an error-prone transmission/storage environment. The main target of this 
Recommendation | International Standard is wireless applications, although the same tools can be employed in other 
types of applications, which are prone to errors.  

Wireless networks are characterized by the frequent occurrence of transmission errors, henceforth putting strong 
constraints on the transmission of digital images. Since JPEG 2000 provides high compression efficiency, it is a good 
candidate for wireless multimedia applications. Moreover, due to its high scalability, JPEG 2000 enables a wide range 
of quality of service strategies for network operators. However, to be suitable for wireless multimedia applications, 
JPEG 2000 has to be robust to transmission errors. 

ITU-T Rec. T.800 | ISO/IEC 15444-1 defines error-resilience tools to improve performances over noisy channels. 
However, these tools can only detect occurrences of errors in the bitstream, conceal the erroneous data, and 
resynchronize the decoder. More specifically, they do not correct transmission errors. Furthermore, these tools do not 
apply to the main and tile-part headers which are the most important parts of the codestream. For these reasons, they are 
not sufficient in the context of wireless transmissions. 

For the purpose of efficient transmission over error-prone transmission/storage environments, this Recommendation | 
International Standard defines additional mechanisms for error protection and correction. These mechanisms extend the 
elements in the core coding system described in ITU-T Rec. T.800 | ISO/IEC 15444-1. These extensions are backward 
compatible or backward compatible with extensions, as specified in clause 3.  

This Recommendation | International Standard is not linked to a specific network or transport protocol, but provides a 
general solution for the robust transmission of JPEG 2000 imagery over error-prone channels and networks. JPWL 
would normally act at the application level. However, if appropriate, the JPWL tools can be used for direct transmission 
of images on the channel physical layer. 
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5.2 JPWL system description 

The main functionalities of the JPWL system are to protect the codestream against transmission errors, to describe the 
degree of sensitivity to transmission errors of different parts of the codestream, and to describe the locations of residual 
errors in the codestream.  

The JPWL system can either be applied to an input source image or to a Part 1 codestream, as is illustrated in Figures 1 
and 2 respectively. In Figure 1, at the transmission side, a JPWL encoder consists of three modules running 
concurrently: a JPEG 2000 Part 1 encoder compressing the input image, a generator of the error sensitivity description, 
and a processor applying the error protection tool. The result is a JPEG 2000 Part 11 codestream robust to transmission 
errors. At the receiving side, a JPWL decoder is also composed of three modules: a processor to correct errors, a 
generator of the residual errors description and a JPEG 2000 Part 1 decoder. Alternatively, in Figure 2 at the 
transmission side a JPWL transcoder processes a JPEG 2000 Part 1 codestream, generating the error sensitivity 
description and applying error protection tools. At the receiving side, a JPWL transcoder corrects the transmission 
errors and generate the residual errors description, producing a Part 1 codestream which can be sent to a Part 1 decoder, 
along with residual errors information. 

 

Figure 1 – JPWL system description: JPWL encoder and decoder 

 

Figure 2 – JPWL system description: JPWL transcoder 

Other similar configurations are also possible as illustrated in Figures 3 and 4. Whereas in Figures 1 and 2 the 
generation of the error sensitivity description and the application of the error protection tool are concurrent, in Figures 3 
and 4 the two operations are performed successively. More precisely, in a first step, a JPWL encoder/transcoder 
produces a JPEG 2000 Part 11 codestream containing error sensitivity information. In a second step, a JPWL transcoder 
uses this information to optimize the error protection tool, generating a JPEG 2000 Part 11 codestream robust to 
transmission errors. 
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Figure 3 – JPWL system description: another configuration 

 

Figure 4 – JPWL system description: another configuration 

The error protection process modifies the codestream to make it more resilient to errors, e.g., by adding redundancy or 
by partitioning and interleaving the data. The error correction process detects the occurrence of errors and corrects them 
whenever possible. Techniques to protect the codestream include Forward Error Correcting (FEC) codes, data 
partitioning and interleaving, robust entropy coding, and unequal error protection. 

The error sensitivity descriptor describes the degree of sensitivity of different parts of the codestream to transmission 
errors. This information is typically generated when the image is encoded using a JPEG 2000 Part 1 encoder 
(e.g., Figures 1 and 3), but it can also be directly derived from a Part 1 codestream (e.g., Figures 2 and 4). This 
information can subsequently be used when protecting the image. More specifically, sensitive parts of the codestream 
can be more strongly protected than less sensitive parts (unequal error protection). 

The residual errors descriptor specifies the locations of residual errors in the codestream. The residual errors are the 
errors which cannot be corrected by the error protection tool. This information is typically generated during the error 
correction process. This information can subsequently be used in the JPEG 2000 Part 1 decoder to prevent decoding of 
corrupted parts of the stream. 

The above figures, describing the JPWL system, are examples and different configurations are possible.  

JPWL system has provision for future techniques, in addition to those described in this Recommendation | International 
Standard. The process of adding new techniques is managed by the Registration Authority as described in Annex K. 
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6 JPWL normative parts 
An encoding process converts source image data to compressed image data. All encoding processes are specified 
informatively.  

An encoder is an embodiment of the encoding process. In order to conform to this Recommendation | International 
Standard, an encoder shall convert source image data to compressed image data that conform to the codestream syntax 
specified in Annex A. 

A decoding process converts compressed image data to reconstructed image data. Some parts of a decoding process are 
normative, and namely those related to extracting information contained in the JPEG 2000 Part 11 specific marker 
segments, as well as those that refer to the decoding of JPEG 2000 Part 1 features. All other aspects of the decoding 
process, for instance the procedure that the decoder shall follow in order to cope with the possible presence of errors 
and the actions it shall take to minimize their effect, are not specified as part of this Recommendation | International 
Standard; guidelines are however specified in Annex G. 

A decoder is an embodiment of the decoding process. In order to conform to this Recommendation | International 
Standard, a decoder shall convert all, or specific parts of, any compressed image data that conform to the codestream 
syntax specified in Annex A to a reconstructed image. 

There is no normative or required implementation for the encoder or decoder. In some cases, the descriptions use 
particular implementation techniques for illustrative purposes only. 

Annex A describes the syntax that defines the coded representation of compressed image data for exchange between 
application environments. Any compressed image data shall comply with the syntax and code assignments appropriate 
for the coding processes defined in this Recommendation | International Standard. 

The remainder of this clause outlines the normative parts of this Recommendation | International Standard and refers to 
the respective annexes for detailed description:  

• Codestream syntax (Annex A): Definition of the codestream syntax every JPWL codestream must 
conform to. 

• Error protection block (Annex B): Tool to protect the image header (main header, tile/tile-part header) 
and to correct the possible presence of transmission errors using FEC codes.  

• Error protection capability descriptor (Annex C): Description of the tools which have been used to 
protect the codestream and to correct the possible presence of transmission errors. This descriptor relies 
on a registration authority as to the informative error protection techniques. 

• Error sensitivity descriptor (Annex D): Description of the degree of sensitivity of different parts of the 
codestream to transmission errors. This information is typically generated when encoding the image. It 
can subsequently be used to apply Unequal Error Protection (UEP) techniques which take into account 
the error sensitivity. 

• Residual errors descriptor (Annex E): Description of the locations of residual errors in the codestream. 
The residual errors are the errors which cannot be corrected by the tools used to protect the image. This 
information is typically generated when decoding the codestream. 

• Registration authority (Annex K): Specification of the Registration Authority (RA). 

7 JPWL informative parts 
This clause outlines informative parts of this Recommendation | International Standard and refers to the respective 
annexes for detailed description:  

• Encoding guidelines (Annex F): Guidelines for error-resilient coding at the encoder side in the context of 
error prone environments. 

• Decoding guidelines (Annex G): Guidelines for error handling behaviour at the decoder side. 
• Error-resilient entropy coding (Annex H): Tools to protect the codestream and to detect and correct the 

possible errors based on error-resilient entropy coding. 
• Unequal error protection (Annex I): Tools to protect differently parts of the codestream based upon the 

error sensitivity of the respective parts. 
• Interoperability with ISO/IEC 15444 (Annex J): Guidelines for interoperability with other specifications 

in the JPEG 2000 family. 
• Patents (Annex L): Received intellectual property rights statements that apply to this Recommendation | 

International Standard. 
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Annex A 
 

Codestream syntax 
(This annex forms an integral part of this Recommendation | International Standard) 

A.1 Definitions of markers and marker segments 

This Recommendation | International Standard relies on the use of marker segments to delimit and signal the 
characteristics of the codestream in order to protect it against errors. For backward compatibility, the JPWL markers 
and marker segments must be included in JPEG 2000 Part 1 codestream headers, which can be of two types only: 

1) the main header, found at the beginning of the codestream; 
2) the tile-part headers, found at the beginning of each tile-part. 

Main and tile-part headers are collections of markers and marker segments.  

As for every other standard marker defined in JPEG 2000 Part 1, each marker defined in this proposal is two bytes long, 
and its first byte value is 0xFF. The second byte specifies the marker use and can take any value in the range 0x01 to 
0xFE, apart from those already used by ITU-T Rec. T.81 | ISO/IEC 10918-1 and ITU-T Rec. T.84 | ISO/IEC 10918-3 
(recalled in Table A.1). 

A marker segment includes a marker and associated parameters, called marker parameters. By definition, the first two 
bytes of any marker segment immediately after the marker must correspond to an unsigned big endian integer value that 
denotes the length in bytes of the marker parameters (including two bytes of this length parameter but not including the 
two bytes of the marker itself). When the decoder finds a marker segment that is not specified in this Recommendation | 
International Standard, it shall use the length parameter to discard the marker segment. 

A.2 Marker code range defined in this Recommendation | International Standard 

Following the syntax used for each marker and marker segment defined in ITU-T Rec. T.81 | ISO/IEC 10918-1, this 
Recommendation | International Standard reserves some markers for signalling, as specified in Table A.1. Table A.1 
recalls the various values of already existing or reserved markers. 

Table A.1 – Marker definitions 

Marker value range Standard definition 

0xFF00, 0xFF01,  
0xFFFE, 0xFFC0 – 0xFFDF Defined in ITU-T Rec. T.81 | ISO/IEC 10918-1 

0xFFF0 – 0xFFF6 Defined in ITU-T Rec. T.84 | ISO/IEC 10918-3 
0xFFF7 – 0xFFF8 Defined in ITU-T Rec. T.87 | ISO/IEC 14495-1 
0xFF4F – 0xFF65,  
0xFF6A – 0xFF6F,  
0xFF90 – 0xFF93 

ITU-T Rec. T.800 | ISO/IEC 15444-1 

0xFF66 – 0xFF69 Defined in this Recommendation | International Standard 
0xFF30 – 0xFF3F Reserved for definition as markers only (no marker segments) 

 All other values reserved. 

A.3 Marker and marker segment and codestream rules 

Marker segments, described in this Recommendation | International Standard, are respecting the rules given in 
A.1.3/JPEG 2000 Part 1.  

A.4 Information in the marker segments 

As standardized in JPEG 2000 Part 1, marker segments, and therefore the main and tile-parts headers, are a multiple of 
8 bits (one byte).  

All markers and marker segments in a tile-part header or a start of packet header apply only to the tile or the packet to 
which it belongs. 
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If truncation, alteration, or editing of the codestream has been done, the impacted marker segments (like TLM/PLT or 
JPWL marker segments) shall be updated accordingly. Note that several JPWL marker segments contain codestream 
indexing information (e.g., byte ranges); this information must be updated upon insertion or cancellation of a marker 
segment. 

Table A.2 lists the markers specified in this Recommendation | International Standard and Table A.3 lists the 
information provided by the syntax and indicates the marker segment containing that information. 

Table A.2 – List of marker segments 

 Name Code Main header  
(Note) 

Tile-part header 
(Note) 

Error Protection Block  EPB 0xFF66 Optional Optional 
Error Sensitivity Descriptor ESD 0xFF67 Optional Optional 
Error Protection Capability EPC 0xFF68 Required Optional  
Residual Errors Descriptor RED 0xFF69 Optional Optional 
NOTE – Required means the marker segment shall be in this header, optional means it may be used. 

If the EPC, ESD or RED marker segments appear both in the main header and tile-part header, the marker present in the 
tile-part header is overriding the one present in the main header for the current tile-part. The EPC and RED marker 
segments are allowed to appear at most once per header (main or tile-part header). Multiple ESD in one single header are 
allowed.  

A.5 Construction of the codestream 

The construction of the codestream of this Recommendation | International Standard complies with the codestream 
construction defined in A.3/JPEG 2000 Part 1. The EPB marker segment(s) are required to be in a specific location, as 
specified in Annex B. 

Table A.3 – Information in the marker segments 

Information Marker segment 

Signals the presence of JPWL protected data in the header. It includes: 
– Set of error protection parameters used in the codestream. 
– Error protection data generated from a systematic code. 

EPB 

Indicates the methods used in the current codestream to protect it against transmission 
errors. Its presence signals the fact that the codestream complies with this 
Recommendation | International Standard. 

EPC 

Describes the sensitivity to errors of the current codestream  ESD 
Describes the index of the residual errors of the current codestream  RED 

A.6 JPWL marker segments 

A.6.1 Error Protection Block (EPB) 

The EPB marker segment contains information about the error protection parameters and data used to protect the 
codestream against errors. The primary function of EPB is to protect the main and tile-part header (see Annex B). 
However, it can also be used to protect the bitstream (see Annex I). There can be one or more EPB marker segments in 
the main header and/or tile-part headers. The first EPB marker segment in a main header is required to be placed 
immediately after the SIZ marker segment. The first EPB marker segment in a tile-part header is required to be placed 
immediately after the SOT marker.  

Function: The EPB marker segment contains necessary error correction data for the header where it is located. See 
Annex B and Annex I for more information on how to use EPB marker segments. 

Usage: Main header and tile-part headers. The first EPB marker segment of the codestream must be placed after the SIZ 
marker segment. The first EPB marker segment of a tile-part header must be placed after the SOT marker segment. 

Length: Variable depending on the parameters used to protect the headers and the length of the headers to be protected. 
Figure A.1 describes the syntax of the EPB marker segment. 
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EPB: Marker code. Table A.4 indicates the size and parameter values of the marker symbol itself and of each parameter of the 
marker segment. 
Lepb: Length of marker segment in bytes (not including the marker). 
Depb: EPB style (for example it defines if the current EPB is the latest in the current header). 
LDPepb: Length of the data to be protected by the redundant information (EPB data) carried within the current EPB. 
Pepb: EPB parameters defining the next error correction tool to be used for protecting the remaining data.  
EPB data: Contains the data enabling the correction (typically redundancy bits). 

Figure A.1 – Error Protection Block syntax 

Table A.4 – Error Protection Block parameter values 

Parameter Size (bits) Values 

EPB 16 0xFF66 
Lepb 16 11-(216–1) 
Depb 8 See Table A.5 

LDPepb 32 0-(231–1) 

Pepb 32 
See Table A.6 

Defines the next error management method to be used. 
EPB data variable  

When the EPB is included in a main header, the SOC marker, the SIZ marker segment, the EPB marker, the Lepb, 
Depb, LDPepb, Pepb data are protected with a predefined RS(N1,K1) code. The redundant data needed for error 
correction are placed at the beginning of the EPB data.  

When the EPB is included in a tile-part header, the SOT marker, the EPB marker, the Lepb, Depb, LDPepb and Pepb 
data are protected with a predefined RS(N2,K2) code. The redundant data needed for error correction are placed at the 
beginning of the EPB data. 

There can be several EPB marker segments in the main or tile-part headers. When an EPB is not the first one in the 
header, a predefined RS(N3,K3) code is used.  

The predefined codes are: 
– Reed Solomon RS(160,64) to be used for the first EPB marker segment of the main header; 
– Reed Solomon RS(80,25) to be used for the first EPB marker segment of a tile-part header; 
– Reed Solomon RS(40,13) to be used for the other EPB marker segments of both the main header and the 

tile-part header. 

A.6.1.1 EPB style parameter 

Table A.5 – Depb parameter values 

Values (bits) 
MSB                   LSB EPB configuration and index 

x0xx xxxx The EPB marker segment is not the latest in the current header 
x1xx xxxx The EPB marker segment is the latest in the current header 
0xxx xxxx EPBs marker segments are unpacked 
1xxx xxxx EPBs marker segments are packed 

xx00 0000 – xx11 1111 EPB index values (0-63).  
The first EPB marker segment in an header has the index value zero. 
For every successive EPB in the same header this index value is 
incremented by one. When the maximum number is reached, the 
number rolls over to zero. 
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A.6.1.2 EPB parameters 

The Pepb parameters allow the selection of an error correction/detection method, by describing both the method and the 
related parameters. This allows the error correction/detection capacity to be changed along the codestream and to adapt 
it to the error conditions and/or the sensitivity to errors of the codestream part it is referring to. Any method can be used 
as long as it respects the backward compatibility with or without extension criterion defined previously in this 
Recommendation | International Standard (see clause 5). 

Table A.6 defines the range of values for Pepb parameter. Other codes definitions than thus of Table A.6 can use an 
Error Management method index in the range of values, with a use and registration managed by the Registration 
Authority (see Annex K). 

The error management method specified in a current Pepb has to be used for the codestream data concerned by the 
current EPB marker segment, except the EPB marker and the EPB marker parameters, already concerned by one of the 
predefined codes. 

Table A.6 – Pepb parameter 

Error Management method index EPB configuration and index  

0x00000000 Predefined codes: 
Reed Solomon RS(160,64) to be used for the first EPB marker 
segment of the main header 
Reed Solomon RS(80,25) to be used for the first EPB marker segment 
of a tile-part header 
Reed Solomon RS(40,13) to be used for the other EPB marker 
segments of both the main header and the tile-part header. 

0x10000000-0x1FFFFFFF CRC, see Table A.7 
0x20000000-0x2FFFFFFF Reed Solomon codes, see Table A.8 
0x30000000-0xFFFFFFFE Use and registration managed by the JPWL Registration Authority 

0xFFFFFFFF No method to be used for the next data 

Table A.7 – CRC types 

Pepb value CRC type 

0001 0000 0000 0000 CRC-CCITT (X.25) 16 bits CRC 
0001 0000 0000 0001 Ethernet CRC 32 bits 

0001 0000 0000 0010 – 0001 1111 1111 1111 Use and registration managed by the JPWL Registration Authority 

Table A.8 – Reed-Solomon default codes 

Pepb value Reed Solomon code 

0x20002520 RS(37,32) 
0x20002620 RS(38,32) 
0x20002820 RS(40,32) 
0x20002B20 RS(43,32) 
0x20002D20 RS(45,32) 
0x20003020 RS(48,32) 
0x20003320 RS(51,32) 
0x20003520 RS(53,32) 
0x20003820 RS(56,32) 
0x20004020 RS(64,32) 
0x20004B20 RS(75,32) 
0x20005020 RS(80,32) 
0x20005520 RS(85,32) 
0x20006020 RS(96,32) 
0x20007020 RS(112,32) 
0x20008020 RS(128,32) 

Other RS index values Use and registration managed by the JPWL Registration Authority 



ISO/IEC 15444-11:2006 (E) 

12 ITU-T Rec. T.810 (05/2006) 

A.6.2 Error Protection Capability (EPC) 

The EPC marker segment indicates which JPWL normative and informative tools are used in the codestream. Namely, 
it indicates the presence of the ESD marker segment, the RED marker segment, and the EPB marker segment in the 
codestream. Furthermore, EPC signals the use of informative tools which have been previously registered with the 
JPWL Registration Authority (JPWL RA, see Annex K). These informative tools allows for error-resilience and/or 
error-correction, and include techniques such as error-resilient entropy coding, UEP, data partitioning and interleaving. 
EPC may also contain parameters relative to these informative tools. 

Function: The EPC marker segment signals the use of JPWL tools (ESD, RED, EPB) or informative tools in the 
codestream. See Annex C for more information on how to use EPC marker segment. 

Usage: Mandatory in main header, optional in tile-part headers. No more that one EPC shall appear in each main or 
tile-part header. 

Length: Variable. 

The syntax of the EPC marker segment is defined in Figure A.2. The meaning of the data fields is discussed below, and 
the range of possible values for each parameter is defined in Table A.9. A more detailed description of EPC is given in 
Annex C.  

 
EPC: Marker code. Table A.9 indicates the size and parameter values of the marker symbol itself and of each parameter of the 
marker segment. 
LEPC: Length of marker segment in bytes (not including the marker). 
PCRC: Parity check bits which verify whether the EPC marker segment is corrupted. 
DL: Field describing the total data length the EPC marker segment is referring to (codestream length or tile-part length, starting from 
the SOC or SOT marker segment). 
Pepc: Field signalling the usage of ESD, RED, EPB or informative techniques in the codestream. 
ID(i) : Registered ID for protection technique i, optional, present only when informative technique is used. 
LID

(i) : Length of PID
(i) , optional, present only when informative technique is used. 

PID
(i) : Parameters for protection technique i, optional, present only when informative technique is used. 

Figure A.2 – Error Protection Capability syntax 
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Table A.9 – Error Protection Capacity parameter values 

Parameter Size (in bits) Values 

EPC 16 0xFF68 
LEPC 16 [9,216–1] 
Pcrc 16 Cyclic Redundancy Check of EPC marker segment, excluding the 

Pcrc data field. Uses the CRC-CCITT (see Annex B). 
DL 32 [0,232–1] 

Data length expressed in bytes as an unsigned integer number 
0 means that this information is not available. 

Pepc 8 See Table A.10 
ID(i) 16 [0,216–1] 

0 indicates the EPB technique 
Refer to Annex B for the use of EPB 

1-15 are reserved 
other values are registered with the RA 

LID
(i) 16 [0,216–1] 

PID
(i) Variable If ID(i)=0, indicating the EPB technique, PID

(i) is the concatenation of all 
Pepb present in the EPB marker segments, except those corresponding 
to the predefined and default codes as described in Table A.8 as well as 
CRC codes defined in Table A.7 
Otherwise specified by means of the JPWL RA 

When EPB is used for protecting the codestream, ID parameters of EPC marker segment shall not be present to describe 
this technique if the method used is one of those included in Table A.6 (pre-defined codes), Table A.7 (CRC codes) or 
Table A.8 (Reed Solomon default codes). 

If the EPC marker segment is located in the main header, the data length (DL) is the length of the codestream, expressed 
in bytes as an unsigned integer number, from the first byte of the SOC marker to the last byte of the EOC marker.  

If the EPC marker segment is located in a tile-part header, the data length (DL) is the length of this tile-part, expressed 
in bytes as an unsigned integer number, from the first byte of the SOT marker to the last byte of the tile-part.  

Table A.10 – Pepc parameter 

Pepc Parameter value 

xxx0 xxxx ESD is not present 
xxx1 xxxx One or more ESD are present 
xx0x xxxx RED is not present 
xx1x xxxx One or more RED are present 
x0xx xxxx EPB is not present 
x1xx xxxx One or more EPB are present 
0xxx xxxx Informative techniques are not used 
1xxx xxxx One or more informative techniques are used 

0000 0000 – 0000 1111 Reserved for future use 

A.6.3 Error Sensitivity Descriptor (ESD) 

The ESD marker segment can be placed in any valid position in a codestream main and/or tile-part header. It is allowed 
that more than one ESD marker segments are present in a main or tile-part header. 

Function: The ESD marker segment contains the sensitivity information for a given codestream or tile. See Annex D 
for more information on how to use ESD marker segments. 

Usage: Main header and/or tile-part headers. 

Length: Variable, depending on the usage and on the granularity of the error sensitivity description.  

The syntax of the ESD marker segment is depicted in Figure A.3. The meaning of the data fields is discussed below; the 
range of possible values taken on by each parameter is discussed in Annex D. A detailed description of the 
ESD nomenclature and functionalities is provided in Annex D. 
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ESD: Marker code. Table A.11 indicates the size and parameter values of the marker symbol itself and of each parameter of the 
marker segment. 
Lesd: Length of marker segment in bytes (not including the marker). 
Cesd: Specifies which component the ESD data refer to. 
Pesd: Field describing the usage of the data structure. 
ESD data: Records of error sensitivity values. 

Figure A.3 – Syntax of the ESD marker segment 

Table A.11 – Parameters of the ESD marker segment 

Parameter Size (bits) Values 

ESD 16 0xFF67 
Lesd 16 4-(216–1) 

Cesd 
8 
or 
16 

0-255 if Csiz < 257 
0-16383 if Csiz ≥ 257 

Specifies which component the error sensitivity data refer to. 

Pesd 8 
0-255 

(See Annex D). 

ESD data Variable This field contains sensitivity information related to the 
codestream data, in the format specified in Annex D. 

 

Table A.12 – Value of Pesd parameter. Format: 0xb7b6b5b4b3b2b1b0  

b7b6 These bits specify the codestream addressing mode: 
00: packet mode (Note) 
01: byte-range mode 
10: packet-range mode (Note) 
11: reserved for future use 

b5b4b3 These bits specify the type of error sensitivity description employed.  
000: relative error sensitivity.  
001: MSE 
010: MSE reduction 
011: PSNR 
100: PSNR increase 
101: MAXERR (absolute peak error) 
110: TSE (total squared error) 
111:  reserved for future use. 

b2 If it is set to 0, one byte is used to represent each sensitivity value; if it is set to 
1, two bytes are used to represent each sensitivity value. 

b1 0: two bytes are used to indicate the start and end bytes in the byte-range mode, 
and the start and end packets in the packet-range mode.  
1: four bytes are used.  
When packet mode is used, this bit shall be set to 0. 

b0 If it is set to 1, error sensitivity values are average values among all the 
components. In this case, Cesd must be equal to 0. 

NOTE – When packet or packet range addressing mode is used, use of JPEG 2000 Part 1 PLM or PLT marker 
segments is recommended. 
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A.6.4 Residual Error Descriptor (RED) 

The RED marker segment can be placed in any valid position in the main or tile-part header. RED marker segment 
signals the presence of residual errors and may help to handle them.  

After any form of channel decoding some residual error may still affect the codestream. As described in previous 
clauses, these errors may be very harmful if located in one of the JPEG 2000 Part 1 headers.  In order to allow the JPEG 
2000 decoder to be aware of the presence and the location of these errors, as well as their category (e.g., bit flipping or 
erasures), JPWL uses RED to embed this information in the codestream. The RED marker segment can be operated in 
three different modes, namely byte-range mode, packet mode and packet-range mode 

– In byte-range mode, each data unit is described by explicitly specifying its start and end byte in the 
codestream; the residual error value refers to that specific byte range. Start and end bytes are specified as 
two or four unsigned integers; this allows to deal with "normal" and "long" codestreams. Byte numbering 
in the codestream starts from zero. If the RED is located in the main header, byte numbering refers to the 
start of the codestream (including the SOC marker segment). If the RED is located in a tile-part header, 
byte numbering refers to the start of that tile-part (including the SOT marker segment). 

– In packet mode, the data units are packets as defined in JPEG 2000 Part 1. A residual error value is 
specified for each and every packet in the codestream or tile-part, according to whether the RED is 
contained in the main header or in a tile-part header.  

– In packet-range mode, a range of JPEG 2000 packets, defined by a start and an end packet identifies a 
data unit for which a residual error value is provided. Start and end packets are specified as two or four 
bytes unsigned integers.  

When RED is in the main header, and packet mode or packet range is used, the numbering of the packets corresponds to 
the order of the packets in the codestream. When RED is in tile-part header and packet mode or packet range is used, 
the numbering of the packets corresponds to the numbering used in A.8.1/JPEG 2000 part 1, starting at zero at every 
new tile. 

Figure A.4 describes the syntax of the RED data structure. It consists of the following fields: 
– RED: Marker code. Table A.13 indicates the size and parameter values of the marker symbol itself and 

of each parameter of the marker segment. 
– Lred: Length of marker segment in bytes (not including the marker). 
– Pred: Field describing the usage of the data structure. 
– RED data: Record of parameters related to residual error descriptor. 

 

Figure A.4 – Syntax of the residual error descriptor marker segment 
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Table A.13 – Residual error descriptor parameter values 

Parameter Size (bits) Values 

RED 16 0xFF69 
Lred 16 3-(216–1) 

Pred 8 

0-28–1 
Pred Format: 0xb7b6b5b4b3b2b1b0 
b7b6 Addressing Mode  
 b7b6 = 00 Packet Addressing Mode (Note) 
 b7b6 = 01 Byte-Range Addressing Mode 
 b7b6 = 10 Packet-Range Addressing Mode (Note) 
 b7b6 = 11 reserved for future use 
b5b4b3 Residual corruption level 
 000 - 111 
b2 Reserved for future use 
b1 Address length 
 b1 = 0 - 2-Bytes Addressing Mode 
 b1 = 1 - 4-Bytes Addressing Mode 
b0 Error Free Codestream Indicator  
 b0 = 0 Error Free codestream   
 b0 = 1 Error/Erasure presents in the codestream 

 Variable This field contains residual error information related to the codestream 
data, in the format specified in Annex E. 

NOTE – When packet or packet range addressing mode is used, use of JPEG 2000 Part 1 PLM or PLT marker 
segments is recommended. 
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Annex B 
 

Header error protection 
(This annex forms an integral part of this Recommendation | International Standard) 

B.1 Introduction 

During the establishment of JPEG 2000 standard, a set of error-resilience tools have been selected for JPEG 2000 
Part 1, for the transmission of JPEG 2000 compressed images in an error-prone environment. Two types of tools are 
available, at the packet level, which enable synchronization, and at the entropy coding level, enabling error detection. 
For more information about the use of JPEG 2000 Part 1 error-resilience tools, refer to Annexes G and H.  

These tools are, however, based on one major hypothesis, namely that the headers (main header and tile-part(s) 
header(s)) of the codestream syntax are guaranteed to be error-free. However, in the case of error within the headers, the 
codestream is not decodable in an appropriate way, which might lead to a decoder application crash. The worst is that, 
generally, it might not be possible to guarantee that the headers will be kept free of errors in many applications. The 
header protection mechanism detailed hereafter in this annex describes a scheme that embeds the protection within the 
JPEG 2000 codestream. This mechanism is backward compatible with JPEG 2000 Part 1 codestream syntax. 

B.1.1 JPEG 2000 Part 1 codestream syntax backward compatibility  

A JPEG 2000 Part 1 compressed image uses markers and marker segments to delimit and signal the compressed 
information, organized in headers (main and tile-parts) and packets. This modular organization allows flexible 
codestream organization for progressive data representation, such as quality-progressive and resolution-progressive data 
progression. A JPEG 2000 Part 1 codestream always starts with the main header followed by one or several tile-part 
headers, each of them followed by compressed data packets, and ends with an End Of Codestream (EOC), as shown in 
Figure B.1. 

 

Figure B.1 – JPEG 2000 codestream structure 

With the objective of obtaining a codestream compliant with ITU-T Rec. T.800 | ISO/IEC 15444-1 after the insertion of 
the redundant information, it is necessary to place this information in such a way that any JPEG 2000 Part 1 decoder 
will not try to interpret it. A solution for this is to insert the redundant information in a dedicated marker segment. A 
JPEG 2000 Part 1 decoder will then skip the unknown marker segment and be oblivious to the added data, whereas a 
JPWL decoder will be able to interpret and use the redundancy for header protection. 

The conditions for such a mechanism to work are: 
• that the decoder is able to locate the redundant information data block in the codestream without 

generating complex data indexing mechanisms (that would also have to be protected against errors) nor 
by modifying the first marker segments imposed for the backward compatibility; 

• that the marker itself and its length are included in the data range to be protected; 
• that a defined block error code is used to protect parameters data at least up to the Error Protection Block 

marker segment. 

The Error Protection Block marker segment (EPB) is placed immediately after the JPEG 2000 Part 1 markers 
mandatory locations: 

• after the SOC and SIZ marker segments for the main header; 
• after the SOT marker for the tile-part header. 

The use of a systematic forward error-correction mechanism ensures that the first two conditions are verified. 



ISO/IEC 15444-11:2006 (E) 

18 ITU-T Rec. T.810 (05/2006) 

B.1.2 Forward error-correction mechanism 

Error correction and detection codes are traditionally used to provide forward error-correction capabilities in 
error-prone environments [8]. Systematic codes are those that produce a given amount of redundant information, while 
leaving the original data untouched. 

Considering that JPEG 2000 Part 1 codestreams are byte aligned, it is especially interesting to work with the Galois 
Field GF(28) to provide error-correction capability. A well-known and well-suited family of systematic codes in this 
context is Reed-Solomon (RS) codes. In the following, we will consider the example of RS codes as FEC codes for 
header protection, and denote them by RS(N,K), where N is the codewords symbol length and K the number of 
information symbols. 

The RS(N,K) applied to K bytes will generate N-K redundancy bytes, that may be placed after the K original 
(systematic) bytes, this process being applied as long as necessary, as illustrated in Figure B.2. 

 

Figure B.2 – Example of redundancy generation  
with an RS(N,K) code 

B.2 Predefined error-correction codes 

Since during the transmission on an error-prone environment, errors may occur anywhere in the JPEG 2000 codestream, 
the header protection tool cannot rely on parameter information for indicating the error-correction code to use. 
Therefore, a set of predefined codes has been defined whereas the EPB marker segment syntax allows the choice of 
others for some part of the headers. The possible systematic error-correction codes are listed in Table A.6. 

In order to efficiently fight harsh transmission conditions, these predefined codes offer a large correction capacity, 
while limiting byte padding. Three predefined error-correction codes have been defined for protecting the main header 
and the tile-part headers: 

– RS(160,64) to be used for the first EPB marker segment of the main header; 
– RS(80,25) to be used for the first EPB marker segment of a tile-part header; 
– RS(40,13) to be used for the other EPB marker segments of both the main header and the tile-part 

header. 

These Reed-Solomon codes are always used for the protection of the beginning of main and tile-part headers, as well as 
the parameters of any EPB marker segment. Other codes may be used for protecting the other parts of the headers by 
using an appropriate Pepb value. 

The use of error-protection can be stopped within the current header by using the appropriate LDPepb data length and 
by indicating the end of the error protected data range through Pepb value. 

B.3 Use of EPB for header protection 

B.3.1 Main header error protection 

When encountering an EPB marker segment, the JPWL decoder may apply the correction of the codestream it refers to. 
For the main header, when doing this correction, first, the JPWL decoder applies this correction to the SOC and SIZ 
marker segments, as well as to the EPB marker segment parameters. This range of data corresponds to L1 in Figure B.3. 
The redundant information necessary for this correction is located at the beginning of the EPB redundant data, 
illustrated by L2 in Figure B.3. 

Once the EPB parameters have been corrected, it is then possible to take these parameters into account, especially the 
Depb, LDPepb and the Pepb parameters. These parameters are necessary for using the error correction for the remaining 
parts of the main header. They allow the error correction code redundancy to be adapted to the error conditions. This 
structure enables to protect differently fundamental JPEG 2000 Part 1 marker segments, such as QCD, to be protected 
whereas optional marker segments like PLM can be protected with less redundancy, or even not protected at all. 
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Figure B.3 – EPB marker position in main header and protection regions 

Figure B.3 illustrates the case where a single EPB marker segment is used to protect the main header. In this case, 
L1 data are protected by the L2 part of the EPB data, using the default main header error correction code. L4 data are 
protected using L3, with the error-correction code specified in the Pepb parameter. 

The LDPepb parameter allows the error protection to be stopped at any byte-aligned location within the main header. 
LDPebp gives the number of bytes which are protected using the default error-correction code and the code specified in 
the Pepb parameter. As an example, in Figure B.3, LDPepb is equal to L1 + L4 bytes. LDPepb shall not point to data 
fields which are outside of the main header. 

The main header can contain several EPB marker segments, that may be unpacked or packed, which means that they 
appear one after another, before the remaining main header information. Unpacked EPBs means that they will appear 
just before the data part they refer to. An example of packed and unpacked EPBs is given later in this annex. For each 
new EPB, the predefined code RS(40,13) has to be used for the correction of its own EPB parameters. 

B.3.2 Tile-part header error protection 

When EPB is present in tile-part header(s), the JPWL decoder may  apply correction to the SOT marker segment, as 
well as to the EPB marker segment parameters. This range of data corresponds to L1 in Figure B.4. The redundant 
information necessary for this correction is located in the beginning of the EPB redundant data, illustrated by L2 in 
Figure B.4 

Once the EPB parameters have been corrected, it is then possible to take these parameters into account, especially the 
Depb, LDPepb and the Pepb parameters. These parameters are necessary for using the error correction for the remaining 
parts of the tile-part header. They allow the error correcting code redundancy to adapt to the error conditions. This 
structure enables differently fundamental JPEG 2000 Part 1 marker segments, such as QCD, to be protected whereas 
optional marker segments like PLT can be protected with less redundancy, or even not protected at all. 

 

Figure B.4 – EPB marker position in tile-part header and 
protection regions (single EPB case) 

Figure B.4 illustrates the case where a single EPB marker segment is used to protect the tile-part header. In this case, L1 
data are protected by the L2 part of the EPB data, using the default tile-part header error correction code. L4 data are 
protected using L3, with the error-correction code specified in the Pepb parameter. 

The LDPepb parameter allows the error protection to be stopped at any byte-aligned location within the tile-part header. 
LDPebp gives the number of bytes which are protected using the default error-correction code and the code specified in 
the Pepb parameter. As an example, in Figure B.4, LDPepb is equal to L1 + L4 bytes. LDPepb for EPBs present in 
tile-part headers may point to data fields which are outside of the tile-part header. This feature is necessary for enabling 
the use of EPB for unequal error protection purposes as explained in Annex I. 
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B.3.3 Packed and unpacked error-protection blocks 

In the case where the main or tile-part header is of a large size, for example, due to the inclusion of several PPM or PPT 
marker segments, it is possible to use more than one EPB marker segment. The Depb parameter, specified in Table A.5, 
allows this functionality. This parameter also allows the indication of how the EPB information was placed in the 
header. There are two possibilities for chaining this information, while keeping the error-protection feature among 
them: 

– One way is to interleave between the various EPB, some marker segments of the header to be protected. 
This structure is called "unpacked EPB marker segments". 

– The other way, which provides optimal redundant information length, called "packed EPB marker 
segments", consists in grouping together all the EPB marker segments before the remaining marker 
segments of the header. 

In both cases, the "Last EPB marker" information allows the identification of the EPB marker segments as being the 
latest in the header. It is particularly interesting when using the packed EPB option, where it allows the allocation of the 
remaining header data, which is to be found just after the current EPB marker segment.  

In both cases, for each new EPB, except the first one in the header, the predefined code RS(40,13) has to be used for the 
correction of the EPB parameters, whereas the remaining data considered by the LDPepb parameter are protected using 
the tools described in Pepb. 

 

Figure B.5 – Unpacked EPB markers position in tile-part header 
and protection regions (several EPB cases) 

Figure B.5 illustrates the case where two unpacked EPB marker segments are used to protect the tile-part header. In this 
case, L1 data are protected by the L2 part of the first EPB data, and L'1 data are protected by the L'2 part of the second 
EPB data using the default tile-part header error-correction code. L4 data are protected using L3, with the 
error-correction code specified in the Pepb parameter of the first EPB marker segment. L'4 data are protected using L'3, 
with the error-correction code specified in the Pepb parameter of the second EPB marker segment. 

 

Figure B.6 – Packed EPB markers position in tile-part header 
and protection regions (several EPB cases) 

Figure B.6 illustrates the case where two packed EPB marker segments are used to protect the tile-part header. In this 
case, L1 data are protected by the L2 part of the first EPB data, and L'1 data are protected by the L'2 part of the second 
EPB data using the default tile-part header error-correction code. L4 data are protected using L3, with the 
error-correction code specified in the Pepb parameter of the first EPB marker segment. L'4 data are protected using L'3, 
with the error-correction code specified in the Pepb parameter of the second EPB marker segment. 
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B.3.4 Cyclic redundancy check 

The Pepb parameter can describe two types of different techniques, cyclic redundancy check and error-correction, while 
describing the parameters to be used by these techniques. In order to insure that data have been transmitted error free, 
most communications protocols use a parity check process called Cyclic Redundancy Check (CRC) [11]. CRC codes 
are a subset of linear block codes. 

CRC can be used in EPB, instead of error-correction redundancy data, except for the parameters of the EPB marker 
segments which are always protected using the appropriate default error-protection code. The use of CRC is signalled 
by the Pepb parameter of the EPB marker segment (see Tables A.6 and A.7). 

An M-bits CRC has the mathematical property of detecting all errors that occur in M or fewer consecutive bits, and the 
probability of 1 over 2M of not detecting an error. In typical applications, the CRC is 16 bits long. 

An M-bits CRC is based on a polynomial of degree M. JPWL is using the two following polynomials: 

For 16 bits CRC (CCITT-CRC/X25): x16+x12+x5+1 

For 32 bits CRC (AUTODIN/ETHERNET): x32+x26+x23+x22+x16+x12+x11+x10+x8+x7+x5+x4+x2+x+1 
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Annex C 
 

Error protection capability 
(This annex forms an integral part of this Recommendation | International Standard) 

C.1 Usage of the EPC marker segment 

The EPC marker segment signals whether the three other normative marker segments defined by JPWL, namely the 
error sensitivity descriptor (ESD), the residual error descriptor (RED) and the error protection block (EPB) are present 
in the codestream. In addition, it signals the use of informative tools in order to protect the codestream against 
transmission errors. These tools include techniques such as error-resilient entropy coding, FEC codes, UEP and data 
partitioning/interleaving. These informative tools are not defined in this Recommendation | International Standard. 
Instead, they are registered with the JPWL RA. Upon registration, each tool is assigned an ID, which uniquely identifies 
it. More information about the use of the RA can be found in Annex K. The EPC marker segment also makes provisions 
for the handling of parameters related to these informative tools. When encountering a JPWL codestream, the decoder 
can identify the tool(s) which have been used to protect this codestream by parsing the EPC marker segment and by 
querying the RA. The decoder can then take the appropriate steps to decode the codestream, e.g., acquire or download 
the appropriate tool. 

The EPC marker segment is mandatory in the main header, and optional in the tile-part header. At most one EPC can be 
present in each main and tile-part header. 

An EPC marker segment can contain more than one ID (with the related parameters), indicating that more than one 
error protection technique has been applied to the codestream. The order in which the IDs have to appear in the EPC is 
the order in which the techniques have to be applied at the decoder side. An EPC marker segment is allowed to contain 
no ID. 

If a technique applies to the entire codestream, its ID has to be indicated in the EPC in the main header. An EPC in a 
tile-part header can contain IDs of techniques that are applied to that tile-part. 

It is up to the encoder to ensure that combinations of two or more techniques lead to consistent and meaningful results, 
and that the decoder has enough resources to carry out decoding. To avoid processing overload, in case of multiple 
techniques it is not mandatory for the decoder to decode all techniques; this also allows a decoder to process only those 
parts of the codestream protected by known techniques. Moreover, it is worth noticing that combinations of two or more 
techniques may be registered in the RA as a single new technique. 

C.2 PCRC  

The PCRC is a 16 bits parameter that contains parity check bits to verify whether the EPC marker has been corrupted by 
errors. Specifically, the CRC is computed on a codeword consisting of the concatenation of EPC, LEPC, CL, PEPC and the 
complete sequence of ID(i), LID

(i) and PID
(i) (i.e., the complete marker segment excluding PCRC itself). The 

CCITT-CRC/X25 defined in B.3.4 has to be used to generate the parity bits. 

C.3 Data length (DL) 

A compressed video sequence can be transmitted as a sequence of raw codestreams. In this case, the decoder has to take 
care of correctly synchronizing at the start of each new frame. While in the error-free case this is not an issue as the 
SOC and EOC markers can be parsed to locate the start and the end of each codestream, in an error-prone environment 
this may not be the case since these markers can be corrupted and hence unusable. For this reason, it is useful that some 
additional "redundant" information is inserted which may be exploited by the decoder to improve its ability to 
resynchronize after a decoding failure. To this end, the EPC marker segment contains the DL parameter, which 
specifies when the EPC is located in the main header, the total length L in bytes of the current codestream. As a 
consequence, if the EOC marker is not found where it is expected, the decoder can skip L bytes starting from the SOC, 
and verify if the SOC marker of the next frame is uncorrupted. Otherwise, if the SOC marker of the current frame is 
also corrupted, the decoder can seek the EOC marker of the last frame, skip L+2 bytes, and verify the presence of the 
SOC marker of the next frame. 

The DL parameter is an unsigned integer number represented on four bytes, and represents the length in bytes of the 
current codestream when the EPC marker segment is located in the main header, or zero if this information is not 
available.  

The DL parameter is an unsigned integer number represented on four bytes, and represents the length in bytes of the 
current tile-part header, when the EPC marker segment is located in this current tile-part header or zero if this 
information is not available.  
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C.4 PEPC 

PEPC is a 8-bits parameter which indicates the presence of ESD, RED and EPB marker segments in the codestream, as 
well as the use of informative tools. This information is useful in order for a decoder to quickly know whether the 
codestream can be decoded and which information is available in the codestream.  

C.5 Identification of tools (ID) 

Informative tools to protect the codestream against transmission errors have to be registered with the RA 
(see Annex K). Upon registration, each tool is assigned an ID, which uniquely identifies it.  

At the encoder side, when using a registered informative tool, the corresponding ID is inserted in EPC in order to signal 
its use. At the decoder side, the decoder parses the EPC marker segment and can identify the registered informative 
tools which have been used. The decoder can then query the RA about these tools, and takes the most appropriate 
actions to decode the codestream (e.g., acquire or download the appropriate tool). 

The values 0 to 15 of ID are reserved. 

C.6 Parameters for tools (PID) 

This parameter can be used to signal parameters for the tools which have been applied to the codestream. 

The format of PID is not specified in this Recommendation | International Standard but is registered by means of the RA 
at the time of the tool registration. 



ISO/IEC 15444-11:2006 (E) 

24 ITU-T Rec. T.810 (05/2006) 

Annex D 
 

Error sensitivity descriptor 
(This annex forms an integral part of this Recommendation | International Standard) 

D.1 Introduction and applications 

Error sensitivity information provides a measure of how much different parts of the codestream are sensitive to errors, 
i.e., the effect of losing each part on the quality of the decoded image. Error sensitivity signalling has several possible 
applications; a few of them are described as follows: 

• Unequal error protection. In UEP, more powerful codes are assigned to the most sensitive parts of the 
codestream. This typically provides higher average PSNR with respect to the equal protection strategy. 
The allocation of codes to each part of the codestream depends on the sensitivity of each part. It is worth 
noticing that, for unequal protection, the error sensitivity information is exploited by the encoder, but is 
not required by the decoder which just needs to know which protection parameters have been employed 
(see example of UEP in Annex I). 

• Rate transcoding. In some applications, there may be a subsystem handling the transmission of images 
and video from a source to one or more users. The subsystem can be aware of the codestream syntax, and 
can carry out a basic parsing. If rate transcoding must be carried out to adapt the incoming data-rate to 
the current transmission conditions, the subsystem can adopt intelligent quality of service policies by not 
only truncating the codestream, but also looking up the error sensitivity table to make sure that the 
selected truncation rate provides a reasonable degree of image quality.  

• Selective retransmissions. The subsystem capabilities can also be exploited to optimize the 
retransmission management, by allocating a larger number of retransmission attempts to those 
codestream portions that are more critical from the quality standpoint based on the error sensitivity 
information. 

• Smart prefetching. In streaming video applications, the subsystem can decide to prefetch the most 
important packets of the current and next frames, and to send them in advance. This permits the 
execution of a larger number of retransmissions if some of these packets should be lost. The most 
important codestream portions can be selected by simply looking up the ESD content. 

It is worth noticing that the error sensitivity information is less critical than other portions of a JPEG 2000 Part 11 
compliant codestream, as it is not strictly needed for decoding.  

D.2 Marker definition and position in the codestream 

The ESD is a marker segment that contains information related to the error sensitivity of different parts of a codestream 
or tile.  

The ESD marker segment shall appear in the main header and/or in the tile-part headers. If it appears in the main 
header, its sensitivity description shall apply to the complete codestream, whereas if it appears in a tile-part header the 
description shall apply only to that tile-part. It is intended that, if an ESD marker segment is present in both the main 
header and the tile-part header, in case of ambiguity, the information in the tile-part header ESD will override that in the 
main header ESD. More than one ESD is allowed in each main and tile-part header; this can be used to provide error 
sensitivity using different metrics, e.g., both MSE and MAXERR. It is, however, possible that two ESD marker 
segments are present in a given header and use the same error metric, and that they cover overlapping portions of the 
codestream. In order to avoid ambiguity in the error sensitivity description, it is intended that, as far as the overlapping 
portions with same metric are concerned, the error sensitivity values in the last ESD have to be used. 
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D.3 Codestream subdivision into data units 

Sensitivity information is provided for one or more specific data units in the codestream. This annex specifies three 
different addressing modes for defining data units, namely packet mode, byte-range mode and packet-range mode.  

– In byte-range mode, each data unit is described by explicitly specifying its start and end byte in the 
codestream; the sensitivity value refers to that specific byte range. Start and end bytes are specified as 
two- or four-bytes unsigned integers; this allows the processing of "normal" and "long" codestreams. 
Byte numbering in the codestream starts from zero. If the ESD is located in the main header, byte 
numbering refers to the start of the codestream (including the SOC marker segment). If the ESD is 
located in a tile-part header, byte numbering refers to the start of that tile-part (including the SOT marker 
segment). 

– In packet mode, the data units are packets as defined in JPEG 2000 Part 1. A sensitivity value is specified 
for each and every packet in the codestream or tile-part, according to whether the ESD is contained in the 
main header or in a tile-part header.  

– In packet-range mode, a range of JPEG 2000 packets, defined by a start and an end packet, identifies a 
data unit for which a sensitivity value is provided. Start and end packets are specified as two- or four-
bytes unsigned integers.  

When ESD is in the main header, and packet mode or packet range is used, the numbering of the packets corresponds to 
the order of the packets in the codestream. When ESD is in tile-part header and packet mode or packet range is used, the 
numbering of the packets corresponds to the numbering used in A.8.1/JPEG 2000 Part 1, starting at zero at every new 
tile-part. 

D.4 Sensitivity information 

D.4.1 Meaning of sensitivity values 

For multi-component images, error-sensitivity values contained in the ESD marker segment can refer to a single 
component, or can be intended as average values among all components, as specified by Pesd.  

Sensitivity values can be expressed in two different ways, i.e., as relative or absolute sensitivity values. (Note that the 
definition of relative sensitivity in JPWL is equivalent to the relative importance in JPSEC.) Relative sensitivity is 
expressed as an unsigned integer number describing the error sensitivity of a given codestream portion with respect to 
other portions. Absolute sensitivity refers to sensitivity information related to a specific error metric, such as MSE, 
PSNR or MAXERR (maximum absolute error). The Pesd parameter specifies whether the relative or absolute 
sensitivity mode is being used.  

Relative sensitivity information for each codestream data unit shall be expressed as an unsigned integer number ranging 
from 0 to 2P–1. The parameter P can be either 8 or 16; this allows choosing between a rough but compact description, 
and a more precise one. It is intended that the highest values of sensitivity shall be assigned to the "most important" 
parts of the codestream. The value 2P–1 shall be exclusively reserved to main and tile-part headers. In particular, data 
units partially or totally containing the main or tile-part header of a given codestream may have sensitivity equal to 
2P–1; conversely, data units not containing portions of the main or tile-part header shall not have sensitivity equal to 
2P–1. The value 0 shall be used for parts of the codestream for which sensitivity information is not specified. All the 
other values shall represent the relative importance of the considered portion of the codestream, in the [1,2P–2] range, 
with larger numbers indicating the highest levels of importance. 

Absolute sensitivity values can also be expressed using one or two bytes, as indicated in the Pesd parameter. The value 
0xFF for the one-byte case (resp. 0xFFFF for the two-byte case) shall be exclusively reserved to main and tile-part 
headers. In particular, data units partially or totally containing the main or tile-part header of a given codestream may 
have sensitivity equal to zero; conversely, data units not containing portions of the main or tile-part header shall not 
have sensitivity equal to zero. The value 0 shall be used for parts of the codestream for which sensitivity information is 
not specified. All the other values shall represent the metric value related to the considered portion of the codestream. 

Absolute sensitivity values are tied to a specific error/quality metric, such as MSE, TSE, PSNR or MAXERR. Normal 
and incremental error metrics can be used, such as "MSE" and "MSE decrease", or "PSNR" and "PSNR increase". 
"MSE" means the mean-squared-error incurred by decoding up to (and including) the data unit for which MSE is 
specified; "MSE decrease" specifies the improvement in MSE achieved by decoding that data unit; and analogously for 
PSNR. TSE refers to the total squared error, as opposed to the mean squared error. 

The error/quality metrics refer to the whole image or to a tile, according to whether the ESD is included in a main or 
tile-part header. 
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Since this information may be difficult to estimate, no specific degree of accuracy is required. These metrics shall be 
expressed in linear units; in particular, denoting as xi (with i=1,...,N) the values of N pixels of the original image, and as 
ri those of the decoded image, the error metrics are defined as follows: 
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where M is the maximum value that the original image can assume in the given representation (e.g., for 8-bit images 
M=255); assuming that the image is stored using Q significant bits, M shall be equal to 2Q–1 if the data are unsigned 
integers, and to 2Q-1–1 if they are signed integers. 

In the two-byte format, absolute sensitivity values shall be expressed as a two-byte number in pseudo floating-point 
format. Each 16-bit number contains the exponent (5 bits) and mantissa (11 bits) of the metric value. Note that a sign bit 
is unnecessary since metric values are non-negative. In particular, the floating-point value V of the metric is given by 
the following formula (which is the same as in E.1.1.1/T.800 for the determination of the quantization step size):  
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where ε is the unsigned integer obtained from the first five most significant bits of the parameter, and µ the unsigned 
integer obtained from the remaining 11 bits. The special case of V = ∞ corresponds to µ = 0 and ε = 31. Notice that 
values that would underflow the representation are set to zero. 

The algorithm to compute s,  ε and µ is not defined as a mandatory part of this Recommendation | International 
Standard. A possible technique performs the following steps (an example of conversion of the number 12.25 is 
provided). If V = 0, set ε = µ = 0. Otherwise:  

– convert V to a binary number (12.2510 = 1100.012); 
– normalize the number; this means there should be a 1 digit to the left of the binary point and 

multiplication by the appropriate power of two to represent the original value. The normalized form of 
1100.01 is 1.10001 × 23; 

– the exponent is the power of 2, presented in excess notation. The exponent bias is 15; hence, for this 
example, the exponent is represented as 1810 (100102); 

– the mantissa represents the significant bits, except for the bit to the left of the binary point, which is 
always one and therefore does not need to be stored; zeros are possibly appended so as to obtain 11 bits. 
For this example, the mantissa is 10001000000. 

The one-byte format is defined as follows, and is exactly the same as the one-byte format for total distortion field in 
JPSEC. The metric value is expressed using a one-byte distortion field with a pseudo floating-point type representation. 
The 8 bits available in the distortion field are allocated to the mantissa (m) and base-16 exponent (exp) of the metric 
value to provide an appropriate trade-off between accuracy and dynamic range. Note that, as in the two-byte format, a 
sign bit is unnecessary since metric values are non-negative. To cover a sufficient dynamic range, base 16 is used and 
4 bits are used for the exponent (exp). The mantissa (m) is expressed using 4 bits. Therefore, the metric value V is given 
by: 

V = m × 16exp 

where m has a value in the range  0 ≤ m ≤ 15 and exp has a value in the range 0 ≤ exp ≤ 15. A value of zero is 
represented by m = 0 and exp = 0, that is by the metric field being zero. By allocating 4 bits for the mantissa m the 
accuracy is within ½ × (1/24) = 1/32 or about 3%.  With 4 bits for the exponent and using base-16 the dynamic range is 
from 0 to max, where max is given by m = 15 and exp = 15 which corresponds to a metric value of 
15 × 1615 = 1.7 × 1019. 
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Note that with this format for the metric value, a comparison between two metrics to determine which is larger can be 
simply achieved by comparing the two values as unsigned char. Specifically, to perform this comparison, there is no 
need to convert from the pseudo floating-point format to the actual value in order to determine which of two values is 
larger or smaller. This property can simplify the processing in various applications. 

D.4.2 ESD data field 

Three cases are considered in the definition of the ESD data field, according to the codestream addressing method in 
use. 

In packet mode, a sensitivity value is provided for each and every packet in the codestream or tile-part, according to 
whether the ESD is contained in the main header or in a tile-part header; the ESD data field contains the concatenation 
of (relative or absolute) sensitivity values for each packet. If the ESD marker segment is in the main header, it is 
assumed that these values appear in the order specified by the packet numbering of the SOP marker (see JPEG 2000 
Part 1, Annex A.8.1); if it is in a tile-part header, the ESD data field contains a concatenation of sensitivity values for all 
packets contained in that tile-part. Notice that the Lesd parameter can be used to compute in advance the number of 
sensitivity values contained in the ESD data field. 

In byte-range mode, the ESD data field is again a concatenation of records. The length of each data record depends on 
whether two or four bytes are employed for the specification of each start and end byte, and on whether one or two 
bytes are used for the sensitivity description. These parameters can be inferred from Pesd. Each record contains, in the 
following order, the start byte of the data unit, the end byte of the data unit, and the (absolute or relative) sensitivity 
value for the data unit. Start and end bytes refer to the beginning of the codestream or of a tile-part, according to 
whether the ESD marker segment is included in a main or tile-part header. Notice that the Lesd parameter can be used 
to compute in advance the number of records contained in the ESD marker segment. 

In packet-range mode, the ESD data field is again a concatenation of records. Each record has exactly the same 
structure as in the byte-range mode, except for the fact that start and end packets are employed, instead of start and end 
bytes, to define each data unit. Start and end packets are computed from the beginning of the codestream or of a 
tile-part, according to whether the ESD marker segment is included in a main or tile-part header. 

D.5 Examples and guidelines 

In the following subclauses we provide two examples of possible usage of the ESD marker segment. The first example 
refers to relative sensitivity, whereas the second one to absolute sensitivity. 

D.5.1 Example 1 – Relative sensitivity with packet mode 

Consider the transmission of a grayscale image at 0.5 bits per pixel (bpp) in non-reversible mode. A JPEG 2000 Part 1 
compliant encoder is employed to generate a codestream suitable for transmission over a wireless channel; JPWL is 
employed to add error-sensitivity information to that codestream and, specifically, an ESD marker segment, so as to 
optimize the decoder performance. A JPEG 2000 Part 1 encoder can use arithmetic encoder termination, along with 
SOP and EPH markers, as error-resilience tools. A PPM marker segment is used to pack all the packet headers in the 
main header, so that all header information is grouped at the beginning of the codestream, and can be protected more 
easily. A PLM marker segment in the main header would also be useful, so as to summarize the lengths of all packets in 
the codestream; however, for simplicity, it is not used in this example. The layer-progressive mode is employed for 
scalability, with layers at 0.25 and 0.5 bpp (i.e., the target bit-rate). The resulting codestream consists of 12 packets. 
During rate allocation, the encoder collects rate-distortion information. Note that quality metrics in the ESD marker 
segment are expressed in linear units and not in dB (the value in dB being 10 times the base-10 logarithm of the linear 
value, which is defined in this annex). Let us assume, for example, that decoding at 0.25 bpp would yield PSNR = 2355 
(33.72 dB), whereas decoding at 0.5 bpp would yield PSNR = 5152 (37.12 dB). In terms of JPEG 2000 Part 1 packets, 
the data provided by the rate allocator are reported in Table D.1. In this table, the column "PSNR" reports the PSNR 
achieved by decoding the image up to a certain packet; the column "∆-PSNR" contains an estimate of the relative 
contribution of each packet, computed as ratio between the PSNR obtained by decoding up to the current and up to the 
previous packet (this ratio is equivalent to a difference between the values expressed in dB). A relative error sensitivity 
can be simply defined by labelling with S=0xFE the packet with higher PSNR contribution, and then with decreasing 
values of S packets with decreasing ∆-PSNR, up to the first layer at 0.25 bpp. For all packets in the second layer the 
sensitivity is the same and is equal to S=0xF8. 
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Table D.1 – Error sensitivity computation 

Packet 
number Rate (bpp) PSNR (linear) PSNR (dB) ∆-PSNR S 

1 0.024 28.1 14.48 28.1 0xFE 
2 0.04 154.2 21.88 5.50 0xFD 
3 0.077 304.8 24.84 1.98 0xFA 
4 0.142 851.1 29.30 2.79 0xFC 
5 0.227 2037.0 33.09 2.39 0xFB 
6 0.253 2355.0 33.72 1.16 0xF9 
7 0.254 2471.7 33.93 1.05 0xF8 
8 0.257 2483.1 33.95 1.00 0xF8 
9 0.269 2546.8 34.06 1.03 0xF8 
10 0.312 2844.5 34.54 1.12 0xF8 
11 0.397 3572.7 35.53 1.26 0xF8 
12 0.5 5152.3 37.12 1.44 0xF8 

To conclude, we write an ESD marker segment using relative error-sensitivity (one byte per value) as computed above 
for this example codestream, and packet-mode as indexing mode for the codestream; the metric is specified for the 
single image component. The resulting hexadecimal representation of the ESD marker segment is the following 
(parameters are separated by "|", and records by blanks): 

FF68 | 0010 | 01 | 00 | FE FD FA FC FB F9 F8 F8 F8 F8 F8 F8 

D.5.2 Example 2 – Absolute sensitivity with byte-range mode 

In this second example we use the byte-range mode (two bytes per start and end byte) and absolute sensitivity in the 
two-byte format. In particular, "PSNR increase" is selected as error metric. From the previous example we recall that, at 
rates 0.25 and 0.5 bpp, the PSNR equals 2355 and 5152 respectively (notice that the 0.25 and 0.5 rates refer to the 
codestream not including the ESD marker segment). Moreover, codestream parsing reveals that the first 554 bytes 
contain the main and tile-part headers. It is then decided to describe three data units, namely the headers, the first, and 
the second half of the codestream. In particular, the data units are from byte 1 to byte 554 with S=0, from byte 555 to 
byte 8224 with S=2355, and from byte 8225 to byte 16288 with S=2797 (=5152-2355). The sensitivity values are 
specified as average values among all components; since there is only one component, this is equivalent to saying that 
these values refer to component 1. The resulting marker segment, using the pseudo floating-point notation for S, is as 
follows: 

FF68 | 0016 | 00 | 65 | 0001 022A 0000 022B 2020 D133 2021 3FA0 D2ED 
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Annex E 
 

Residual errors descriptor 
(This annex forms an integral part of this Recommendation | International Standard) 

E.1 Introduction 

The RED marker segment signals the presence of residual errors that may still affect the codestream after a JPWL 
decoder processing. This information on the presence and type (erasure or flipping) of errors may be exploited by a 
"JPWL aware" JPEG 2000 decoder to improve the decoding capabilities or to apply some techniques as: 

• Selective retransmissions; 
• Error concealment; 
• Discard of the corrupted information if not visually relevant. 

E.2 Signalling of residual errors  

The RED marker segment can be operated in three different modes, namely byte-range mode, packet mode and 
packet-range mode. 

Byte-range mode:  
• In byte-range mode, each data unit is described by explicitly specifying its start and end byte in the 

codestream; the residual error value refers to that specific byte range. Start and end bytes are specified as 
two or four unsigned integers; this allows to deal with "normal" and "long" codestreams. Byte numbering 
in the codestream starts from zero. If the RED is located in the main header, byte numbering refers to the 
start of the codestream (including the SOC marker segment). If the RED is located in a tile-part header, 
byte numbering refers to the start of that tile-part (including the SOT marker segment). When adopting a 
Reed Solomon decoder the typical length of each data block is the one of the selected Reed Solomon 
codeword. 

• The following two bytes contain the number (if available) of errors in the data block (0x0000 – 0xFFFE) 
or a generic indication of presence of errors (0xFFFF) in case the exact number of errors is not available.  

Packet mode:  
• In packet mode, the data units are packets as defined in JPEG 2000 Part 1. A residual error value is 

specified for each and every packet in the codestream or tile-part, according to whether the RED is 
contained in the main header or in a tile-part header. The following two bytes contain:  
– the number (if available) of errors in the data block (0x0000 – 0xFFFD); 
– the indication of a packet erasure (0xFFFE); 
– a generic indication of presence of errors (0xFFFF) in case the exact number of errors is not 

available. 

Packet-range mode:  
• In packet-range mode, a range of JPEG 2000 packets, defined by a start and an end packet, identifies a 

data unit for which a residual error value is provided. Start and end packets are specified as two or four 
bytes unsigned integers.  

• The following two bytes contain the number (if available) of errors in the data block (0x0000 – 0xFFFE) 
or a generic indication of presence of errors (0xFFFF) in case the exact number of errors is not available.  



ISO/IEC 15444-11:2006 (E) 

30 ITU-T Rec. T.810 (05/2006) 

E.3 Examples 

In the following subclauses we provide two examples of possible usage of the RED marker segment. The first example 
refers to a packet-mode with sparse errors; the second one refers to erasures in packet mode configuration. 

E.3.1 Example 1 – Residual Error Descriptor with packet mode and sparse errors 

Let us consider the transmission of a grayscale image at 0.5 bits per pixel (bpp) in non-reversible mode. A JPEG 2000 
Part 1 compliant encoder is employed to generate a codestream suitable for transmission over a wireless channel; JPWL 
is employed to add error sensitivity information to that codestream, and specifically an ESD marker segment, so as to 
optimize the decoder performance. A JPEG 2000 Part 1 encoder can use arithmetic encoder termination, along with 
SOP and EPH markers, as error-resilience tools. A PPM marker segment is used to pack all the packet headers in the 
main header, so that all header information is grouped at the beginning of the codestream, and can be protected more 
easily. 

Let us consider that EPB is used to protect both headers and data, adopting Reed Solomon codes, eventually adopting a 
UEP scheme taking into account ESD information. When working in packet mode, it may be convenient to set 
EPB length equal to packet length. This simplifies resynchronization in case of entire packet loss.  

At receiver side after JPWL decoder it may happen that one or more of the less protected packets still contain errors as 
they exceed error-protection capabilities of the selected Reed Solomon code inside an EPB. 

If not created by the encoder, the JPWL decoder will optionally create the RED marker to signal the residual errors. 
Assuming, as an example, that packets 7 and 8 still contain errors, the resulting representation of the RED marker 
segment is the following (parameters are separated by "|", and records by blanks): 

FF69h | 001Ch | 00010X01b | 00h 00h 00h  00h 00h 00h FFh FFh 00h 00h 00h 00h 

RED | Lred | Pred | RED data 

E.3.2 Example 2 – Residual Error Descriptor with packet mode and packet loss 

Let us consider the same scenario of example 1, i.e., the same image and the same protection scheme. In this case, a 
packet loss model is adopted for error generation as for example in UDP connections. Let us assume that, in this case, 
an UDP packet containing JPEG 2000 packets 7 and 8 is completely lost.  

If the RED marker segment does not already exist, the JPWL decoder will optionally create the RED marker to signal 
this situation; the resulting representation of the RED marker segment is the following (parameters are separated by "|", 
and records by blanks): 

FF69h | 001Ch | 00010X01b | 00h 00h 00h  00h 00h 00h FEh FEh 00h 00h 00h 00h  

RED | Lred | Pred | RED data 

It should be noted that when erasures occur, the decoder has to update the length parameters appearing in marker 
segments, or fill the gaps with padding dummy data. 
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Annex F 
 

Guidelines for encoding JPEG 2000 codestreams in the context of error-prone environments 
(This annex forms an integral part of this Recommendation | International Standard) 

F.1 Introduction 

This annex is informative only and provides some guidelines as to the use of JPEG 2000 Part 1 and JPWL tools in 
error-prone environments. JPEG 2000 Part 1 defines a set of error-resilience tools that can be used to encode an image 
in an error-prone environment. These tools are categorized as in Table F.1. JPWL defines a set of additional 
error-protection tools that are able to enhance the codestream resilience towards transmission errors and to help the 
decoder manage residual errors.  

F.2 JPEG 2000 Part 1 error-resilience tools 

Table F.1 – JPEG 2000 Part 1 error-resilience tools 

Type of tool Name 

Entropy coding level code-blocks 
termination of the arithmetic coder for each pass 

predictable termination 
segmentation symbols 

Packet level short packet format (packed packet headers) 
packet with resynchronization marker (SOP) 

precincts 

Since channel errors (or packet losses) can exhibit different patterns, in general it is not possible to know in advance 
which combination of error-resilience tools will yield the best results. However, an extensive study has been carried out 
in the context of error-prone channels, considering a few realistic application scenarios such as 3GPP networks, Digital 
Radio Mondiale (DRM), and IEEE 802.11 wireless LANs. From these studies, a few general guidelines can be inferred. 

As to the error-resilience tools defined in JPEG 2000 Part 1, the following remarks are in order. 

In general, one may want to assign a high level of protection to the main and tile-part header as these headers are 
necessary in order to correctly perform decoding. In the error-prone case, the packet headers are also very useful as they 
allow the decoder to skip corrupted coding passes and to resynchronize and continue decoding. It is very easy to protect 
the packet headers along with the main and/or tile-part headers if the packed packet headers option is used. 

Termination of the arithmetic coder allows the detection of transmission errors. If the contexts are reset after each 
coding pass, the decoder can detect an error, discard the coding passes affected by errors, and continue decoding. This 
strongly limits the scope of transmission errors and does not excessively increase coding efficiency. Since the coding 
pass is the basic data unit that can be discarded, in an error-prone environment coding passes should be "as small as 
possible" without limiting coding efficiency. This implies that using smaller code-blocks with respect to the error-free 
case will generally yield improved performance. 

F.3 JPEG 2000 encoder implementation guidelines 

In this clause we present some guidelines for an implementation of a JPWL compliant encoder. The description of the 
process is graphically shown in Figure F.1. In particular, the basic actions to follow are: 

• JPWL parameters acquisition; 
• JPEG 2000 part 1 coding; 
• Introduction of the desired JPWL markers. In particular: 

– EPC Marker 
• Write marker (0xFF68), store the position and jump 8 bytes; 
• Read JPWL parameters and write Pepc; 
• If EPB is used, write Pepbs; 
• Jump back after the marker; 
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• Compute the marker segment length and the codestream length; 
• Compute and write CRC 16-CCITT; 

– EPB Section 
• Write marker (0xFF66); 
• Determine EPB type and protection parameters for the first part of EPB data; 
• Write LDPepb, Depb, Pepb; 
• Compute marker segment length; 
• Store the first part of data to protect and compute RS(n1,k1); 
• If CRC is requested, compute it on data stored in a buffer; 
• If a RS(n2,k2) is requested, compute it on data stored in a buffer; 

– ESD Section 
• Write marker (0xFF67) and the Cesd and Pesd parameters; 
• Compute ∆-MSE, PSNR, and ∆-PSNR from the distortion value of every packet; 
• Determine the metric to use; 
• Determine data representation mode (packet, byte-range, or packet-range mode); 
• Compute error sensitivity values in the chosen metric and data representation mode; 
• Compute marker segment length. 

• Update pointing structures (Psot field, ESD data in byte-range mode, etc.). 

 

Figure F.1 – JPWL encoding procedure guidelines 
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Annex G 
 

Recommended decoder error handling behaviour 
(This annex forms an integral part of this Recommendation | International Standard) 

G.1 Introduction 

If JPEG 2000 Part 1 error-resilience tools are present in a codestream, the decoder has to use them properly. This annex 
is informative and is intended to define a recommended behaviour for JPEG 2000 Part 1 decoders as well as JPWL 
decoders, in the presence of errors. 

G.2 JPEG 2000 Part 1 decoder recommended behaviour 

G.2.1 ISO/IEC 15444-1 Codestream truncation 

In cases where the end of the codestream is unavailable due to transmission errors or losses, the decoder is required to 
decode as much information as it can, as specified in A.4.4/JPEG 2000 Part 1. 

Similarly, if a packet is lost within the middle of the codestream, the information in the following packets may not be 
usable. Nonetheless, the decoder should decode the codestream at least up to the lost packet. Actually, all the code-
blocks which have already been included in a previous packet may be de-synchronized. Therefore, no further 
information should be added to these code-blocks. Data from code-blocks that have not already been included in a 
previous packet may be recovered properly if the corresponding tag trees are correctly detected. 

G.2.2 ISO/IEC 15444-1 Codestream segmentation 

Codestream is segmented into main header, tile-part header, packet headers and entropy coded data. 

There is no specific tool in JPEG 2000 Part 1 either to detect or correct errors in the main header. A standard 
JPEG 2000 Part 1 decoder will eventually crash in presence of errors in the main header. No specific behaviour can be 
defined. A reader interested in main header protection should refer to JPEG 2000 Part 11. 

There is no specific tool in JPEG 2000 Part 1 to protect the tile-part headers. However, if it can be stated that a given 
tile-part header is erroneous (for example, SOD not detected properly due to an inconsistency in the header), the 
decoder may jump to the next tile-part header by scanning the codestream for SOT marker.  

There is no specific tool in JPEG 2000 Part 1 to protect the content of packet headers. However, there are tools 
dedicated to the prevention of codestream de-synchronization. If SOP and EPH, and/or PLM/PLT markers are present, 
the decoder may check the consistency with the decoding process. During the decoding of a packet header, if the EPH 
marker is not detected at the expected location or if the length of the packet found while decoding the packet header is 
not consistent with the length indicated by PLM/PLT markers, then the packet may be considered as erroneous and 
dropped. The SOP marker and/or PLM/PLT markers are then used to re-synchronize on the next packet. In any case, the 
decoder should decode as much information as possible.  

G.2.3 Use of ISO/IEC 15444-1 entropy coding options 

Once the codestream has been properly segmented, a certain number of options allows for better entropy coded data 
error resilience. 

More particularly, the predictable termination associated with the termination on each coding pass and the segmentation 
symbols can be used to detect and to locate errors. 

In case of the detection of an error by the predictable termination mechanism, the decoder should: 
• If the termination on each coding pass and the segmentation symbols are not used, drop the whole block. 
• If the termination on each coding pass is used, decode up to the last correctly decoded termination, i.e., 

up to the pass before the one for which the error was detected. 
• If the segmentation symbols are used, decode up to the last correctly decoded segmentation symbol, i.e., 

skip the last bit-plane of the block. 
• If both termination on each coding pass and segmentation symbols are used, decode up to the last 

correctly decoded termination. 
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In case of the detection of an error by the segmentation symbols mechanism, the decoder should: 
• If the predictable termination and the termination on each coding pass are not used, or if only predictable 

termination or termination on each coding pass is used, decode up to the last correctly decoded 
segmentation symbol, i.e., up to the bit-plane before the one for which the error was detected. 

• If both predictable termination and termination on each coding pass are used, decode up to the last 
correctly decoded termination, i.e., up to the pass before the one for which the error was detected. 

At the encoder side, it is obviously recommended to combine the predictable termination and termination on each 
coding pass option. As specified in JPEG 2000 Part 1, the segmentation symbols and predictable 
termination/termination on each coding pass options can be used separately or combined together. 

Other error-resilience options (Context reset and bypass) are intended to limit entropy decoder desynchronization in 
case of errors. No specific behaviour is defined in this annex. 

G.3 JPWL decoder implementation guidelines 

In this clause some guidelines for an implementation of a JPWL-compliant decoder are presented. The description of 
the process is graphically shown in Figure G.1. In particular, the basic actions to follow are: 

• Synchronization with the marker segment EPC; 
• Read EPC: 

– Read Lepc, Pcrc, CL; 
– Read Pepc and flag usage of JPWL tools; 
– Store ID structures and create an array with Pepb fields, useful for EPB decoding; 
– Check CRC and flag presence of errors to the calling function; 

• Read EPB: 
– EPB parameters correction (RS decoding); 
– Read Lepb, Depb, LDPepb, Pepb and check it against the Pepb stored in EPC; 
– Determine packed/unpacked mode: 

• Correct following data with RS decoding; 
• Flag erroneous data with CRC decoding; 
• Store residual error locations; 

• Write RED: 
– Go to end of main header and store codestream until EOC; 
– Write RED parameters and RED data: 

• Copy structure generated while decoding EPBs; 
• Correct locations with offset originated by adding RED in the codestream; 

– Write the rest of the codestream; 
• Read ESD: 

– Go to SOC and start codestream parsing; 
– For each ESD marker encountered: 

• If byte-range mode, then correct sensitivity level locations with Lred; 
• Read ESD parameters and ESD data; 

– Optionally, create an "esdmap" file. 
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Figure G.1 – JPWL decoding procedure guidelines 
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Annex H 
 

Error-resilient entropy coding 
(This annex forms an integral part of this Recommendation | International Standard) 

In this annex, a JPEG 2000 Part 11 error-resilient tool at entropy coding level is described. Note that all the techniques 
here described use the terminology and the assumptions introduced in Annex C/JPEG 2000 Part 1 on Arithmetic 
Entropy coding. This annex is informative only. 

H.1 Introduction 

Entropy coding, and specifically arithmetic codes, are particularly sensitive to bit errors. Indeed, due to the memory 
inherent to the technique, a single flipped bit may cause de-synchronization of the decoder. Hence, all the remaining 
symbols can be erroneous. Moreover, in the JPEG 2000 Part 1 Entropy coding case, erroneous symbols can cause 
unpredictable behaviour in the coding passes e.g., erroneous context generation and coefficient modelling, thus deeply 
impairing the decoded image quality. Therefore, even raw encoded data using the JPEG 2000 Part 1 bypass entropy 
coding option is concerned by error propagation. 

In JPEG 2000 Part 1, some error-resilience tools have been designed in order to cope with the intrinsic entropy coder 
error sensitivity. These techniques are based on encoder termination, segmentation and resynchronization markers 
which allow the JPEG 2000 decoder to implement error-detection strategies; as a consequence, the standard decoder has 
the ability to skip the erroneous sections of the bitstream so as to avoid the propagation of bit errors at the image level. 
This approach can be viewed as a concealment technique, that is generally able to cope with transmission channel with 
moderate bit error rates. In the presence of very harsh transmission conditions, such as in the wireless environment, the 
employment of powerful error-correction techniques turns out to be essential. 

In this annex, a modified arithmetic entropy coder is defined with extended features, namely, the soft resynchronization 
markers and the forbidden symbol [9][10], that allow the implementation of error-correcting strategies at the code-block 
level, thus greatly improving the received image quality with respect to the standard concealment approach. 

H.2 Syntax 

EPC (Error Protection Capability marker) is used for the specification of the coding parameters as specified in 
Table A.1. An ID=2 is allocated to the error-resilient arithmetic coding technique.   

The associated PID in the EPC marker field is composed of a variable number of 16 bits words that represent the entropy 
coding parameters associated with each code-block (see Table A.2). The code-block order is as specified in 
Annex B/JPEG 2000 Part 1. The first byte in PID is the Forbidden Symbol Parameter (FSP), whereas the second one is 
the Soft Synchronization Parameter (SSP). It is not required to specify the PID parameter for all code-blocks. The last 
(FSP, SSP) pair applies to all the remaining code-blocks. As an example, a single pair specifies the parameters for all 
the codestream.  

Table H.1 – EPC marker segment fields for error-resilient entropy coding 

EPC marker field Size in bits Contents 

ID 16 0000 0000 0000 0010 
LID 16 Length of the following PID parameter 
PID Variable A concatenation of parameters pairs (FSP, SSP) 

Table H.2 – PID parameters for error-resilient entropy coding 

Error-resilient 
arithmetic coding 

parameters 
Size in bits Contents 

FSP 8 0000 0000 – 1111 1010 
SSP 8 xxxx xabc 
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H.3 Binary encoding with forbidden symbol 

Binary Encoding with Forbidden Symbol is based on the Arithmetic entropy coding with forbidden symbols (MQF), 
which stems from the standard JPEG 2000 Part 1 entropy coder.  

H.3.1 MQF probability interval subdivision 

The probability interval is subdivided into three zones as shown in Table H.3. The first interval corresponds to the 
forbidden symbol (FS), which is never encoded and serves as an error-detection tool. The FS probability is Qf, and it is 
represented on a 16-bit word, adopting the same convention used for LPS probability Qe in Annex C/JPEG 2000 Part 1. 
The value of the FS probability is available from the FSP parameter in the EPC marker segment. In order to convert the 
FSP (8 bits) parameter to Qf (16 bits), the FSP is multiplied by 0x56. In order to evaluate the corresponding decimal 
probability value, Qf must be divided by (4/3)*0×8000, as specified in Annex C/JPEG 2000 Part 1. The admissible 
FSP range is between 0x00 and 0xFA, being FSP=0x00 the default value that guarantees backward compatibility with 
MQ. Some conversion examples are reported in Table H.3. 

Table H.3 – FSP conversion examples 

FSP Qf FS decimal probability 

0x00 0x0000 0.000000 
0x01 0x0056 0.001968 
0x22 0x0B6C 0.066925 
0xFA 0x53FC 0.492096 

The following encoding intervals are defined:  

a) forbidden sub-interval ff QAQ ⋅≈ ; 

b) LPS sub-interval ee QAQ ⋅≈ ; 

c) MPS sub-interval )( fefe QQAAQQA +⋅−≈−− . 

In order to use the FS, the standard LPS probability values Qe (defined in Table C.2/JPEG 2000 Part 1) must be updated 
according to the following rule which corresponds to the multiplication of the decimal probability values by 
(1 – FS probability). 

Qe = Qe – ( ) 80000*3
4

*

x

QQ fe  = Qe – (Qe * Qf *3)>>17 

Note that the evaluation of the previous expression requires the multiplication of the 16 bit variables Qe, 
Qf with 

sufficient bit precision. The Qf value can be defined/overridden at component, tile and layer level and, consequently, the 
LPS probabilities table must be kept synchronized.  

The coding redundancy introduced by the FS is ( ) ⎟⎟
⎟

⎠

⎞

⎜⎜
⎜

⎝

⎛
−−=

80000*3
4

1log2
x

Q
R f

f  bit per input symbol. Finally, it is 

worth pointing out that MQF is fully compliant with MQ in the case Qf =0x0000.  

 

Figure H.1 – MQF probability intervals 
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H.3.2 Symbol encoding 

The presence of the FS implies a slight modification of the JPEG 2000 Part 1 arithmetic encoding steps. In particular, 
the CODELPS and CODEMPS procedures must be modified as shown in Figure H.2. The grey boxes represent add-on 
to JPEG 2000 Part 1 arithmetic encoding procedures, the dashed box represents the point where the JPEG 2000 Part 1 
procedure must be used. At each symbol encoding Qf must be subtracted from the A register, in order to obtain the MPS 
interval amplitude, and added to the C register, in order to skip the FS interval. The two gray boxes in the figure 
substitute the one box labelled [A=A–Qe(I(CX))] in Figure C.6/T.800. The dashed box indicates that the procedure then 
continues from the solid box following [A=A–Qe(I(CX))] in Figure C.6/T.800. 

 

Figure H.2 – MQF coder: CODELPS (MPS) procedures 

H.4 Error-resilience segmentation symbols 

The error-detection and synchronization markers addition is defined as follows: 
• SEGMARK: original markers addition scheme: 1010 at the end of each bit-plane, i.e., at the end of each 

cleanup pass, arithmetically encoded with uniform probability. 
• SEGMARKPASS: addition of 1010 at the end of the significance propagation and magnitude refinement 

passes, arithmetically encoded with uniform probability. 
• SEGMARKSTRIPE n: addition of a marker at the end of each stripe, arithmetically encoded with 

uniform probability. If n is 1, the marker is 10, else if n is 2, the marker is 1010. Other values of n are not 
necessary. 

The presence of SEGMARKPASS and SEGMARKSTRIPE synchronization symbols is indicated through the 
SSP marker of Table H.4. The c bit is set to one to indicate the use of the SEGMARKPASS option. Its default value is 
0. The SEGMARKSTRIPE 2 option is indicated by setting a and b bits to 1. If only one of those two bits is set to one, 
the SEGMARKSTRIPE 1 option is used. The default value of these two bits is 00. The other bits of the SSP marker are 
reserved. Examples of SSP values are provided in Table H.4. 

Table H.4 – SSP example values 

SSP value option 

0000 0001 SEGMARKPASS 
0000 0010 SEGMARKSTRIPE 1 
0000 0110 SEGMARKSTRIPE 2 
0000 0111 SEGMARKPASS + SEGMARKSTRIPE 2 
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H.5 Error detection 

H.5.1 Decoding in presence of errors 

The resilience tools described in this annex can be employed along with those adopted in JPEG 2000 Part 1 to provide 
the decoder with error-detection capabilities. The error-detection allows one to properly truncate the decoding of 
erroneous coding passes for a given code-block, thus preventing error propagation at the transformed coefficients level 
(see J.7/JPEG 2000 Part 1). In the following, the error-detection strategies based on MQF and error-resilience 
segmentation symbols are described. 

H.5.2 MQF error detection 

MQF decoding requires that the standard JPEG 2000 Part 1 DECODE procedure is modified as shown in Figure H.3. 
The modified MQF interval evaluation A = A – Qe – Qf must be used. FS decoding allows for error detection. In fact, if 
the received code string happens to fall into the forbidden interval Chigh < Qf , transmission errors are detected and 
concealment or correction strategies can be adopted. On the contrary, if no FS detection takes place, the C register is 
moved to the base of the LPS interval Chigh = Chigh = Qf , and standard MQ decoding can be used. 

 

Figure H.3 – MQF decode procedure 

H.5.3 Segmentation symbols error detection 

The correct decoding of the segmentation symbol confirms the correctness of the decoding up to this point in the 
codestream. If the segmentation symbol is not decoded correctly, then bit errors occur and proper countermeasures can 
be adopted. 
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H.6 Error correction 

The MQF and error resilience segmentation symbols allow to implement a JPWL decoder able to correct bit error at 
bitstream level. 

H.6.1 Bit-clock decoding 

The MQ decoder is described in Figure H.4. The compressed data CD and a context CX are input to the decoder to 
allow the output of a binary decision D. More precisely, in order to output the ith binary decision d[i] in the code-block, 
it is necessary to input the associated context CX[i] and a certain number of bits CD[ni–1+1;ni] from the compressed 
data, where i is a generic index representing the scanning order of symbols into the code-block and ni is the total 
number of bits that have been read when the decision d[i] has been decoded. The index i is referred to as the symbol 
clock and the decoder is said to be symbol clock driven. 

 

Figure H.4 – Symbol clock-based JPEG 2000 Part 1 arithmetic decoder 

For the purpose of error correction, it is convenient to switch to a bit clock-driven decoder. This change affects only the 
interface and not the decoder properties. The bit clock-based arithmetic decoder module accepts as input a single bit 
CD[n], where n represents the position in the bitstream and a variable number of contexts CX correspond to a variable 
number of output binary decisions D. This new representation is shown in Figure H.5, where in is the total number of 
decisions that have been decoded when n bits have been read from the compressed data. 

 

Figure H.5 – Bit clock-based JPEG 2000 Part 1 arithmetic decoder 
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In order to implement such a decoder, the functions DECODE, RENORMD and INITDEC, shown respectively in 
Figures C.15, C.18 and C.20 of JPEG 2000 Part 1 are modified, as described in Figures H.6, H.7 and H.8. 

 
Figure H.6 – Bit clock-based DECODE procedure 
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Figure H.7 – Bit clock-based RENORMD procedure 

 

Figure H.8 – Bit clock INITDEC procedure 

Actually, all the possible symbols which can be identified, given the input bit CD[n], are decoded. This approach allows 
sequential decoding to be performed on a bit-clock basis. It can be modelled as a state transition automaton described in 
Figure H.9. A state σ[n] may contain all necessary internal state information, for example, arithmetic decoder states. 
The transition between state σ[n-1] and σ[n] is triggered by the bit CD[n]. A variable number of output binary decisions 
D is associated to this transition. 
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Figure H.9 – State transition automaton representation of the decoding process 

H.6.2 Bitstream error correction 

When the encoded bitstream CD, output by the arithmetic coder, is transmitted across a noisy channel, the JPWL 
decoder observes a corrupted version of the bitstream CD. The error-detection tools previously described are used to 
identify the presence of bit errors. In such a case, JPWL decoder attempts error-correction by means of bit-clock 
decoding and sequential search techniques. At each bit depth n in the decoding automaton, shown in Figure H.9, a set of 
possible candidate bitstreams CDk is considered. Some memory space addressed by k is used to store the set of 
candidate bitstreams. Each bitstream candidate CDk with its corresponding decoded decisions Dk, is ranked according to 
a proper metric Mk(n), which allows the selection of the most probable candidate bitstream CD, corresponding to the 
correct decisions D. 

H.6.3 Metrics 

H.6.3.1 MAP metric 

The maximum a posteriori (MAP) probability for the bitstream CDk with bit depth n is defined as: 

P (Dk [1; in] | CD [1; n]) ∞ P (Dk [1; in]) ⋅ P (CD [1; n] | CDk [1; n]) 

The JPWL decoder uses the following MAP metric: 

Mk(n) = log [P(Dk[1; in]) ⋅ P(CD [1; n] | CDk [1; n])] 

In the presence of a memoryless channel, and assuming an order-1 Markov model for the decision bits, the metric Mk (n) 
can be computed according to the state transition automaton as follows: 
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The term P (Dk [i] | Dk [1; i – 1]) represents the a priori probability of the decision bits and it is estimated by means of 
the binary contextual model of the Coefficient bit modelling, which approximates the LPS probability with the Qe 
values, defined by the arithmetic coder. The log of the source model probabilities can be pre-computed and stored in a 
table in order to speed up the metric evaluation. The term P(CD[n] | CDk[n]) represents the channel transition 
probability. Clearly, the defined metric requires the definition of a channel model whose state must be available at the 
receiver; nevertheless, when this information is not available, the simplified metrics described in H.6.3.2 and H.6.3.3, 
can be used. 

H.6.3.2 Hamming distance 

The Hamming metric is defined as the Hamming distance between the received CD and the candidate CDk bitstreams. 
The Hamming additive metric is defined as Mk (n) = Mk (n – 1) – CD [n] ⊕ CDk [n], where ⊕ represents modulo 
2 summation. 

This simple distance metric can be employed when the bitstream is transmitted across a binary input/binary output 
channel, and no feedback information (channel model, bit error rates, etc.) is available at the decoder. 
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H.6.3.3 Euclidean distance 

The Euclidean metric can be used when the bitstream is transmitted across a channel with binary input and real output. 
In this case, the additive metric is Mk (n) = Mk (n – 1) – | CDS [n] – soft (CDk [n]) |, where CDS [n] is the received soft 
value corresponding to bit CD [n], and soft (CDk [n]) is the transmitted soft value corresponding to bit CDk [n]. 

H.6.4 Sequential search example 

In this clause an example of sequential search approach is described. The sequential search is based on the decoding 
tree shown in Figure H.10. Each node in the tree represents a bitstream candidate CDk, decoded up to the bit depth n. 
For each depth, a maximum number of candidates MEM are stored for future recursions. At each iteration, all the stored 
candidates are extended one bit forward. In case of error detection, the candidate is pruned (see CD3 at bit depth n=2 in 
Figure H.10). On the contrary, as long as the candidate bitstreams appear as correct, the decoding metrics Mk(n) are 
updated and only the best MEM candidates are stored for the next iteration. When the maximum bit depth for the 
current bitstream is reached, the best candidate in terms of the decoding metric is considered as the most likely 
bitstream CD. 

 

Figure H.10 – Sequential search example 



ISO/IEC 15444-11:2006 (E) 

  ITU-T Rec. T.810 (05/2006) 45 

Annex I 
 

Unequal error protection 
(This annex forms an integral part of this Recommendation | International Standard) 

I.1 Introduction 

The objective of this informative annex is to explain how, using the normative tools of JPWL, it is possible to apply 
Unequal Error Protection (UEP) on a JPEG 2000 codestream. This UEP can take advantage of the Error Sensitivity 
Descriptor information for selecting the most appropriate technique for protecting the different parts of a JPEG 2000 
codestream. UEP can be applied in different ways: inside the codestream, thanks to the flexible structure of the Error 
Protection Block, or it can be done by separating the JPEG 2000 codestream in different parts, each of them being 
protected differently, and sent to different error-prone environments. 

I.2 Use of error-sensitivity descriptor as input information to unequal error-protection systems 

The Error Sensitivity Descriptor allows the selection of the most appropriate technique for protecting each part of the 
JPEG 2000 codestream by signalling the error-sensitivity of the respective parts. The most important parts of the 
codestream are then protected with a larger redundancy than the less important parts of the codestream. This 
error-protection can be applied by a process outside the scope of this Recommendation | International Standard, or using 
the Error-Protection Block as defined in clause I.3.  

I.3 Use of Error Protection Block (EPB) for unequal error protection 

The LDPepb parameter of the EPB marker segment that may be present in a tile-part header, can address data which are 
outside the tile-part header boundary. This allows the inclusion of the JPEG 2000 bitstream in the error-protection data 
range, including or not the packet headers, depending on the use of the packed packet feature of JPEG 2000 Part 1. 

The Pepb parameter of each EPB marker segment can be used to describe which error-correction technique is used to 
protect the different parts of the bitstream. Each successive EPB marker segment can use a different Pepb configuration, 
be it either a selection of a code within the same error-correction code family, or the use of several techniques. As a 
matter of fact, each EPB marker segment may contain various redundant data that will allow for the different parts of 
the bitstream, to which they refer, to be protected against errors. In the example given in Figure I.1, EPB0 is protecting 
the tile-part header marker segments, and EPB1 to EPBn are protecting parts L1 to Ln of the bitstream. 

The predefined codes, as well as the default codes, can be used for this purpose. If other error-correction codes are used, 
they must be signalled in the EPC marker segment. 

 

Figure I.1 – Use of EPB for unequal error protection 
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Annex J 
 

Interoperability with ISO/IEC 15444 
(This annex forms an integral part of this Recommendation | International Standard) 

J.1 Interoperability with ISO/IEC 15444-1 

JPWL tools are fully backward compatible with JPEG 2000 Part 1 in the sense of backward compatible and backward 
compatible with extensions as defined in clause 3. This annex is informative only. 

J.2 Interoperability with ISO/IEC 15444-3 

All the JPWL tools, acting at the codestream level, can be used for enhancing the robustness of Motion JPEG 2000 in 
the presence of errors. A possible use of JPWL is to protect each of the individual codestreams. 

J.3 Interoperability with ISO/IEC 15444-8 (JPSEC) 

Secure JPEG 2000 or JPSEC (ISO/IEC 15444-8) extends the baseline JPEG 2000 specification to provide a 
standardized framework for secure imaging. This framework enables the efficient integration and use of the tools 
needed to secure digital images, such as content protection, data integrity check, authentication, and conditional access 
control. The framework is open and flexible, hence ensuring a straight path for future extensions. 

JPSEC enables the use of security tools supporting a number of security services, including: 
• confidentiality; 
• integrity verification; 
• source authentication; 
• conditional access; 
• secure scalable streaming and secure transcoding; 
• registered content identification. 

JPSEC defines two marker segments: SEC and INSEC. 

The SEC marker segment is present in the main header and is mandatory. It gives overall information about the security 
tools which have been applied to secure the image. More specifically, SEC indicates the JPSEC tools used to secure the 
image, along with some parameters referring to the technique used. Among other things, these parameters can indicate 
which parts of the codestream have been secured. 

The INSEC marker segment provides with an additional means of transmitting parameters for one of the security tools 
declared in SEC, in order to complement the information in the main header. It can be placed in the codestream data and 
is optional. It uses the fact that the arithmetic decoder in JPEG 2000 stops reading bytes when it encounters a 
termination marker (i.e., two bytes with a value greater than 0xFF8F). 

J.3.1 General relationship between JPWL and JPSEC 

The combination of JPWL and JPSEC is required whenever JPEG 2000 images need to be secured and transmitted over 
an error-prone wireless channel. 

At the transmitter side, JPWL error sensitivity is typically generated during JPEG 2000 encoding. JPSEC tools are then 
applied to the codestream in order to secure it. Finally JPWL encoding tools are used to make the codestream more 
robust to transmission errors.  

At the receiver side, JPWL decoding tools are first applied to correct possible transmission errors. During this step, 
JPWL may also generate residual errors information. Finally, JPSEC tools are applied in order to fulfil the selected 
security services. 
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Figure J.1 – Typical JPWL and JPSEC combination 

J.3.2 Specific issues on interoperability between JPWL and JPSEC 

A number of issues have to be considered for interoperability between JPWL and JPSEC, as detailed hereafter: 
1) JPWL Error-Protection Capability (EPC): the presence of this marker segment will affect byte ranges. 

Note that this marker segment is mandatory in a JPWL codestream. 
2) JPWL Error-Protection Block (EPB): this marker segment is typically added as the last step at the 

transmitter and removed as the first step at the receiver. In principle, it should not affect JPSEC. 
3) JPWL Error-Sensitivity Descriptor (ESD): this marker segment is typically added during JPEG 2000 part 

1 encoding, in which case it will be transparent to subsequent JPSEC operations. However, JPSEC could 
adversely affect the use of ESD in JPWL. In particular, JPSEC should not change byte ranges whenever 
ESD uses byte ranges. In addition, the JPSEC operations should not affect distortion values; otherwise 
the information carried by ESD becomes irrelevant. In the latter case, the JPSEC creator has the option to 
remove the ESD marker segment. 

4) JPWL Residual Error Descriptor (RED): this marker segment can be inserted after JPWL decoding. It 
may, therefore, affect JPSEC byte ranges. It may also impact JPSEC integrity authentication techniques. 
In case of a corrupted codestream, the RED information can be useful for a JPSEC consumer to 
appropriately handle it. 

5) JPSEC SEC: the presence of this marker segment will affect byte ranges. Note that this marker segment 
is mandatory in a JPSEC codestream. 

6) JPSEC INSEC: the presence of this marker segment will affect byte ranges. Note that this marker 
segment appears in the codestream data. 

In the case when there are no residual errors, the JPWL encoder and decoder should ideally be transparent. In other 
words, in this case, the streams at points 1 and 2 in Figure J.1 should be strictly identical. 

As a general recommendation, when used in combination with JPWL, it is preferable for JPSEC to use byte ranges 
beginning after the SOD marker in order to minimize problems with byte ranges. In addition, it is preferable to restrict 
the presence of JPWL marker segments to the main header and to avoid their presence in the tile-part headers. 
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Annex K 
 

Registration authority 
(This annex forms an integral part of this Recommendation | International Standard) 

K.1 General introduction 

The JPWL registration mechanism provides for the unambiguous identification of non-normative security tools that 
follow the JPWL standard and that can be further proposed or developed as non-normative JPWL tools. This 
registration is performed by a JPWL Registration Authority. It shall conform to JTC 1 Directives, Chapter 18. The 
registration of these new JPWL tools is controlled by the process defined in this annex. 

Applicants may submit technologies that they would like included in the JPWL reference list. Note that the JPWL tool 
use is specified with the JPWL EPC marker segment present in the codestream (see Annexes A and C). When an 
application finds an unknown JPWL ID, if possible, it can hook up to a JPWL RA and get the registered information 
about the tool. 

K.2 Criteria for eligibility of applicants for registration 

Eligible applicants shall be organizations acknowledged by their National bodies. 

K.3 Applications for registration 

Applications for registering new JPWL tools shall be published by a JPWL Registration Authority. This publication 
shall contain forms for Registration Application, Request for Update, Notification of Assignment or Update, and 
Rejection of Application. 

All forms shall include: 
• name of applicant organization;  
• address of applicant organization;  
• the name, title, postal/e-mail address, telephone/facsimile number of a contact person within the 

organization.  

Forms for Registration Application and Request for Update shall also include: 
• JPWL tool name (mandatory); 
• Type of JPWL tool; 
• Descriptive technical abstract (mandatory); 
• Descriptive overview of the tool (mandatory); 
• Operational example use case description (optional); 
• Parameters syntax specification, including possible values (optional); 
• Guidelines for optimum usage (optional); 
• IPR status, e.g., owner, right holder (optional); 
• IPR conditions for use (mandatory); 
• Restrictions of use, e.g., export conditions (optional); 
• Information for downloads of implementations (optional); 
• Additional comments, motivation, references... (optional); 
• Requirements for confidentiality of selected application entries (optional); 
• Requested length of time for tool registration (optional). 

The JPWL Registration Authority shall also provide tutorial material to assist applicants in preparing applications. 
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K.4 Review and response to applications  

This clause defines the process for the JPWL Registration Authority to review and respond to applications to ensure 
fairness. 

A technical review committee is set up to review the applications. This committee is composed of ISO/IEC 
JTC 1/SC 29/WG 1 members and JPWL Registration Authority members. The review committee examines applications 
at a WG 1 meeting not later than nine months after the application was submitted. 

The review committee accepts or rejects the application, based on the rejection criteria in K.4.1. 

If accepted, the new JPWL tool is allocated an identifier (ID) as specified in Annex C and considered as referenced. The 
review committee approves the JPWL tool description information. The ID shall then be used for signalling in the 
JPEG 2000 codestream using the EPC maker segment (see Annexes A and C). 

Once the application has been reviewed and accepted, the JPWL RA notifies the applicant of a positive or negative 
response to the registration request. The response to the applicant shall include a short explanation of the results of the 
technical review and shall be sent back to applicants no later than nine months after the date of application. 

A negative response may be appealed if the registrant believes that there was an error made in the rejection, or when 
further information is required to clarify issues or concerns.  If the registrant requires additional review beyond the 
Authority's process, he may submit his case for review by the broader WG 1 committee at the next appropriate WG 1 
group meeting. He may then be required to provide additional information at the request of the experts who, under the 
authority of WG 1, will provide a final, definitive response of acceptance or rejection.  In order to have a rejected 
application reviewed by WG 1, the registrants must re-submit the proposal through their National body, specifying why 
the submission requires consideration by WG 1. 

K.4.1 Rejection of applications 

The criteria for rejection of an application are the following: 
• The applicant is not eligible;  
• The proper fees are not paid (when relevant);  
• An approved, registered item already exists that contains the identical contents of the submission; 
• The information in the application is incomplete or incomprehensible;  
• The justification for inclusion in the register is not adequate. The candidate JPWL tool should 

demonstrate it provides a useful security service and give examples of use cases when relevant;  
• The Authority considers that there is not enough originality in the proposed tool which could easily be 

implemented with an existing, approved item; 
• The submission contains errors, or is not compliant with the normative parts of JPWL; 
• The technical description is not sufficient; 
• The confidentiality conditions are not appropriate. 

K.4.2 Assignment of identifiers and recording of object definitions 

The review process and above syntax ensure that the assigned ID is unique within the register and that the same ID is 
not assigned to another object. 

After the assignment has been made, the ID and associated information shall be included in the register and the JPWL 
Registration Authority shall inform the applicant of the assignment within nine months. 

The JPWL tool definition shall be recorded in the register at the time when the ID is assigned. 

Identifiers may be reused by a Registration Authority. For example, identifiers become available for re-use after their 
expiration or when they are given up voluntarily or reclaimed. ID owners may voluntarily give up their ID through a 
Request for Update. 

A JPWL Registration Authority may reclaim an identifier for technical reasons or for tool misuse. When this occurs, 
Identifier owners will be notified by a Notification of Update. 
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K.5 Maintenance 

For the purpose of maintenance of the register, a JPWL Registration Authority shall implement mechanisms for 
maintaining the integrity of the register, including adequate backup for retaining records. 

An ID owner may update the associated JPWL tool information through a Request for Update. A JPWL Registration 
Authority shall provide mechanisms for maintaining confidentiality of entries as granted in the application. 

K.6 Publication of the register 

Generally, the interests of the community of information technology users is best served if the register information is 
made public. In certain cases, however, there may be a need for confidentiality of some or all of the data pertinent to a 
particular registration, either permanently or for some portion of the registration process.  

A JPWL Registration Authority shall publish the registry information in a manner that is consistent with the 
confidentiality requirements of the JPWL tool. 

Where publication is required, electronic and printed paper versions are mandatory. If a JPWL Registration Authority is 
to provide publication, it shall keep accurate distribution records pertaining to its publications. 

K.6.1 Register information requirements 

The JPWL Registration Authority shall electronically publish the list of non-normative JPWL tools in its register, as 
well as the information associated with them, in a manner that is consistent with the confidentiality requirements of the 
JPWL tool. 

The following information shall be contained in the register for each JPWL tool: 
• the assigned ID;  
• name of initial applicant;  
• address of initial applicant;  
• date of original assignment;  
• date of last transfer of assignment, if allowed (updatable);  
• name of current owner (updatable);  
• address of current owner (updatable);  
• the name, title, postal/e-mail address, telephone/facsimile number of a contact person within the 

organization (updatable);  
• date of last update (updatable);  

It shall also contain the information provided by the applicant on its JPWL tool as specified in K.3 above. 
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Annex L 
 

Patent statement 
(This annex does not form an integral part of this Recommendation | International Standard) 

There is the possibility that, for some of the processes specified in this Recommendation | International Standard, 
conformance or compliance may require use of an invention covered by patent rights. By publication of this 
Recommendation | International Standard, no position is taken with respect to the validity of this claim or of any patent 
rights in connection therewith. Information regarding such patents can be obtained from the any organizations. The 
table summarizes the formal patent and intellectual property rights statements that have been received. 

Table L.1 – Received intellectual property rights statements 

Number Company 

1 Thales 
2 INRIA 
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