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Recommendation ITU-T X.1581 

Transport of real-time inter-network defence messages 

 

 

Summary 

Recommendation ITU-T X.1581 specifies a transport protocol for real-time inter-network defence 
(RID) based upon the passing of RID messages over hypertext transfer protocol/transport layer 
security (HTTP/TLS). This is achieved by listing the relevant clauses of IETF RFC 6546 and 
showing whether they are normative or informative. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 
operating and tariff questions and issuing Recommendations on them with a view to standardizing 
telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 
these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 
prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 
telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some 
other obligatory language such as "must" and the negative equivalents are used to express requirements. The 
use of such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may 
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validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others 
outside of the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 
protected by patents, which may be required to implement this Recommendation. However, implementers 
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the 
TSB patent database at http://www.itu.int/ITU-T/ipr/. 
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Introduction 

Recommendation ITU-T X.1500, Overview of cybersecurity information exchange, provides 
guidance for the exchange of cybersecurity information including that for incidents and indicators 
as provided through this Recommendation. The incident object description exchange format 
(IODEF) defines a common extensible markup language (XML) data model representation for 
computer security incident information exchange, and real-time inter-network defence (RID) 
provides a secure communication method for IODEF documents intended for the cooperative 
handling of security incidents between interested parties. This Recommendation specifies a 
transport protocol for RID based upon the exchange of RID messages over hypertext transfer 
protocol/transport layer security (HTTP/TLS). 

Clause 6 specifies a method for the transport of real-time inter-network defence (RID) messages. 
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Recommendation ITU-T X.1581 

Transport of real-time inter-network defence messages 

1 Scope 

This Recommendation specifies a transport protocol for the exchange of real-time inter-network 
defence (RID) messages over hypertext transfer protocol/transport layer security (HTTP/TLS). 

Implementations enabling the exchange of incident information must provide the capabilities to 
comply with all applicable national and regional laws, regulations and policies. 

Implementers and users of all ITU-T Recommendations, including this Recommendation and the 
underlying techniques, shall comply with all applicable national and regional laws, regulations and 
policies. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 
reference in this text, constitute provisions of this Recommendation. At the time of publication, the 
editions indicated were valid. All Recommendations and other references are subject to revision; 
users of this Recommendation are therefore encouraged to investigate the possibility of applying the 
most recent edition of the Recommendations and other references listed below. A list of the 
currently valid ITU-T Recommendations is regularly published. The reference to a document within 
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[IETF RFC 6546] IETF RFC 6546 (2012), Transport of Real-time Inter-network Defense (RID) 
Messages over HTTP/TLS. 
<https://datatracker.ietf.org/doc/rfc6546/>  

3 Definitions 

3.1 Terms defined elsewhere 

None. 

3.2 Terms defined in this Recommendation 

None. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

HTTP Hypertext Transfer Protocol 

IANA Internet Assigned Numbers Authority 

RID Real-time Inter-network Defence 

TLS Transport Layer Security 

XML eXtensible Markup Language 

https://datatracker.ietf.org/doc/rfc6546/
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5 Conventions 

The following terms are considered equivalent: 

• In ITU use of the word 'shall' and 'must' and their negatives are considered equivalent. 

• In ITU use of the word 'shall' is equivalent to the IETF use of the word 'MUST'. 

• In ITU use of the phrase 'shall not' is equivalent to the IETF use of the term 'MUST NOT'. 

NOTE – In the IETF use of the words 'shall' and 'must' (in lower case) are used for informative text. 

6 Transport of real-time inter-network defence 

This clause defines transport of real-time inter-network defence (RID) messaging as specified in 
[IETF RFC 6546]. This clause provides direct references to [IETF RFC 6546] through alignment of 
the clauses with the section numbers such that clause 6.x aligns with [IETF RFC 6546] section x 
with matching titles. 

6.1 Introduction 

[IETF RFC 6546] section 1 is informative. 

6.1.1 Changes from RFC 6046 

[IETF RFC 6546] section 1 is informative. 

6.2 Terminology 

[IETF RFC 6546] section 2 is normative. 

6.3 Transmission of RID messages over HTTP/TLS 

[IETF RFC 6546] section 3 is normative. 

6.4 Security considerations 

[IETF RFC 6546] section 4 is normative. 

6.5 IANA considerations 

[IETF RFC 6546] section 5 is normative. 

6.6 Acknowledgements 

[IETF RFC 6546] section 6 is informative. 

6.7 References 

6.7.1 Normative references 

[IETF RFC 6546] section 7.1 is informative. 

This Recommendation has identified [IETF RFC 6546] section 7.1 as being informative because the 
ITU-T did not develop a position on any of these references with respect to this Recommendation. 
However, it is recognized that the IETF has identified a set of normative references for 
[IETF RFC 6546]. 

6.7.2 Informative references 

[IETF RFC 6546] section 7.2 is informative. 
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