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ITU-T Recommendation X.1035 

Password-authenticated key exchange (PAK) protocol 
 

 

 

Summary 
ITU-T Recommendation X.1035 specifies a protocol, which ensures mutual authentication of both 
parties in the act of establishing a symmetric cryptographic key via Diffie-Hellman exchange. The 
use of Diffie-Hellman exchange ensures the perfect forward secrecy – a property of a key 
establishment protocol that guarantees that compromise of a session key or long-term private key 
after a given session does not cause the compromise of any earlier session. With the proposed 
authentication method, the exchange is protected from the man-in-the-middle attack. The 
authentication relies on a pre-shared secret (e.g., password), which is protected (i.e., remains 
unrevealed) to an eavesdropper preventing an off-line dictionary attack. Thus, the protocol can be 
used in a wide variety of applications where pre-shared secrets based on the possibly weak password 
exist. 

 

 

Source 
ITU-T Recommendation X.1035 was approved on 13 February 2007 by ITU-T Study Group 17 
(2005-2008) under the ITU-T Recommendation A.8 procedure. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 
telecommunications. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of 
ITU. ITU-T is responsible for studying technical, operating and tariff questions and issuing 
Recommendations on them with a view to standardizing telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 
these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 
prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 
telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 
mandatory provisions (to ensure e.g. interoperability or applicability) and compliance with the 
Recommendation is achieved when all of these mandatory provisions are met.  The words "shall" or some 
other obligatory language such as "must" and the negative equivalents are used to express requirements. The 
use of such words does not suggest that compliance with the Recommendation is required of any party. 
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Introduction 
The Diffie-Hellman key exchange, although it provides the perfect forward secrecy, is vulnerable to 
the man-in-the-middle attack, as is well known. There are several methods of mitigating such 
attacks; some of them rely on public key cryptography, while others rely on shared secrets 
(passwords). This Recommendation specifies a protocol of the latter kind. 

Specifically, with the proposed authentication method, the exchange is protected from the 
man-in-the-middle attack. The authentication relies on a potentially weak pre-shared secret, which 
is concealed (i.e., remains unrevealed) from an eavesdropper preventing an off-line dictionary 
attack. Thus, the protocol can be used in a wide variety of applications where pre-shared secrets 
(such as password-based ones) are employed. 

PAK advantages are listed below: 
– Provides strong key exchange with weak passwords; 
– Foils the man-in-the-middle attack; 
– Provides explicit mutual authentication; 
– Ensures perfect forward secrecy. 

Additional information on PAK is provided in the documents that are listed in the Bibliography. 
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ITU-T Recommendation X.1035 

Password-authenticated key exchange (PAK) protocol 

1 Scope 
This Recommendation provides description of the password-authenticated key exchange (PAK) 
protocol that meets the following requirements: 
– Provides mutual authentication based on a pre-shared password; 
– Provides protection against a man-in-the-middle and against offline dictionary attacks. 

This Recommendation also provides guidance on the selection of the parameters for Diffie-Hellman 
key exchange. 

2 References 
The following ITU-T Recommendations and other references contain provisions which, through 
reference in this text, constitute provisions of this Recommendation. At the time of publication, the 
editions indicated were valid. All Recommendations and other references are subject to revision; 
users of this Recommendation are therefore encouraged to investigate the possibility of applying the 
most recent edition of the Recommendations and other references listed below. A list of the 
currently valid ITU-T Recommendations is regularly published. The reference to a document within 
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[TIA 683-D] TIA Standard TIA-683-D (2006), Over-the-Air Service Provisioning of Mobile 
Stations in Spread Spectrum Systems. 

3 Definitions 
None. 

4 Abbreviations and acronyms 
This Recommendation uses the following abbreviations and acronyms: 
PAK Password-Authenticated Key Exchange 
PW Password 
SHA Secure Hash Algorithm 
WLAN Wireless Local Area Network  

5 Conventions 

The following conventions are used in this Recommendation: 
• a mod b denotes the least non-negative remainder when a is divided by b; 
• Hi(u) denotes an agreed-on hash function (e.g., based on SHA-1) computed over a string u, 

where i = 1, 2, 3, ... The various Hi() act as independent random functions. The use of 
different random functions in PAK protocol is recommended in order to strengthen the 
protocol's security. 

• s|t denotes concatenation of the strings s and t. 
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6 Protocol description 
Diffie-Hellman key agreement requires that both the sender and recipient of a message create their 
own secret random numbers and exchange the exponentiation of their respective numbers. By 
raising the exchanged value with its secret random number, both parties can compute the same 
shared secret Diffie-Hellman key. 

There are two communicating parties in PAK, A and B, which share a secret password PW. The 
global Diffie-Hellman publicly known constants, a prime p and a generator g are carefully selected 
so that 
1) a safe prime p is large enough to make the computation of discrete logarithm infeasible; 

and 
2) powers of g modulo p cover the entire range of p-1 integers from 1 to p-1. 

Initially, A selects a secret exponent RA and computes pg AR mod ; B selects a secret exponent RB 

and computes pg BR mod . For efficiency purposes, short exponents could be used for RA and RB 
provided they have a certain minimum size. In the following steps, all multiplication operations 
should be done mod p, so all values that are being exchanged between the communicating parties 
are not larger than p. Consequently, all division operations should also be done mod p. 

Then: 
1) A initiates the exchange by picking a random RA and sending the quantity 

)mod()||(1 pgPWBAHX AR⋅= to B; 

2) B, upon receiving that quantity, verifies that X is not a zero and then divides it by 
)||(1 PWBAH  to recover pg AR mod . Then B picks a random RB and computes 
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and Y. 
3) Upon receiving that message and verifying that Y is not zero, A can authenticate B by 

recovering what should be pg BR mod and computing S1 itself. If the result is equal to the 
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authenticate itself and complete the exchange, A also computes the quantity 
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it to B. 
4) B authenticates A by computing 2S  itself and checking it against the value received from A. 

If both values are the same, B also computes the key 
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If any of the above verifications fails, the protocol halts; otherwise, both parties have authenticated 
each other and established the key. 
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The summary of the above steps is illustrated by Figure 1, where P denotes A|B|PW (P = A|B|PW) 
and some formulas have been simplified. 
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Calculate 1S  and verify that it is equal 
to the received value for 1S  from B 
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Calculate 2S  and verify that it is equal 
to the received value for 2S  from A 

)mod

|mod|mod|(5

pg

pgpgPHK
BRAR

BRAR=
 

 

)mod

|mod|mod|(5

pg

pgpgPHK
BRAR

BRAR=
 

Figure 1 – Description of the PAK protocol 

7 Security considerations 

This clause considers security aspects of PAK. Specifically, it provides guidance on the selection of 
the Diffie-Hellman parameters.  

Only previously agreed-upon values for parameters p and g should be used in the PAK protocol. 
This is necessary to protect against an attacker sending bogus p and g values and thus tricking the 
other communicating party in improper Diffie-Hellman exponentiation. The use of the parameters p 
and g that do not meet the requirements described in this Recommendation may result in a 
compromise of the password. A proper 1024-bit value for p and an appropriate value for g are 
published in [TIA 683-D].  

In addition, if short exponents are used for Diffie-Hellman parameters RA and RB, then they should 
have a minimum size of 384 bits (assuming 128-bit session keys are used) as also required in 
[TIA 683-D].  

The independent random functions H1 and H2 should have output 1152 bits each, assuming prime p 
is 1024 bits long and session keys K are 128 bits long. The random functions H3, H4, and H5 should 
have output 128 bits.  

EXAMPLE: The use of the [b-FIPS 180-2] SHA-1 hashing function could be recommended for 
instantiation of the random functions Hi() as described in [b-TIA 1050]. However, it should be 
noted that NIST is encouraging the use of SHA-256 as a more secure alternative to SHA-1. 
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