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Recommendation ITUT H.248.90

Gateway control protocol: ITU-T H.248 packages for control
of transport security using transport layer security (TLS)

Summary

Transportlayer security TLS) is a session layer protocol for securing IP transport protocols.
bearer plane traffic could be terminated or forwarded by-TTUH.248 media gateway:
Recommendation ITO H.248.90 provides multiple ITJ H.248 packages for suppast TLS,
including the establishment, negotiation, release and performance monitoring of TLS s¢
complemented by models, considerations of package mode operations and signalling flows.

History
Edition Recommendatior Approval Study Group Unique ID'
1.0 ITU-T H.248.90 20141014 16 11.1002/1000/1224:

* To accesshe Recommendatiortypethe URL http://handle.itu.intin theaddressield of your web
browser followed by the RecommendationsniquelD. For example http://handle.itu.int/11.1002/1000/11
830en
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
teleconmunicaions information and communication technologi@€Ts). The ITU Telecommunication
Standardization Sector (I'FU) is a permanent organ of ITU. ITU is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications oa worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU study groups which, in turn, produce Recommendations on these topics.

The approval of ITUT Recommadations is covered by the procedure laid down in WTSA Resoliition

In some areas of information technology which fall within TW purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendatiornthe expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory prowions (to ensutee.g, interoperability or applicability) and compliance with the
Recommendation is achieved when all of threa@datory provisions are mé&the words "shall" or some other
obligatory language such as "must" and the negative equivaleniseat to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of thisriReendation may involve

the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendiain development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers are
cautioned that this nyanot represent the latest information and are therefore strongly urged to consult the TSB
patent database lttp://www.itu.int/ITU-T/ipr/.

a ITU 2015

All rights reserved. No part of this publication mayreproduced, by any means whatsoever, without the prior
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Recommendation ITUT H.248.90

1

Gateway control protocol: ITU-T H.248 packages for control
of transport security usingtransport layer security (TLS)

Scope

Transport layer security (TDSs a cryptograpy protocol that provides secure communication
between two IP transport connection endpoiiitis Recommendation defines, in general,
ITU-T H.248 signalling elements for support of TLS in various options.

This Recommendation providas more detaijlinformaion about:

basic exchange architecture of keying information betw&ercontrol plane (including
ITU-T H.248 interface) anthebearer plane;

negotiation aspects: indication and determination of cryptographic capabilities between TLS
endpoints;

minimum amount of information carried dfU-T H.248 for establishindTU-T H.248
TLS/L4 terminations (&te);

NOTET Some information could be provisioned via management and there is also TLS information
exchanged via the (L4) bearer interface with the reriaiS endpoint.

TLS procedures in detail at the various TLS sublayersfaoresupport of the

TLS record protocol

TLS handshake protogol

TLS change cipher spec protocol

TLS alert protocql

TLS application data protocol

profiling of TLS services;

specifying a set of cipher suites;

consideration ofTU-T H.248 MG modes of operation and connection models; and
SDP versus Propertpased TLS endpoint control

To 3o Do Do I

The scope of this Recommendation is limited to the TLS protocol (the [pak&er protocol is
subject of another Recommendation).

11

Applicability statements

Table 1 summarizes all possible Ti#sed interfaces ofTU-T H.248 entities,i under the
assumption of an underlying IP netwprkand their relevance for this Recommetnola

Rec. ITU-T H.248.90(10/2014) 1



Table 17 Principal TLS -based interfaces of TU -T H.248 entities

and their relevance for this Recommendation

TLS-based transport at: ITU —T_H:248 This Recommendation:
entity:
Call control interface (e.qg., SIP) MGC Out of scope.

H.248)

Gateway contrainterface (TU-T MGC, MG |Out of scope. Possibl@U-T H.248 transport modes

are indicated by [ITUr H.248.67]. Usage of a TS
basedTU-T H.248 transport mode would typically |
specified by atTU-T H.248 profile(as part of
clause6.10 in the prdfe definition template (see
Appendix lll in [ITU-T H.248.1])).

Bearer interface

MG In scope.

2 References

The following ITUT Recommendations and other references contain provisions which, through

reference in this text, constitute provisions of fRecommendation. At the time of publication, the

editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recenedition of the Recommendations and other references listed below. A list of the currently

valid ITU-T Recommendations is regularly publishdthe reference to a document within this
Recommendation does not give it, as a staonde document, the statussoRecommendation.

[ITU-T H.248.1]
[ITU-T H.248.8]

[ITU-T H.248.37]
[ITU-T H.248.50]
[ITU-T H.248.67]
[ITU-T H.248.69]
[ITU-T H.248.78]
[ITU-T H.248.80]
[ITU-T H.248.84]

[ITU-T H.248.88]

[ITU-T H.248.89]

Recommendation ITA H.248.1 (205), Gateway control protocol: Version 3

Recommendation ITA H.248.8 (2013)Gateway control protocolError
code and service change reason description

Recommendation ITH H.248.37 (2008)ateway control protocol: IP NAPT
traversal package.

Recommendation IT H.248.50 (2010)ateway control protocol: NAT
traversal toolkit packages.

Recommendation ITA H.248.67 (2008 Gateway control protocol:
Transport mode indication package.

Recommendation ITA H.248.69 (2009)ateway control protocol:
Packages for interworking between MSRP and H.248.

Recommendation ITO H.248.78 (2013)Gatewa control protocol: Bearer
level application level gateway.

Recommendation ITO H.248.80 (204), Gateway control protocolJsage of
the revised SDP offEanswer model withTU-T H.248.

Recommendation ITO H.248.84 (2012)Gateway control protocol: NAT
traversal for peetto-peer services.

Recommendation ITO H.248.88 (204), Gateway control protocol: RTP
topology dependent RTCP handlingl®y-T H.248mediagateways with IP
terminations.

Recommendation ITA H.248.89 (2014)5ateway control protocol: TCP
support packages.

2 Rec. ITU-T H.248.90 (10/2014)



[ITU-T H.248.91] Recommendation ITU H.248.91 (2014)Gateway control protocol:
Guidelines on the use BfU-T H.248 capabilities for transport security in TLS
networks inTU-T H.248profiles.

[ITU-T H.248.92] Recommendation ITI H.248.92 (2014)Gateway control protocol: Stream
endpoint interlinkage package

[ITU-T H.248.93] Recommendation ITI H.248.93 (2014)Gateway control protocolTU-T
H.248 support for control of transport security usohgtagram transport layer
security DTLS protocol

[ITU-T X.200] Recommendation ITA X.200 (1994)]nformation technology Open
Systems InterconnectiérBasic Refenece Model: The basic model

[IETF RFC793] IETF RFC793 (1981)Transmission Control Protocol.

[IETF RFC4572] IETF RFC4572 (2006)ConnectiorOriented Media Transport over the
Transport Layer Security (TLS) Protocol in the Session Description Protocol
(SDP).

[IETF RFC4975] IETF RFC4975 (2007)The Message Session Relay Protocol (MSRP).

[IETF RFC5249 IETF RFC5246 (20@), The Transport Layer Security (TLS) Protocol
Versionl.2

[IETF RFC6714 IETF RFC6714 (2012)Connection Establishment for Mediacdkioring
(CEMA) for the Message Session Relay Protocol (MSRP)

3 Definitions

3.1 Terms defined elsewhere

This Recommedation uses the following terdefined elsewhere:

3.1.1 Transparent forwarding [ITU-T H.248.88]:MG packet forwarding behaviour with the
characteristic oEx-PDU integrity. This is a unidirectional characteristic of aBoU flow.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1 application data (TLS): The application layer data, as processed and transported by the
underlying transport layer securityT(S) protocol layer. An application layer service data unit
correlates to a TLRL user data unit (clause2.12)

3.2.2 TLS client: Thetransport layer serity (TLS) entity that initiates a TLS security session to
a TLS server.

NOTE 17 "TLS client"is a TLS protocol concept, see usage in [IETF RFC 5246].

NOTE 21 The primary operational difference between the TLS server and TLS client is that the TUS serve
is generally authenticated, while the TLS client is only optionally authenticated.

3.2.3 TLS domain: A set of entities in a network domain which use the same s@insfport layer
security TLS) related parameters, procedures and resources.

3.2.4 TLS domain profile: Thetransport layer securityf LS) profile defined for a TLS domain.
3.2.5 TLS endpoint: Either a TLSclient or a TLSserver.

3.2.6 TLS endpoint profile: Thetransport layer securitylTLS) profile used by a TLS endpoint
for the setup of aTLS session.

Rec. ITU-T H.248.90(10/2014) 3



3.2.7 TLS fragment: The protocol data unit given by data element "fragment" as defined within
the superiortransport layer securityT(S) protocol data structure "TLSPlaintext" accorditty
section6.2.1of [IETF RFC5246].

3.2.8 TLS messageA unit of TLSRL user data (claus®2.12) as produced by thransport layer
security TLS) handshake protocol, the TLS alert protocol or the TLS change cipher spec protocol.

3.2.9 TLS MG profile : Thetransport layer securityf LS) profile supported by taimedia gateway
(MG).

3.2.10 TLS profile: A selection of options from a set tnsport layer securityT(LS) related
protocol parameters and procedures.

NOTET Also known as (nonstandard terfr)S protocol profildexample: the TLS profile defined by AnngE
of [b-ETSI TS 133 310]).

3.2.11 TLS server: Thetransport layer securityfLS) entity that responds to requests for security
sessions from TLS clients.

NOTET "TLS servel is a TLS protocol concept, see usage in [IETF RFC 5246].

3.2.12 TLS-RL user data: The block of information exchanged betweentthasport layer security
(TLS) Record Layer and the four higher layer protocolstésli1, 2). A unit TLSRL user data
represents therefore either a TLS message (cl@8ua&) or a unit of (TLS) applicationath
(clause3.2.1).

NOTE 171 Refers to the four protocols that use the record protocol accaodegtion6 of [[ETF RFC5246]:
" éthe handshake protocol, the alert protocol, the change cipher spec protocol, and the application data
protocol'.

NOTE 2 i Section 6.2.1 of [IETF RFC 5246]: "The record layer fragments information blocks into
TLSPlaintex¢ " .

3.2.13 TLS-RL PDU: The protocol data unit (PDU) given by thansport layer securityT(S)
protocol data structure "TLSCiphertext" accordingection6.2.3of [IETF RFC5246]. It is the PDU

of the TLS record layer. The TEBL PDU correlates consequently to the payload data of the
underlying IP transport protocol.

3.2.14 TLS transparent forwarding : Media gatewayNIG) packet forwarding behaviour with the
characteristic of LSPDU integrity(Notes 1, 2). This is a unidirectional characteristic of a RI3U
flow.

NOTE 17 ATLS PDU relates to a TLS message in [IETF R3Z46]

NOTE 2i Definitionis based on clause 3.1ik., the characteristic DU integritycomprises the properties
of bit integrityanddata integrity(see also clauses 3.13l1.2and 3.2.3n [ITU-T H.248.88])).

NOTE31 There is the characteristic LS message integrity the context of "TLS trasparent forwarding".
The MG might be TLS aware; e.gupport of TLS related statistics or event detection would not violate
transparent forwarding behaviour.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
AEAD Authenticated Encryption with Associated Data

ALG Application Level Gateway
B2BUA  Backto-Back User Agent (SIP)
BCP Bearer Characteristid®ackage
BNC Bearer Network Connection
CBC Cipher Block Chaining

4 Rec. ITU-T H.248.90 (10/2014)



DCCP
DTLS
eZae
EMS

IWF
L3

L4
L4+
LCD
LD
MAC
MG
MGC
MP
MSRP
NAT
NAT-T
NGN
NMS
PDU
PSTN
RCS
RD
RTCP
RTP

SA
SCTP
SDES
SDP
SEP
SEPP
SIP
SRTP
SSL

Datagram Congestion Control Protocol
Datagram Transport Layer Security
Endto-AccessEdge (security model)
Element Management System
Internet Protocol

Interworking Function

Layer three

Layer four

Above layer four

Local Control Descriptor

Local Descriptor; Local Destination (Address)
Message Authentication Code
Media Gateway

Media Gateway Controller
Measurement Point

Message Session Relay Protocol
Network Address Translation

NAT Traversal

Next GeneratioNetwork

Network Management System
Protocol Data Unit

Public Switched Teleph@Network
Rich Communications Suite
Remote Descriptor

RTP Control Protocol

Realtime Transport Protocol
Stream

Security Association; Soce Address
Stream Control Transmission Protocol
Source Description (RTP)

Session Description Protocol
Stream Endpoint

Stream Endpoint Pair

Session Initiation Protocol

Secure Real'ime Protocol

Secure Socketsayer

Termination

Rec. ITU-T H.248.90(10/2014)
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TCP Transmission Control Protocol

TLS Transport Layer Security

TPKT Transport Protocol Data Unit Packet
XDR External Data Representation

UDP User Datagram Protocol

UDPTL  UDP Transport Layer (protocol)

UE User Equipment

5 Conventions

5.1 Conventions used in signalling flows
The following conventions are used in the example signalling flows:

L4 Est.req Abstracted (protoceihdependent) representation for establishment requ
L4 Est.ack acknowledgements of new connectimmentedIP transport connections.
L4 Rel.req Abstracted (protoceindependent) representation for release requ

L4 Rel.ack acknowledgements of existing connectmnented IP transport connections.

TLS Est.req  Abstracted (TLS message/procedurendependent) representationfor
TLS Est.ack  establishment requesiasknowledgements of new TLS security sessions.

TLS Rel.req  Abstracted (protoceindependent) representation for release requ
TLS Rel.ack  acknowledgements of existing TLS security sessions.

5.2 TLS endpoint notations

The notion of endpoint represents different concepts; see Higlkgage in:

| ITU-T H.248 control ITU-T H.248 terminations/stream endpoint with TLS processing are
denoted as TL®nabled termination or stream endpoint (SEP) resedgt

| user plane(TLS): a TLS bearer connection endpoin¢presents an "(Njonnection
endpoint” accordingo [ITU-T X.200]. This concept comprisestarminator (i.e., TLS
protocol termination) plus service access poirfte., L4+ access)-urthermore TLS is a
client/server type of protocol, a "TLS endpoint” (cla@s2.5) provides thus eitherciient
(see claus8.2.2) orserver(see claus8.2.11) role.

The streamendpoints (SEPS) subject of the packages and procedures of this Recommendation may
act as a TLS bearer connection endpoint or not:

T The TLS basic session control package (cla@)s¢he TLS capability negotiation package
(clausel0) and the TLS session maintenance package (cldysassumes a SEP that is a
TLS bearer connection endptin

T The interlinkage procedures described in clause 9 using tools specified #1 [[HI248.92]
assume a SEP or SEP pair that is (are) TLS bearer connection endpoint(s).

T The use of TLS traffic volume metrics package (clal®gis applicable both for $Es that
are TLS bearer connection endpoints and SEPs which are not.
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________

(Note 1) l

______ T ITU-T H.248
A
v
Local
R;Tgte TLS session Ii—ofgl TLS or TLS or non-TLS session
AN — i — " — —— — —
endpoint o - function non-TLS
i | function
(Note 2): (Note 3) MG H.248.90(14)_FO1

NOTE 1 — TLS-enabled ITU-T H.248 termination or TLS-enabled ITU-T H.248 stream endpoint (briefly "TLS SEP").
NOTE 2 — TLS session endpoint (briefly "TLS endpoint").
NOTE 3 — Not necessarily a "TLS endpoint", dependent on TLS maode.

Figure 17 Conventions for TLS endpoint types

5.3 Important notation derived from TLS presentation language
See summary inlauseB.3.

6 Use case descriptions

Transport security is a network level service and primarily affddisT H.248 media gateways
(MGs). Basic use cases may be identified from the perspective of

T ITU-T H.248 MG type: IPto-IP gateway (see clause?) or IRto-nonIP gateway (see
clause6.3) in case of usual twparty communication services; and

| Multiparty service types (see claugd).

It may be noted that the various network use cases may be abstracted by a single bearer connection
model, see clauseé?2.

6.1 Use cases related to TLS tnasport modes

The TLS protocol is independent of the underlying transport protocol stack. Multiple TLS transport
modes are possib(&igure?2).

Application protocol

TLS
Other reliable 4 TLS transport mode
TCP SCTP L4 protocols /,’/ e e
[Pv4|[Pv6

Lower layers
e H.248.90(14)_F02

Figure 27 TLS transport modes

This Recommendation is not dependent on any TLS transport mode, but usese-I€P/IP as
exampletransmission control protoc¢TCP), see [IETFRFC793]).
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6.2 Bearer connection network use cases witlifU -T H.248 IP-IP gateways

6.2.1 High-level use case categories

The notion "IRto-IP" (briefly "IP-IP") indicates ar{IP, IP) connection modegfas part of claus6.4
in the profile definition template (see Appendix Il in [ITUH.248.1])). Such a connection model
is described in detail already in cladse3 in [ITU-T H.248.84] for TCPbasedTU-T H.248 streams.

EachITU-T H.248 stream endpoint (SEP) may be associated with aThé&or different TLS
protocol stack variants, leading to various bearer network connection use cases (s&:Figure

T Use case #1.1: allU-T H.248 IRIP MG located in the middle of an etalend TCP
comection without any applied transport security (abbreviated asTh8rto nonTLS");

T Use case #1.2: an eolend TCP connection traversing two network domains with different
transport security policies ("TLS", "no TLS"). THEU-T H.248 IRIP MG is loated in the
middle, at the border of both domains (abbreviated as "TLS t&d h&H);

T Use case #1.3: alTU-T H.248 IRIP MG located in the middle of an etatend TCP
connection with applied transport security (abbreviated as "TLS to TLS");

| Use case #4: there is endlo-end transport security, but different TLS profiles (abbreviated
as "TLS to TLS*).
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1.1 non-TLS to non-TLS (without TLS at all)

b ITU-T H.248 MG
Remote bearer Tce eta}rer ' "non-TLS | Tcp betz}rer Remote bearer
connection conncetion i to : connection connection
endpoint X ' hon-TLS" i endpoint Y
% End-to-end TCP connection %
1.2 TLS to non-TLS
:I’ CoTTTTTTTTTTTTTTTTTTTT T -'\‘
. ITU-T H.248 MG
Remote bearer TLS/TCPtpearer ¢ ’: TCP be?rer Remote bearer
connection connection i "TLSto connection connection
endpoint X 1 non-TLS" endpoint Y
o TLSdomain = 7
% End-to-end TCP connection %
1.3TLS to TLS
g T T T ™\
| 1
: ITU-T H.248 MG i
Remote bearer TLS/ TCPtl_)earer poomoeeeees ; TLS/TCPtbearer Remote bearer
C()l'l]leCﬁOn connection i HTLS to E connection COnIleCtiOﬂ
endpoint X v TLS" endpoint Y
; e !
\ TLS domain ‘,:
% End-to-end TCP connection %
1.4 TLS to TLS* (two TLS domains with different TLS profiles)
I/ TTTTTTTTTTTTTTTTTTTTTTTTTTTT \ ST \
l ITU-T H.248 MG i i
Remote bearer TLS/ IEP tli)esrer A : TLS /nTnCPt ib?]arer Remote bearer
connection connectio i "TLSto | connectio connection
endpoint X v TLS*" endpoint Y
| D [
I 1
\_______ TiSdomain -/ N TLS* domain_
% End-to-end TCP connection %

H.248.90(14)_F03

Figure 37 Bearer connection network use cases witlTU -T H.248 IP-IP gateways
6.2.2 Use case variations

6.2.2.1

This scenario is a variation of use case #1.3 and requires the MG behaviour of TLS transparent
forwarding accordingo clause 3.2.14.

NOTET TLS transparent forwarding case is also describethunsel.4.2.20f [b-ETSI TR 183 068]

6.2.2.2
This scenario is a variation of use case #1.3.

"TLS -to-TLS transparent forwarding"

"TLS -to-TLS application aware and decryptiorencryption based forwarding”

The MG may be required to be application aware in case qfbegrerevel application level
gateway ALG) support (according to [IT{ H.248.78). The MG is located within a single security
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domain, therefore no change of the TLS profile. However, the MG is located at the edge of two
network address domains, thus is requested to supgtwork address translatioNAT).

Example use case:

An MG processingnessageessiornrelayprotocol(MSRP)[IETF RFC4975] traffic: MSRP
beareflevel ALG with MSRRoverTLS transport and soalled media anchoring iiTU-T
H.248 IRIP media gateway$lote that ifIETF RFC6714] the "TLSto-TLS" interworking
function is termed as "TLS B2BUA! It may be noted that this use case does not belong to
the "TLSto-TLS*" category. The TLS decryptieencryption process is indicated in
sections$s.5 and 7.4 in [IETF RFG714].

6.3 Bearer connection network use cases witlTU -T H.248 "TCP to non-TCP" gateways
This scenario relates tdU-T H.248 MGs with a TCP endpoint, with forwarding of application data
via a noATCP bearer. An example network scenario is describeldhusel.3.
6.4 Bearer connection network use cases with uftiparty services using TCP transport
(e.g, ITU-T H.248.69 gateway)

For examplean MSRP gateway function according to [FITUH.248.69] would lead to connection
models with more than twlrU-T H.248 terminations (bearer type here: either MSRP/TCP/IP or
MSRP/TLS/TCP/IP). There would be a TCP proxy mode at TCP level (see d&8u3ein
[ITU-T H.248.84]). Such gateway topologies normally provide application aware type of functions
(e.g, as media server), thus TLS sessions would be terminated by the MG.

It results in a type of "TLS to TLS*" interworking, such as use case #1.4 (G&udg.

7 Models

7.1 Network model from ITU -T H.248 entity point of view

The following network model (Figured) illustrates the relevant areas covered by this
Recommendation. BITU-T H.248 MG peers with a TL-8apable IP host remote endpoint. Both
TLS endpoints span a network transport security domain (here, TLS domain).

1 Defined as”A network element that terminates security associations (SAs) from endpoints and establishes separate
SAs betweaeitself and each endpoih([IETF RFC6714])
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IP Host Application control Call/session
— signalling control server
Application ——————————— [ | [romemmmmmeeeeees
control MGC
_____________________________ ITU-T H.248
- Transport security o ,
i (in network bearer plane): i ATt \
| TLS domain : \
' i ITU-T H.248 \
! | IP-IP gateway \
; TLS/TCP ! *TCP
TLS/TCP E bearer i TLS/TCP bearer \ In scope of this Recommendation:
endpoint | : | processing \_a1) ITU-T H.248 capabilities and
E i 1 L signalling procedures
Remote ! /:' = ~ . .
endpoint <~ TTTTTTTTTTTITTITIIIOS Tommmoo MG Tttt = 2) TCP mode(s) of operation for
! TLS traffic
e 3) ITU-T H.248 controlled bearer
" Legend: N for TLS traffic and TLS
i TCP transmission control protocol | procedures
\_TLS ransport layer security ; H.248.90(14)_F04

NOTET Theremightbe an additional network interface in case of dedicated, centralized network setkier$li$ domain with
respect to key distribution (such as key management systems). Such kinds of interfaces are out of scope of this Reaammendatio

Figure 417 Network model from ITU -T H.248 entity point of view
("half call/bearer connection model")

This Recommendation addresses primarily
| signalling capabilities and procedures atlfid-T H.248 interface;
| aspects and control of TCP mode(s) of operation ihiftbeT H.248 MG; and

| configuration and procedures of the TLS/TCP/IP protocol stacK to«T H.248controlled
bearers.

7.2 Bearer connection model

Figure 5 provides the TCP/IP protocol stack with the suite of TLS protocols and thdaysub
organization.

Figure 6 details the generic connectimodel where a TL®nabled termination is concted to a

single other termination (either Tk&habled or not). The generalization to any number of
terminations is trivial.
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TLS is application

Application protocol .

+ Authentication (of peer's identity using a

1
1
selected cryptography method) L .-~V protocol independent
* Secure negotiation of shared secret TN . L CToITTITITTTTTTTTt
* Reliable negotiation of shared secret i S~ ! Protocol extensibility:
""""""""""""""""""" TLS handshake [ TLS cipher TLS alert | Permanent incorporation of new
protocol change protocol protocol B _4 * Public key methods
) o | * Bulk encryption methods
« Privacy (by data eln.cryp tion, based on P TLS record protocol \\‘ i [= TLS profile capabilities]
symmetric cryptography) \
Protocol versioning:

1
I
I
:
I
* Reliability (message transport includes’ TCP Y
I
1
I
I
1

I
I
integrity check) \ e Many TLS (and SSL) versions
Furthermore: P i » Fallback mechanism
» Compression (optional) ! i [=TLS profile capabilities]
______________________________ [t At S S
I 1
! L2 H
1 1
T 1
! 1
! L1 i
1 1

H.248.90(14)_F05

Figure 57 TCP/IP protocol stack with TLS protocol

ITU-T H.248 context

TLS-enabled
stream endpoint

Upper-layer
protocols

TLS session

S et LB -{»  TLS
Oth
o Any type of

TCP termination

bearer session

1P-layer bearer

1P

Lower-layer
protocols

H.248.90(14)_F0B

... Interworking function

Figure 61 Two-termination context with a TLS termination

8 TLS basic sessio control package
Package name TLS basic session contrpackage
Package 1D tlIsbsc (0x0117)
Description: This package provides the functionality to establish and release

based security session. Furthermore, it includes the capability to
the start of TLS session establishment procedures at the MG |
interface.

NOTE 17 The package design follows similar connecimwiented beare
(or media) protocols, such as thBU-T H.248 tcpbcc package [ITUT

H.248.89].Terminology: "TLS security ession" correlates to "TCP beal
connection” and the {bru-T Q.1950] "BNC" concept.

NOTE 21 The differences betweedatagram transport layer secur
(DTLS) and TLS are subject of [ITO H.248.93].

Version; 1
Extends None
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8.1 Properties

8.1.1 Incoming security session establishment blocking

Property name:
Property ID:

Description:

Type:
Possible values

Incoming security session establishment blocking
bceb (0x0001)
NOTE 17 Identifier aligned witHTU-T H.248tcpbccpackage.

This property defines the MG availability accept or reject incomin
TLS session establishment procedures.

NOTE 2i See Annex A concerning a state model based illustration.
Enumeration
See Table 2.

Table 21 Security session establishment
preparedness (of TLSendpoints)

Value MG behaviour
"blocked" i Bearer resources are prepared (i.e., resources fo
(0x0001) TLS endpoint are reserved and allocated to-MU

H.248 termination/SEP);

T TLS role: not determined; prevents assumption of
server role;

T TLS session gt closed;

T ITU-T H.248 counterpart state BI'OCKED"
(FigureA.1);

T Any incoming TLS packet shall be silently discard
(e.g., TLSClientHellorequests shall not be
acknowledged).

I Any outgoing TLS session control procedures are
not affected:

A Signaltisbsc/EstBNCstart of TLS session
establishment by sending of TLS ClientHello;
TLS client role is effectively assigned;

A Start TLS session establishment by sending of
TLS ClientHello triggered by interlinkage
procedures [ITUT H.248.92]; SEP adgus TLS
client role.
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Value MG behaviour

"unblocked" T MG shall be ready for incoming TLS security
(0x0002) session control procedures;
T TLS role: not determined but prepares for a TLS
server role effectively:
A Incoming TLSClientHella TLS serverole is
confirmed;
T Any outgoing TLS session control procedures are
not affected
A Signaltlsbsc/EstBNCstart of TLS session
establishment by sending of TLS ClientHello;
TLS client role is effectively assigned
A Start TLS session establishment bydieg of
TLS ClientHello triggered by interlinkage
procedures [ITUT H.248.92]; SEP adopts TLS
client role.
T TLS session state: transitioning from closed to
another state;
T ITU-T H.248 counterpart state =/'k" (FigureA.1);

Default: "Unblocked"
NOTE T ITU-T H.248 profile specifications could redefine other def:
values.
Defined in: LocalControl
Characteristics: Read/Write
8.2 Events
8.2.1 TLS session state change ("BNC change")
Event name TLS session state change
Event ID: BNCChangg0x0001)
Description: This event occurs whenever a change to a (TLS) bearer ne

connection occurs. For exampéebearer (i.e., a TLS security sessi
has been established or a bearer has been released.

The event is related to a simplified stansitioning model, which i
described in Annex A.

8.2.1.1 EventsDescriptor parameters

8.2.1.1.1 Type of state change
Parameter name Type of state change

Parameter ID: Type (0x0001)

Description: The type of state transitioning, given by #tate after the transitior
This is used to request the MG to notify it of a particular bearer e

Type: Sublist of Enumeration

Optional: Yes
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Possible values

Default:

Table 3 defines the possible values.

Table 37 Parameter values

Final state .
Value Name (clauseA.3) Semantic
Est [0x01] | Bearer ESTABLISHED | Notify MGC of successful
Established TLS security session
establishment.
Rel [Ox05] | Bearer IDLE Notify MGC of successful
Released TLS security session releas

Type=[Est,Rel]

The media gateway controlleMGC) would be then automaticall
notified about all state transitions when subscribing to ev
tisbsc/BNCChange

8.2.1.2 ObservedEventsDescriptor parameters

8.2.1.2.1 Type of state change

8.3
8.3.1

Parametername
Parameter ID:
Description:
Type:

Optional:
Possible values

Default:

Signals

Establish (BNC)
Signalname
Signal ID:
Description:

Signal Type
Duration:

Type of state change

Type (0x0001)

This is used to indicate what change has occurred to the TLS be
Enumeration

No

Est [Ox01] Bearer Established

Rel [0x05] Bearer Release

None

Establish BNC
EstBNC (0x0001)

This signal triggers the bearer control function to send be
establishment (i.e., this signal is used to establish the TLS se
session: the MG takes the TLS client role and initiates the star
TLS session establishment by sending a Tli&ntHello request).

This signal takes effect when the underlying protocol layer is reac
data transfer (bte) and the stream endpoint is in connection s
IDLE. If the stream endpoint is in connection StaBiOCKED or
ESTABLISHED, an error code is retuea

NOTET If there is no establishment request pending in case of conne
oriented L4 protocols, then an error code should be returned.

Brief
Not applicable
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8.3.1.1 Additional parameters

None.
8.3.2 Release (BNC)
Signalname Release BNC
Signal ID: RelBNC (0x0002)
Description: This signal triggers the bearer control function to send bearer re
(i.e., this signal is used to close the TLS security session: the MG
a TLS alertclose_notifyrequest).
This signal takes effect only ihiTU-T H.248 connection stat
ESTABLISHED. This signal would be replied with an error code wt
in ITU-T H.248 connection stat&i OCKED or IDLE.
Signal Type Brief
Duration: Not applicable

8.3.2.1 Additional parameters
None.

8.4 Statistics
None.

8.5 Error codes
None.

8.6 Procedures

8.6.1 TLS endpoint creation

The MGC is responsible for creating a TLS session enabled SEP in the MG. This may be indicated
on thelTU-T H.248 interface by the use of teession descriptioprotocol SDP) "m=" element
<proto>.

The MG shall reserve "TLS bearer resources” (such as a "TLS encryption/decryption function”) and
allocate them to the SEP. The TLS endpoint role (client/server) is not (yet) determined.

NOTE T This functionality is synoymousto the "bearer type indication” semantic as defined byBiKE
Characteristicsproperty BNCCha) of the bearer characteristicpackage BCP), see clausé\.3.1.1 of
[b-ITU-T Q.1950].

8.6.2 TLS endpoint role assumption

The TLS endpoint role, clientreserver, is primarily relevant during the establishment phase of
communication (of perspective BfU-T H.248 gateways). The MGC does not explicitly assign the
SEP a TLS role. It is an incoming or outgoing TLS session establishment procedure thatthleads to
assumption of a TLS role. The SEP is basically prepared for an incoming or an outgoing TLS session
establishment procedure the moment it is created with an appropriate media descriptor. The MGC
may prevent the assumption of a server role by settelgcebproperty to "blocked”. The MGC may
effectively determine the SEP to assume the client role by sendiggtBE Csignal. The SEP may

also assume the client role as a consequence of interlinkage procedurdsHl’2d8.92]. If these
procedures are allowgthe SEP may assume a client role as a consequence,areigcoming
procedure in the associated SEP. Tabkummarizes MGC actions and their results in TLS role
assignments.
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The MGC may arm eventisbsc/BNCChangandg/cause(in ITU-T H.248 connection stat®LE)
in order to be notified about successful or unsuccessful TLS security session establishment.

Table 471 TLS endpoint role assumption (at establishment phase)

TLS role
assumed by SEP

1 | ITU-T H.248 SEP state "blocked Anyincoming TLS PDU shall be Not yet

due to explicit signalling obceb| silently discarded. determined
property
2 | ITU-T H.248 SEP stat( Incoming (TLS)ClientHelloleads to | Server role

"unblocked" either due to explic subsequent completion of the
S|gna”|ng of bceb property or establishment related handshake

No. ITU-T H.248 indication MG behaviour

correspondent default value procedure.

3 | ITU-T H.248 signaEstBNC Start of TLS session establishment| Client role
Value ofbcebproperty not relevant. | related handshake procedure

4 | Interlinkage procedures allowed An interlinkage establishment Client role
according to [ITUT H.248.92] Value | procedure [ITUT H.248.92], e.g.an
of bcepproperty not relevant outgoing TCP connection

(although thisor similar properties establishment procedure in the san
may be relevant at the incoming sidg SEP leads to the start of a handsha
of the interlinkage). for TLS sssion establishment.

8.6.3 TLS security session establishment

The incoming and outgoing side of TLS security session protocol procedures is given by the assigned
TLS role (see clause 8.6.2) by the MGC.

If the SEP assumes the TLS client role as a result BEEBNCsignal or of an interlinkage procedure

(see claus®), the MG shall initiate and complete the TLS security sessieups€thandshake")
without any further involvement of the MGC. The starttbé outgoing TLS security session
establishment procedure depends on the readiness for data transfer of the underlying protocol layer.

If the SEP assumes the server role, as a result of an incomin@liErBHello message, and being
allowed to do so by thMGC by having thecebproperty set to "unblockedthe MG shall complete
the TLS security session sgp handshake without any further involvement of the MGC.

The end of the TLS security session establishment phase may be summarized atxoeditep:

Table 57 TLS security session establishmerit Results

TLS role Resu_lt of LS security MGC notification?
session establishment

Client (i.e., outgoing | Successful MGC dependent on subscription of event an

establishment side) parameter value
tlsbsc/BNCChange{Type=[Est]}

Unsuccessful Unsuccessful establishment may be indicate

to the MGC viaa corresponitg
ServiceChange procedure or evgftause

Server (i.e., incoming | Successful As per client side.

establishment side) | ynsyccessful As per client side.
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8.6.4 TLS application data transfer

8.6.4.1 MG external

The TLS session is ready for application data transfer when remote and local TLS endpoints have
both completed the TLS handshake procedures for session establishment.

The StreamModproperty of the LocalControl Descriptor affects the application data flow rather than
the TLS control information used to establish or close the TLS session. The requested MG behaviour
is defined by Table 6:

Table 61 Impact of StreamMode on TLS bearer traffic at external MG interface

Traffic

directi StreamMode settings MG behaviour

irection

Outgoing Sending enabled (i.e., values All TLS PDUs sent
SendOnlySendRecv.oopBack
Sending digbled (i.e., values Only TLS PDUs related to:
RecvOnlyInactive) i TLS handshake protocol

I TLS cipher change protocol and

I TLS alert protocol

However,no native application data over TLS
record protocol are sent.

Incoming Receiving enabled (i.e., values All TLS PDUs received
RecvOnly SendRec\WL.oopBack
Receiving disbled (i.e., values Only TLS PDUs related to:
SendOnlylnactive) i TLS handshake protocol

T TLS cipher change protocol and
T TLS alert protocol

However,no native application data over TLS
record protocol are sent.

8.6.4.2 MG internal
This clause is only relevant f6fU-T H.248 contexts with TLS SEPP(s).

Application data may be received at a SEP in time where the other SEP of the context is not yet able
to process or send the application data. The behaviour of the MG in such arsisuatiglementation

and/or application dependent. Tihterlinkagecapability as profiled bglause 9 may be used to align
establishment procedures in both SEPs. This may increase the likelihood that application data
received in one SEP is not lost.

8.6.5 TLS session release
The trigger for a TLS session termination might come from different sources, see Figure 7.
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given by terminationID "T1" and streamID "S1"
TLS session termination:
The trigger for a TLS session termination might come from different sources:
1) The TLS session is terminated by the remote TLS endpoint by sending a close_notify alert or a fatal alert;
2) The underlying L4 transport connection is terminated;
3) A non-recoverable error condition has been detected in the TLS function (here: "TLS server"), e.g., the
authentication of a received TLS segment has failed;
4) The MGC indicated the release of the TLS session;
5) Release indication from partner SEP:
5.1) Release of TLS security session,
5.2) Release of IP transport connection;
6) In case the MG acts in an application aware mode, the application part in the MG may indicate the release
of the TLS session.

Figure 71 Principle stimuli for triggering TLS session release

Bearer control protocdl Security session: The TLS session is terminated by the remote TLS
endpoint by sending a (TL8)ose_notifyalert or afatal alert;

Bearer control protocdl Transport connection: The underlying L4 transport connection is
termirated,;

TLS protocol: A noarecoverable error condition has been detected in the TLS functign, e.g.
the authentication of a received TLS segment has failed;

The MGC indicates the closure of the TLS session by the dighat/RelBNC

The releasefahe security session of the partner SEP triggers the release autonomously in
the MG (Note: not supported by bagackagetisbsg related to interlinkage property
seplink/linktopg see clause 9);

In case the MG acts in an application aware mode, pipécation part in the MG may
indicate the release of the TLS session.
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8.6.5.1 Bearer control protocol i Security session: TLS alert protocol

NOTE 17 The behaviour defined in this clause is consistent with the TLS session maintenance package
according taclausell. It is further noted that there might BeJ-T H.248 profiles with and without this TLS
session maintenance package.

In case a TLS alert is received that leads to the termination of the TLS session, then the behaviour of
the TLS protocol is as sgified in [IETF RFC5246], i.e, in case of a received TLSose_notifythe
TLS endpoint shall reply a TL8ose_notifyon its own and the TLS session is closed.

Impact on underlying IP transport connection:

T The MG shall not autonomously initiate thdease of the (if connectienriented) IP
transport connection as well.

NOTEZ27 The interlinkage capability (see cla®ellows to tightly couple bearer control procedures
for L4 and TLS.

T If requested the MGC shall be notified by the evetisbsc/BNCChange{Type=Rel}
Handling of the TLSspecificAlertDescriptionas received in the TLS alert message is for
further studies.

Impact onlITU-T H.248 SEP and possibsgream endpoint paiSEPB:

T The SEP as such still exists after a successful §dsSion release (stdt® ). Removal of
the SEP follows usudl'U-T H.248 SUBtract.req or MODify.req commands.

| The interlinkage capability (see claugeallows the trigger of a TLS session release at the
partner SEP.

8.6.5.2 Bearer control protocol i Transport connection: L4 bearer release

In case the underlying IP transport connection is releaseddeegto a received TGPIN or TCR
RST in case of TCP transport, then

| default mode (base package): the MGC shall be notified (by the MG) about thtate4
change (e.g., either by subscription to a correspondent event, an error or ServiceChange
indication) and provide instructions for further proceeding with the TLS layer.

| enhanced mode: the MG may autonomously and immediately initiate the clotheelalS
session (depemmug on theused interlinkage capability, as described in cl&)s&he release
procedures of the IP transport connection shall be delayed in orslecdessfullycomplete
a TLS session release procedure (see also clause V.4.2.2.1)

NOTET The interlinkage capability (see claudeallows to couple the bearer control procedures for L4 and
TLS.

If requested, the MGC shall be notified by the evkstisc/BNCChange{Type=Rel}

8.6.5.3 TLS protocol: non recoverable error condition deteced

NOTE i The behaviour defined in this clause is consistent with the TLS session maintenance package
according to clausgl. It has to be further noted that there mightBg-T H.248 profiles with and without
this TLS session maintenance package.

In casean error condition is detected locally in the TLS protocol layer which results in the termination
of the TLS session, the procedures as defined in [IETF 5G] apply. A TLS alert shall be sent

to the remote TLS endpoint with tiAdertLevelset to "fatdl’ and theAlertDescriptionis provided
accordingly.

If requestedthe MGC shall be notified by the eveitrgbsc/BNCChange{Type=RelwhenITU-T
H.248 TLS state has transitioned fr&@®TABLISHED to IDLE.
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8.6.5.4 ITU-T H.248: MGC driven TLS session release

In case théTU-T H.248 signatisbsc/RelBNGs received, the TLS session closure shall be initiated
by the MG by sending a TL8ose_notifyalert towards remote TLS entity.

8.6.5.5 MG autonomous release initiated on partner SEP

This capability isnot supprted by the bas package; it is subject of the interlinkage capability, see
clause 9.

8.6.5.6 Release indication received from TLS application

In case the MG operates in a FaSplication aware mode, an error condition in the application aware
entity midht be detected that requires the release of the TLS session. In this sithatibtS session
shall be closed autonomously by sending a TLS atkrsé notify.

If requestedthe MGC shall be notified by the eveaitgbsc/BNCChange{Type=RelwhenITU-T
H.248 TLS state has transitioned fr&@®TABLISHED to IDLE.

The underlying IP transport shall nm¢ affected (bais package behaviour).

9 TLS-specific stream endpoint interlinkage procedures

9.1 Introduction

Property interlinkage topology (linktopo) fromclause 7.1.1 ofiTU-T H.248.92] may be used for
extended TLS session control procedures at the establishment and/or release phases, where there is:

| TLS bearer session control behaviour across a "horizostteélm endpoint pair (SEPP),
instead of SEfnly scope and

| TLS/L4 bearer control behaviour across "vertical" protocol layers, instead of decoupled,
individual control of TLS security sessions and their underlying IP transport connection.

This clause defines Tl-Specific stream endpoint interlinkagrocedures.

9.2 Procedures

9.2.1 Introduction

The interlinkage procedures could be used on top of the frackagelsbscprocedures according to
clause 8. The interlinkage propesgplink/linktopdaccording to [ITUT H.248.92]) could be applied
for bearer type "TLS" and the establishment and release procedures-tmrgaihed TLS sessions,
but also combined "TLS/L4" bearers.

There are two selfontained interlinkage applications from perspect¥this Recommendatioage
Table7).

Table 771 Interlinkage profiling for TLS bearer

Based on generic interlinkage type
[ITU-T H.248.92]

Stream endpoint pair interlinkader TLS Inter-SEP interlinkageonfiguration for a TLSenaled
SEP and a partner SEP with or without TLS.

Interlinkage shall be limitetb TLS layer or TLS and th¢
L4 protocol at the partner SEP.

TLS interlinkage type

Protocol layers interlinkagéor "TLS/L4" Intra-SEP interlinkageonfiguration for TLSenabled
stack segments SEPs and interlinkage between TLS and the lower la
IP transport protocol.
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Both TLS interlinkage types are disjoint and may be combined. Bearer control related procedures are

defined inthefollowing clauses.
9.2.2 TLS searity session establishment

9.2.2.1 Stream endpoint pair interlinkage disabled

Wheninter-SEP interlinkagas not applied, then the incoming TLS security session establishment

request shathotbe propagated to the partner SEP.

9.2.2.2 Stream endpoint pairinterlinkage enabled

The interlinkage propertyseplink/linktopo may be enabled for TLS establishment across a
TLS-enabled SEPP (see exam@®)-T H.248 syntax in Tabl8). The incoming TLS security session
establishment request shall then be propagatetieqartner SEP, triggering an outgoing TLS
ClientHello message. Such kind of interlinkage may be limited to bearer connection use case #1.4

(see clausé.2.1).

Table 87 TLS security session establishmerit SEPP interlinkage enabled

ITU-T H.248 encoding(shortened command)

Comments

MGC to MG:
MEGACO/3 [11.9.19.65]:54321
Transaction = 1 {
Context =1 {
Add = ip/1/$/$ {
Media {
Stream=1 {
LocalControl {
seplink/linktopo = ['<

1} é}

Termination T1
SEP S1

interlinkedSEP >:TLS:TLS:est"]

Interlinkage (for stream S1) is
enabled from termination T1 to
termination T2 (given by property
parameter value "interlinkedSEP")

9.2.2.3 Protocol layers interlinkage disabled

If intra-SEP interlinkagds not applied, then TLS control procedures shall not affect the control
procedures of the underlying transport layer and any kind of control procedures in the underlying
transport layer shall not affect the TLS control procedures

9.2.2.4 Protocol layersinterlinkage enabled

The interlinkage propertgeplink/linktopomay be enabled for TLS establishment within a single
TLS-enabled SEP in order to interlink with the underlying IP transport protocol endpoint
(seeexamplelTU-T H.248 syntax in Tabl®). An incomingor outgoing (Note 2) L4 transport
connection establishment request (such as a TCP SYN packet) shall then immediately trigger an
outgoing TLS security session establishment request, after a successfully established L4 bearer.

Table 97 TLS security session establishmerit Protocol layers interlinkage enabled

ITU-T H.248 encoding (shortened command)

Comments

MGC to MG:
MEGACO/3 [11.9.19.65]:54321
Transaction =1 {

Context =1 {
Add = ip/1/$/$ { Termination T1
Media {
Stream=1 { SEP S1
LocalControl {
seplink/linktopo = [" ip/l/$/$ < L4>TLS:est"] ;

here <L4>="TCP'
}}é}

Intra-SEP interlinkage (for stream S1) is
enabled (given by seteferential property
parameter valuedriterlinkedSER= T1").

It should be notethat the interlinkage
direction is only from lower (L4) to uppe
(TLS) protocol layer (and not vice versa
for establishment). l.e., an interlinkage
configuration with "<source transport &R
= L4" and "<nterlinked trasport EP> =
TLS".
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NOTE 17 ClauseV.4.2.1.1 provides a signalling example.

NOTE 2i Either MGC driven or in case of e.§LS-overTCP might be also inte8EP interlinkage enabled
at TCP layer, see [IT H.248.89].

9.2.3 TLS security session release

9.2.3.1 Stream endpoint pair interlinkage disabled

Wheninter-SEP interlinkages disabled, the incoming TLS security session release requesiathall
be propagated to the partner SEP, hence identical behaviour as$lstvslpackage procedures.

9.2.3.2 Stream endpoint pair interlinkage enabled

Propertyseplink/linktopamay be enabled for TLS release across a-&éh&bled SEPP (see example
ITU-T H.248 syntax in Tabl&0). The incoming TLS security session release request shall then be
propagated to the partner SEP, triggering an outgoingclasire notifyalert message. Such kind

of interlinkage may be limited to bearer connection use case #1.4 (seetchalije

Table 107 TLS security session release SEPP interlinkage enabled

ITU-T H.248 encoding (shortened command) Comments

MGC to MG: i
MEGAEO/3 [11.9.19.65]:54321
Transaction = 1 {

Context =1 {
Add = ip/1/$/$ { ; Termination T1
Media {
Stream=1 { ; SEP S1
LocalControl {
seplink/linktopo = ['< interlinkedSEP > TLS:TLS:rel"]

1} é}
9.2.3.3 Protocol layersinterlinkage disabled

Whenintra-SEP interlinkages disabled, then TLS control procedures shall not affect the underlying
transport layer, hence identical behaviour as inltiescpackage procedures.

9.2.3.4 Protocol layers interlinkage enabled

Propertyseplink/linktopomay be enabled for TLS release within a single -Elnb@bled in order to
interlink with the underlying IP transport protocol endpoint (see exalfiijleT H.248 syntax in

Table 11). Anincomingor outgoing TLS security session release request shall then immediately
trigger an outgoing L4 bearer connection release request, after a successfully released TLS session.

Table 117 TLS security session establishmerit Protocol layers interlinkage enabled

ITU-T H.248 encoding (shortened command) Comments

MGC to MG: It should be noted that the

MEGACO/3 [11.9.19.65]:54321 . link di - . |
Transaction = 1 { Interlinkage direction Is only

Context =1 { from upper (TLS) to lower (L4)
A;\i/ld ;_ ip€1/$/$ { Termination T1 protocol layer (and not vice
edia
Samos (5 ses versafo eease).
LocalControl { = ¢ ; ¢ g
seplink/linktopo = ['T1:TLS:< L4>: rel"]; here <L4>="TCP"' configuration with "source
1t el transport ER> = TLS" and
"<interlinked trarsport EP>
=L4".

NOTET ClauseV.4.2.2 provides signalling examples.
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9.2.4 Unsuccessful interlinkage

9.241

Incorrect intra-SEP interlinkageconfigurations

The MG shall reject incorrect interlinkage configuration requests using errof88a@ecording to clauges.1
of [ITU-T H.248.92].

10

10.1

TLS capability negotiation package

Package name
Package 1D
Description:

Version;
Extends

Properties

TLS capability negotiation package
tlscn (0x0118)

When this package is not used byl@k/-T H.248 profile, then the
MG will autonomously negotiate TLS protocol configurations with
peer TLS node. The aimed negotiation behaviour would be
provisioned in the MG (but the managed objects used do
necessarily correspond with tiéJ-T H.248signalling objects of this
package).

This package provides tools for the MGC to control belanesl TLS
negotiations between the MG and the remote TLS endpoint. The
could impact TLS negotiations in terms of:

I TLS protocol parameter values (such assMersion);
i Quality/goals of negotiation results;

i Time limits for negotiations (e.gdue to realtime aspects
the overall application/service); aod

T Handling of unsuccessful negotiations.

There are two options for negotiation of TLS protommhfigurations:
1. MGC may indicate a TLS profile (or multiple) as such;
2. MGC may control individual TLS protocol parameters.

Both methods shall be mutually exclusive in this package versiot
1
None.

10.1.1 TLS Domain Profile Identifier

24

Property name:
Property ID:
Description:

Type:
Possible values

TLS Domain Profile Identifier
dpid (0x0001)

This property identifies the TLS domain profile that shall be ide
used by the MG to saip the TLS security session. The actus
applied, so calledTLS endpoint profilés the match result of locall
supported TLS capabilities by the MG (termedTa$s MG profilg
with requested’ LS domain profiles

It should be noted that the normal case would be aligndgdTLS
profile capabilities, i.g the applied TLS endpoint profileis equal to
the requestedTLS domain profilé

Sublist of String
Any string as agreed between MGC and MG.
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Default:
Defined in:

Characteristics:
10.1.2 TLS Versions
Property name:
Property ID:
Description:

Type:
Possible values

Default:
Defined in:

Characteristics:

10.1.3 Cipher Suites
Property name:
Property ID:
Description:

Type:
Possible values

Provisioned

LocalControl (ephemeral IP terminations),
TerminationState (Root termination)

Both methods shall be mutually exclusive in this package versiot
Read/Write

TLS Versions
tlsv (0x0002)

This property indicates whicALS versions should be negotiated w
the remote TLS endpoint.

Sublist of String

Each string consists of 4 hexadecimal digits and represents the
version as defined in the TLS protocol version related IETF R
(e.g, sectionA.1 of [IETF RFC5246]).

The hexadecimal representation of the major version is coded

first two characters, while the hexadecimal representation of the 1
version is coded in the last two characters of the string.

hexadecimal represttion of the versions omits the "0x", and
needed, a leading "0" is added for padding.

Overdecadic digits are to be represented by lower case characters ("a
Provisioned

LocalControl (ephemeral IP terminations),
TermindionState (Root termination)

Both methods shall be mutually exclusive in this package versior
Read/Write

Chipher Suites
cs (0x0003)

This property indicates the cipher suites and their precedenc
descendingrder of preference) for the negotiation with the ren
TLS endpoint.

Sublist of String

Each string consists dbur hexadecimal digits and represeiie
cipher suite in accordance to the TLS Cipher Suite Registry of 1/
(http://www.iana.org/assignments/isrameters/tiparameters.xnl

The firstvalue of the value pair as defined by the TLS Cipher £
Registry of IANA shall be coded into the first two characters, anc
second value shall be coded into the last two characters of the :
Thus each value in its hexadecimal representatioi bleaconverted
into the doublenexdigit string. The "0x" shall be omitted and
needed, a "0" is used for padding.
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Default:

Defined in:

Characteristics:

Overdecadic digits are to be represented by lower case char.
("a".."f").
Provisioned

NOTE i A particular TLS protocol version may define default value
Thus, anlTU-T H.248 profile that defines a default version for TLS co
also specify default value(s) for this property.

LocalControl (ephemeral IP terminations),
TerminationState (Root termination)

Both methods shall be mutually exclusive in this package versiot
Read/Write

10.1.4 Compression Methods

Property name:
Property ID:
Description:

Type:
Possible values

Default:
Defined in:

Characteristics:

Compression Methods
cm (0x0004)

This propertydeclares the list of compression methods and |
preference (in descending order) for the negotiation with the re
TLS-endpoint.

Sublist of unsigned Integer

The values correspond to the values allocated by IANA for TLS
Compession Method Identifiers (see
http://www.iana.org/assignments/compethids/compmethids.xml).

"CompressionMethod.null

LocalControl (ephemeral IP terminations),
TerminationState (Root termination)

Both methods shall be mutually exclusive in this package versior
Read/Write

10.1.5 Support for Renegotiation of the Security Context

26

Property name:
Property ID:
Description:

Type:
Possible values

Default:
Defined in;

Characteristics:

Suppat for Renegotiation of the Security Context
srsc (0x0005)

This property declares whether the renegotiation of the sec
context shall be supported.

Boolean
False Renegotiation shall not sipported
True Renegotiation shall be supported

Provisioned

LocalControl (ephemeral IP terminations),
TerminationState (Root termination)

Both methods shall be mutually exclusive in this package versior
Read/Write
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10.1.6 Renegotiation Period

Property name:
Property ID:
Description:

Type:

Possible values
Default:
Defined in:

Characteristics:

Renegotiation Period
rp (0x0006)

This property declares the period in seconds after whic
renegotiation of the security context shall be initiated by the MG.
valueO indicates that the MG shall not initiate a renegotiation.

Unsigned Integer
Any nortnegative value
0, unless provisioned otherwise

LocalControl (ephemeral IP terminations),
TerminationState (Root ternation)

Both methods shall be mutually exclusive in this package versiot
Read/Write

10.1.7 Client Authentication Required

10.2

None.

10.3

None.

10.4

None.

10.5

None.

Property name:
Property ID:
Description:

Type:
Possible values

Default:
Defined in:

Characteristics:

Events

Signals

Statistics

Error codes

Client Authentication Required
car (0x0007)

This property declarei$ the MG T if acting as a TLS servér shall
authenticate the remote TLS client.

Boolean

False In case the MG acts as a TLS server, the client shall n
authenticated.

True In case the MG acts as a TLS server, the clgh#ll be
authenticated.

True, unless provisioned otherwise

LocalControl (ephemeral IP terminations),
TerminationState (Rodérmination)

Both methods shall be mutually exclusive in this package versiot
Read/Write
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10.6 Procedures

10.6.1 Principles of TLS capability negotiationsi overview and scope

The behaviour of TLS capability negotiations is principally influencethbyfollowing dimensions:
1) Package usage or packagses operation (see clause 10.6.2);

When package is used, then there are:

1) two methods ((TLS) profile" vs "individual");and

2) two termination levels ("Root" vs "neRoot").

concerning the indicatio of a requested’LS domain profileby the MGC to the MG (see
clausel0.6.3).

There is consequently a high flexibility in supporting many TLS capability negotiation variants (from
ITU-T H.248 perspectiveHowever, the allowed applicable procedures aréédinintiscnpackage
versionl in order to simplify the operation of dfRU-T H.248 profile using this package. Such
limitations may be reopened again in a future version of this package.

10.6.2 General default behaviour (MGC does not influence TLS capabty negotiations)

Packagelscnis optionalfor ITU-T H.248 profile specifications with TLS support. When the package
is not used, then the MG shall independently negotiate TLS configuration(s) with remote TLS
endpoints.

Such MGautonomous TLS capabilityegotiations shall be compliant to [IETF RB246]. The
negotiations would be based on THeS MG profileand possibly preprovisioned negotiation policies.

10.6.3 MGC-controlled TLS capability negotiations: Options

There are two options for MGE€ontrolledTLS capability negotiations, with the aim to determine
the TLS domain profilénstance, which is to be used by the MG to formTth& endpoint profiléby
also taking into account theLS MG profilg, see Tabld 2.

Table 127 Variants of MGC -controlled TLS capability negotiations

Method ITU-T H.248 elements Protocol procedures

a) TLS profile approach Property: See clause 10.6.4
tlscn/dpid

b) Individual TLS protocol parameter control | Properties: See clause 10.6.5
tiscn/tlsv
tlscn/cs
tlscn/cm
tlscn/srsc
tlscn/rp
tlscn/car

Both methods shall be mutually exclusive in this package version. Thid$)ahH.248 profile with
tiscnvl package support should select one method.

10.6.4 Determining TLS related capabilities (TLS MG profile)

The supported TLS capaiviks are subject of the "TLS MG profile". THELS MG profileis a
characteristic athe MG level. The auditing of a TLS MG profile shall be therefore limited to the
Root termination only.
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10.6.4.1 Auditing supported TLS protocol profiles

The MGC may access supported TLS protocol profile(s) by auditing propsctydpid The
identifier of a particular TLS protocol profile relates to a reference on a TLS protocol profile
description, which might be for instance explicitly part of [&k-T H.248 profile definition or
documented anywhere else.

10.6.4.2 Auditing individual supported TLS protocol capabilities

The MGC may determine the properties of Thes MG profileby auditing the value cdupported
TLS Versiongtlsv), Supported Cipher Sugg¢sc9 andSupported Compression Methddsm).

The Supported TLS Versiomsoperty provides the TLS versions supported by the MG without any
specific sequence.

The  Supported Cipher  Suite property  shall include  the  cipher  suite
TLS _NULL_WITH_NULL_NULL ("0000"), which is used as the initial cipher suite during the first
handshake for the TLS session, but which must not be used for a cipher suite negotiation.

The list of supported cipher suites and the list of supported compression methods are providéd witho
any specific sequence.

10.6.5 Indication of TLS profile(s) to MG by MGC

The MGC may request TLS domain profile(s) support from the MG via progeidyleading tahe
following MG behaviour:

a) Built intersection between locally supported TLS capaédi(the TLS MG profil€) with
indicatedTLS domain profile(syesulting in LS endpoint profilésee also clauskl);

b) The TLS endpoint profileshall be the baseline for TLS negotiations with the remote TLS
entity (during TLS security session establishment procedures).

10.6.6 Indication of individual TLS protocol capabilities to MG by the MGC

In this casgthe TLSDomain profileinstance to be &sl by the MG is (partially) defined by the MGC
by the actually signalletlscn/xproperties with X != dpid". Thosetlscn/xproperties, which are not
explicitly signalled by the MGCassume their values as provisioneth@MG's TLS MG profile

10.6.6.1 TLS protocol parameter "TLS version"

The list of TLS versions used for the TLS procedures of the session is determined by the intersection
of the TLS domain profile as given by the propdriysDomainProfile Identifier (dpid)and theTLS

MG profile. This st is supposed to be provisioned (i.e., the property valuépidy on the MG as
typically default configuration.

NOTE T The TLS endpoint profilagain (see also clause 14) relates to the intersection/maidhiSoMG
profile (as provisioned on MG) anddividual explicitly signallediscn/xproperties with X != dpid".

In case the MGC signals the propertyS Versions (tlsythe MG shall use this list instead. In this
casethe MGC must ensure the consistency of the list between the requirements b$tdeniain
and the capability of the MG.

In case the MG acts as a TLS client, the highest TLS verasdsfined by the specifil_S endpoint
profile are included into the initial TLS handshake messé&djerftHello). In case the MG acts as a
TLS server, tb MG shall select the highest TLS version that is present in the list of TLS versions
offered from the TLS client and in the TLS versions as defined by the TLS endpoint profile. If there
is no match between both listee TLS handshake is regarded atail

Unsuccessful TLS negotiations should be reported by error code #449 (Unsupported or Unknown
Parameter or Property Value).
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10.6.6.2 TLS protocol parameter "cipher suite"

The prioritized list of cipher suites used for the TLS handshakes of the sagst@ieamined by the
intersection of th&LS domain profilas given by the properi.SDomainProfile Identifier (dpid)
and theTLS MG profile TheTLS domain profilenay specify different cipher suites for TLS clients
and TLS servey thus the propertyLS endpoint role (emnust be taken into account.

In case the MGC signals propef@hipher Suites (csjhe MG shall use this list instead. In this ¢ase
the MGC must ensure the consistency of the list between the requirements of the TLS domain and
the caability of the MG.

The MG will negotiate the cipher suite according tofth& endpoint profilelin case the MG is acting

as a TLS client, the cipher suites are included into the firstidriishake messagelientHello) in

the same sequence as definedH®yTLS endpoint profileln case the MG is acting as a TLS server,
the Cipher Suitesproperty is used to negotiate the cipher suite with the client according to the
procedure that is applicable for the negotiated TLS version.

10.6.6.3 TLS protocol parameter "compression method"

The list of compression methods used for the TLS handshakes of the session are determined by the
intersection of th&LS domain profilas given by the properiy.SDomainProfile Identifier (dpid)

and theTLS MG profile TheTLS dmain profilemay specify different compression methods for TLS
clients and TLS servsrthus the propertyLS endpoint role (emnust be taken into account.

In case the MGC signals prope@pmpression Methods (cnthe MG shall use this list instead. In
this casethe MGC must ensure the consistency of the list between the requirements of the TLS
domain and the capability of the MG.

The negotiation of the compression methods follows the same principle as the negotiation of the
cipher suite. The compression methods as defined byLt8endpoint profil@rovides the MG with

the list of methods to be used for the negotiation as defindéite procedure that is applicable for the
negotiated TLS version.

10.6.6.4 TLS protocol procedure "client authentication"
The MG's TLS server implementation shall support client authentication.

In case the TLS endpoint in the MG is configured as a Th#&gehe client authentication indication
is taken from the TLS domain profile as given by the propEt§DomainProfile Identifier (dpid)

In case the MGC signals propefjient Authentication Required (cathe MG shall use this value
instead. In tis casethe MGC must ensure the consistency of the value with the requirements of the
TLS domain.

10.6.6.5 TLS protocol procedure "self-signed client certificates"

In case the TLS endpoint in the MG is configured as a TLS server and client authenscatjoired,

the type of client authentication is implicitly defined by the SDP attribute "a=fingerprint". If present
in the Remote Descriptor, the client certificate shall bessgifed and shall be verified against the
fingerprint.

10.6.6.6 TLS protocol procedure "signed client certificates”

In case the TLS endpoint in the MG is configured as a TLS server, client authentication is required
and no SDP fingerprint attribute is present, the client certificate will be verified against a list of root

certificates as defined for the TLS domain profile. This list of root certificates is supposed to be

configured pedpid on the MG.
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10.6.6.7 TLS protocol procedure "server authentication”

In case the TLS endpoint in the MG is configured as a TLS server, the N@ralvide the server
certificate to the client as defined by theS domain profile

10.6.6.8 TLS protocol procedure "session resumption”

A framework for TLS session resumption is outlined in AppeNdix However, specific use cases
for TLS session resuption (withITU-T H.248 gateways) are for further studies.

10.6.6.9 TLS protocol procedure "renegotiation support"”
The TLS implementation in the MG shall provide support for renegotiation.

Whether renegotiation for a TLS session shall be enabled is degeliny thelTLS domain profile
When the MGC provides the propettgcn/rp, then the MG shall use this value instead of the
provisioned default T& Domain profile's fp" value.

In case the MGC signals prope®ypport of Renegotiation of the Security Crisrsc) the MG
shall use this value instead.

The behaviour of the renegotiation of the security context is defined bByLBesndpoint profile
which indicates if renegotiation shall be supported or not, taking into account piiepadgotiation
Period (rp).

In case thd'LS endpoint profilelisables renegotiation, the MG shall never initiate a renegotiation. If
receiving a renegotiation request from the remote TLS endpoint, the MG shall respond with a TLS
no_renegotiatioralert, as defined by the proagé that is applicable by the negotiated TLS version.

If renegotiation shall be supported, the MG shall accept and process a renegotiation request from the
remote TLS endpoint. The initiation of the renegotiation procedure by the MG depends on the value
of the Renegotiation Periogbroperty. If this property set to value "0", no renegotiation shall be
initiated. If set to any other narero value, a timer with the duration of tRenegotiation Periots

started each time a TLS handshake completed succgs§ialexpiration of the timethe MG shall

trigger the renegotiation as defined by the procedure that is applicable by the negotiated TLS version.
In case the MG receives a trigger for the renegotiation from the remote TLS endpoint while this timer
is ruming, the MG shall cancel and restart this timer.

10.6.7 Auditing the actual TLS configuration (TLS endpoint profile)

The actual agreed TLS configuration between the localtl@amemote TLS endpointefersto the
current value settings of a TLS endpoindfije and may be audited by the MGC via an AuditValue
procedure. Such kind of auditing shall be limitechon-Root termination level.

11 TLS session maintenance package
Package name TLS session maintenance package
Package ID tlsm (0x0119)
Description: This package defines capabilities for support of TLS alerts, whicl

exchanged between the remote and MG local TLS endpoint, follo
the TLS alert protocol.

NOTE T AppendixVI provides some background information concerr
TLS alert proteol handling byiTU-T H.248 gateways.

This package version is limited to the-called TLS error ales, as
defined bysection7.2.2 of[IETF RFC5246]. The package provide
capabilities for MGC triggered sending of TLS alerts by the MG
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Version:
Extends

11.1 Properties
None.

11.2 Events

11.2.1 TLS Error Alert
Event name
Event ID:
Description:

well as a repaing mechanism to notify the MGC about received T
alerts by the MG.

1
None.

TLS error alert
mgea (0x0001)

This event indicates abnormal condition for the TLS layer that dc
not lead to the immediate termination of the TLS session. Th
typically a TLS alert with severity level "warning”, but could be &
a received "fatal" alert (see alstauseV1.2).The abnormal conditio
may be detected on the local or on the remote TLS endpoint.

The event is limited to TLS error alerts and excludes the TLS clc
alert event.

The event shall be set at stream level.

11.2.1.1 EventsDescriptor parameters

None

11.2.1.2 ObservedEventsDescriptor parameters

11.2.1.2.1Bearer level Alert Initiator

Parametername
Parameter ID:
Description:

Type:

Optional:
Possible values

Default:

Bearer level alert initiator
blai (0x0001)

Indicates on which TLS endpoint the abnormal condition
detected.

Enumeration
No

"local" (Ox0001) Abnormal condition originated at and detected
the MG local TLS endpoint.

"remote” (0x0002) Abnormal condition originated at remote TI
endpoint side, then reported to the MG local TLS endpoint via
aert protocol by the remof€LS endpoint.

NA
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11.2.1.2.Zrror Alert Type
Parameter name
Parameter ID:
Description:

Type:
Optional:
Possible values

Default:

11.3 Signals

Error alert type
eat (0x0002)

Indicates the alert description for the abnormal condition
referencing the TLS error alert type. The codepoints registere
IANA within the TLS Alert Registry(see http://www.iana.org/
assignments/tiparameters/tiparameters.xml

Unsigned Integer
No

One of the values as defined for TLS error alert codepoints, whic
registered by IANA within the TLS Alert Registry (s
http://www.iana.org/assignmentsiiarameters/tiparameters.xml

N/A

11.3.1 MGC triggered TLS error alert

Signalname
Signal ID:
Description:

Signal Type
Duration:

MGC triggered TLS erroalert
mgcea (0x0001)

This signal is used to indicate an abnormal condition for the-~
session. The severity of the condition determines whether the st
will be closed or whether it may continue. If tdgparameter indicage
“fatal”, the session shall be terminated.

NOTE 1 The TLS 'tlose_notif{0)" alert is excluded because it does
belong to the TLS error alert category.

Brief
Not applicable

11.3.1.1 Additional parameters

11.3.1.1.1Alert Level
Parametername
Parameter ID:
Description:

Type:
Optional:
Possible values

Default:

Alert Level
al (0x0001)

Indicates the TLS alert level as defined in [IETF RF236], i.e., eithel
awarningor fatal alert severity.

Unsigned Integer
No

One of the values as defined for "AlertLevel", refer
[IETF RFC5246].

Not applicable
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11.3.1.1.2Alert Description
Parameter name Alert Description

Parameter ID: ad (0x0002)

Description: Indicates the TLS alert description level as defined
[IETF RFC5246].

Type: Unsigned Integer

Optional: No

Possible values One of the values as defined for TLS error alert codepoints, whic

registered by IANA within the TLS Alert Registry (see
http://www.iana.org/assignmentstisrameters/ttparameters.xml

Default: Not applicable

11.4 Statistics
None.

11.5 Error codes
None.

11.6 Procedures

Generally, there are TLS alert specifidJ-T H.248 procedures due to thature of the TLS alert
protocol, see AppendiXI.

11.6.1 TLS warning error alerts

11.6.1.1 General behaviour

The TLS session should be kept active (and not released) when TLS alerts with warning severity are
exchanged between local and remote TLS endg.oin

11.6.1.2 MG received TLS error alerts from remote TLS endpoint

The MGC may subscribe to be notified about TLS warning error alerts via mngga \WWhenever
the MG receives an incoming TLS error alert at warning level, it shall notifyiG€ by:

| mappng the TLS error alert type 10 U-T H.248 observed events parameteyea/eatqual
to "IANA registered codepoint”; and

T tagging observed event parametegea/blaiequal to femoté.

11.6.1.3 MG locally generated TLS error alerts and sent to remote TLS redpoint

The MGC may subscribe to be notified about TLS warning error alerts via mengea \Whenever
there are such MG locally generated TLS error alerts, an outgoing TLS error alert at warning level is
sent and the MG shall notify tGC by:

T mapping tle TLS error alert type tiU-T H.248 observed events parameteyea/eatqual
to "IANA registered codepoint”; and

T tagging observed event parametegea/blaiequal to lfocal".
11.6.1.4 MGC triggered TLS error alert, sent by the MG to remote TLS endpoint

When the MGC provides signalgceathen the MG shall generate a TLS alert message based on the
information as contained in signal parametrandad, and sent the TLS alert towards the remote
TLS endpoint.
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11.6.2 TLS fatal error alerts

11.6.2.1 General behaviour

Whenever a TLS fatal error alert is exchanged between local and remote TLS endpoints, then there
will alwaysbea subsequent, immediate release procedure of the TLS session (sé@usidol.2).

11.6.2.2 MG received TLS fatal error alerts from remote TLS endpoint

The MGC may subscribe to be notified about TLS fatal error alerts via exgad Whenever the
MG receives an incoming TLS error alert at fatal level, it shall notifyMzeC by:

T mapping the TLS error alert type lBU-T H.248 observe events parametengea/eatqual
to "IANA registered codepoint”; and

T tagging observed event parametegea/blaiequal to femoté.

The subsequently expected Tk®sure notifyalert indicates a TLS session release request. The
received TLSclosure_notiy alert would then trigger the TLS basic session control packbspsd
procedures according to clause 8.6.5.1.

11.6.2.3 MG locally generated TLS fatal error alerts and sent to remote TLS endpoint

The MGC may subscribe to be notified about TLS fatal error alerts via exga@ Whenever there
are such MG locally generated TLS error alerts, an outgoing TLS error alert at fatal level is sent and
the MG shall notify thMGC by:

T mapping the TLS error alert type lBU-T H.248 observed events parametegea/eatqual
to "IANA registered codepoint”; and

| tagging observed event parameteyea/blaiequal to local".

The MG shall send a subsequent Tdl&ure_notifyalert in order tanitiate an outgoing TLS session
release procedure. The outgoing TLS session release procedure shall be either triggered by the MGC
(see claus8.6.5.4) or autonomously started by the MG itself (see cla2s8).

11.6.2.4 MGC triggered TLS fatal error alert, sent by the MG to remote TLS endpoint

When the MGC provides signadgceathen the MG shall generate a TLS alert message based on the
information as contained in signal parametdrandad, and sed the TLS alert towards the remote
TLS endpoint.

Furthermore, the MG shall sdm subsequent TL8osure_notifyalert in order to initiate an outgoing
TLS session release procedure. The outgoing TLS session release procedure shall be either triggerec
by the MGC (see clause6.5.4) or autonomously startedthye MG itself (see clauge2.3).

11.6.3 Lower layer issues
There might be issues in the protocol layers below the TLS layer.

Example use case:
T Established IP bearer path, j#ere is an active TLS session;

T The underlying IP transport connectiong(e.TCP orstream control transmission protocol
(SCTB transport connection) is released from the remote side, but without anglddifse
alert indication;

T Hence, there would be still an established TLS session endpoint, but a released L4 bearer
connecbn from a local MG perspective;

T And therefore the TLS session would be interrupted, no TLS alert could be sent to the remote
side.

Procedures for the maintenance of lower layer issues are out of scope of this package, rather subject
of existingITU-T H.248 error handling capabilities.
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12 TLS traffic volume metrics package

Package name
Package 1D
Description:

Version:
Extends

12.1 Properties
None.

12.2 Events
None.

12.3 Signals
None.

12.4 Statistics

TLS traffic volume metrics package
tlstv (Ox011a)

This package is used to support statistics for the TLS protocol re
to various protocol data unit types (such as octets, TLS fragmr
etc.). The data model used is defined by AnBewhich is consisten
with the TLS protocol itself. The statisticeaapplicable as long as tt
MG is aware that thETU-T H.248 Stream carries TLS traffic.

1
None.

12.4.1 Number of Received Application Data TLSFragments

Statistic name
Statistic ID:
Description:

Type:
Possible values
Level:

Number of Received Application Data TIEBagments
recadfrag (Ox0001)

Provides the number of application data TLS fragments receive
the Termination or Stream since the statistic has been set.
applicaton data TLS fragments are counted which are passed fro
TLS record layer to the application layer.

A received TLSPDU is regarded as application data if the TLS hei
field "type" of the received TL®DU has been set |
"application_data(23)".

At the Termination level, it is equal to the sum of the ingress -
flows over all Streams.

Double
Any 64-bit integer 0 and up
Either (i.e., stream or termination level)

12.4.2 Number of Sent Application Data TLS Fragments

Statistic name
Statistic ID:
Description:

Number of Sent Application Data TESagments
sentadfrag (0x0002)

Provides the number of application data TLS fragments sent froi
Termination or Streamstce the statistic has been set.

A TLS fragment igegarded as application data if the TLS header 1
"type" of the resulting TLS?DU is set to "application_data(23)".
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Type:
Possible values
Level:

At the Termination level, it is equal to the sum of the egress TLS f
over all Streams.

Double
Any 64-bit integer 0 and up
Either(i.e., stream or termination level)

12.4.3 Number of Received TLS Message Fragments

Statistic name
Statistic ID:
Description:

Type:
Possible values
Level:

Number of Received TLS Message Fragments
rectmfrag (Ox0003)

Provides the number of TL#&essage fragments received on

Termination or Stream since the statistic has been set. Only
message fragments are counted which are passed from the TLS
layer to the change_cipher_spec protocol, the alert protocol c
handshake protocol.

A received TLSPDU is regarded as a TLS message if the TLS he
field "type" of the received TL®DU has been set to one of t
following values:

i change_cipher_spec(20)
i alert(21)
T handshake(22)

At the Termination level, it is equal to the sum of thgréss TLS
flows over all Streams.

Double
Any 64-bit integer 0 and up
Either (i.e., stream or termination level)

12.4.4 Number of Sent TLS Message Fragments

Statistic name
Statistic ID:
Description:

Type:
Possible values
Level:

Number of Sent TLS Message Fragments
senttmfrag (0x0004)

Provides the number of TLS message fragments sent fron
Termination or Stream since the statistic has been set. A TLS fra(
is regarded as TLS message if the TLS header field "type" o
resulting TLS-PDU is set to one of the following values:

T change_cipher_spec(20)
T alert(21)
T handshake(22)

At the Termination level, it is equal to the sum of the egress TLS f
over all Streams.

Double
Any 64-bit integer 0 and up
Either(i.e., stream or termination level)
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12.4.5 Number of Received Application Data Octets

Statistic name
Statistic ID:
Description:

Type:
Possible values
Level:

Number of Received Application Data Octets
recado (0x0005)

This statistic logs the number of applicatidata octets that ar
delivered to the application layer above the TLS record le
Received application data messages from the remote TLS ent
will have the TLS header field "type" set to "application_data(23)"
are decrypted, the authenticatiory t&® removed, and the data ¢
decompressed before this statistics value is updated. Other
messages are not subject of this statistics.

At the Termination level, it is equal to the sum of the ingress
flows over all Streams.

This statistic is only aplicable when TLS is terminated locally (e.
in case of TL&0-non-TLS interworking).

Double
Any 64-bit integer 0 and up
Either(i.e., stream or termination level)

12.4.6 Number of Sent Application Data Octets

Statistic name
Statistic ID:
Description:

Type:
Possible values
Level:

Number of Sent Application Data Octets
sentado (0x0006)

This statistic logs the number of octets received from the applic
layer. The octets are counted before the application date
compressed, authenticatadd encrypted.

At the Termination level, it is equal to the sum of the egress TLS f
over all Streams.

This statistic is only applicable when TLS is terminated locally (¢
in case of TL&0-non-TLS interworking).

Double
Any 64-bit integer 0 and up
Either(i.e., stream or termination level)

12.4.7 Number of Received TLS Message Octets
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Statistic name
Statistic ID:
Description:

Number of Received TLS Message Octets
rectmo (0x0007)

This statistic logs the numbef TLS message octets that are delive
to the change_cipher_spec protocol, the alert protocol or tc
handshake protocol above the TLS record layer. Received
messages from the remote TLS endpoint will have the TLS he
field "type" set to one athe following values:

T change_cipher_spec(20)
i alert(21)
i handshake(22)

Rec. ITU-T H.248.90 (10/2014)



Type:
Possible values
Level:

The TLS messages are decrypted, the authentication tag is rel
and the data are decompressed before this statistic value is ug
Application data messages are not subjethisfstatistic.

At the Termination level, it is equal to the sum of the ingress
flows over all Streams.

This statistic is only applicable when TLS is terminated locally (¢
in case of TLS0-non-TLS interworking).

Double
Any 64-bit integer 0 and up
Either(i.e., stream or termination level)

12.4.8 Number of Sent TLS Message Octets

Statistic name
Statistic ID:
Description:

Type:
Possible values
Level:

Number of Sent TLS Message Octets
senttmo (0x0008)

This statistic logs the number obctets received from th
change_cipher_spec protocol, the alert protocol or the hand:
protocol. The octets are counted before the TLS message
compressed, authenticated and encrypted.

At the Termination level, it is equal to the sum of the egréSsflbws
over all Streams.

This statistic is only applicable when TLS is terminated locally (¢
in case of TL&0-non-TLS interworking).

Double
Any 64-bit integer 0 and up
Either(i.e., stream or termination level)

12.4.9 Number of Received Application Data TLSPDU Octets

Statistic name
Statistic ID:
Description:

Type:
Possible values
Level:

Number of Received Application Data TIEDU Octets
recadpduo (0x0009)

This Statistic provides the number of TLS PDU octets, where the
header field "type" is set to "application_data(23)", received or
Termination or Stream since the Termination or Stream has e
and the Statistic has been set. The octets reprékeningress
Application DataTLS PDUsof all TLS flowsof an ITU-T H.248
Stream excluding all lower layer overhead.

At the Termination level, it is equal to the sum of the ingress
flows over all Streams.

Double
Any 64-bit integer 0 and up
Either (i.e., stream or termination level)

12.4.10Number of Sent Application Data TLS-PDU Octets

Statistic name
Statistic ID:

Number of Sent Application Data TEBDU Octets
sentadpduo (0x000a)
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Description:

Type:
Possible values
Level:

This statistic provides the number of TLS PDU octets, where the
header field "type" is set to "application_data(23)", sent from
Termination or Stream since the Termination or Stream has e»
and the Statistic has been set. The octets reprebentedress
Application DataTLS PDUsof all TLS flowsof an ITU-T H.248
Stream, excluding all lower layer overhead.

At the Termination level, it is equal to the sum of the egress TLS f
over all Streams.

Double
Any 64-bit integer 0 and up
Either(i.e., stream or termination level)

12.4.11Number of Received TLS Message PDU Octets

Statistic name
Statistic ID:
Description:

Type:
Possible values
Level:

Number of Received TLS Message PDU Octets
rectmpduo (0x000b)

This statistic provides theaumber of TLS PDU octets where the TI
header field "type" is set to one of the following values:

i change_cipher_spec(20)
i alert(21)
T handshake(22)

The statistic comprises TLS PDU octets received on the Termin
or Stream since the Termination oreatm has existed and the Statis
has been set. The octets represent the ingileSdviessage PDUsf
all TLS flowsof an ITU-T H.248 Stream excluding all lower lay
overhead.

At the Termination level, it is equal to the sum of the ingress
flows overall Streams.

Double
Any 64-bit integer 0 and up
Either(i.e., stream or termination level)

12.4.12Number of Sent TLS Message PDU Octets
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Statistic name
Statistic ID:
Description:

Number of Sent TLS Message PDU Octets
senttmpdud0x000c)

This statistic provides the number of TLS PDU octets where the
header field "type" is set to one of the following values:

i change_cipher_spec(20)

| alert(21)

| handshake(22)

The statistic comprises TLS PDU octets sent fromTémenination or
Stream since the Termination or Stream has existed and the sl
has been set. The octets represent the egt&sdMessage PDUN all
TLS flowsof an ITU-T H.248 Stream, excluding all lower lay
overhead.
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Type:
Possible values
Level:

At the Termination level, is equal to the sum of the egress TLS flc
over all Streams.

Double
Any 64-bit integer 0 and up
Either(i.e., stream or termination level)

12.4.13Number of Received Application Data Octets, Protected and Compressed

Statistic name

Statistic ID:
Description:

Type:
Possible values
Level:

Number of Received Application Data Octets, Protected
Compressed

recadpco (0x000d)

This statistic provides the number of octets of protected
compressed application data TLS fragments in ingress dinedti
corresponds to TLSCiphertext.fragment (refer to the present
language ofIETF RFC5244) of a TLS PDU where the TLS head
field "type" is set to "application_data(23)".

The octets represent the ingrpsstected and compress@gplication
Dataof all TLS flowsof anITU-T H.248 Stream.

At the Termination level, it is equal to the sum of the egress TLS f
over all Streams.

Double
Any 64-bit integer 0 and up
Either(i.e., stream or termination level)

12.4.14Number of Sent Application Data Octets, Protected and Compressed

Statistic name
Statistic ID:
Description:

Type:
Possible values
Level:

Number of Sent Application Data Octets, Protected and Compre
sentadpco (0x000e)

This statistic provides the number of octets of protected
compressed application data TLS fragments in egress directi
corresponds to TLSCiphertext.fragment (refer to the present
language ofIETF RFC5244) of a TLS PDU where the TLS head
field "type" is set to "application_data(23)".

The octets represent the egrpsstected and comprességbplication
Dataof all TLS flowsof anITU-T H.248 Stream.

At the Termination level, it is equal to the sum of the egress TLS f
over all Streams.

Double
Any 64-bit integer 0 and up
Either(i.e., stream or termination level)

12.4.15Number of Received TLS Message Octets, Protected and Compressed

Statistic name
Statistic ID:

Number of Received TLS Message Octets, Protecte@antpressec
rectmpco (0x000f)
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Description:

Type:
Possible values
Level:

This statistic provides the number of octets of protected
compressed TLS messages in ingress direction. It correspor
TLSCiphertext.fragment (refer to the presentation language
[IETF RFC5244) of a TLS PDU where the TLS header field "tyg
is set to one of the following values:

| change_cipher_spec(20)
T alert(21)
T handshake(22)

The octets represent the ingregssotected and compressefLS
messagef all TLS flowsof anITU-T H.248Stream.

At the Termination level, it is equal to the sum of the egress TLS f
over all Streams.

Double
Any 64-bit integer 0 and up
Either(i.e., stream or termination level)

12.4.16Number of Sent TLS Message Octet®rotected and Compressed

Statistic name
Statistic ID:
Description:

Type:
Possible values
Level:

Number of Sent TLS Message Octets, Protected and Compresst
senttmpco (0x0010)

This statistic provides the number of octets of protected
compressed TLS messages in egress direction. It correspor
TLSCiphertext.fragment (refer to the presentation language
[IETF RFC5246)) of a TLS PDU where the TLS header field "tyf
is ¢t to one of the following values:

i change_cipher_spec(20)
| alert(21)
T handshake(22)

The octets represent the egnesstected and compress@&tS messag
of all TLS flowsof anITU-T H.248 Stream.

At the Termination level, it is equal to the sum ofélgeess TLS flows
over all Streams.

Double
Any 64-bit integer 0 and up
Either(i.e., stream or termination level)

12.4.17Number of Octets of Compressed Application Data Fragments in ingress Direction
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Statistic name

Statistic ID:
Description:

Number of Octets of Compressed Application Data Fragmen
ingress Direction

recadcfo (0x0011)

This statistic provides the number of octets of compressed applic
data fragments in ingress direction. It corresponds
TLSCompressed.fragment (refer to the presentation languag
[[ETF RFC5244) for a TLS PDU where the TLS header field "tyg
is set to "application_data(23)".
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Type:
Possible values
Level:

The octets represent the ingressnpressed\pplication Dataof all
TLS flowsof anITU-T H.248 Sream.

At the Termination level, it is equal to the sum of the ingress
flows over all Streams.

This statistic is only applicable when TLS is terminated locally (¢
in case of TL&0o-non-TLS interworking).

Double
Any 64-bit integer 0 and up
Either(i.e., stream or termination level)

12.4.18Number of Octets of Compressed Application Data Fragments in egress Direction

Statistic name

Statistic ID:
Description:

Type:
Possible values
Level:

Number of Octets of Compressed Application Data Fragmen
egress Direction

sentadcfo (0x0012)

This statistic provides the number of octets of compressed applic
data fragments in egress direction. It corresponds
TLSCompressed.fragment (refer to the presentation languag
[IETF RFC5244) for a TLS PDU where the TLS header field "ty
is set to "application_data(23)".

The octets represent the egressnpressed\pplication Dataof all
TLS flowsof anITU-T H.248 Stream.

At the Termination level, it is equal to the sum of the egress TLS f
over all Streams.

This statistic is only applicable when TLS is terminated locally (¢
in case of TL&0-non-TLS interworking).

Double
Any 64-bit integer 0 and up
Either(i.e., stream or termination level)

12.4.19Number of Octets of Compressed TLS Message Fragments in ingress Direction

Statistic name

Statistic ID:
Description:

Number of Octets of Compressed TLS Message Fragments in ir
Direction

rectmcfo (0x0013)

This statistic provides the number of octets of compressed
message fragments in ingress direction. It correspond:s
TLSCompressed.fragment (refer to the presentation langugs &f
RFC5244) for a TLS PDU where the TLS header field "type" is
to one of the following values:

T change_cipher_spec(20)
| alert(21)
| handshake(22)

The octets represent the ingressnpressed LS Messagef all TLS
flowsof anITU-T H.248 Stream.
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At the Termination level, it is equal to the sum of the ingress
flows over all Streams.

This statistic is only applicable when TLS is terminated locally (¢
in case of TL&0-non-TLS interworking).

Type: Double
Possible values Any 64-bit integer 0 and up
Level: Either(i.e., stream or termination level)

12.4.20Number of Octets of Compressed TLS Message Fragments in egress Direction

Statistic name Number of Octets of Compressed TLS Message Fragments in ¢
Direction

Statistic ID: senttmcfo (0x0014)

Description: This statistic provides the number of octets of compressed

message fragments in egress direction. It correspond:
TLSCompressed.fragment (refer to the presentation languag
[IETF RFC5244) for a TLS PDU where the TLS header field "tyg
is set toone of the following values:

i change_cipher_spec(20)
i alert(21)
T handshake(22)

The octets represent the egresmpressedLS Messagesf all TLS
flowsof anITU-T H.248 Stream.

At the Termination level, it is equal to the sum of the egress TLS f
over all Streams.

This statistic is only applicable when TLS is terminated locally (¢
in case of TL&0-non-TLS interworking).

Type: Double
Possible values Any 64-bit integer 0 and up
Level: Either(i.e., stream or termination level)

12.5 Error codes
None.

12.6 Procedures
12.6.1 General information

12.6.1.1 TLS data model

The underlying data model is contained in Anriexwhich defines relevant measurement points
(MPs).

12.6.1.2 Overview of performance metrics

Tablel3 summarizes all ten cate@® of performance metrics that result in twenty statistics due to
support in both traffic directionsTable 14 indicates the internal measurement points (given by
FigureB.1) and whether a TLS protocol termination would be required:
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Table 13i Overview of performance metricsi All ITU-T H.248 statistics

No Category of ITU-T H.248 statistics Direction Clause StatisticsID
1 | Number of Application Data TL-&ragments Received 12.4.1| recadfrag
2 Sent 12.4.2| sentadfrag
3 | Number of TLS Message Fragments Received 12.4.3| rectmirag
4 Sent 12.4.4| senttmfrag
5 | Number of Application Data Octets Received 12.4.5| recado
6 Sent 12.4.6| sentado
7 | Number of TLS Message Octets Received 12.4.7| rectmo
8 Sent 12.4.8| senttmo
9 | Number of Application Data TL®DU Octets Received 12.4.9| recadpduo

10 Sent 12.4.10| sentadpduo
11 | Number of TLS Message PDU Octets Received 12.4.11| rectmpduo
12 Sent 12.4.12| senttmpduo
13 | Number of Application Data Octets, Protected and Received 12.4.13| recadpco
14 | Compressed Sent 12.4.14/| sentadpco
15 | Number of TLS Message Octets, Protected and | Received 12.4.15| rectmpco
16 Compressed Sent 12.4.16| senttmpco
17 | Number of Octets of Compressed Application Dat{ Received 12.4.17| recadcfo
18 | Fragments Sent 12.4.18| sentadcfo
19 | Number of Octets of Compressed TLS Message | Received 12.4.19| rectmcfo
20 Fragments Sent 12.4.20| senttmcfo

Table 147 Internal measurement points (MP), traffic types and conditional usage

Presentation | TLS protocol
Cﬁ%%gig tli-srtLiJcsT StatisticsID | Relates to rl\mﬂeenazsuori?]t language of termination
: P IETF RFC 5246 |  at SEP
Number of Application | recadfrag Application | Application | TLSPlaintext. | Yes
Data TLSFragments | Sentadfrag Data Data fragment
Number of TLS rectmirag TLS TLS TLSPlaintext. | Yes
Message Fragments | Senttmfrag message | message | fragment
Number of Application | fécado Application | Application | T No
Data Octets sentado Data Data
Number of TLS rectmo TLS TLS-RL i No
Message Octets senttmo message | PDU
Number of Application | récadpduo Application | TLS-RL TLSCiphetext | No
Data TLSPDU Octets | Sentadpduo | patg PDU
Number of TLS rectmpduo TLS TLS-RL TLSCiphetext | No
Message PDU Octets | SENtMpduo | megsage | PDU
Number of Application | fécadpco Application | TLS-RL TLSCipher No
Data OctetsProtected | Sentadpco Data PDU text.fragment
and Compressed
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Table 147 Internal measurement points (MP), traffic types and conditional usage

Presentation | TLS protocol
Caljtez%og)gg‘ tli;LiJC;T StatisticsID | Relates to n':/leenis; orier:t language of termination
) IETF RFC 5246 at SEP

Number of TLS rectmpco TLS TLS-RL TLSCipher No
Message Octets, Senttmpco | message | PDU text.fragment
Protected and
Compressed
Number of Octets of | ecadcfo Application | TLS-RL TLSCompres | Yes
Compressed Applicatio| Sentadcfo Data PDU sed.fragment
Data Fragments
Number of Octets of | rectmefo TLS TLS-RL TLSCompres | Yes
Compressed TLS senttmcfo message | PDU sed.fragment
Message Fragments

12.6.1.3 Profile selection guidelines

It is expected that a particularU-T H.248 profile with support of thigstv package will only support
a subset from the defined set of statistics. Example:

| A profile interested in applicatiolevel measurements only would just use the statistics
related to measurement point "Application Data".

| A profile with support of "TLS transparent forwarding" only may support just the statistics
which does not need a TLS protocol termination in the MG.

T A profile interested in "bitratebased traffic volume measurement data would just use the
octetbasedTU-T H.248 statistics.

| A profile interested in TCP traffic volume with and without FTh&sed transport security
(e.g., comparing dataverTLS-overTCP with dateoverTCP) may need to gather
measurements ateasuremergoint "TLS-RL PDU" for detailed performance evaluations.

126.1.4 Measurement principles

The usualTU-T H.248 principles apply:

| consideration of all successfully received/sent data units to/frofTWsT H.248 TLS
Stream/Termination;

T aggregation of allTLS flowsof anITU-T H.248 Stream/termination.
12.6.2 Number of Application Data TLS-Fragments

Statistics tlstvirecadfrag and tlstvisentadfrag provide a fragmerbriented based volume
measurements between TLS and application protocol layer.

12.6.3 Number of TLS Message Fragments

Statistics tlstvirectmfrag and tlstvisenttmfrag provide a fragmerbriented based volume
measurements between TLS record protocol and TLS handshake/cipher/alert protocol layer.

12.6.4 Number of Application Data Octets

Statisticstistviecadoandtlstvisentadgprovide octeriented bast volume measurements between
TLS and application protocol layer.
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12.6.5 Number of TLS Message Octets

Statisticstlstvirecmoand tistvisentmoprovide octeriented based volume measurements between
TLS record protocol and TLS handshake/cipher/alert poblager.

12.6.6 Number of Application Data TLS-PDU Octets

Statisticstlstvirecadpducandtistvisentadpdugrovide octeriented based volume measurements
between L4 transport and TLS protocol layer.

12.6.7 Number of TLS Message PDU Octets

Statisticstlstvirectmpduocandtistvisenttmpdugrovide octeriented based volume measurements
between L4 transport and TLS protocol layer.

12.6.8 Number of Application Data Octets, Protected and Compressed

Statisticstlstvirecadpcoand tlstvisentadpcoprovide octéoriented based volume measurements
between L4 transport and TLS protocol layer.

12.6.9 Number of TLS Message Octets, Protected and Compressed

Statisticstlstvirectmpcoand tlstvisenttmpcoprovide octeriented based volume measurements
between L4 trangpt and TLS protocol layer.

12.6.10Number of Octets of Compressed Application Data Fragments

Statisticstlstvirecadcfoandtlstv/isentadcfgorovide fragmenbriented based volume measurements
between L4 transport and TLS protocol layer.

12.6.11Number of Octets of Compressed TLS Message Fragments

Statisticstlstvirectmcfoandtistvisenttmcfaprovide fragmenbriented based volume measurements
between L4 transport and TLS protocol layer.

13 Packageless TLS control

Usage of dedicated SDP elements is ppalty not excluded in packagesed TLS session control.
However, such SDP elements shall be avoided which could semantically overlap or lead to
ambiguities withTU-T H.248.

13.1 Related to TLS session establishment

13.1.1 Overview' principal ITU-T H.248control steps

Figure 8 indicates all possible control steps (frdJ-T H.248 perspective) concerning the
establishment of TL®verL4/IP bearer connections in environments demanding NAT traversal
support. The dashed boxes aredependent (e.g., in casé TCP see [ITUT H.24869], [ITU-T
H.24884] and[ITU-T H.248.8)).
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1: Creation SEP / SEPP

| 2: Bearer type (L4/L3) e 1'L3 types: [Pv4, IPv6
| indication to SEP o ! L4 type: TCP, UDP, SCTP, DCCP

3: Block / unblock

H i L4 bearer control i b------4 (due to e.g., connection est.
E i procedures at SEP | ! E hold or delayed est.)
[ it l -------- m o ____.
4: Start IP transport connection ! | 1eg, TCP: transition from

1
establishment procedure i | ITU-T H.248 state "IDLE ;"
1

___________________________

T 17 T T T TTT oo T o sSoo s oo oooosoommomme
' S5:Local L/L3NAT | 1 One or multiple NAT-T methods
{1 traversal support | | ! (e.g., ITU-T H.248.37, ITU-T H.248.84)
e i", """""" U
6 Sgﬁggzsrf‘ﬂggztcﬁﬁhe‘i Py Te.g.. Transition to ITU-T H.248
- i 1 " "
|| (State "ESTABLISHED") ||  state "ESTABLISHED "
ll il

7: Bearer type (L4 +="TLS") | | T 'Mav be already part of Step 1
indication to SEP L M? }) ¢ _a_h_'e_a_d_y_ I_J?I:t_o_f_s_t_eP - 1_ .
! Uic.handlingof

» TLS handshake protocol

L4 + bearer control | --- * TLS cipher change protocol
» TLS alert protocol

proceduresat SEP | | P drpriovbn oo

! b

8: Block / Unblock

9: Start IP security session _/4: Transition from ITU-T H.248
establishment procedure | -7~ :_ §t_3}§ H]?P_E_T_l_gu_ _____________
("TLS handshake"y (|
l _ LA+ NAT-T becomes only active with the
3 _--="""1 transfer of "L4 + PDUs", i.e., only after step 6.
10: Local L4 + NAT S Eae SRttt et
traversal support “~-\_K‘ | e.g., B-ALG support
l 1 (ITU-T H.248.78)
v eme
11: Successfully established IP| | _:F :F_r;u_ls_i;i_o;l_t_o_ ff[j:'f_}_{ ._2_4_8 _____
transport security session i state "ESTABLISHED, "

1 x l | i.c, if transport security:
12: Active communication phase | L------ 4: transfer of encrypted

! application data
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Figure 81 Principal ITU-T H.248 control steps for establishing a TLSver-L4 bearer

It is apparent that some steps might be combined (e.g., 1, 2 and 7) and that specific steps might be
optional (e.g., 3, 5, 8, 10).

Table 15 provides a preliminary inventory of possible control elements ffobvT H.248
perspective (at the example of TCP as L4 protocol). The coliihthT H.248/SDP element” refers
to "packagdess TLS control".
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Table 157 ITU-T H.248 control steps and possible control elements

ITU-T H.248 control step

ITU-T H.248
property

ITU-T H.248/SDP
element

Comments

Establishment phase I: "IP transport connection establishment"”

1 |Creation SEFBEPP ADD.req/MOD.req command
2 |Bearer type (L4/L3) indicatio| Indirect: package |"m="-line <proto> |Issue 1: SDP may be
to SEP elements used fron (clausel3.4of ambiguous due to
TCP-relatedITU-T |[[ITU-T H.248.84], |"protocol stack” concept
H.248 packages |[ITU-T H.248.69]) |(Notel).
Issue2: bearer type is a
LCD level characteristic
but not LD/RD related.
3 |Block/Unblock L4 Bearer Property, e.g., TCRH"a=setup:holdconn" |Note 3
Control Procedures at SEP |tcpbcc/bceb
4 |Start IP Transport Connectig TCP proxy mode: |TCP proxy mode: |Conditional, dependent
Establishment Procedure (€. Event:tcpbcc/ not possible due to |on required TCP mode.
TCP active or passive OPENBNCChange [ITU-T H.248.84] TCP proxy mode needs
Signal:tcpbcc/ "a=setup:" semantic{ besupported, in TCP
EstBNC for LD/RD usage  |ACTIVE and PASSIVE
OPEN.
5 |Local L4/L3 NAT traversal |[ITU-T H.248.37] |"a=setup:" for [ITUT | Complementary due to
support H.248.84] NATT different NAT-T methods
6 |Successfully established IP |Event, e.g., TCP: T MGC notification might

Transport Connection (State
"ESTABLISHEDL4")

tcpbccBNCChange

be optional.

Establishment phase II: "IP transport security session establishment”

7 |Bearertype (L4+ ='TLS") |Indirect: package |"m="-line <proto> |Note?2.
indication to SEP elements used fron SDP may be ambiguous
TLS-relatedITU-T due to "protocol stack"
H.248packages concept (Mtel).
8 |Block / UnblockL4+ Bearer |Property: None l.e., handling of TLS
Control Procedures at SEP |tlsbsc/bceb handshake protocol, TL{
cipher change protocol,
andTLS alert protocol
9 |Start IP Security Session Event: None The above TLS protocol
Establishment Procedure |tlsbsc/BNCChange are enabled
("TLS negotiations") Signal:
tlIsbsc/EstBNC
10 |Local L4+ NAT traversal [ITU-T H.248.78] |e.g., MSRP: NOTET L4+ NAT-T
support "a=msrpcema” may be also requested f
nonTLS.
11 | Successfully established IP | Event: T
Transport Security Session |tlsbsc/BNCChange

(State ESTABLISHEDr.s")

Communication phase:

12

Active communication phaseg
(i.e., transfer o&pplication

data)
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Table 157 ITU-T H.248 control steps and possible control elements

ITU-T H.248 ITU-T H.248/SDP

ITU-T H.248 control step
property element

Comments

NOTE 17 The SDP "m="line <proto> element allows the indication of a) a single protocol or b) a p
stack (i.e., multiple protocol layers). The protocol stack based value is inherently ambiguous in ca
requirement inindicating a particular protocol layer out of the stack. This is a-knellvn issue of thi
element.

NOTE 2i Step 7 may be merged with step 1 in case of tightly coupled "TLS/L4" control.

NOTE 371 See Tablel/[ITU-T H.248.89] due to example "L4 = 'TCP#¥ie.

13.1.2 Step 1: Bearer endpoint creation
Not SDP related, based 6nJ-T H.248 Command request.

13.1.3 Step 2: Bearer type indication for IP transport "L4/L3"

The SDPbased approach of using the SDP "m=" line <proto> element as transport inslatlar
be used. The SDP method shall work for all required TLS transport modes (see &lHuse
[ITU-T H.248.91)).

Conditional approach, dependent on:

T C2.1: unambiguous indication of transport protocol "L4" (Issue: “lm&' <proto> relates
to aprotocolstackbased indicator, rather than a distinct identifier to a specific L4 protocol).

Warning: possible semantical interaction with stép

| C2.2: consistent LD/RD signalling (due to the fact of a LCD level characteristic)

| C2.3: could imply additiodaTCP bearer connection establishment (step 4) when using
[ITU-T H.248.69].

13.1.4 Step 3: BlockUnblock L4 bearer control procedures at SEP

This is out of scope of this Recommendation. E.g., see-[ITI248.89] in case of TCP as TLS
transport protocol.

13.1.5 Step 4: Start IP transport connection establishment procedure

Relevant for connectieariented IP transport protocols, which are used as TLS transport modes (see
clause6.1/[ITU-T H.248.91]), but out of scope of this Recommendation. E.g., seeTIMAL248.89]
in case of TCP as TLS transport protocol.

Warning: possible semantical interaction with Siggee clausé0.2.5 of [ITU-T H.248.89 in case
of "L4 = "TCP")!

13.1.6 Step 5: Local L4/L3 NAT traversal support

This is a crucial step because TLS will fail without any successfully established IP transport
connection. However, this is out of scope of this Recommendation. There are dedicateNAT/L3
traversal NAT-T) support methods, such as [ITUUH.248.37], [ITUT H.248.50] or [ITUT
H.248.84].

It should be noted that the above example NIAfechanisms are primarily enabled usifty-T
H.248 packages ("and not via LD/REnbedded SDP signalling”). See alslause 10.2.6 of
[ITU-T H.248.89] in case of "L4 = "TCP".

50 Rec. ITU-T H.248.90 (10/2014)



13.1.7 Step 6: Reporting successfully established IP transport connection

Not supported by SDP, but out of scope of this Recommendation. E.g., se€ HI248.89] in case
of TCP as TLS transport protocol.
13.1.8 Step 7: Bearer type indication for TLS

If SDP based, then only the same method as in step Bsiregy the SDP "m="line <proto> element
as security session indicator.

Conditional approach, dependent on:
T C7.1: unambiguous indication, see C2.1.
T C7.2: consistent LD/RD signalling (due to flaet of a LCD level characteristic).

131.9 Step 8: BlocklUnblock TLS security session control procedures at SEP
Not supported by SDP, thus propetigbsc/bcelrequired.

13.1.10Step 9: Start TLS security session establishment procedure

There is no explit SDP indicator for outgoing and incoming TLS "handshake procedures"” as part of
TLS session establishment.

NOTE T Unconditional, general approach: sigtlabsc/EstBN@r eventtisbsc/BNCChange{Type=Esidr
triggering of outgoing or incoming TLS securitgssion establishment procedures.

13.1.11Step 10: Local L4+ NAT traversal support

Not possible via explicit SDP for general L4+ NAT thus [ITUT H.248.78] required.
NOTE i Some applicatioispecific L4+ NATT support functions could be associated wifipleation
specific SDP information, however, this is out of scope of this Recommendation.

13.1.12Step 11: Reporting successfully established TLS session
Not supported by SDP, thus evéisbsc/BNCChangeequired.

13.1.13Step 12: Active communication phae

The control of functions during the active communication phase (such as performance measurements
or application data inactivity detection for TLS traffic) as such is out of scope of the SDP.

13.2 Related to TLS authentication
NOTE 17 This clause satisds requirement £8.3.3.2.2/1 of [ITUT H.248.91].
The SDP "a=fingerprint:" attribute (according to [I[ETF R#&72]) shall be used under the condition

of ITU-T H.248 gateways involved in network architectures (given by trust model and SIP/SDP as
application control protocol) as described pETF RFC4572]

NOTE 27 The SDP based method is exclusive, i.e., there are not any altelfiaiine H.248 signalling
elements defined.

If the SDP "a=fingerprint:" element is required by latJ-T H.248 profile, therthe MGC would
provide to the MG:

T a fully specified SDP fingerprint attribute in thBJ-T H.248 RD and

T either a fully specified or wildcarded (see [HTUH.248.39]) SDP fingerprint attribute in the
ITU-T H.248 LD.

Usage of the SDP "a=fingerprint:" altiute at thdTU-T H.248 interface validates the beateicall
binding betweersession initiation protocoS(P) call and TLS secured bearer (see,d=@ure6 of
[ITU-T H.248.91)).
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13.3 Related to TLS session release

Not possible via SDP. The hard renabwf a TLSenabled stream endpoint via 8rlJ-T H.248
MODify.req or SUBtract.req command would lead to a complete release of MG level TLS resources.
Usage of signalsbsc/RelBNGllows keeping these resources as long aBitiel H.248 SERs not
removed

14 The TLS profile concept

14.1  TLS protocol profiles

A media gatewayMG) may be requested to support more than one TLS domain. For each such TLS
domain different "TLS services" may be required from the MG. For each TLS doethase required
TLS behavours are defined by a domaspecificTLS domain profile

Generallythe TLS domain profile may be controlled VidJ-T H.248 by usage of thiéscnpackage
(clausel0), either as an atomic entity (so called "TLS profile" approach in clhd€el) or by
"individual TLS protocol parameter control" (see clalie5.1).

Important to note: any concrete, detailed, normative specifications of TLS prptofitds are out
of scope of this Recommendation!

The TLS related parameters and procedures supported by the TLS implementation in the MG are
referred to as alLS MG profile(see also claus&?2.9).

On creation of a TLS endpoint in the MG, the intersectibthe selected (and possibly modified)
TLS domain profile(sand theTLS MG profilewill be built. This intersection may be termed as the
TLS endpoint profilelt defines the TLS related parameters and procedures the MG will use to
establish the TLS ss®n on the TLS=nabled endpoint (i.e., the MGU-T H.248 SEP/termination,

see also clause?2).

Figure 9 illustrates the principle relation between the profiles.

L5 profe

1 ~
()\ie\'a“ TLS domain ~

,——-,,_,, profile 2

TLS domain
profile 1

TLS endpoint
profile

TLS MG profile

H.248.90(14)_F09

Figure 917 Example: Intersection of the TLS domain profile 1 and the TLS MG profile

Normaly, the result of intersection isTAS endpoint profiléhat exactly matches with the requested
TLS domain profile(s)However, there might be partial matches in principle as well, as depicted by
the example in Figur@.
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14.2  lllustration of TLS profile ¢ oncept

The indication and negotiation ofedia configurationgacross théTU-T H.248 interface is subject
of [ITU-T H.248.80]. ATLS configuratiorrelates effectively to a subset ofreedia configuration
(see claus8.2.1.20f [ITU-T H.248.80]). Table6 describes analogous terms and profile types.

Figurel0 provides an illustration of the three TLS profile types, as in use during TLS security session
establishment.

Table 167 Analogous terms betweertTU -T H.248.80 media configurations
and TLS profile types

ITU-T H.248.80 generic TLS-specific ITU-T H.248.TLS
media configuration media configuration TLS profile term:
Overall term:
Configuration (claus8.2.10f TLS configuration TLS profile
[ITU-T H.248.80])

Quialified term:

Preferrecconfiguration PreferredTLS configuration | TLS domain profile
(e.g.,preferredcodec list) (Note

Supported configuration Supportedl'LS configuration | TLS MG profile
(e.g., supported codec list)

Actual configuration Actual TLS configuration TLS endpoint profile

(e.g., actual codec list)

NOTE T There is a subtle difference between [FTUH.248.80] and this Recommendation: there are
SIP-level SDP Offer/Answer negotiations concerning TLS configurations due to the fact that TLS p
itself an embedded TLS handshake protocol for-lh&| regotiations. Thus, there is neither an "Offe
TLS configuration" nor "Answered TLS configuration" at application control protocol level.

________________________________

S SRS Sy S YS— O s MGC | Legend: :
1) Preferred TLS configuration(s) | SEP (ITU-T H.248) stream endpoint !
(the requested "TLS domain . 1 TCP Transmission Control Protocol |
_____________ pr o_ffl_ei' _b_Y_ 1}/{(_39_ j e \ TLS Transport layer security ;:
ITU-T H.248
E 2) Supported TLS configuration(s)
.4 (the "TLS MG profile" according
.-~ 1 to the implemented TLS capabilities)
TLS negotiation r“—"—“", pras :::::::::::::::ii:::::::::::::
Remote bearer i > TLS | ' 3) Actual TLS configuration(s) (the
it | SEP |TTTT---d ——__1 "TLS endpoint profile" as a result
endpoint X TLS/TCP l?earer L -1: of (1) and (2), after successfull TLS
connection MG 1 session establishment)
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Figure 107 lllustration of TLS profile concept

Ingeneral, th8 LS MG profilereflects the status of implemenfédS capabilities, it may be therefore
principally a subset, superset or equal to a requested TLS domain profile.

ITU-T H.248 profiles could also simplify network solutions by mandating supported TLS
capabilities, which could lead to the equation BES MGprofile equal toTLS domain profilg
resulting in TLS endpoint profilalso equal taLS domain profilé
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14.3

Appendix Il provides examples fail.S domain profilesTable 17 depicts an example fofaS MG
profile. It also shows which properties can be audited on the Root termination by the MGC.

Example for the TLS MG profile concept

Table 18 shows an exampa how the intersection of BLS domain profil@and theTLS MG profile

is built to determine the values for theS endpoint profileThe properties of tHELS endpoint profile
will be used by the MG for the TLS handshake. Tdleloes not indicate which properties can be
provided by the MGC.

Table 177 Example of a TLS MG profile

Corresponding ITU-T
H.248 signalling elenent

Scope Example for property audit by
MGC
TLS versions TLS1.1 tlscn/tlsv
TLS1.2
Cipher suites TLS_RSA WITH_AES 128 CBC_SHA, | tlscn/cs
TLS_RSA WITH_3DES_EDE_CBC_SHA
TLS_RSA WITH_NULL_SHA
Compression methods NULL, DEFLATE, LZS tlscn/cm
Client authenticatiomequired | Yes tlscn/car
Resumption support No For further studies.

Extensions

For further studies.

Table 187 Example of an intersection between a TLS domain profile and a TLS MG profile

TLS endpoint property

TLS_RSA_WITH_AES_128 CBC_S
HA, TLS_RSA_WITH_NULL_SHA

HA,
TLS_RSA_WITH_3DES_EDE_CBC |

Property TLS Domain profile TLS MG profile value
TLS version Mandatory: TLS1.1 TLS1.1, TLS1.1,
Optional: TLS1.2 TLS1.2 TLS1.2
Cipher suite Mandatory: TLS_RSA_WITH_AES_128 CBC_S| TLS_RSA_WITH_AES_128 CBC

_SHA,
TLS_RSA_WITH_NULL_SHA,
TLS_RSA _WITH_3DES_EDE_C

Optional: SHA, TLS_RSA_WITH_NULL_SHA,
TLS RSA WITH 3DES EDE CBC | TLS_RSA_WITH_RC4_128 MD5, | BC_SHA
SHA, B ~ T~ 7| TLS_RSA_WITH_DES_CBC_SHA

TLS_DH_RSA WITH_AES_256_CB
C_SHA256

Compression | NULL, NULL NULL
method LZS
Client Yes Yes Yes
authentication
required
Root List: A, B, C List: X, A, B List: A, B
certificates
MG certificate List of certificates, one
(Notel) certificate per TLS domain
profile (Note 2)
Support for No Yes No
renegotiation
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Table 187 Example of an intersection between a TLS domain profile and a TLS MG profile

Property TLS Domain profile TLS MG profile TLS endsg:zgproperty
Support for Yes No No
resumption

NOTE 171 The MG certificate is used during the TLS handshdkes it is a part of the "set of TLS
related parameter and procedures" (current definition of a TLS profile), but it is neither defined for
TLS domain profile nor (cuently) for the TLS MG profile. The MG certificate is hetwork element
specific and TLS domain specific. Thus, at least one "defauls'ddmain profile needs always to be
provisioned on the MG, which is applicable if the MGC does not explicitly signdstr@dpidproperty.
In such a casehis default provisioned TLS domain profile is merged with potentially signated/x
properties (x != dpid) to form the TLS endpoint specificSidndpoint profile, which then also contains
Root certificates and oG certificate.

NOTE 27 Thus, the MG to "know" (e.gvia provisioning) a "default" T& domain profile in case the
MGC does not signal thiéscn/dpidproperty.

15 Security considerations

It has to be noted that there are a number of known TLS protokwrabilities, leading to ongoing
TLS protocol improvement activities by the IETF.

The ITU-T H.248 MG might become a point of potential TLS related security attacks when
terminating the TLS protocol (as e.gn use cases #1.2 and #Iofl clause6.2.1). Appendix F
"Security Analysis" of [IETF RFG246] and related material such adfJF tls-attacks] should be
then considered from security perspective.
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Annex A

State modelling for
TLS bearer connection endpoints

(This annex forms an integral part bfs Recommendation.)

A.l Introduction and purpose

The TLSbasic session contrglackage (clause 8) is tightly coupled to a state model, because the
event {Isbsc/BNCChangeand signalt{sbsc/EstBN{are related to state transitioning behaviour.

It has tobe noted that the IETF TLS related RFCs do not define any explicit state model with regards
to the TLS security session endpoints. However, a simplified view is sufficientthemperspective
of ITU-T H.248 gateway control procedures.

The underlying statmodel of packag#sbscis described by this Annex.

NOTET This Recommendation does not describelBd{T H.248) TLS bearer connection (or TLS security
session) as separate (IETF RFC) TLS session and (IETF RFC) TLS connection entities. Such a dsfference
not relevant for the first package versions becauseusgcase TLS session resumption is for further studies.
Any future refinement may indicate TLS resource components in detail which are in scopd 0fihe.248

state model below.

A.2 Original state model for TLS session endpoints
There is no standardized state model for TLS (in comparison (&4 grotocols TCP or SCTP).

A.3 Simplified state model forITU -T H.248based TLS basic session control

The TLSbasic session contr@ackage makes a couple of assumptions, similar to those in Annex
of [ITU-T H.248.89] for TCP.

The correspondg simplified model for TLS is depicted in Figufel.

There are two remaining states, callede andESTABLISHED in thelTU-T H.248 state modeSignal
tiIsbsc/EstBNGs used for triggering a state change frione to ESTABLISHED by the MGC, signal
tisbsc/RelBNCis used for the reverse transitioning and evdabsc/BNCChangendicates
successfully completed state transitions to the MGC.
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Bearer connection control for TLS:
ITU-T H.248 state transition diagram for incoming, outgoing and maintenance protocol procedures
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Figure A.11 Simplified state model forITU -T H.248based TLS basic session control

A.3.1 Transitioning from IDLE to ESTABLISHED

The bearer establishment related TLS handshake procedures, éither abbreviated handshake
will be performed autonomolysby the MG with the properties as defined by the TLS endpoint
profile.

The initial TLS handshake is completed when the folloviwmg conditions are true:
| The TLSFinish message has been sent, using the negotiated set of security parameters.
| The TLSFinish message has been received and has been successfully verified.

At this point in time TLS application data may be sent and received using the negotiated security
parameters. The evetidbsc/BNCChange{type=Esthan be used to notify the MGC according|

A.3.2 Transitioning from ESTABLISHED to IDLE
Transitioning to statéDLE is completed after a complet&S close_notifprocedure.
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Annex B

TLS protocol layer: Data model
(This annex forms an integral part of this Recommendation.)

B.1 Motivation

TLS [IETF RFC5246] isunusualfrom a protocol specification perspective, due to its idiosyncrasy
in using a kind of proprietary presentation language concerning syntax defingtsogapted from
clause 4 of [IETF RFG246}

4. Presentation Language

Thisdocument deals with the formatting of data in an external representation. The following
very basic and somewhat casually defined presentation syntax will be used. The syntax
draws from several sources in its structure. Although it resembles the programming
language "C" in its syntax and XDR in both its syntax and intent, it would be risky to draw
too many parallels. The purpose of this presentation language is to document TLS only; it
has no general application beyond that particular goal.

It is difficult to get a concise view about the structure of protocol data units within and at the interfaces
of the TLS protocol layer. Such a data model is required for some of the défidet H.248
signalling elements (such as statistics) by this Recommendation.

A data model is derived in this Annex, based on the TLS protocol data structures actording
AppendixA of [IETF RFC5246].
B.2 Data model

FigureB.1 (derived from Figurd) outlines again the TLS protocol stack inclusive of the four TLS
subprotocols. Four mesurement points (MP) are highlighted, which are relevant for the several TLS
traffic volume metrics according to clauk2.
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Figure B.17 Performance monitoring’ Measurement points related
to traffic volume specific performance metrics

Monitoring of traffic volume related performance metrics could be realized at the following interfaces
of the TLS record layer as depicted in Figure B.1:

Interface between the TLS application and the TLS record layer (measurement point

"Application Data")

Interface letween the TLS protocols (handshake protocol, change cipher spec protocol, alert
protocol) and the TLS record layer (measurement point "TLS message")

Interface between the TLS record protocol and the transport protocol (measurement point

"TLS-RL PDU").

Figure B.2 indicates the major processing stages with the TLS Record LayeR{)L& may be
concluded that there will be no difference between the processing of application data and the
processing of TLS messages. The term "RISuserdata" comprises dth, "TLS message" and
"Application Data" (see also Figure B.1).
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Figure B.27 Data processing in the TLS record layer

In the sending direction the TLS record layer transforms a given amount eRILlLLSerdata into
one or more TLSRL PDUSs.

On the othehand one or more received TEBL PDUs are transformed into a specific amount of
TLS-RL userdata.
For a given amount of TLRL user datathe resulting amount of TL-&L PDUs depends on

T the currentfragment sizeas this dimension determines how mamys-RL PDUs will be
used;
T thecompression methagpplicable for the current security session;

T the TLSversionapplicable for the current security session (€4S versionl.1 adds the
initialization vector explicitly to the TLEDU to protect againstipher block chaining
(CBC) attacks);

T thecipher suiteapplicable for the current security session

60 Rec. ITU-T H.248.90 (10/2014)



A protected, compressed TLS fragment is consequently of variable size, see layout iBRgure

C?;;eem vt/lr{;jig; VBE/:lri;li(()); Length Protected compressed TLS fragment
4
| v l// Compressed TLS fragment //‘/ MACd// Padding /J————— Block cipher
Compressed TLS fragment MAC }----------—mmom- ---- Stream cipher
| Nonce V Compressed TLS fragment /1 ---------------- ---- AEAD cipher
e - Other
Protected compressed TLS fragment

)

J Enciphered

Nonce: An arbitrary number used only once in a cryptography communication.

H.248.90(14)_FB.3

Figure B.37 TLS-RL PDU: variable layout of a protected compressed TLS fragment

B.3

Table B.1 shows the relation between the terms as used in this Recommendation and the TLS

Terminology based on data model

presentation language [IETF RBR246]:

Table B.11 TLS presentation language and derived term

Term used in this Recommendation

TLS Presentation Language [IETF RFC5246]

TLS fragment TLSPlaintext.fragment ( Note )
Compressed TLS fragment TLSCompressed.fragment
Protected compressed TLS fragment TLSCiphertext.fragment

TLS-RL PDU TLSCiphertext

TLS-Header

TLSCiphertext.type +
TLSCiphertext.version +
TLSCiphertext.length

NOTET It is equal to element "fragment" within data structure "TLSPlaintext", but [IETF $2H46]
does not use explicitly the name "TLSPlaintext.fragment".
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Appendix |

Sample use cases of TLS bearer encryption
(This appendix does not form an integral part of this Recommendation

This appendix illustrates some network level scenarios that employ TLS bearer encryption.

.1 Use case #l.1 "Terminalto-MG TLS session provisioned TLS service negotiation”

This use case is based on the bearer connection use casbdiduges.2.1 and illustrates the bearer
path TLS security betweeruaer equipmentE) and the MG. Such a configuration is characterized
by the following aspects:

| UE and MG reside in the same Td®main; the MGC could be outside (as shown) or inside
this TLS-domain In either casethe MGC is aware of the applied TLS network domain
profile for the secured bearer traffic.

| IP transport bearer type: 'TCP' is used in this example (but mightedsg, SCTP).

T Call/session control signalling: SIP with SDP Offer/Answer and SDP support for TCP
connection control (based on-[BTF RFC4145]) as well as SDP support for connection
oriented media transport over TLS (based on [IETF REZ2]).

T The SIP signalling path between the UE and thes8iWer is integrity protected, e.¢y
transport options SIP/SCTP/IPsec, SIP/DTLS/UDP/IP, SIP/TLS/B&P

| ITU-T H.248 MG type: (IPJP) connection model, TLS to néfFLS (see clause 6.2.1, use
case#l.2).

T Bearer path protocol layering: "Application/TLS/TCP/IP" (i.e., no tunnelled transport).
T UE: TCP client and TLS client, MG: TCP server and TLYaer
T ITU-T H.248 MG TCPmode: "TCP proxy".

NOTE T L4/L3 NAT traversal support requirements during the establishment phase of TCP bearer
connection may initially imply @CP merganode (see [ITWUl H.248.84]), which later transitions to

a TCP proxymode (lue to the TLS protocol termination here for TLS to ity interworking).
Another option is to use tHECP proxymode from the very beginning, e.g., in case of lacking NAT

T support.

| Mutual TLS-authentication via certificates, MG's certificate is sighdid's certificate is self
signed.

| TLS-related settings (TLSersion, cipher suites, compression methods, certificts,
provisioned inthe MG (e.g., in case of alTU-T H.248 profile without support of thELS
capability negotiatiorpackage, see clause 10).
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... Interworking function

Figure .17 Usecase # |.1: Bearer path TLS security between UE and MG

[.2 Use case #l.2 "Terminalto-MG TLS session, MGGcontrolled TLS service
negotiation”

This use case is an extension of the first use case #l.1 (claulsg &llgwing the MGC to influence

the TLS service negotiation at bearer level via usage oflt&ecapability negotiatiopackage (see
clause 10). The first use case is based on preconditions that are partially subject of network
provisioning. This use cags motivated by the fact that there are a number of reasons that demand
MGC involvement, such as to bind the TLS service parameters, to limit the negotiation time, etc.

1.3 Use case #1.3 "WebRTC to NGN/IMS interworking function with DTLS-to-TLS
support”

WebRTCbased data uses "SCTP/DTLS/UDP/IP" as transportc{aesel.l of [ITU-T H.248.89).
An ITU-T H.248 WebRTC gateway (see-[bU-T H.248.WEBRTC]) could be requested for
interworking to "TLS/TCP/IP" based transport, resulting in a DT&-FLS scenario

1.4 Use case #l.4 "TLSbased transport security for facsimile packet relay service T.38"

Background:

[b-ITU-T T.38] defines three transport modd3U-T T.38 over UDPTL/UDP, RTP/UDP or
TPKT/TCP), but does not provide any recommendation which mode sheukklected when
integrity and confidentiality protection is required.

Use case ITU-T T.380verUDPTL/DTLS/UDP" relates to théJDP transport layer UDPTL)
transport mode and is characterizedtmfollowing aspects:
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| the MG type would follow either a H8I-to-IP connection model, such as access or trunking
gateways irpublic switched telephone networR$TN emulation solutions, or an {e-IP
connection model in case 3U-T T.38 interworking accordint [b-ITU-T V.153];

T such a network configuratiarelates,i for both connection models to the "TLS to non
TLS" interworking case (see claug.l);

T UDP transport implies DTLS.
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Appendix Il

Example call flows

(This appendix does not form an integral part of this Recommendation

1.1 TLS to non-TL S interworking with TCP as example bearer type

NOTET TCP is used as an example L4 protocol for TLS. HTW.248.89] provides further details on TCP

bearer connection control procedures and takes precedence in case of discrepancies between both
Recommendaons.

[1.L1.1 Initial session setup using SDP security descriptions in application control signalling

This use case is presentectiausel.1. Figure II.1 outlines the network configuration as used in the
message flow.

MGC
7777777777777777777 Secured SIP/SDP signalling SIP/SDP signalling
SIP ITU-T H.248 SIP
application application
control control
T hd
1 I
. i
Media plane UL GE TCP TCP termination
termination termination
Upper-layer Upper-layer
protocols protocols Upper-layer Upper-layer
TLS session protocols protocols
TLS-client — TLS-server "
TCP-client TCP-server TCP TCP
1P IP P IP
Lower-layer Lower-layer Lower-layer Lower-layer
protocols protocols protocols protocols
UE MG Call-session endpoint

... Interworking function H.248.90(14) Fil1

Figure 1.1 7 Configuration for t he example call flow

The scenario shows a simplified SIP session establishment. The TCP bearer connection establishment
direction is defined at SIP level by the SDPgetattribute (based on{lETF RFC4145]), and the
fingerprint of the UE's certificatis included in the SDP (based on [IETF R&E&R72]).

ThelTU-T H.248 MG is triggered by the MGC to create two terminations, whereby the bearer for
the first SEP/termination is secured by the use of TLS. In the RD of this termjriagoMG also
receives théingerprint of the UE's certificate.
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[1.1.2 Traffic flow examples for communication establishment phase

There are multiple options for establishing the communication path for the TLS tdLSon
interworking. The following establishment examples are Haist:

] Scenario 1: Unclear situation whether remote NAT devices may require L4/L3TNAT
support, leading to an initial establishment and connectivity check of the-emdl 1P L4
connection before the initiation of the TLS security session. The EXplicitly triggers (or
not) TLS establishment, dependent on a successfully established IP L4 connection (see
clausell.1.2.1).

T Scenario 2: NATT support seems to be not requirétbwever, the MGC separates the
communication establishment between the TLS network domain andlU®metwork
domain, e.g., due to separated capability negotiations in each domthia agiplication
control level (see claudel.2.2).

| Scenario 3: the enb-end IP L4 connection should be autonomously established by the MG
(e.g., because the MGC does not expect any blocking issues such as L4 protocol deadlocks).
The MGC requests to be notified about L4 connectivity and then explicitly triggers TLS
securitysession establishment (see clalide2.3).

T Scenario 4: the MGC does not expect any issues at all and may optimize communication
establishment by minimizing sep delay times, i.e., enabling full MG autonomous
behaviour across the SEPP and verticatqmol layers (see claugiel.2.4).

NOTET This is a norexhaustive list of variants, just a few examples.

[1.1.2.1 Example: TLS establishment decoupled from L4 establishment (decoupled eito-
end L4 connection)

The call flow (Figure 11.2) shows the sap of the TCP bearer connection as well as the subsequent
TLS handshake on the first stream endpoint T1(S1). The MGC initially blocks any TLS security
session establishment duaittcertaintywhether the underlying TCP bearer connection could resolve
all "NAT traversal challenges". After the MG reportssaccessfullyestablished TCP bearer
connection, the MGC initiates TLS session establishment. The TLS server role is lothéd@t

side in this example.

The selisigned certificate received from the UEvisrified by the use of the fingerprint. After the
TLS handshake is finished, application data may flow between the UE and the remote TLS session
endpoint. In the traffic flow presented hgilee MG will forward these data in the TCP proxy mode.
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%
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Information flows over:
a) Control plane
ITU-T H.248

A 4

Unencrypted applicatilon data

b) Bearer plane

TCP connection control

Bearer: Application data

NOTE 1- TLS session establishment initially blocked.
NOTE 2 — RD could be either re-moved, or provide already the bearer type indication (for TCP) (see [ITU-T H.248.89]).

NOTE 3 — Here: MGC assigned incoming (SEP T1(S1)) and outgoing (SEP T2(S1)) TCP bearer connection establishment roles.
NOTE 4 — MGC is aware of a successfully established end-to-end TCP bearer connection after reception of both TCP level events.
NOTE 5 — MGC "assigns" TLS server role to SEP T1(S1).
NOTE 6 — This notification indicates the MGC that finally the end-to-end communication path is successfully established.

Figure 11.2 7 Example setup of a TLS to nonTLS IWF
(TLS establishment decoupled from L4 establishment (decoupled efid-end L4 connection))

[
L

H.248.90(14)_FI1.2

[1.1.2.2 Example: combined TLS/L4 establishment (decoupled entb-end L4 connection)

This scenario is similar to clauskel.2.1, but the successful L4 connections establishment towards
the remote TLS endpoint (i.e., B shall immediately trigger the TLS session establishment
without MGC involvement. Such a behaviour is achieved by the interlinkage capability by setting
propertyseplink/linktopdat SEP T1(S1)), see Figuile3.

The final MG notifications concerning a successfully establishedteeadd IP bearer path are

optional (and dependent time MGC requesting these notifications).

Rec. ITU-T H.248.90(10/2014)

67



NOTE 1 - TLS session establishment
a) Explicitly unblocked (defaul

1)

MG
UE-X MGC UE-Y
T1(S1) T2(S1)
ADD.req
LCD: tlsbsc/beeb="unblocked" - :r (Note 1)
,,,,,,,, seplink/linktopo=[""T1"TCP:TLS:est"] —-==-=-=-==="""" |
(Note 3) h_ LD: proto=TLS/TCP
—_ N RD: pr0t0=TL:SfTCP
~~ Events = tcpbce/BNCChange { Type=Est} _ ___
ADDreg ;::—:E:::=: (Note 2)
LCD: tepbec/beeb="blocked" ----"7" I
LD: proto=TCP
TCP handshake procedures for RD: proto=TCP
connection establishment
(here: incoming establishment)
e —————— =
_, E()_I]L\.,r&] _________________ >,
--------------- — & Event: tcpbee/BNCChange { Type=Est] N oem——mmmm
TLS handshake procedures for ) (Note 4)
session establishment MODify.req P B
(here: outgoing establishment) ' e e e s i o ]
I LCD: tepbee/beeb="unblocked" (not necessary)
T Tmrmr e _’ Signals = tepbee/EstBNC
K 4 Events = tcpbcc/BNCChange { Type=Est}
T — —p
TCP handshake procedures for connection establishment
(here: outgoing establishment)
e e i e e
Mao NOTifyreq _ _ _ _ _ ___ __ N
Event: tcpbcc/BNCChange { Type=Est|
o/ NOTiyrea | ___ N
Event: tlsbs¢/BNCChange { Type=Est}
/’1 ________ '\l
< TLS secured bearer path >\ IWF ,< Unsecured bearer path >
NTTTT T T TR P

b) Start conditional on successfully established L4 connection (via an intra-SEP interlinkage configuration).
NOTE 2 — MGC wants to trigger explicitly TCP bearer connection establishment at SEP T2(S1) as soon as TCP connectivity at SEP T1(S1).
NOTE 3 — Here: MGC assigned SEP T1(S1) TCP server role.

NOTE 4 — Explicit trigger by MGC for TCP bearer connection establishment towards UE-Y.

Figure I1.3 T Example setup of aTLS to non-TLS IWF
(combined TLS/L4 establishment (decoupled entb-end L4 connection))
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[1.1.2.3 Example: TLS establishment decoupled from L4 establishment (but interlinked
end-to-end L4 connection establishment)

This scenario is similar to claudel.2.1, but provides an interlinked TCP bearer connection
establishment. Such behaviour is achieved by using again the interlinkage capability (at both SEPs,
if the establishment direction is unknown from the MGC side), see Higlire
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NOTE 1 - TLS session establishment initially blocked. H.248.90014)_Fil.4
NOTE 2 - L4 (inter-SEP) interlinkage enabled in both directions.

NOTE 3 — MGC is aware of a successfully established end-to-end TCP bearer connection after reception of both TCP level events.

NOTE 4 — MGC "assigns" 7LS server role to SEP TI(S1).

Figure 11.4 7 Example setup of a TLS to nonTLS IWF
(TLS establishment decoupled from L4 establishment, but interlinked endo-end L4
connection establishment)

11.1.2.4 Example: Combined TLS/L4 establishment (and also interlinked endo-end L4
connection establishment)

If possible, the MGC could delegate the "entire" control ofterehd IP bearer path establishment
down to the MG, by enabling interlinkage at-B£PP level as well as between TLS and L4 at SEP
T1(S1), see Figurl.5.
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Figure 11.5 T Example setup of a TLSto non-TLS IWF
(combined TLS/L4 establishment, plus interlinked eneto-end L4 connection establishment)

11.1.3 Traffic flow examples for communication release phase

H.248.90(14)_FI1.5

There are multiple options for release of the IP bearer path for the TLS {6LSomterworking
scenario. The following release examples are illustrated:

| Scenario 1: The MGC separates TLS and L4 bearer releaséue.tp possible TLS session
resunption. Thus, any later IP L4 connection release will be explicitly triggered by the MGC

(seeclausell.1.3.1).

| Scenario 2: The MGC issues the TLS session release and wants the IP L4 connection release
to be initiated bythe remote TCP endpoints. E.g., if either-Mr UE-Y initiates a TCP
release activity, then the etotend TCP bearer connéamt should be "MG autonomously”
released (see clauHel.3.2).

T Scenario 3: Similar to the previous scenario, but now MG should immediately start the IP L4
connection release towards the remote TLS/L4 endpoint. (see HlAUBS).

NOTET This is a norexhaustive list of variants, just a few examples.

Concerning MG autonomous support with respect to TLS session release procedures, it may be noted
that for all release examples it is assumed that any interlinkage is not enabled if not otherwise

specified.

[1.L1.3.1 Example: TLS session release initiated by remote TLS endpoint and MGC enforced
immediate L4 connection release

The MGC expects an incoming TLS session release (see Hig)r&JE-X initiates the TLS session
release by sending a TLS alestose notify) message.
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The MG reports a successfully released TLS session to the MGC, which then decides to release also
the underlying TCP bearer connection, towards both remote UEs.

MG
E-X E-Y
v T1(S1) T2(S1) MGE v
S I~
< TLS secured bearer path > :\ IWF ‘)< Unsecured bearer path >
MODify.req Pmmmm -
_________________ e T T —— = — e — ] - (Note )
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connection release P e e
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Events = tepbcc/BNCChange { Type=Rel | Soiviaiunine
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'l _NOTifyreg S T

Event: tcpbece/BNCChange { Type=Rel}

(Note 4)

NOTE 1 - MGC expects an incoming TLS session release. MGC wants to be notified in order to issue an immediate, explicit L4 connection release.
NOTE 2 - TCP CLOSURE procedures initiated towards both remote endpoints.

NOTE 3 - MGC is aware of a successfully released end-to-end TCP bearer connection.

NOTE 4 - MGC could e.g., remove stream S1from the terminations T1 and T2 (in case of multiple streams), or subtract all the terminations, etc.
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Figure 11.6 T Example TLS session release, initiated by remote TLS endpoint
(MGC enforces immediate L4 connection release)

[1.1.3.2 Example: Outgoing TLS session release, local TLS/L4 decoupled, coupled etud
end L4 connection release

Figurell.7 depicts a situation when the MGC initiates the TLS session release towatdsadé
configures the MG to autonomously release any possibkoegidld TCP bearer connection release,
which might be initiated by one (or botbi) theremote UE(S).
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(Note 3) Events = tcpbce/BNCChange { Type=Rel}
. L4 SEpp
A N _{”.Ier]jnkage
TCP handshake procedures for e e N >
(i::?iiﬁzf’mrfi i‘:ﬁg TCP handshake procedures for connection release
- — = . _g_ ______ - (here: outgoing release)
I D e e e e B i i il
o NOTifyreq S0 ___ -]
Events = tcpbce/BNCChange { Type=Rel }
S| JNOTifreg L _ _
Event: tcpbec/BNCChange { Type=Rel}
(Note 4)

NOTE 1 - MGC H.248.90(14)_FII.7
a) TLS-to-L4 intra-SEP interlinkage not used;
b) Enables L4-to-L4 ("TCP SEPP") interlinkage; and
¢) Triggers an outgoing TLS session release.

d) MGC wants to be further notified when the TCP connection towards UE-X is released.
NOTE 2 - MGC
a) Enables L4-to-L4 ("TCP SEPP") interlinkage (thus bidirectional) and
b) MGC wants to be further notified when the TCP connection towards UE-Y is released.
NOTE 3 — UE-X decides here when the TCP connection towards "UE-Y" will be released (after TLS session release).
NOTE 4 - MGC could e.g., remove stream S1 from the terminations T1 and T2 (in case of multiple streams), or subtract all the terminations, etc.

Figure I1.7 T Example TLS session release, local TLS/L4 decoupled,
but coupled endto-end L4 connection release)

11.1.3.3 Example: Outgoing TLS session release, coupled TLS/L4 and eftd-end L4
connection release

This scenario is similar to the previous example (cliuk8.2), but now the MGC wants to explicitly
start TCP bearer connectiogsiease (e.g., in order to be independent of remote UES), see Figure II1.8.
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Inter]j,
- elinkage

NOTify.req

Events = tepbee

A

LCD: seplink/lirllktop():["'Tl':TLS:TCP:rel"] -----------
seplink/linktopo=[""T2": TCP:TCP:rel"]

P Y
TLS handshake procedures for Signals = tlsbsc/ReIBNC
session release Events = tcpbec.
(here: outgoing release)
i = >
i TLS/L4 SEPP
; interlinkage
".'
L4 sppp

-

JBNCChange{Type=Rel}
MODify.req

LCD: seplink/linktopo=[""T1":TCP:TCP:rel"]{”
Events = tcpbcc/BNCChange { Type=Rel}

BNCChange{Type=Rel}

NOTify.req

Event: tcpbcc/BNCChange { Type=Rel}

(Note 4)

NOTE | - MGC
a) Enables TLS-to-L4 intra-SEP interlinkage;
b) Enables L4-to-L4 ("TCP SEPP") interlinkage; and
¢) triggers an outgoing TLS session release.

H.248.90(14)_FI1.8

d) MGC wants to be further notified when the TCP connection towards UE-X is released.

NOTE 2 - MGC
a) Enables L4-to-L4 ("TCP SEPP") interlinkage (thus bid

irectional) and

b) MGC wants to be further notified when the TCP connection towards UE-Y is released.

NOTE 3 - The trigger for "L4 SEPP interlinkage" would be the incoming "TCP-FIN", related to the second TCP half-closure, as initiated by UE-X.

NOTE 4 - MGC could e.g., remove stream S1 from the terminations T1 and T2 (in case of multiple streams), or subtract all the terminations, etc.

Figure 11.8 T Example TLS session release,

coupled TLS/L4 an

d endto-end L4 connection release

Rec. ITU-T H.248.90(10/2014)

73



Appendix Il

Example TLS profiles

(This appendix does not form an integral pdthis Recommendation

The TLS profile concept is introduced in clauske This Appendix illustrates sonexampleTLS

profiles.
1.1 Typical Internet TLS profile
TLS is used in many Internet applications. Talblles.a and 11l.1.b indicate an exampl&.S domain
profile.
Table lll.1.a T Example of a TLS domain profilei Main part
Item Property Mandatory support Optional support
Shall Shall not Should Should not
1) Client related:
1.1 TLS versions: TLS 1.1 T TLS 1.2 T
1.2 Cipher suites: In Tablelll.1.b | In Table lll.2.b | In Table Ill.1.b | In Table lll.1.b
1.3 Compression NULL T DEFLATE, T
methods: LZS
1.4 Extensions: None
2) Server related:
2.1 TLS versions: TLS 1.1 T T T
TLS 1.2
2.2 Cipher suites: In Table lll.1.b | In Table lll.1.b | In Tablelll.1.b | In Table lll.1.b
2.3 Compression NULL T DEFLATE, T
methods: LZS
24 Extensions: None
3) Common:
3.1 Root certificates: | i
3.2 Client Yes
authentication
required
3.3 Certificate types Signed,
(client): Seltsigned
3.4 Renegotiation: Yes
3.5 Resumption: No
3.6 Extensions: T
3.7 Capability Yes
negotiation:
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Table Ill.1.b 7 Example of a TLS domain profilei Cipher suites

Support To 1.2: Client related cipher suites To 2.2: Server related cipher suites
M | Shall TLS_RSA WITH_AES 128 CBC_S| TLS_RSA WITH_AES 128 CBC_SHA,
HA TLS_RSA WITH_3DES_EDE_CBC_SHA,
TLS_RSA WITH_NULL_SHA TLS_RSA_WITH_NULL_SHA
Shall not | ' i
O | Should TLS_RSA WITH_3DES_EDE_CBC| i
SHA
Should | i
not

1.2 3GPP TLS domain profile

Annex O of[b-ETSI TS 133 203] defines "Enhancements to the access security to enable TLS". When
used, then the network domain security related "TLS domain profile", accordifgniex E of
[b-ETSI TS 133 310], is prescriptive. Tabl#.2 summarizes thisprofile with status of

3GPPReleasd 1 (201212).

Table Ill.2.a 7 3GPP TLS domain profile (AnnexE of [b-ETSI TS 133 310])i Main part

Iltem Property Mandatory support Optional support
Shall Shall not Shoud | Should not

1) Client related:
11 TLSversions: | TLS 1.1 SSL 3.0 TLS 1.2 T
1.2 Cipher suites: | In Table ll.2.b In Table lll.2.b| In Table Ill.2.b In Table lll.2.b
1.3 Compression | Compression Methods of

methods: Method.null [b-IETF RFC3749]
1.4 Extensions: Allowed, but not

specified by 3GPP

2) Server related:
2.1 TLS versions: | See client See client See client T
2.2 Cipher suites: | In Table 111.2.b In Table I11.2.b| In Table I1.2.b In Table I1.2.b
2.3 Compression | Compression T Methods of T

methods: Method.null [b-IETF RFC3749]
2.4 Extensions: Allowed, but not

specified by 3GPP

3) Common:
3.1 Root ?

certificates:
3.2 Client ?

authentication

required
3.3 Certificate ?

types (client):
3.4 Renegotiation: | Note2
3.5 Resumption: Note2
3.6 Extensions:
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Table 11l.2.a 7 3GPP TLS domain profile (AnnexE of [b-ETSI TS 133 310])i Main part
3.7 Capability Yes
negotiation: (Notel)

NOTE 17 Target: negotiation up to highest TLS protocol version.
NOTE 271 Not explicitly specified, thus TLS V1.1 {lETF RFC4346] applies: YES

Table Ill.2.b T 3GPP TLS domain profile (AnnexE of [b-ETSI TS 133 310])i Cipher suites

Support To 1.2: Client related cipher suites To 2.2: Server related cipher suites
M | shall TLS_RSA WITH_AES 128 CBC_SH See client
A (Notel)
TLS_RSA WITH_3DES_EDE_CBC_.
HA (Note?2)

TLS_RSA_WITH_NULL_SHA

Shall not a) Cipher suites with NULL integrity | See client
protection or HASH

b) "TLS_DH_anon_WITH_"

(Note3)
O | Should TLS_RSA WITH_AES 128 CBC_SH See client
A256
TLS_RSA_WITH_NULL_SHA256
Should not Cipher suites with RC4 See client

NOTE 17 The only mandatorgipher suite from TLS V1.2 [IETF RF&246].
NOTE 271 The only mandatory cipher suite from TLS V1.1fI'F RFC4346].
NOTE 31 Because the "the key exchange method shall not be anonymous".

.3 OMA TLS domain profiles

The Open Mobile Alliance (OMAYefines two TLS domain profiles {DMA-TS-TLS], a "public
key TLS domain profile" and a "pighared key TLS domain profile".

[11.3.1 OMA public key TLS domain profile

TABLE 111.3. a7 OMA TLS domain profile [b-OMA -TS-TLS] 1 Main part

Mandatory support Optional support
Item Property
Shall Shall not Should Should not
1) Client related:
1.1 TLS versions: TLS 1.1 T TLS 1.0 T
1.2 Cipher suites: In Table 111.3.b | In Table 11.3.b | In Table Ill.3.b | In Table 111.3.b
1.3 Compression Methods of
methods: [b-IETF

RFC3749]
1.4 Extensions:
2) Server related:
2.1 TLS versions: TLS1.1 i TLS 1.0 T
2.2 Cipher suites: In Table 111.3.b | In Table 11.3.b | In Table Ill.3.b | In Table I11.3.b
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TABLE 111.3. aiT OMA TLS domain profile [b-OMA-TS-TLS] 1 Main part

Mandatory support Optional support
Item Property
Shall Shall not Should Should not

2.3 Compression Methods of T

methods: [b-IETF
RFC3749]

2.4 Extensions:

3) Common:

3.1 Root certificates: | ?

3.2 (Server | Client) Yes(Server YES (Client
authentication authentication authentication
required both) by server)

3.3 Certificate types
(client):

3.4 Renegotiation:

3.5 Resumption: Yes

(Note
3.6 Extensions: [b-IETF TLS tunnelling
RFC4366]

3.7 Capability
negotiation:

NOTET The longer session life (e.g., 12 hours) SHOULD be used.

Table I11.3.b T OMA TLS domain profile
[b-OMA-TS-TLS] i Cipher suites

Support To 1.2: Clientrelated cipher suites To 2.2: Server related cipher suites
M | Shall TLS_RSA WITH_AES 128 CBC_SHA TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_NULL_SHA TLS_RSA_WITH_3DES_EDE_CBC_SH/
TLS_RSA_WITH_NULL_SHA
Shall not | None specified. None specified.
O | Should TLS_RSA WITH_3DES_EDE_CBC_S| None specified.
HA
Should All others All others
not

[11.3.2 OMA pre-shared key TLS domain profile
See [BOMA-TS-TLS].

.4  IETF minimum TLS domain profile

The IETF noted the value of TLS protocol profiling. The IETF provigesielines and decision
criteria for TLS profiling, see HETF tlsminimal].
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1.5 IETF example of a national TLS domain profile

[b-IETF RFC6460] represents an example of a national TLS domain profile. Inter alia, TLS protocol
version and ciper suites ge profiled.

1.6 ITU-T TLS domain profile for NGN signalling and management plane

Clause 9.1 ofb-ITU-T Y.2704] defines a TLS domain profile, recommended for signalling and
management interfacesmext generation networkBIGNSs).
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Appendix IV

lllustr ation of protocol semantics
of the TLS basic session control package

(This appendix does not form an integral part of this Recommendation.)

IV.1  Overview

Thetlsbscpackage (clause 8) defines the basic TLS security session control with scope on support
for establishment and release. The illustrated use cases are abstracted examples.

IV.2  Conventions

An ITU-T H.248 context with a single SEPP; only one SEP (labelléldLéS1)) is considered. The
MG bearer interface (TLS) is highlighted besidesliig-T H.248 interface.

Furthermoreall Figures indicate possible Event notifications to the MGC by the MG. The particular
event(s) would be related to state changes of tta Ti_S session endpoint.

IV.3  Establishment of TLS security sessions

IV.3.1 Successful establishmerit Terminating side
See FigurdV.1, termed as use case (E.1):

| E.1) Use case "Incoming bearer establishment':

MGC
(Note 1)

TLS ITU-T H.248 ITU-T H.248
< Property setting
=<7" bceb="blocked"
BLOCKED
TLS-... .
Cz) """""""""""""""""""""""" »— < Property setting
<~ beeb="unblocked"
________ IDLE
(Note 2)i. _
_ m—————n N L Event subscription
C5 A S TLSClienttello ... » BNCChange {Type=Est}
i \: TLS ServerHello
o 6)
s (
1
\ 1 TLS Certificate Verif _S Finis
C7 --danncc2 2 cateVerify | TLS Finished ... >
TLS fill or abbreviated handshake (ESTABLISHED)
- 8\ Event notification ~
BNCChange {Type=Est}

T S R N A N S e B N e e S

Optional MGC steps:
* "1", i.e., default value "unblocked" would be applied.
.+ "4"("8"), i.e., when the MGC does not want to be notified about successful establishment.

_____________________________________________________________________________________

i
1
1
1
1
1

NOTE 1 — Abstracted ITU-T H.248 commands, also replies are not shown. H.248.90(14)_FIV.1

NOTE 2 — Implies "TLS server" role assignment to SEP T1(S1).

Figure IV.1 1 Successful establishmerit Terminating side
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More details for this example:

T The MGC blocks the start of TLS session establishment (1).

T Early incoming TLS messages are discarded by the MG (2).

T The MGC unblocks the TLS SEP (3).

T TLS session establishment (5 to 7); MG acting as TLS server.

T Optional notification of MGC conceimg available TLS session for application data
transfer(8), if subscription to event by MGC (4).

IV.3.2 Successful establishmerit Originating side

See FigurdV.2, use case (E.2).

E.2) Use case "Qutgoing session establishment":

B

BLOCKED

) IDLE
(Note 2)

(7
L9

TLS full or
abbreviated handshake
(see use case E.1)

Optional MGC steps:
« "1", i.e., default value "unblocked" would be applied.
« "8" ("9"), i.e., when the MGC does not want to be notified about successful establishment.

Figure IV.2 i Successful establishmerit Originating side

More details 6r this example:
T Steps 1 to 3 as in clause IV.3.1

T TLS session establishment (5 to 7), triggered by MGC (4) (tlegeprevious explicit
"unblocking" step 3); MG acting as TLS client.

T Optional notification of MGC concerning available TLS sessiorafplication data transfer
(9), if subscription to event by MGC (8).

IV.3.3 Unsuccessful establishment
The TLS security session negotiation handshake is basically not completed.
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