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Summary 

Transport layer security (TLS) is a session layer protocol for securing IP transport protocols. TLS 

bearer plane traffic could be terminated or forwarded by ITU-T H.248 media gateways. 

Recommendation ITU-T H.248.90 provides multiple ITU-T H.248 packages for support of TLS, 
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FOREWORD 
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Recommendation ITU-T H.248.90 

Gateway control protocol: ITU -T H.248 packages for control 

of transport security using transport layer security (TLS) 

1 Scope 

Transport layer security (TLS) is a cryptography protocol that provides secure communication 

between two IP transport connection endpoints This Recommendation defines, in general, 

ITU-T H.248 signalling elements for support of TLS in various options. 

This Recommendation provides, in more detail, information about: 

ï basic exchange architecture of keying information between the control plane (including 

ITU-T H.248 interface) and the bearer plane; 

ï negotiation aspects: indication and determination of cryptographic capabilities between TLS 

endpoints; 

ï minimum amount of information carried by ITU-T H.248 for establishing ITU-T H.248 

TLS/L4 terminations (Note); 

 NOTE ï Some information could be provisioned via management and there is also TLS information 

exchanged via the (L4) bearer interface with the remote TLS endpoint. 

ï TLS procedures in detail at the various TLS sublayers, i.e., for support of the: 

Å TLS record protocol, 

Å TLS handshake protocol, 

Å TLS change cipher spec protocol, 

Å TLS alert protocol, 

Å TLS application data protocol; 

ï profiling of TLS services; 

ï specifying a set of cipher suites; 

ï consideration of ITU-T H.248 MG modes of operation and connection models; and 

ï SDP- versus Property-based TLS endpoint control. 

The scope of this Recommendation is limited to the TLS protocol (the DTLS partner protocol is 

subject of another Recommendation). 

1.1 Applicability statements 

Table 1 summarizes all possible TLS-based interfaces of ITU-T H.248 entities, ï under the 

assumption of an underlying IP network, ï and their relevance for this Recommendation. 
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Table 1 ï Principal TLS -based interfaces of ITU -T H.248 entities  

and their relevance for this Recommendation 

TLS-based transport at: 
ITU -T H.248 

entity:  

This Recommendation: 

Call control interface (e.g., SIP) MGC Out of scope. 

Gateway control interface (ITU-T 

H.248) 

MGC, MG Out of scope. Possible ITU-T H.248 transport modes 

are indicated by [ITU-T H.248.67]. Usage of a TLS-

based ITU-T H.248 transport mode would typically be 

specified by an ITU-T H.248 profile (as part of 

clause 6.10 in the profile definition template (see 

Appendix III in [ITU-T H.248.1])). 

Bearer interface MG In scope. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T H.248.1] Recommendation ITU-T H.248.1 (2005), Gateway control protocol: Version 3. 

[ITU-T H.248.8] Recommendation ITU-T H.248.8 (2013), Gateway control protocol: Error 

code and service change reason description. 

[ITU-T H.248.37] Recommendation ITU-T H.248.37 (2008), Gateway control protocol: IP NAPT 

traversal package. 

[ITU-T H.248.50] Recommendation ITU-T H.248.50 (2010), Gateway control protocol: NAT 

traversal toolkit packages. 

[ITU-T H.248.67] Recommendation ITU-T H.248.67 (2009), Gateway control protocol: 

Transport mode indication package. 

[ITU-T H.248.69] Recommendation ITU-T H.248.69 (2009), Gateway control protocol: 

Packages for interworking between MSRP and H.248. 

[ITU-T H.248.78] Recommendation ITU-T H.248.78 (2013), Gateway control protocol: Bearer-

level application level gateway. 

[ITU-T H.248.80] Recommendation ITU-T H.248.80 (2014), Gateway control protocol: Usage of 

the revised SDP offer/answer model with ITU-T H.248. 

[ITU-T H.248.84] Recommendation ITU-T H.248.84 (2012), Gateway control protocol: NAT 

traversal for peer-to-peer services. 

[ITU-T H.248.88] Recommendation ITU-T H.248.88 (2014), Gateway control protocol: RTP 

topology dependent RTCP handling by ITU-T H.248 media gateways with IP 

terminations. 

[ITU-T H.248.89] Recommendation ITU-T H.248.89 (2014), Gateway control protocol: TCP 

support packages. 
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[ITU-T H.248.91] Recommendation ITU-T H.248.91 (2014), Gateway control protocol: 

Guidelines on the use of ITU-T H.248 capabilities for transport security in TLS 

networks in ITU-T H.248 profiles. 

[ITU-T H.248.92] Recommendation ITU-T H.248.92 (2014), Gateway control protocol: Stream 

endpoint interlinkage package. 

[ITU-T H.248.93] Recommendation ITU-T H.248.93 (2014), Gateway control protocol: ITU-T 

H.248 support for control of transport security using datagram transport layer 

security (DTLS) protocol. 

[ITU-T X.200]  Recommendation ITU-T X.200 (1994), Information technology ï Open 

Systems Interconnection ï Basic Reference Model: The basic model. 

[IETF RFC 793] IETF RFC 793 (1981), Transmission Control Protocol. 

[IETF RFC 4572] IETF RFC 4572 (2006), Connection-Oriented Media Transport over the 

Transport Layer Security (TLS) Protocol in the Session Description Protocol 

(SDP). 

[IETF RFC 4975] IETF RFC 4975 (2007), The Message Session Relay Protocol (MSRP). 

[IETF RFC 5246] IETF RFC 5246 (2008), The Transport Layer Security (TLS) Protocol 

Version 1.2. 

[IETF RFC 6714] IETF RFC 6714 (2012), Connection Establishment for Media Anchoring 

(CEMA) for the Message Session Relay Protocol (MSRP). 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following term defined elsewhere: 

3.1.1 Transparent forwarding [ITU-T H.248.88]: MG packet forwarding behaviour with the 

characteristic of Lx-PDU integrity. This is a unidirectional characteristic of a Lx-PDU flow. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 application data (TLS): The application layer data, as processed and transported by the 

underlying transport layer security (TLS) protocol layer. An application layer service data unit 

correlates to a TLS-RL user data unit (clause 3.2.12). 

3.2.2 TLS client: The transport layer security (TLS) entity that initiates a TLS security session to 

a TLS server. 

NOTE 1 ï "TLS client" is a TLS protocol concept, see usage in [IETF RFC 5246]. 

NOTE 2 ï The primary operational difference between the TLS server and TLS client is that the TLS server 

is generally authenticated, while the TLS client is only optionally authenticated. 

3.2.3 TLS domain: A set of entities in a network domain which use the same set of transport layer 

security (TLS) related parameters, procedures and resources. 

3.2.4 TLS domain profile: The transport layer security (TLS) profile defined for a TLS domain. 

3.2.5 TLS endpoint: Either a TLS-client or a TLS-server. 

3.2.6 TLS endpoint profile: The transport layer security (TLS) profile used by a TLS endpoint 

for the set-up of a TLS session. 
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3.2.7 TLS fragment: The protocol data unit given by data element "fragment" as defined within 

the superior transport layer security (TLS) protocol data structure "TLSPlaintext" according to 

section 6.2.1 of [IETF RFC 5246]. 

3.2.8 TLS message: A unit of TLS-RL user data (clause 3.2.12) as produced by the transport layer 

security (TLS) handshake protocol, the TLS alert protocol or the TLS change cipher spec protocol. 

3.2.9 TLS MG profile : The transport layer security (TLS) profile supported by the media gateway 

(MG). 

3.2.10 TLS profile : A selection of options from a set of transport layer security (TLS) related 

protocol parameters and procedures. 

NOTE ï Also known as (nonstandard term) TLS protocol profile (example: the TLS profile defined by Annex E 

of [b-ETSI TS 133 310]). 

3.2.11 TLS server: The transport layer security (TLS) entity that responds to requests for security 

sessions from TLS clients. 

NOTE ï "TLS server" is a TLS protocol concept, see usage in [IETF RFC 5246]. 

3.2.12 TLS-RL user data: The block of information exchanged between the transport layer security 

(TLS) Record Layer and the four higher layer protocols (Notes 1, 2). A unit TLS-RL user data 

represents therefore either a TLS message (clause 3.2.8) or a unit of (TLS) application data 

(clause 3.2.1). 

NOTE 1 ï Refers to the four protocols that use the record protocol according to section 6 of [IETF RFC 5246]: 

"é the handshake protocol, the alert protocol, the change cipher spec protocol, and the application data 

protocol". 

NOTE 2 ï Section 6.2.1 of [IETF RFC 5246]: "The record layer fragments information blocks into 

TLSPlaintexté". 

3.2.13 TLS-RL PDU: The protocol data unit (PDU) given by the transport layer security (TLS) 

protocol data structure "TLSCiphertext" according to section 6.2.3 of [IETF RFC 5246]. It is the PDU 

of the TLS record layer. The TLS-RL PDU correlates consequently to the payload data of the 

underlying IP transport protocol. 

3.2.14 TLS transparent forwarding : Media gateway (MG) packet forwarding behaviour with the 

characteristic of TLS-PDU integrity (Notes 1, 2). This is a unidirectional characteristic of a TLS-PDU 

flow. 

NOTE 1 ï A TLS PDU relates to a TLS message in [IETF RFC 5246]. 

NOTE 2 ï Definition is based on clause 3.1.1, i.e., the characteristic of PDU integrity comprises the properties 

of bit integrity and data integrity (see also clauses 3.1.1, 3.1.2 and 3.2.3 in [ITU-T H.248.88]). 

NOTE 3 ï There is the characteristic of TLS message integrity in the context of "TLS transparent forwarding". 

The MG might be TLS aware; e.g., support of TLS related statistics or event detection would not violate 

transparent forwarding behaviour. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

AEAD  Authenticated Encryption with Associated Data 

ALG  Application Level Gateway 

B2BUA  Back-to-Back User Agent (SIP) 

BCP  Bearer Characteristics Package  

BNC  Bearer Network Connection 

CBC  Cipher Block Chaining 
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DCCP  Datagram Congestion Control Protocol 

DTLS  Datagram Transport Layer Security 

e2ae  End-to-Access-Edge (security model) 

EMS  Element Management System 

IP  Internet Protocol 

IWF  Interworking Function 

L3  Layer three 

L4  Layer four 

L4+  Above layer four 

LCD  Local Control Descriptor 

LD  Local Descriptor; Local Destination (Address) 

MAC  Message Authentication Code 

MG  Media Gateway 

MGC  Media Gateway Controller 

MP  Measurement Point 

MSRP  Message Session Relay Protocol 

NAT  Network Address Translation 

NAT-T  NAT Traversal 

NGN  Next Generation Network 

NMS  Network Management System 

PDU  Protocol Data Unit 

PSTN  Public Switched Telephone Network 

RCS  Rich Communications Suite 

RD  Remote Descriptor 

RTCP  RTP Control Protocol 

RTP  Real-time Transport Protocol 

S  Stream 

SA  Security Association; Source Address 

SCTP  Stream Control Transmission Protocol 

SDES  Source Description (RTP) 

SDP  Session Description Protocol 

SEP  Stream Endpoint 

SEPP  Stream Endpoint Pair 

SIP  Session Initiation Protocol 

SRTP  Secure Real-Time Protocol 

SSL  Secure Sockets Layer 

T  Termination 
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TCP  Transmission Control Protocol 

TLS  Transport Layer Security 

TPKT  Transport Protocol Data Unit Packet 

XDR  External Data Representation 

UDP  User Datagram Protocol 

UDPTL  UDP Transport Layer (protocol) 

UE  User Equipment 

5 Conventions 

5.1 Conventions used in signalling flows 

The following conventions are used in the example signalling flows: 

L4 Est.req 

L4 Est.ack 

Abstracted (protocol-independent) representation for establishment requests/

acknowledgements of new connection-oriented IP transport connections. 

L4 Rel.req 

L4 Rel.ack 

Abstracted (protocol-independent) representation for release requests/

acknowledgements of existing connection-oriented IP transport connections. 

TLS Est.req 

TLS Est.ack 

Abstracted (TLS message/procedure independent) representation for 

establishment requests/acknowledgements of new TLS security sessions. 

TLS Rel.req 

TLS Rel.ack 

Abstracted (protocol-independent) representation for release requests/

acknowledgements of existing TLS security sessions. 

5.2 TLS endpoint notations 

The notion of endpoint represents different concepts; see Figure 1. Usage in: 

ï ITU-T H.248 control: ITU-T H.248 terminations/stream endpoint with TLS processing are 

denoted as TLS-enabled termination or stream endpoint (SEP) respectively; 

ï user plane (TLS): a TLS bearer connection endpoint represents an "(N)-connection-

endpoint" according to [ITU-T X.200]. This concept comprises a terminator (i.e., TLS 

protocol termination) plus a service access point (i.e., L4+ access). Furthermore, TLS is a 

client/server type of protocol, a "TLS endpoint" (clause 3.2.5) provides thus either a client 

(see clause 3.2.2) or server (see clause 3.2.11) role. 

The stream endpoints (SEPs) subject of the packages and procedures of this Recommendation may 

act as a TLS bearer connection endpoint or not: 

ï The TLS basic session control package (clause 8), the TLS capability negotiation package 

(clause 10) and the TLS session maintenance package (clause 11) assumes a SEP that is a 

TLS bearer connection endpoint. 

ï The interlinkage procedures described in clause 9 using tools specified in [ITU-T H.248.92] 

assume a SEP or SEP pair that is (are) TLS bearer connection endpoint(s). 

ï The use of TLS traffic volume metrics package (clause 12) is applicable both for SEPs that 

are TLS bearer connection endpoints and SEPs which are not. 
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Figure 1 ï Conventions for TLS endpoint types 

5.3 Important notation derived from TLS presentation language 

See summary in clause B.3. 

6 Use case descriptions 

Transport security is a network level service and primarily affects ITU-T H.248 media gateways 

(MGs). Basic use cases may be identified from the perspective of 

ï ITU-T H.248 MG type: IP-to-IP gateway (see clause 6.2) or IP-to-non-IP gateway (see 

clause 6.3) in case of usual two-party communication services; and 

ï Multiparty service types (see clause 6.4). 

It may be noted that the various network use cases may be abstracted by a single bearer connection 

model, see clause 7.2. 

6.1 Use cases related to TLS transport modes 

The TLS protocol is independent of the underlying transport protocol stack. Multiple TLS transport 

modes are possible (Figure 2). 

 

Figure 2 ï TLS transport modes 

This Recommendation is not dependent on any TLS transport mode, but uses TLS-over-TCP/IP as 

example, transmission control protocol (TCP), see [IETF RFC 793]). 
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6.2 Bearer connection network use cases with ITU -T H.248 IP-IP gateways 

6.2.1 High-level use case categories 

The notion "IP-to-IP" (briefly "IP-IP") indicates an (IP, IP) connection model (as part of clause 6.4 

in the profile definition template (see Appendix III in [ITU-T H.248.1])). Such a connection model 

is described in detail already in clause 13.3 in [ITU-T H.248.84] for TCP-based ITU-T H.248 streams. 

Each ITU-T H.248 stream endpoint (SEP) may be associated with a non-TLS or different TLS 

protocol stack variants, leading to various bearer network connection use cases (see Figure 3): 

ï Use case #1.1: an ITU-T H.248 IP-IP MG located in the middle of an end-to-end TCP 

connection without any applied transport security (abbreviated as "non-TLS to non-TLS"); 

ï Use case #1.2: an end-to-end TCP connection traversing two network domains with different 

transport security policies ("TLS", "no TLS"). The ITU-T H.248 IP-IP MG is located in the 

middle, at the border of both domains (abbreviated as "TLS to non-TLS"); 

ï Use case #1.3: an ITU-T H.248 IP-IP MG located in the middle of an end-to-end TCP 

connection with applied transport security (abbreviated as "TLS to TLS"); 

ï Use case #1.4: there is end-to-end transport security, but different TLS profiles (abbreviated 

as "TLS to TLS*"). 
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Figure 3 ï Bearer connection network use cases with ITU -T H.248 IP-IP gateways 

6.2.2 Use case variations 

6.2.2.1 "TLS -to-TLS transparent forwarding"  

This scenario is a variation of use case #1.3 and requires the MG behaviour of TLS transparent 

forwarding according to clause 3.2.14. 

NOTE ï TLS transparent forwarding case is also described in clause I.4.2.2 of [b-ETSI TR 183 068]. 

6.2.2.2 "TLS -to-TLS application aware and decryption-encryption based forwarding" 

This scenario is a variation of use case #1.3. 

The MG may be required to be application aware in case of e.g., bearer-level application level 

gateway (ALG) support (according to [ITU-T H.248.78]). The MG is located within a single security 
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domain, therefore no change of the TLS profile. However, the MG is located at the edge of two 

network address domains, thus is requested to support network address translation (NAT). 

Example use case: 

 An MG processing message session relay protocol (MSRP) [IETF RFC 4975] traffic: MSRP 

bearer-level ALG with MSRP-over-TLS transport and so-called media anchoring in ITU-T 

H.248 IP-IP media gateways. Note that in [IETF RFC 6714], the "TLS-to-TLS" interworking 

function is termed as "TLS B2BUA"1. It may be noted that this use case does not belong to 

the "TLS-to-TLS*" category. The TLS decryption-encryption process is indicated in 

sections 6.5 and 7.4 in [IETF RFC 6714]. 

6.3 Bearer connection network use cases with ITU -T H.248 "TCP to non-TCP" gateways 

This scenario relates to ITU-T H.248 MGs with a TCP endpoint, with forwarding of application data 

via a non-TCP bearer. An example network scenario is described in clause I.3. 

6.4 Bearer connection network use cases with multiparty services using TCP transport 

(e.g., ITU -T H.248.69 gateway) 

For example, an MSRP gateway function according to [ITU-T H.248.69] would lead to connection 

models with more than two ITU-T H.248 terminations (bearer type here: either MSRP/TCP/IP or 

MSRP/TLS/TCP/IP). There would be a TCP proxy mode at TCP level (see clause 13.3 in 

[ITU-T H.248.84]). Such gateway topologies normally provide application aware type of functions 

(e.g., as media server), thus TLS sessions would be terminated by the MG. 

It results in a type of "TLS to TLS*" interworking, such as use case #1.4 (clause 6.2.1). 

7 Models 

7.1 Network model from ITU -T H.248 entity point of view 

The following network model (Figure 4) illustrates the relevant areas covered by this 

Recommendation. The ITU-T H.248 MG peers with a TLS-capable IP host remote endpoint. Both 

TLS endpoints span a network transport security domain (here, TLS domain). 

____________________ 

1 Defined as: "A network element that terminates security associations (SAs) from endpoints and establishes separate 

SAs between itself and each endpoint." ([IETF RFC 6714]). 
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NOTE ï There might be an additional network interface in case of dedicated, centralized network servers in the TLS domain with 

respect to key distribution (such as key management systems). Such kinds of interfaces are out of scope of this Recommendation. 

Figure 4 ï Network model from ITU -T H.248 entity point of view  

("half call/bearer connection model") 

This Recommendation addresses primarily: 

ï signalling capabilities and procedures at the ITU-T H.248 interface; 

ï aspects and control of TCP mode(s) of operation in the ITU-T H.248 MG; and 

ï configuration and procedures of the TLS/TCP/IP protocol stack for ITU-T H.248-controlled 

bearers. 

7.2 Bearer connection model 

Figure 5 provides the TCP/IP protocol stack with the suite of TLS protocols and their sub-layer 

organization. 

Figure 6 details the generic connection-model where a TLS-enabled termination is connected to a 

single other termination (either TLS-enabled or not). The generalization to any number of 

terminations is trivial. 
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Figure 5 ï TCP/IP protocol stack with TLS protocol 

 

Figure 6 ï Two-termination context with a TLS termination 

8 TLS basic session control package 

 Package name: TLS basic session control package 

 Package ID: tlsbsc (0x0117) 

 Description: This package provides the functionality to establish and release a TLS 

based security session. Furthermore, it includes the capability to block 

the start of TLS session establishment procedures at the MG bearer 

interface. 

NOTE 1 ï The package design follows similar connection-oriented bearer 

(or media) protocols, such as the ITU-T H.248 tcpbcc package [ITU-T 

H.248.89]. Terminology: "TLS security session" correlates to "TCP bearer 

connection" and the [b-ITU-T Q.1950] "BNC" concept. 

NOTE 2 ï The differences between datagram transport layer security 

(DTLS) and TLS are subject of [ITU-T H.248.93]. 

 Version: 1 

 Extends: None 
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8.1 Properties 

8.1.1 Incoming security session establishment blocking 

 Property name: Incoming security session establishment blocking 

 Property ID : bceb (0x0001) 

NOTE 1 ï Identifier aligned with ITU-T H.248 tcpbcc package. 

 Description: This property defines the MG availability to accept or reject incoming 

TLS session establishment procedures. 

NOTE 2 ï See Annex A concerning a state model based illustration. 

 Type: Enumeration 

 Possible values: See Table 2. 

Table 2 ï Security session establishment  

preparedness (of TLS endpoints) 

Value MG behaviour 

"blocked" 

(0x0001) 

ï Bearer resources are prepared (i.e., resources for 

TLS endpoint are reserved and allocated to ITU-T 

H.248 termination/SEP); 

ï TLS role: not determined; prevents assumption of 

server role; 

ï TLS session still closed; 

ï ITU-T H.248 counterpart state = "BLOCKED" 

 (Figure A.1); 

ï Any incoming TLS packet shall be silently discarded 

(e.g., TLS ClientHello requests shall not be 

acknowledged). 

ï Any outgoing TLS session control procedures are 

not affected: 

 Å Signal tlsbsc/EstBNC: start of TLS session 

establishment by sending of TLS ClientHello; 

TLS client role is effectively assigned; 

 Å Start TLS session establishment by sending of 

TLS ClientHello triggered by interlinkage 

procedures [ITU-T H.248.92]; SEP adopts TLS 

client role. 
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  Value MG behaviour 

"unblocked" 

(0x0002) 

ï MG shall be ready for incoming TLS security 

session control procedures; 

ï TLS role: not determined but prepares for a TLS 

server role effectively: 

 Å Incoming TLS ClientHello: TLS server role is 

confirmed; 

ï Any outgoing TLS session control procedures are 

not affected: 

 Å Signal tlsbsc/EstBNC: start of TLS session 

establishment by sending of TLS ClientHello; 

TLS client role is effectively assigned 

 Å Start TLS session establishment by sending of 

TLS ClientHello triggered by interlinkage 

procedures [ITU-T H.248.92]; SEP adopts TLS 

client role. 

ï TLS session state: transitioning from closed to 

another state; 

ï ITU-T H.248 counterpart state = "IDLE" (Figure A.1); 
 

 Default: "Unblocked"  

NOTE ï ITU-T H.248 profile specifications could redefine other default 

values. 

 Defined in: LocalControl 

 Characteristics: Read/Write 

8.2 Events 

8.2.1 TLS session state change ("BNC change") 

 Event name: TLS session state change 

 Event ID: BNCChange (0x0001) 

 Description: This event occurs whenever a change to a (TLS) bearer network 

connection occurs. For example, a bearer (i.e., a TLS security session) 

has been established or a bearer has been released. 

The event is related to a simplified state transitioning model, which is 

described in Annex A. 

8.2.1.1 EventsDescriptor parameters 

8.2.1.1.1 Type of state change 

 Parameter name:  Type of state change 

 Parameter ID:  Type (0x0001) 

 Description:  The type of state transitioning, given by the state after the transition. 

This is used to request the MG to notify it of a particular bearer event. 

 Type:  Sublist of Enumeration 

 Optional:  Yes 
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 Possible values:  Table 3 defines the possible values. 

Table 3 ï Parameter values 

Value Name 
Final state 

(clause A.3) 
Semantic 

Est [0x01] Bearer 

Established 

ESTABLISHED Notify MGC of successful 

TLS security session 

establishment. 

Rel [0x05] Bearer 

Released 

IDLE Notify MGC of successful 

TLS security session release. 
 

 Default:  Type=[Est,Rel] 

The media gateway controller (MGC) would be then automatically 

notified about all state transitions when subscribing to event 

tlsbsc/BNCChange. 

8.2.1.2 ObservedEventsDescriptor parameters 

8.2.1.2.1 Type of state change 

 Parameter name:  Type of state change 

 Parameter ID:  Type (0x0001) 

 Description:  This is used to indicate what change has occurred to the TLS bearer. 

 Type:  Enumeration 

 Optional:  No 

 Possible values:  Est [0x01]  Bearer Established 

Rel [0x05]  Bearer Release 

 Default:  None 

8.3 Signals 

8.3.1 Establish (BNC) 

 Signal name: Establish BNC 

 Signal ID: EstBNC (0x0001) 

 Description: This signal triggers the bearer control function to send bearer 

establishment (i.e., this signal is used to establish the TLS security 

session: the MG takes the TLS client role and initiates the start of a 

TLS session establishment by sending a TLS ClientHello request). 

This signal takes effect when the underlying protocol layer is ready for 

data transfer (Note) and the stream endpoint is in connection state 

IDLE. If the stream endpoint is in connection states BLOCKED or 

ESTABLISHED, an error code is returned. 

NOTE ï If there is no establishment request pending in case of connection-

oriented L4 protocols, then an error code should be returned. 

 Signal Type: Brief 

 Duration : Not applicable 
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8.3.1.1 Additional parameters 

None. 

8.3.2 Release (BNC) 

 Signal name: Release BNC 

 Signal ID: RelBNC (0x0002) 

 Description: This signal triggers the bearer control function to send bearer release 

(i.e., this signal is used to close the TLS security session: the MG sends 

a TLS alert close_notify request). 

This signal takes effect only in ITU-T H.248 connection state 

ESTABLISHED. This signal would be replied with an error code when 

in ITU-T H.248 connection states BLOCKED or IDLE. 

 Signal Type: Brief 

 Duration : Not applicable 

8.3.2.1 Additional parameters 

None. 

8.4 Statistics 

None. 

8.5 Error codes 

None. 

8.6 Procedures 

8.6.1 TLS endpoint creation 

The MGC is responsible for creating a TLS session enabled SEP in the MG. This may be indicated 

on the ITU-T H.248 interface by the use of the session description protocol (SDP) "m=" element 

<proto>. 

The MG shall reserve "TLS bearer resources" (such as a "TLS encryption/decryption function") and 

allocate them to the SEP. The TLS endpoint role (client/server) is not (yet) determined. 

NOTE ï This functionality is synonymous to the "bearer type indication" semantic as defined by the BNC 

Characteristics property (BNCChar) of the bearer characteristics package (BCP), see clause A.3.1.1 of 

[b-ITU-T Q.1950]. 

8.6.2 TLS endpoint role assumption 

The TLS endpoint role, client or server, is primarily relevant during the establishment phase of 

communication (of perspective of ITU-T H.248 gateways). The MGC does not explicitly assign the 

SEP a TLS role. It is an incoming or outgoing TLS session establishment procedure that leads to the 

assumption of a TLS role. The SEP is basically prepared for an incoming or an outgoing TLS session 

establishment procedure the moment it is created with an appropriate media descriptor. The MGC 

may prevent the assumption of a server role by setting the bceb property to "blocked". The MGC may 

effectively determine the SEP to assume the client role by sending the EstBNC signal. The SEP may 

also assume the client role as a consequence of interlinkage procedures [ITU-T H.248.92]. If these 

procedures are allowed, the SEP may assume a client role as a consequence of e.g., an incoming 

procedure in the associated SEP. Table 4 summarizes MGC actions and their results in TLS role 

assignments. 
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The MGC may arm events tlsbsc/BNCChange and g/cause (in ITU-T H.248 connection state IDLE) 

in order to be notified about successful or unsuccessful TLS security session establishment. 

Table 4 ï TLS endpoint role assumption (at establishment phase) 

No. ITU -T H.248 indication MG behaviour 
TLS role 

assumed by SEP 

1 ITU-T H.248 SEP state "blocked", 

due to explicit signalling of bceb 

property 

Any incoming TLS PDU shall be 

silently discarded. 

Not yet 

determined 

2 ITU-T H.248 SEP state 

"unblocked" either due to explicit 

signalling of bceb property or 

correspondent default value 

Incoming (TLS) ClientHello leads to 

subsequent completion of the 

establishment related handshake 

procedure. 

Server role 

3 ITU-T H.248 signal EstBNC. 

Value of bceb property not relevant. 

Start of TLS session establishment 

related handshake procedure 

Client role 

4 Interlinkage procedures allowed 

according to [ITU-T H.248.92]. Value 

of bcep property not relevant 

(although this or similar properties 

may be relevant at the incoming side 

of the interlinkage). 

An interlinkage establishment 

procedure [ITU-T H.248.92], e.g., an 

outgoing TCP connection 

establishment procedure in the same 

SEP leads to the start of a handshake 

for TLS session establishment. 

Client role 

8.6.3 TLS security session establishment 

The incoming and outgoing side of TLS security session protocol procedures is given by the assigned 

TLS role (see clause 8.6.2) by the MGC. 

If the SEP assumes the TLS client role as a result of an EstBNC signal or of an interlinkage procedure 

(see clause 9), the MG shall initiate and complete the TLS security session set-up ("handshake") 

without any further involvement of the MGC. The start of the outgoing TLS security session 

establishment procedure depends on the readiness for data transfer of the underlying protocol layer. 

If the SEP assumes the server role, as a result of an incoming TLS ClientHello message, and being 

allowed to do so by the MGC by having the bceb property set to "unblocked", the MG shall complete 

the TLS security session set-up handshake without any further involvement of the MGC. 

The end of the TLS security session establishment phase may be summarized according to Table 5: 

Table 5 ï TLS security session establishment ï Results 

TLS role 
Result of TLS security 

session establishment 
MGC notification?  

Client (i.e., outgoing 

establishment side) 

Successful MGC dependent on subscription of event and 

parameter value 

tlsbsc/BNCChange{Type=[Est]}. 

Unsuccessful  Unsuccessful establishment may be indicated 

to the MGC via a corresponding 

ServiceChange procedure or event g/cause. 

Server (i.e., incoming 

establishment side) 

Successful As per client side. 

Unsuccessful  As per client side. 
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8.6.4 TLS application data transfer 

8.6.4.1 MG external 

The TLS session is ready for application data transfer when remote and local TLS endpoints have 

both completed the TLS handshake procedures for session establishment. 

The StreamMode property of the LocalControl Descriptor affects the application data flow rather than 

the TLS control information used to establish or close the TLS session. The requested MG behaviour 

is defined by Table 6: 

Table 6 ï Impact of StreamMode on TLS bearer traffic at external MG interface 

Traffic 

direction 
StreamMode settings MG behaviour 

Outgoing Sending enabled (i.e., values 

SendOnly, SendRecv, LoopBack) 

All TLS PDUs sent 

Sending disabled (i.e., values 

RecvOnly, Inactive) 

Only TLS PDUs related to: 

ï TLS handshake protocol 

ï TLS cipher change protocol and 

ï TLS alert protocol 

However, no native application data over TLS 

record protocol are sent. 

Incoming Receiving enabled (i.e., values 

RecvOnly, SendRecv, LoopBack) 

All TLS PDUs received 

Receiving disbled (i.e., values 

SendOnly, Inactive) 

Only TLS PDUs related to: 

ï TLS handshake protocol 

ï TLS cipher change protocol and 

ï TLS alert protocol 

However, no native application data over TLS 

record protocol are sent. 

8.6.4.2 MG internal  

This clause is only relevant for ITU-T H.248 contexts with TLS SEPP(s). 

Application data may be received at a SEP in time where the other SEP of the context is not yet able 

to process or send the application data. The behaviour of the MG in such a situation is implementation 

and/or application dependent. The interlinkage capability as profiled by clause 9 may be used to align 

establishment procedures in both SEPs. This may increase the likelihood that application data 

received in one SEP is not lost. 

8.6.5 TLS session release 

The trigger for a TLS session termination might come from different sources, see Figure 7. 
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Figure 7 ï Principle stimuli for triggering TLS session release 

 

1. Bearer control protocol ï Security session: The TLS session is terminated by the remote TLS 

endpoint by sending a (TLS) close_notify alert or a fatal alert; 

2. Bearer control protocol ï Transport connection: The underlying L4 transport connection is 

terminated; 

3. TLS protocol: A non-recoverable error condition has been detected in the TLS function, e.g., 

the authentication of a received TLS segment has failed; 

4. The MGC indicates the closure of the TLS session by the signal tlsbsc/RelBNC; 

5. The release of the security session of the partner SEP triggers the release autonomously in 

the MG (Note: not supported by basic package tlsbsc, related to interlinkage property 

seplink/linktopo, see clause 9); 

6. In case the MG acts in an application aware mode, the application part in the MG may 

indicate the release of the TLS session. 
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8.6.5.1 Bearer control protocol ï Security session: TLS alert protocol 

NOTE 1 ï The behaviour defined in this clause is consistent with the TLS session maintenance package 

according to clause 11. It is further noted that there might be ITU-T H.248 profiles with and without this TLS 

session maintenance package. 

In case a TLS alert is received that leads to the termination of the TLS session, then the behaviour of 

the TLS protocol is as specified in [IETF RFC 5246], i.e., in case of a received TLS close_notify the 

TLS endpoint shall reply a TLS close_notify on its own and the TLS session is closed. 

Impact on underlying IP transport connection: 

ï The MG shall not autonomously initiate the release of the (if connection-oriented) IP 

transport connection as well. 

 NOTE 2 ï The interlinkage capability (see clause 9) allows to tightly couple bearer control procedures 

for L4 and TLS. 

ï If requested, the MGC shall be notified by the event tlsbsc/BNCChange{Type=Rel}. 

Handling of the TLS-specific AlertDescription as received in the TLS alert message is for 

further studies. 

Impact on ITU-T H.248 SEP and possibly stream endpoint pair (SEPP): 

ï The SEP as such still exists after a successful TLS session release (state IDLE). Removal of 

the SEP follows usual ITU-T H.248 SUBtract.req or MODify.req commands. 

ï The interlinkage capability (see clause 9) allows the trigger of a TLS session release at the 

partner SEP. 

8.6.5.2 Bearer control protocol ï Transport connection: L4 bearer release 

In case the underlying IP transport connection is released, e.g., due to a received TCP-FIN or TCP-

RST in case of TCP transport, then: 

ï default mode (base package): the MGC shall be notified (by the MG) about the L4 state 

change (e.g., either by subscription to a correspondent event, an error or ServiceChange 

indication) and provide instructions for further proceeding with the TLS layer. 

ï enhanced mode: the MG may autonomously and immediately initiate the closure of the TLS 

session (depending on the used interlinkage capability, as described in clause 9). The release 

procedures of the IP transport connection shall be delayed in order to successfully complete 

a TLS session release procedure (see also clause V.4.2.2.1). 

NOTE ï The interlinkage capability (see clause 9) allows to couple the bearer control procedures for L4 and 

TLS. 

If requested, the MGC shall be notified by the event tlsbsc/BNCChange{Type=Rel}. 

8.6.5.3 TLS protocol: non recoverable error condition detected 

NOTE ï The behaviour defined in this clause is consistent with the TLS session maintenance package 

according to clause 11. It has to be further noted that there might be ITU-T H.248 profiles with and without 

this TLS session maintenance package. 

In case an error condition is detected locally in the TLS protocol layer which results in the termination 

of the TLS session, the procedures as defined in [IETF RFC 5246] apply. A TLS alert shall be sent 

to the remote TLS endpoint with the AlertLevel set to "fatal" and the AlertDescription is provided 

accordingly. 

If requested, the MGC shall be notified by the event tlsbsc/BNCChange{Type=Rel}, when ITU-T 

H.248 TLS state has transitioned from ESTABLISHED to IDLE. 
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8.6.5.4 ITU -T H.248: MGC driven TLS session release 

In case the ITU-T H.248 signal tlsbsc/RelBNC is received, the TLS session closure shall be initiated 

by the MG by sending a TLS close_notify alert towards remote TLS entity. 

8.6.5.5 MG autonomous release initiated on partner SEP 

This capability is not supported by the basic package; it is subject of the interlinkage capability, see 

clause 9. 

8.6.5.6 Release indication received from TLS application 

In case the MG operates in a TLS-application aware mode, an error condition in the application aware 

entity might be detected that requires the release of the TLS session. In this situation, the TLS session 

shall be closed autonomously by sending a TLS alert (close_notify). 

If requested, the MGC shall be notified by the event tlsbsc/BNCChange{Type=Rel}, when ITU-T 

H.248 TLS state has transitioned from ESTABLISHED to IDLE. 

The underlying IP transport shall not be affected (basic package behaviour). 

9 TLS-specific stream endpoint interlinkage procedures 

9.1 Introduction  

Property "interlinkage topology" (linktopo) from clause 7.1.1 of [ITU-T H.248.92] may be used for 

extended TLS session control procedures at the establishment and/or release phases, where there is: 

ï TLS bearer session control behaviour across a "horizontal" stream endpoint pair (SEPP), 

instead of SEP-only scope; and 

ï TLS/L4 bearer control behaviour across "vertical" protocol layers, instead of decoupled, 

individual control of TLS security sessions and their underlying IP transport connection. 

This clause defines TLS-specific stream endpoint interlinkage procedures. 

9.2 Procedures 

9.2.1 Introduction  

The interlinkage procedures could be used on top of the basic package tlsbsc procedures according to 

clause 8. The interlinkage property seplink/linktopo (according to [ITU-T H.248.92]) could be applied 

for bearer type "TLS" and the establishment and release procedures for self-contained TLS sessions, 

but also combined "TLS/L4" bearers. 

There are two self-contained interlinkage applications from perspective of this Recommendation (see 

Table 7). 

Table 7 ï Interlinkage profiling for TLS bearer  

TLS interlinkage type 
Based on generic interlinkage type  

[ITU -T H.248.92] 

Stream endpoint pair interlinkage for TLS Inter-SEP interlinkage configuration for a TLS-enabled 

SEP and a partner SEP with or without TLS. 

Interlinkage shall be limited to TLS layer or TLS and the 

L4 protocol at the partner SEP. 

Protocol layers interlinkage for "TLS/L4" 

stack segments 

Intra-SEP interlinkage configuration for TLS-enabled 

SEPs and interlinkage between TLS and the lower layer 

IP transport protocol. 
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Both TLS interlinkage types are disjoint and may be combined. Bearer control related procedures are 

defined in the following clauses. 

9.2.2 TLS security session establishment 

9.2.2.1 Stream endpoint pair interlinkage disabled 

When inter-SEP interlinkage is not applied, then the incoming TLS security session establishment 

request shall not be propagated to the partner SEP. 

9.2.2.2 Stream endpoint pair interlinkage enabled 

The interlinkage property seplink/linktopo may be enabled for TLS establishment across a 

TLS-enabled SEPP (see example ITU-T H.248 syntax in Table 8). The incoming TLS security session 

establishment request shall then be propagated to the partner SEP, triggering an outgoing TLS 

ClientHello message. Such kind of interlinkage may be limited to bearer connection use case #1.4 

(see clause 6.2.1). 

Table 8 ï TLS security session establishment ï SEPP interlinkage enabled 

ITU -T H.248 encoding (shortened command) Comments 

MGC to MG:  

MEGACO/3 [11.9.19.65]:54321  

Transaction = 1 {  

 Context = 1 {  

 Add = ip/1/$/$ {       ; Termination T1  

  Media {  

  Stream = 1  {        ; SEP S1  

   LocalControl {  

   seplink/linktopo = ["< interlinkedSEP >:TLS:TLS:est"]  

   }}é} 

Interlinkage (for stream S1) is 

enabled from termination T1 to 

termination T2 (given by property 

parameter value "interlinkedSEP"). 

9.2.2.3 Protocol layers interlinkage disabled 

If intra-SEP interlinkage is not applied, then TLS control procedures shall not affect the control 

procedures of the underlying transport layer and any kind of control procedures in the underlying 

transport layer shall not affect the TLS control procedures. 

9.2.2.4 Protocol layers interlinkage enabled 

The interlinkage property seplink/linktopo may be enabled for TLS establishment within a single 

TLS-enabled SEP in order to interlink with the underlying IP transport protocol endpoint 

(see example ITU-T H.248 syntax in Table 9). An incoming or outgoing (Note 2) L4 transport 

connection establishment request (such as a TCP SYN packet) shall then immediately trigger an 

outgoing TLS security session establishment request, after a successfully established L4 bearer. 

Table 9 ï TLS security session establishment ï Protocol layers interlinkage enabled 

ITU -T H.248 encoding (shortened command) Comments 

MGC to MG:  

MEGACO/3 [11.9.19.65]:54321  

Transaction = 1 {  

 Context = 1 {  

 Add = ip/1/$/$ {       ; Termination T1  

  Media {  

  Stream = 1  {        ; SEP S1  

   LocalControl {  

   seplink/linktopo = [" ip/1/$/$ :< L4>:TLS:est"] ; 

here <L4>='TCP'  

   }}é} 

Intra-SEP interlinkage (for stream S1) is 

enabled (given by self-referential property 

parameter value "interlinkedSEP = T1"). 

It should be noted that the interlinkage 

direction is only from lower (L4) to upper 

(TLS) protocol layer (and not vice versa 

for establishment). I.e., an interlinkage 

configuration with "<source transport EP> 

= L4" and "<interlinked transport EP> = 

TLS". 
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NOTE 1 ï Clause V.4.2.1.1 provides a signalling example. 

NOTE 2 ï Either MGC driven or in case of e.g., TLS-over-TCP might be also inter-SEP interlinkage enabled 

at TCP layer, see [ITU-T H.248.89]. 

9.2.3 TLS security session release 

9.2.3.1 Stream endpoint pair interlinkage disabled 

When inter-SEP interlinkage is disabled, the incoming TLS security session release request shall not 

be propagated to the partner SEP, hence identical behaviour as in the tlsbsc package procedures. 

9.2.3.2 Stream endpoint pair interlinkage enabled 

Property seplink/linktopo may be enabled for TLS release across a TLS-enabled SEPP (see example 

ITU-T H.248 syntax in Table 10). The incoming TLS security session release request shall then be 

propagated to the partner SEP, triggering an outgoing TLS closure_notify alert message. Such kind 

of interlinkage may be limited to bearer connection use case #1.4 (see clause 6.2.1). 

Table 10 ï TLS security session release ï SEPP interlinkage enabled 

ITU -T H.248 encoding (shortened command) Comments 

MGC to MG:  

MEGACO/3 [11.9.19.65]:54321  

Transaction = 1 {  

 Context = 1 {  

 Add = ip/1/$/$ {       ; Termination T1  

  Media {  

  Stream = 1  {        ; SEP S1  

   LocalControl {  

   seplink/linktopo = ["< interlinkedSEP >:TLS:TLS:rel"]  

   }}é} 

ï 

9.2.3.3 Protocol layers interlinkage disabled 

When intra-SEP interlinkage is disabled, then TLS control procedures shall not affect the underlying 

transport layer, hence identical behaviour as in the tlsbsc package procedures. 

9.2.3.4 Protocol layers interlinkage enabled 

Property seplink/linktopo may be enabled for TLS release within a single TLS-enabled in order to 

interlink with the underlying IP transport protocol endpoint (see example ITU-T H.248 syntax in 

Table 11). An incoming or outgoing TLS security session release request shall then immediately 

trigger an outgoing L4 bearer connection release request, after a successfully released TLS session. 

Table 11 ï TLS security session establishment ï Protocol layers interlinkage enabled 

ITU -T H.248 encoding (shortened command) Comments 

MGC to MG:  

MEGACO/3 [11.9.19.65]:54321  

Transaction = 1 {  

 Context = 1 {  

 Add = ip/1/$/$ {       ; Termination T1  

  Media {  

  Stream = 1  {        ; SEP S1  

   LocalControl {  

   seplink/linktopo = ["T1:TLS:< L4>: rel"]; here <L4>='TCP'  

   }}é} 

It should be noted that the 

interlinkage direction is only 

from upper (TLS) to lower (L4) 

protocol layer (and not vice 

versa for release).  

I.e., an interlinkage 

configuration with "<source 

transport EP> = TLS" and 

"<interlinked transport EP> 

= L4". 

NOTE ï Clause V.4.2.2 provides signalling examples. 



 

24 Rec. ITU-T H.248.90 (10/2014) 

9.2.4 Unsuccessful interlinkage 

9.2.4.1 Incorrect intra-SEP interlinkage configurations 

The MG shall reject incorrect interlinkage configuration requests using error code 488 according to clause 7.5.1 

of [ITU-T H.248.92]. 

10 TLS capability negotiation package 

 Package name: TLS capability negotiation package 

 Package ID: tlscn (0x0118) 

 Description: When this package is not used by an ITU-T H.248 profile, then the 

MG will autonomously negotiate TLS protocol configurations with the 

peer TLS node. The aimed negotiation behaviour would be then 

provisioned in the MG (but the managed objects used do not 

necessarily correspond with the ITU-T H.248 signalling objects of this 

package). 

This package provides tools for the MGC to control bearer-level TLS 

negotiations between the MG and the remote TLS endpoint. The MGC 

could impact TLS negotiations in terms of: 

ï TLS protocol parameter values (such as TLS version); 

ï Quality/goals of negotiation results; 

ï Time limits for negotiations (e.g., due to realtime aspects of 

the overall application/service); and/or 

ï Handling of unsuccessful negotiations. 

There are two options for negotiation of TLS protocol configurations: 

1. MGC may indicate a TLS profile (or multiple) as such; 

2. MGC may control individual TLS protocol parameters. 

Both methods shall be mutually exclusive in this package version. 

 Version: 1 

 Extends: None. 

10.1 Properties 

10.1.1 TLS Domain Profile Identifier  

 Property name: TLS Domain Profile Identifier 

 Property ID : dpid (0x0001) 

 Description: This property identifies the TLS domain profile that shall be ideally 

used by the MG to set up the TLS security session. The actually 

applied, so called TLS endpoint profile is the match result of locally 

supported TLS capabilities by the MG (termed as TLS MG profile) 

with requested TLS domain profiles. 

It should be noted that the normal case would be aligned with TLS 

profile capabilities, i.e., the applied "TLS endpoint profile" is equal to 

the requested "TLS domain profile". 

 Type: Sublist of String 

 Possible values: Any string as agreed between MGC and MG. 
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 Default: Provisioned 

 Defined in: LocalControl (ephemeral IP terminations),  

TerminationState (Root termination)  

Both methods shall be mutually exclusive in this package version. 

 Characteristics: Read/Write 

10.1.2 TLS Versions 

 Property name: TLS Versions 

 Property ID : tlsv (0x0002) 

 Description: This property indicates which TLS versions should be negotiated with 

the remote TLS endpoint. 

 Type: Sublist of String 

 Possible values: Each string consists of 4 hexadecimal digits and represents the TLS 

version as defined in the TLS protocol version related IETF RFCs 

(e.g., section A.1 of [IETF RFC 5246]). 

The hexadecimal representation of the major version is coded in the 

first two characters, while the hexadecimal representation of the minor 

version is coded in the last two characters of the string. The 

hexadecimal representation of the versions omits the "0x", and if 

needed, a leading "0" is added for padding. 

Over-decadic digits are to be represented by lower case characters ("a".."f"). 

 Default: Provisioned 

 Defined in: LocalControl (ephemeral IP terminations),  

TerminationState (Root termination)  

Both methods shall be mutually exclusive in this package version. 

 Characteristics: Read/Write 

10.1.3 Cipher Suites 

 Property name: Chipher Suites 

 Property ID : cs (0x0003) 

 Description: This property indicates the cipher suites and their precedence (in 

descending order of preference) for the negotiation with the remote 

TLS endpoint. 

 Type: Sublist of String 

 Possible values: Each string consists of four hexadecimal digits and represents the 

cipher suite in accordance to the TLS Cipher Suite Registry of IANA 

(http://www.iana.org/assignments/tls-parameters/tls-parameters.xml). 

The first value of the value pair as defined by the TLS Cipher Suite 

Registry of IANA shall be coded into the first two characters, and the 

second value shall be coded into the last two characters of the string. 

Thus, each value in its hexadecimal representation shall be converted 

into the double-hexdigit string. The "0x" shall be omitted and if 

needed, a "0" is used for padding. 

http://www.iana.org/assignments/tls-parameters/tls-parameters.xml#tls-parameters-3
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Over-decadic digits are to be represented by lower case characters 

("a".."f"). 

 Default: Provisioned  

NOTE ï A particular TLS protocol version may define default value(s). 

Thus, an ITU-T H.248 profile that defines a default version for TLS could 

also specify default value(s) for this property. 

 Defined in: LocalControl (ephemeral IP terminations),  

TerminationState (Root termination)  

Both methods shall be mutually exclusive in this package version. 

 Characteristics: Read/Write  

 

10.1.4 Compression Methods 

 Property name: Compression Methods 

 Property ID : cm (0x0004) 

 Description: This property declares the list of compression methods and their 

preference (in descending order) for the negotiation with the remote 

TLS-endpoint. 

 Type: Sublist of unsigned Integer 

 Possible values: The values correspond to the values allocated by IANA for TLS 

Compression Method Identifiers (see 

http://www.iana.org/assignments/comp-meth-ids/comp-meth-ids.xml). 

 Default: "CompressionMethod.null" 

 Defined in: LocalControl (ephemeral IP terminations),  

TerminationState (Root termination)  

Both methods shall be mutually exclusive in this package version. 

 Characteristics: Read/Write  

10.1.5 Support for Renegotiation of the Security Context 

 Property name: Support for Renegotiation of the Security Context 

 Property ID : srsc (0x0005) 

 Description: This property declares whether the renegotiation of the security 

context shall be supported.  

 Type: Boolean 

 Possible values: False Renegotiation shall not be supported 

True Renegotiation shall be supported  

 Default: Provisioned 

 Defined in: LocalControl (ephemeral IP terminations),  

TerminationState (Root termination)  

Both methods shall be mutually exclusive in this package version. 

 Characteristics: Read/Write 

http://www.iana.org/assignments/comp-meth-ids/comp-meth-ids.xml
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10.1.6 Renegotiation Period 

 Property name: Renegotiation Period 

 Property ID : rp (0x0006) 

 Description: This property declares the period in seconds after which a 

renegotiation of the security context shall be initiated by the MG. The 

value 0 indicates that the MG shall not initiate a renegotiation. 

 Type: Unsigned Integer 

 Possible values: Any non-negative value 

 Default: 0, unless provisioned otherwise 

 Defined in: LocalControl (ephemeral IP terminations),  

TerminationState (Root termination)  

Both methods shall be mutually exclusive in this package version. 

 Characteristics: Read/Write 

10.1.7 Client Authentication Required 

 Property name: Client Authentication Required 

 Property ID : car (0x0007) 

 Description: This property declares if the MG ï if acting as a TLS server ï shall 

authenticate the remote TLS client. 

 Type: Boolean 

 Possible values: False In case the MG acts as a TLS server, the client shall not be 

authenticated. 

True In case the MG acts as a TLS server, the client shall be 

authenticated. 

 Default: True, unless provisioned otherwise 

 Defined in: LocalControl (ephemeral IP terminations),  

TerminationState (Root termination) 

Both methods shall be mutually exclusive in this package version. 

 Characteristics: Read/Write 

10.2 Events 

None. 

10.3 Signals 

None. 

10.4 Statistics 

None. 

10.5 Error codes 

None. 
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10.6 Procedures 

10.6.1 Principles of TLS capability negotiations ï overview and scope 

The behaviour of TLS capability negotiations is principally influenced by the following dimensions: 

1) Package usage or package-less operation (see clause 10.6.2); 

When package is used, then there are: 

1) two methods ("(TLS) profile" vs "individual"); and 

2) two termination levels ("Root" vs "non-Root"). 

concerning the indication of a requested TLS domain profile by the MGC to the MG (see 

clause 10.6.3). 

There is consequently a high flexibility in supporting many TLS capability negotiation variants (from 

ITU-T H.248 perspective). However, the allowed applicable procedures are limited in tlscn package 

version 1 in order to simplify the operation of an ITU-T H.248 profile using this package. Such 

limitations may be reopened again in a future version of this package. 

10.6.2 General default behaviour (MGC does not influence TLS capability negotiations) 

Package tlscn is optional for ITU-T H.248 profile specifications with TLS support. When the package 

is not used, then the MG shall independently negotiate TLS configuration(s) with remote TLS 

endpoints. 

Such MG-autonomous TLS capability negotiations shall be compliant to [IETF RFC 5246]. The 

negotiations would be based on the TLS MG profile and possibly preprovisioned negotiation policies. 

10.6.3 MGC-controlled TLS capability negotiations: Options 

There are two options for MGC-controlled TLS capability negotiations, with the aim to determine 

the TLS domain profile instance, which is to be used by the MG to form the TLS endpoint profile (by 

also taking into account the TLS MG profile), see Table 12. 

Table 12 ï Variants of MGC-controlled TLS capability negotiations 

Method ITU -T H.248 elements Protocol procedures 

a) TLS profile approach Property: 

tlscn/dpid 

See clause 10.6.4 

b) Individual TLS protocol parameter control Properties: 

tlscn/tlsv 

tlscn/cs 

tlscn/cm 

tlscn/srsc 

tlscn/rp 

tlscn/car 

See clause 10.6.5 

Both methods shall be mutually exclusive in this package version. Thus, an ITU-T H.248 profile with 

tlscn v1 package support should select one method. 

10.6.4 Determining TLS related capabilities (TLS MG profile) 

The supported TLS capabilities are subject of the "TLS MG profile". The TLS MG profile is a 

characteristic at the MG level. The auditing of a TLS MG profile shall be therefore limited to the 

Root termination only. 
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10.6.4.1 Auditing supported TLS protocol profiles 

The MGC may access supported TLS protocol profile(s) by auditing property tlscn/dpid. The 

identifier of a particular TLS protocol profile relates to a reference on a TLS protocol profile 

description, which might be for instance explicitly part of an ITU-T H.248 profile definition or 

documented anywhere else. 

10.6.4.2 Auditing individual supported TLS protocol capabilities 

The MGC may determine the properties of the TLS MG profile by auditing the value of Supported 

TLS Versions (tlsv), Supported Cipher Suites (scs) and Supported Compression Methods (scm). 

The Supported TLS Versions property provides the TLS versions supported by the MG without any 

specific sequence. 

The Supported Cipher Suite property shall include the cipher suite 

TLS_NULL_WITH_NULL_NULL ("0000"), which is used as the initial cipher suite during the first 

handshake for the TLS session, but which must not be used for a cipher suite negotiation. 

The list of supported cipher suites and the list of supported compression methods are provided without 

any specific sequence. 

10.6.5 Indication of TLS profile(s) to MG by MGC  

The MGC may request TLS domain profile(s) support from the MG via property dpid, leading to the 

following MG behaviour: 

a) Built intersection between locally supported TLS capabilities (the "TLS MG profile") with 

indicated TLS domain profile(s), resulting in a TLS endpoint profile (see also clause 14); 

b) The TLS endpoint profile shall be the baseline for TLS negotiations with the remote TLS 

entity (during TLS security session establishment procedures). 

10.6.6 Indication of individual TLS protocol capabilities to MG by the MGC 

In this case, the TLS Domain profile instance to be used by the MG is (partially) defined by the MGC 

by the actually signalled tlscn/x properties with "x != dpid". Those tlscn/x properties, which are not 

explicitly signalled by the MGC, assume their values as provisioned in the MG's TLS MG profile. 

10.6.6.1 TLS protocol parameter "TLS version"  

The list of TLS versions used for the TLS procedures of the session is determined by the intersection 

of the TLS domain profile as given by the property TLS-Domain-Profile Identifier (dpid) and the TLS 

MG profile. This list is supposed to be provisioned (i.e., the property value for dpid) on the MG as 

typically default configuration. 

NOTE ï The TLS endpoint profile again (see also clause 14) relates to the intersection/match of TLS MG 

profile (as provisioned on MG) and individual explicitly signalled tlscn/x properties with "x != dpid". 

In case the MGC signals the property TLS Versions (tlsv), the MG shall use this list instead. In this 

case, the MGC must ensure the consistency of the list between the requirements of the TLS domain 

and the capability of the MG. 

In case the MG acts as a TLS client, the highest TLS versions as defined by the specific TLS endpoint 

profile are included into the initial TLS handshake message (ClientHello). In case the MG acts as a 

TLS server, the MG shall select the highest TLS version that is present in the list of TLS versions 

offered from the TLS client and in the TLS versions as defined by the TLS endpoint profile. If there 

is no match between both lists, the TLS handshake is regarded as failed. 

Unsuccessful TLS negotiations should be reported by error code #449 (Unsupported or Unknown 

Parameter or Property Value).  
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10.6.6.2 TLS protocol parameter "cipher suite"  

The prioritized list of cipher suites used for the TLS handshakes of the session are determined by the 

intersection of the TLS domain profile as given by the property TLS-Domain-Profile Identifier (dpid) 

and the TLS MG profile. The TLS domain profile may specify different cipher suites for TLS clients 

and TLS servers, thus the property TLS endpoint role (er) must be taken into account. 

In case the MGC signals property Chipher Suites (cs), the MG shall use this list instead. In this case, 

the MGC must ensure the consistency of the list between the requirements of the TLS domain and 

the capability of the MG. 

The MG will negotiate the cipher suite according to the TLS endpoint profile. In case the MG is acting 

as a TLS client, the cipher suites are included into the first TLS-handshake message (ClientHello) in 

the same sequence as defined by the TLS endpoint profile. In case the MG is acting as a TLS server, 

the Cipher Suites property is used to negotiate the cipher suite with the client according to the 

procedure that is applicable for the negotiated TLS version. 

10.6.6.3 TLS protocol parameter "compression method" 

The list of compression methods used for the TLS handshakes of the session are determined by the 

intersection of the TLS domain profile as given by the property TLS-Domain-Profile Identifier (dpid) 

and the TLS MG profile. The TLS domain profile may specify different compression methods for TLS 

clients and TLS servers, thus the property TLS endpoint role (er) must be taken into account. 

In case the MGC signals property Compression Methods (cm), the MG shall use this list instead. In 

this case, the MGC must ensure the consistency of the list between the requirements of the TLS 

domain and the capability of the MG. 

The negotiation of the compression methods follows the same principle as the negotiation of the 

cipher suite. The compression methods as defined by the TLS endpoint profile provides the MG with 

the list of methods to be used for the negotiation as defined by the procedure that is applicable for the 

negotiated TLS version. 

10.6.6.4 TLS protocol procedure "client authentication"  

The MG's TLS server implementation shall support client authentication. 

In case the TLS endpoint in the MG is configured as a TLS server, the client authentication indication 

is taken from the TLS domain profile as given by the property TLS-Domain-Profile Identifier (dpid). 

In case the MGC signals property Client Authentication Required (car), the MG shall use this value 

instead. In this case, the MGC must ensure the consistency of the value with the requirements of the 

TLS domain. 

10.6.6.5 TLS protocol procedure "self-signed client certificates" 

In case the TLS endpoint in the MG is configured as a TLS server and client authentication is required, 

the type of client authentication is implicitly defined by the SDP attribute "a=fingerprint". If present 

in the Remote Descriptor, the client certificate shall be self-signed and shall be verified against the 

fingerprint. 

10.6.6.6 TLS protocol procedure "signed client certificates" 

In case the TLS endpoint in the MG is configured as a TLS server, client authentication is required 

and no SDP fingerprint attribute is present, the client certificate will be verified against a list of root 

certificates as defined for the TLS domain profile. This list of root certificates is supposed to be 

configured per dpid on the MG. 
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10.6.6.7 TLS protocol procedure "server authentication" 

In case the TLS endpoint in the MG is configured as a TLS server, the MG shall provide the server 

certificate to the client as defined by the TLS domain profile. 

10.6.6.8 TLS protocol procedure "session resumption" 

A framework for TLS session resumption is outlined in Appendix VII. However, specific use cases 

for TLS session resumption (with ITU-T H.248 gateways) are for further studies. 

10.6.6.9 TLS protocol procedure "renegotiation support"  

The TLS implementation in the MG shall provide support for renegotiation. 

Whether renegotiation for a TLS session shall be enabled is determined by the TLS domain profile. 

When the MGC provides the property tlscn/rp, then the MG shall use this value instead of the 

provisioned default TLS Domain profile's "rp" value. 

In case the MGC signals property Support of Renegotiation of the Security Context (srsc), the MG 

shall use this value instead. 

The behaviour of the renegotiation of the security context is defined by the TLS endpoint profile, 

which indicates if renegotiation shall be supported or not, taking into account property Renegotiation 

Period (rp). 

In case the TLS endpoint profile disables renegotiation, the MG shall never initiate a renegotiation. If 

receiving a renegotiation request from the remote TLS endpoint, the MG shall respond with a TLS 

no_renegotiation alert, as defined by the procedure that is applicable by the negotiated TLS version. 

If renegotiation shall be supported, the MG shall accept and process a renegotiation request from the 

remote TLS endpoint. The initiation of the renegotiation procedure by the MG depends on the value 

of the Renegotiation Period property. If this property set to value "0", no renegotiation shall be 

initiated. If set to any other non-zero value, a timer with the duration of the Renegotiation Period is 

started each time a TLS handshake completed successfully. On expiration of the timer, the MG shall 

trigger the renegotiation as defined by the procedure that is applicable by the negotiated TLS version. 

In case the MG receives a trigger for the renegotiation from the remote TLS endpoint while this timer 

is running, the MG shall cancel and restart this timer. 

10.6.7 Auditing the actual TLS configuration (TLS endpoint profile) 

The actual agreed TLS configuration between the local and the remote TLS endpoint refers to the 

current value settings of a TLS endpoint profile and may be audited by the MGC via an AuditValue 

procedure. Such kind of auditing shall be limited to non-Root termination level. 

11 TLS session maintenance package 

 Package name: TLS session maintenance package 

 Package ID: tlsm (0x0119) 

 Description: This package defines capabilities for support of TLS alerts, which are 

exchanged between the remote and MG local TLS endpoint, following 

the TLS alert protocol. 

NOTE ï Appendix VI provides some background information concerning 

TLS alert protocol handling by ITU-T H.248 gateways. 

This package version is limited to the so-called TLS error alerts, as 

defined by section 7.2.2 of [IETF RFC 5246]. The package provides 

capabilities for MGC triggered sending of TLS alerts by the MG, as 
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well as a reporting mechanism to notify the MGC about received TLS 

alerts by the MG. 

 Version: 1 

 Extends: None. 

11.1 Properties 

None. 

11.2 Events 

11.2.1 TLS Error Alert  

 Event name: TLS error alert 

 Event ID: mgea (0x0001) 

 Description: This event indicates an abnormal condition for the TLS layer that does 

not lead to the immediate termination of the TLS session. This is 

typically a TLS alert with severity level "warning", but could be also 

a received "fatal" alert (see also clause VI.2).The abnormal condition 

may be detected on the local or on the remote TLS endpoint. 

The event is limited to TLS error alerts and excludes the TLS closure 

alert event. 

The event shall be set at stream level. 

11.2.1.1 EventsDescriptor parameters 

None. 

11.2.1.2 ObservedEventsDescriptor parameters 

11.2.1.2.1 Bearer level Alert Initiator  

 Parameter name: Bearer level alert initiator 

 Parameter ID: blai (0x0001) 

 Description: Indicates on which TLS endpoint the abnormal condition was 

detected. 

 Type: Enumeration 

 Optional: No 

 Possible values: "local" (0x0001) Abnormal condition originated at and detected by 

the MG local TLS endpoint. 

"remote" (0x0002) Abnormal condition originated at remote TLS 

endpoint side, then reported to the MG local TLS endpoint via TLS 

alert protocol by the remote TLS endpoint. 

 Default: NA 
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11.2.1.2.2 Error Alert Type  

 Parameter name: Error alert type 

 Parameter ID: eat (0x0002) 

 Description: Indicates the alert description for the abnormal condition by 

referencing the TLS error alert type. The codepoints registered by 

IANA within the TLS Alert Registry (see http://www.iana.org/

assignments/tls-parameters/tls-parameters.xml). 

 Type: Unsigned Integer 

 Optional: No 

 Possible values: One of the values as defined for TLS error alert codepoints, which are 

registered by IANA within the TLS Alert Registry (see 

http://www.iana.org/assignments/tls-parameters/tls-parameters.xml). 

 Default: N/A 

11.3 Signals 

11.3.1 MGC triggered TLS error alert  

 Signal name: MGC triggered TLS error alert 

 Signal ID: mgcea (0x0001) 

 Description: This signal is used to indicate an abnormal condition for the TLS-

session. The severity of the condition determines whether the session 

will be closed or whether it may continue. If the al parameter indicates 

"fatal", the session shall be terminated. 

NOTE ï The TLS "close_notify(0)" alert is excluded because it does not 

belong to the TLS error alert category. 

 Signal Type: Brief 

 Duration : Not applicable 

11.3.1.1 Additional parameters 

11.3.1.1.1 Alert Level 

 Parameter name: Alert Level 

 Parameter ID: al (0x0001) 

 Description: Indicates the TLS alert level as defined in [IETF RFC 5246], i.e., either 

a warning or fatal alert severity. 

 Type: Unsigned Integer 

 Optional: No 

 Possible values: One of the values as defined for "AlertLevel", refer to 

[IETF RFC 5246].  

 Default: Not applicable 

http://www.iana.org/‌assignments/tls-parameters/tls-parameters.xml
http://www.iana.org/‌assignments/tls-parameters/tls-parameters.xml
http://www.iana.org/assignments/tls-parameters/tls-parameters.xml
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11.3.1.1.2 Alert Description 

 Parameter name: Alert Description 

 Parameter ID: ad (0x0002) 

 Description: Indicates the TLS alert description level as defined in 

[IETF RFC 5246]. 

 Type: Unsigned Integer 

 Optional: No 

 Possible values: One of the values as defined for TLS error alert codepoints, which are 

registered by IANA within the TLS Alert Registry (see 

http://www.iana.org/assignments/tls-parameters/tls-parameters.xml). 

 Default: Not applicable 

11.4 Statistics 

None. 

11.5 Error codes 

None. 

11.6 Procedures 

Generally, there are TLS alert specific ITU-T H.248 procedures due to the nature of the TLS alert 

protocol, see Appendix VI. 

11.6.1 TLS warning error alerts  

11.6.1.1 General behaviour 

The TLS session should be kept active (and not released) when TLS alerts with warning severity are 

exchanged between local and remote TLS endpoints. 

11.6.1.2 MG received TLS error alerts from remote TLS endpoint 

The MGC may subscribe to be notified about TLS warning error alerts via event mgea. Whenever 

the MG receives an incoming TLS error alert at warning level, it shall notify the MGC by: 

ï mapping the TLS error alert type to ITU-T H.248 observed events parameter mgea/eat equal 

to "IANA registered codepoint"; and 

ï tagging observed event parameter mgea/blai equal to "remote". 

11.6.1.3 MG locally generated TLS error alerts and sent to remote TLS endpoint 

The MGC may subscribe to be notified about TLS warning error alerts via event mgea. Whenever 

there are such MG locally generated TLS error alerts, an outgoing TLS error alert at warning level is 

sent and the MG shall notify the MGC by: 

ï mapping the TLS error alert type to ITU-T H.248 observed events parameter mgea/eat equal 

to "IANA registered codepoint"; and 

ï tagging observed event parameter mgea/blai equal to "local". 

11.6.1.4 MGC triggered TLS error alert, sent by the MG to remote TLS endpoint 

When the MGC provides signal mgcea, then the MG shall generate a TLS alert message based on the 

information as contained in signal parameters al and ad, and sent the TLS alert towards the remote 

TLS endpoint. 

http://www.iana.org/assignments/tls-parameters/tls-parameters.xml
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11.6.2 TLS fatal error alerts  

11.6.2.1 General behaviour 

Whenever a TLS fatal error alert is exchanged between local and remote TLS endpoints, then there 

will always be a subsequent, immediate release procedure of the TLS session (see also clause VI.2). 

11.6.2.2 MG received TLS fatal error alerts from remote TLS endpoint 

The MGC may subscribe to be notified about TLS fatal error alerts via event mgea. Whenever the 

MG receives an incoming TLS error alert at fatal level, it shall notify the MGC by: 

ï mapping the TLS error alert type to ITU-T H.248 observed events parameter mgea/eat equal 

to "IANA registered codepoint"; and 

ï tagging observed event parameter mgea/blai equal to "remote". 

The subsequently expected TLS closure_notify alert indicates a TLS session release request. The 

received TLS closure_notify alert would then trigger the TLS basic session control package (tlsbsc) 

procedures according to clause 8.6.5.1. 

11.6.2.3 MG locally generated TLS fatal error alerts and sent to remote TLS endpoint 

The MGC may subscribe to be notified about TLS fatal error alerts via event mgea. Whenever there 

are such MG locally generated TLS error alerts, an outgoing TLS error alert at fatal level is sent and 

the MG shall notify the MGC by: 

ï mapping the TLS error alert type to ITU-T H.248 observed events parameter mgea/eat equal 

to "IANA registered codepoint"; and 

ï tagging observed event parameter mgea/blai equal to "local". 

The MG shall send a subsequent TLS closure_notify alert in order to initiate an outgoing TLS session 

release procedure. The outgoing TLS session release procedure shall be either triggered by the MGC 

(see clause 8.6.5.4) or autonomously started by the MG itself (see clause 9.2.3). 

11.6.2.4 MGC triggered TLS fatal error ale rt, sent by the MG to remote TLS endpoint 

When the MGC provides signal mgcea, then the MG shall generate a TLS alert message based on the 

information as contained in signal parameters al and ad, and send the TLS alert towards the remote 

TLS endpoint. 

Furthermore, the MG shall send a subsequent TLS closure_notify alert in order to initiate an outgoing 

TLS session release procedure. The outgoing TLS session release procedure shall be either triggered 

by the MGC (see clause 8.6.5.4) or autonomously started by the MG itself (see clause 9.2.3). 

11.6.3 Lower layer issues 

There might be issues in the protocol layers below the TLS layer. 

Example use case: 

ï Established IP bearer path, i.e., there is an active TLS session; 

ï The underlying IP transport connection (e.g., TCP or stream control transmission protocol 

(SCTP) transport connection) is released from the remote side, but without any TLS closure 

alert indication; 

ï Hence, there would be still an established TLS session endpoint, but a released L4 bearer 

connection from a local MG perspective; 

ï And therefore the TLS session would be interrupted, no TLS alert could be sent to the remote 

side. 

Procedures for the maintenance of lower layer issues are out of scope of this package, rather subject 

of existing ITU-T H.248 error handling capabilities. 
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12 TLS traffic volume metrics package 

 Package name: TLS traffic volume metrics package 

 Package ID: tlstv (0x011a) 

 Description: This package is used to support statistics for the TLS protocol related 

to various protocol data unit types (such as octets, TLS fragments, 

etc.). The data model used is defined by Annex B, which is consistent 

with the TLS protocol itself. The statistics are applicable as long as the 

MG is aware that the ITU-T H.248 Stream carries TLS traffic. 

 Version: 1 

 Extends: None. 

12.1 Properties 

None. 

12.2 Events 

None. 

12.3 Signals 

None. 

12.4 Statistics 

12.4.1 Number of Received Application Data TLS-Fragments 

 Statistic name: Number of Received Application Data TLS-Fragments 

 Statistic ID: recadfrag (0x0001) 

 Description: Provides the number of application data TLS fragments received on 

the Termination or Stream since the statistic has been set. Only 

application data TLS fragments are counted which are passed from the 

TLS record layer to the application layer. 

A received TLS-PDU is regarded as application data if the TLS header 

field "type" of the received TLS-PDU has been set to 

"application_data(23)". 

At the Termination level, it is equal to the sum of the ingress TLS 

flows over all Streams. 

 Type: Double 

 Possible values: Any 64-bit integer 0 and up 

 Level: Either (i.e., stream or termination level) 

12.4.2 Number of Sent Application Data TLS-Fragments 

 Statistic name: Number of Sent Application Data TLS-Fragments 

 Statistic ID: sentadfrag (0x0002) 

 Description: Provides the number of application data TLS fragments sent from the 

Termination or Stream since the statistic has been set. 

A TLS fragment is regarded as application data if the TLS header field 

"type" of the resulting TLS-PDU is set to "application_data(23)". 
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At the Termination level, it is equal to the sum of the egress TLS flows 

over all Streams. 

 Type: Double 

 Possible values: Any 64-bit integer 0 and up 

 Level: Either (i.e., stream or termination level) 

12.4.3 Number of Received TLS Message Fragments 

 Statistic name: Number of Received TLS Message Fragments 

 Statistic ID: rectmfrag (0x0003) 

 Description: Provides the number of TLS message fragments received on the 

Termination or Stream since the statistic has been set. Only TLS 

message fragments are counted which are passed from the TLS record 

layer to the change_cipher_spec protocol, the alert protocol or the 

handshake protocol. 

A received TLS-PDU is regarded as a TLS message if the TLS header 

field "type" of the received TLS-PDU has been set to one of the 

following values: 

ï change_cipher_spec(20) 

ï alert(21) 

ï handshake(22) 

At the Termination level, it is equal to the sum of the ingress TLS 

flows over all Streams. 

 Type: Double 

 Possible values: Any 64-bit integer 0 and up 

 Level: Either (i.e., stream or termination level) 

12.4.4 Number of Sent TLS Message Fragments 

 Statistic name: Number of Sent TLS Message Fragments 

 Statistic ID: senttmfrag (0x0004) 

 Description: Provides the number of TLS message fragments sent from the 

Termination or Stream since the statistic has been set. A TLS fragment 

is regarded as TLS message if the TLS header field "type" of the 

resulting TLS-PDU is set to one of the following values: 

ï change_cipher_spec(20) 

ï alert(21) 

ï handshake(22) 

At the Termination level, it is equal to the sum of the egress TLS flows 

over all Streams. 

 Type: Double 

 Possible values: Any 64-bit integer 0 and up 

 Level: Either (i.e., stream or termination level) 
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12.4.5 Number of Received Application Data Octets 

 Statistic name: Number of Received Application Data Octets 

 Statistic ID: recado (0x0005) 

 Description: This statistic logs the number of application data octets that are 

delivered to the application layer above the TLS record layer. 

Received application data messages from the remote TLS endpoint 

will have the TLS header field "type" set to "application_data(23)" and 

are decrypted, the authentication tag is removed, and the data are 

decompressed before this statistics value is updated. Other TLS 

messages are not subject of this statistics. 

At the Termination level, it is equal to the sum of the ingress TLS 

flows over all Streams. 

This statistic is only applicable when TLS is terminated locally (e.g., 

in case of TLS-to-non-TLS interworking). 

 Type: Double 

 Possible values: Any 64-bit integer 0 and up 

 Level: Either (i.e., stream or termination level) 

12.4.6 Number of Sent Application Data Octets 

 Statistic name: Number of Sent Application Data Octets 

 Statistic ID: sentado (0x0006) 

 Description: This statistic logs the number of octets received from the application 

layer. The octets are counted before the application data are 

compressed, authenticated and encrypted. 

At the Termination level, it is equal to the sum of the egress TLS flows 

over all Streams. 

This statistic is only applicable when TLS is terminated locally (e.g., 

in case of TLS-to-non-TLS interworking). 

 Type: Double 

 Possible values: Any 64-bit integer 0 and up 

 Level: Either (i.e., stream or termination level) 

12.4.7 Number of Received TLS Message Octets 

 Statistic name: Number of Received TLS Message Octets 

 Statistic ID: rectmo (0x0007) 

 Description: This statistic logs the number of TLS message octets that are delivered 

to the change_cipher_spec protocol, the alert protocol or to the 

handshake protocol above the TLS record layer. Received TLS 

messages from the remote TLS endpoint will have the TLS header 

field "type" set to one of the following values: 

ï change_cipher_spec(20) 

ï alert(21) 

ï handshake(22) 
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The TLS messages are decrypted, the authentication tag is removed 

and the data are decompressed before this statistic value is updated. 

Application data messages are not subject of this statistic. 

At the Termination level, it is equal to the sum of the ingress TLS 

flows over all Streams. 

This statistic is only applicable when TLS is terminated locally (e.g., 

in case of TLS-to-non-TLS interworking). 

 Type: Double 

 Possible values: Any 64-bit integer 0 and up 

 Level: Either (i.e., stream or termination level) 

12.4.8 Number of Sent TLS Message Octets 

 Statistic name: Number of Sent TLS Message Octets 

 Statistic ID: senttmo (0x0008) 

 Description: This statistic logs the number of octets received from the 

change_cipher_spec protocol, the alert protocol or the handshake 

protocol. The octets are counted before the TLS messages are 

compressed, authenticated and encrypted. 

At the Termination level, it is equal to the sum of the egress TLS flows 

over all Streams. 

This statistic is only applicable when TLS is terminated locally (e.g., 

in case of TLS-to-non-TLS interworking). 

 Type: Double 

 Possible values: Any 64-bit integer 0 and up 

 Level: Either (i.e., stream or termination level) 

12.4.9 Number of Received Application Data TLS-PDU Octets 

 Statistic name: Number of Received Application Data TLS-PDU Octets  

 Statistic ID: recadpduo (0x0009) 

 Description: This Statistic provides the number of TLS PDU octets, where the TLS 

header field "type" is set to "application_data(23)", received on the 

Termination or Stream since the Termination or Stream has existed 

and the Statistic has been set. The octets represent the ingress 

Application Data TLS PDUs of all TLS flows of an ITU-T H.248 

Stream excluding all lower layer overhead. 

At the Termination level, it is equal to the sum of the ingress TLS 

flows over all Streams. 

 Type: Double 

 Possible values: Any 64-bit integer 0 and up 

 Level: Either (i.e., stream or termination level) 

12.4.10 Number of Sent Application Data TLS-PDU Octets  

 Statistic name: Number of Sent Application Data TLS-PDU Octets  

 Statistic ID: sentadpduo (0x000a) 
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 Description: This statistic provides the number of TLS PDU octets, where the TLS 

header field "type" is set to "application_data(23)", sent from the 

Termination or Stream since the Termination or Stream has existed 

and the Statistic has been set. The octets represent the egress 

Application Data TLS PDUs of all TLS flows of an ITU-T H.248 

Stream, excluding all lower layer overhead. 

At the Termination level, it is equal to the sum of the egress TLS flows 

over all Streams. 

 
Type: Double 

 Possible values: Any 64-bit integer 0 and up 

 Level: Either (i.e., stream or termination level) 

12.4.11 Number of Received TLS Message PDU Octets 

 Statistic name: Number of Received TLS Message PDU Octets 

 Statistic ID: rectmpduo (0x000b) 

 Description: This statistic provides the number of TLS PDU octets where the TLS 

header field "type" is set to one of the following values: 

ï change_cipher_spec(20) 

ï alert(21) 

ï handshake(22) 

The statistic comprises TLS PDU octets received on the Termination 

or Stream since the Termination or Stream has existed and the Statistic 

has been set. The octets represent the ingress TLS Message PDUs of 

all TLS flows of an ITU-T H.248 Stream excluding all lower layer 

overhead. 

At the Termination level, it is equal to the sum of the ingress TLS 

flows over all Streams. 

 Type: Double 

 Possible values: Any 64-bit integer 0 and up 

 Level: Either (i.e., stream or termination level) 

12.4.12 Number of Sent TLS Message PDU Octets 

 Statistic name: Number of Sent TLS Message PDU Octets 

 Statistic ID: senttmpduo (0x000c) 

 Description: This statistic provides the number of TLS PDU octets where the TLS 

header field "type" is set to one of the following values: 

ï change_cipher_spec(20) 

ï alert(21) 

ï handshake(22) 

The statistic comprises TLS PDU octets sent from the Termination or 

Stream since the Termination or Stream has existed and the statistic 

has been set. The octets represent the egress TLS Message PDUs of all 

TLS flows of an ITU-T H.248 Stream, excluding all lower layer 

overhead. 
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At the Termination level, it is equal to the sum of the egress TLS flows 

over all Streams. 

 
Type: Double 

 Possible values: Any 64-bit integer 0 and up 

 Level: Either (i.e., stream or termination level) 

12.4.13 Number of Received Application Data Octets, Protected and Compressed  

 Statistic name: Number of Received Application Data Octets, Protected and 

Compressed 

 Statistic ID: recadpco (0x000d) 

 Description: This statistic provides the number of octets of protected and 

compressed application data TLS fragments in ingress direction. It 

corresponds to TLSCiphertext.fragment (refer to the presentation 

language of [IETF RFC 5246]) of a TLS PDU where the TLS header 

field "type" is set to "application_data(23)". 

The octets represent the ingress protected and compressed Application 

Data of all TLS flows of an ITU-T H.248 Stream. 

At the Termination level, it is equal to the sum of the egress TLS flows 

over all Streams. 

 
Type: Double 

 Possible values: Any 64-bit integer 0 and up 

 Level: Either (i.e., stream or termination level) 

12.4.14 Number of Sent Application Data Octets, Protected and Compressed  

 Statistic name: Number of Sent Application Data Octets, Protected and Compressed 

 Statistic ID: sentadpco (0x000e) 

 Description: This statistic provides the number of octets of protected and 

compressed application data TLS fragments in egress direction. It 

corresponds to TLSCiphertext.fragment (refer to the presentation 

language of [IETF RFC 5246]) of a TLS PDU where the TLS header 

field "type" is set to "application_data(23)". 

The octets represent the egress protected and compressed Application 

Data of all TLS flows of an ITU-T H.248 Stream. 

At the Termination level, it is equal to the sum of the egress TLS flows 

over all Streams. 

 
Type: Double 

 Possible values: Any 64-bit integer 0 and up 

 Level: Either (i.e., stream or termination level) 

12.4.15 Number of Received TLS Message Octets, Protected and Compressed  

 Statistic name: Number of Received TLS Message Octets, Protected and Compressed 

 Statistic ID: rectmpco (0x000f) 
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 Description: This statistic provides the number of octets of protected and 

compressed TLS messages in ingress direction. It corresponds to 

TLSCiphertext.fragment (refer to the presentation language of 

[IETF RFC 5246]) of a TLS PDU where the TLS header field "type" 

is set to one of the following values: 

ï change_cipher_spec(20) 

ï alert(21) 

ï handshake(22) 

The octets represent the ingress protected and compressed TLS 

message of all TLS flows of an ITU-T H.248 Stream. 

At the Termination level, it is equal to the sum of the egress TLS flows 

over all Streams. 

 
Type: Double 

 Possible values: Any 64-bit integer 0 and up 

 Level: Either (i.e., stream or termination level) 

12.4.16 Number of Sent TLS Message Octets, Protected and Compressed  

 Statistic name: Number of Sent TLS Message Octets, Protected and Compressed 

 Statistic ID: senttmpco (0x0010) 

 Description: This statistic provides the number of octets of protected and 

compressed TLS messages in egress direction. It corresponds to 

TLSCiphertext.fragment (refer to the presentation language of 

[IETF RFC 5246)]) of a TLS PDU where the TLS header field "type" 

is set to one of the following values: 

ï change_cipher_spec(20) 

ï alert(21) 

ï handshake(22) 

The octets represent the egress protected and compressed TLS messags 

of all TLS flows of an ITU-T H.248 Stream. 

At the Termination level, it is equal to the sum of the egress TLS flows 

over all Streams. 

 
Type: Double 

 Possible values: Any 64-bit integer 0 and up 

 Level: Either (i.e., stream or termination level) 

12.4.17 Number of Octets of Compressed Application Data Fragments in ingress Direction 

 Statistic name: Number of Octets of Compressed Application Data Fragments in 

ingress Direction 

 Statistic ID: recadcfo (0x0011) 

 Description: This statistic provides the number of octets of compressed application 

data fragments in ingress direction. It corresponds to 

TLSCompressed.fragment (refer to the presentation language of 

[IETF RFC 5246]) for a TLS PDU where the TLS header field "type" 

is set to "application_data(23)". 
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The octets represent the ingress compressed Application Data of all 

TLS flows of an ITU-T H.248 Stream. 

At the Termination level, it is equal to the sum of the ingress TLS 

flows over all Streams. 

This statistic is only applicable when TLS is terminated locally (e.g., 

in case of TLS-to-non-TLS interworking). 

 
Type: Double 

 Possible values: Any 64-bit integer 0 and up 

 Level: Either (i.e., stream or termination level) 

12.4.18 Number of Octets of Compressed Application Data Fragments in egress Direction 

 Statistic name: Number of Octets of Compressed Application Data Fragments in 

egress Direction 

 Statistic ID: sentadcfo (0x0012) 

 Description: This statistic provides the number of octets of compressed application 

data fragments in egress direction. It corresponds to 

TLSCompressed.fragment (refer to the presentation language of 

[IETF RFC 5246]) for a TLS PDU where the TLS header field "type" 

is set to "application_data(23)". 

The octets represent the egress compressed Application Data of all 

TLS flows of an ITU-T H.248 Stream. 

At the Termination level, it is equal to the sum of the egress TLS flows 

over all Streams. 

This statistic is only applicable when TLS is terminated locally (e.g., 

in case of TLS-to-non-TLS interworking). 

 
Type: Double 

 Possible values: Any 64-bit integer 0 and up 

 Level: Either (i.e., stream or termination level) 

12.4.19 Number of Octets of Compressed TLS Message Fragments in ingress Direction 

 Statistic name: Number of Octets of Compressed TLS Message Fragments in ingress 

Direction 

 Statistic ID: rectmcfo (0x0013) 

 Description: This statistic provides the number of octets of compressed TLS 

message fragments in ingress direction. It corresponds to 

TLSCompressed.fragment (refer to the presentation language of [IETF 

RFC 5246]) for a TLS PDU where the TLS header field "type" is set 

to one of the following values: 

ï change_cipher_spec(20) 

ï alert(21) 

ï handshake(22) 

The octets represent the ingress compressed TLS Message of all TLS 

flows of an ITU-T H.248 Stream. 
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At the Termination level, it is equal to the sum of the ingress TLS 

flows over all Streams. 

This statistic is only applicable when TLS is terminated locally (e.g., 

in case of TLS-to-non-TLS interworking). 

 
Type: Double 

 Possible values: Any 64-bit integer 0 and up 

 Level: Either (i.e., stream or termination level) 

12.4.20 Number of Octets of Compressed TLS Message Fragments in egress Direction 

 Statistic name: Number of Octets of Compressed TLS Message Fragments in egress 

Direction 

 Statistic ID: senttmcfo (0x0014) 

 Description: This statistic provides the number of octets of compressed TLS 

message fragments in egress direction. It corresponds to 

TLSCompressed.fragment (refer to the presentation language of 

[IETF RFC 5246]) for a TLS PDU where the TLS header field "type" 

is set to one of the following values: 

ï change_cipher_spec(20) 

ï alert(21) 

ï handshake(22) 

The octets represent the egress compressed TLS Messages of all TLS 

flows of an ITU-T H.248 Stream. 

At the Termination level, it is equal to the sum of the egress TLS flows 

over all Streams. 

This statistic is only applicable when TLS is terminated locally (e.g., 

in case of TLS-to-non-TLS interworking). 

 
Type: Double 

 Possible values: Any 64-bit integer 0 and up 

 Level: Either (i.e., stream or termination level) 

12.5 Error  codes 

None. 

12.6 Procedures 

12.6.1 General information 

12.6.1.1 TLS data model 

The underlying data model is contained in Annex B, which defines relevant measurement points 

(MPs). 

12.6.1.2 Overview of performance metrics 

Table 13 summarizes all ten categories of performance metrics that result in twenty statistics due to 

support in both traffic directions. Table 14 indicates the internal measurement points (given by 

Figure B.1) and whether a TLS protocol termination would be required: 
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Table 13 ï Overview of performance metrics ï All ITU -T H.248 statistics 

No. Category of ITU -T H.248 statistics Direction Clause StatisticsID 

1 Number of Application Data TLS-Fragments Received 12.4.1 recadfrag  

2 Sent 12.4.2 sentadfrag  

3 Number of TLS Message Fragments Received 12.4.3 rectmfrag  

4 Sent 12.4.4 senttmfrag  

5 Number of Application Data Octets Received 12.4.5 recado  

6 Sent 12.4.6 sentado  

7 Number of TLS Message Octets Received 12.4.7 rectmo  

8 Sent 12.4.8 senttmo  

9 Number of Application Data TLS-PDU Octets Received 12.4.9 recadpduo  

10 Sent 12.4.10 sentadpduo  

11 Number of TLS Message PDU Octets Received 12.4.11 rectmpduo  

12 Sent 12.4.12 senttmpduo  

13 Number of Application Data Octets, Protected and 

Compressed 

Received 12.4.13 recadpco  

14 Sent 12.4.14 sentadpco  

15 Number of TLS Message Octets, Protected and 

Compressed 

Received 12.4.15 rectmpco  

16 Sent 12.4.16 senttmpco  

17 Number of Octets of Compressed Application Data 

Fragments  

Received 12.4.17 recadcfo  

18 Sent 12.4.18 sentadcfo  

19 Number of Octets of Compressed TLS Message 

Fragments  

Received 12.4.19 rectmcfo  

20 Sent 12.4.20 senttmcfo  

 

Table 14 ï Internal measurement points (MP), traffic types and conditional usage 

Category of ITU -T 

H.248 statistics 
StatisticsID Relates to 

Measure-

ment point 

Presentation 

language of 
IETF RFC  5246 

TLS protocol 

termination 

at SEP 

Number of Application 

Data TLS-Fragments 

recadfrag  Application 

Data 

Application 

Data 

TLSPlaintext. 

fragment 

Yes 
sentadfrag  

Number of TLS 

Message Fragments 

rectmfrag  TLS 

message 

TLS 

message 

TLSPlaintext. 

fragment 

Yes 
senttmfrag  

Number of Application 

Data Octets 

recado  Application 

Data 

Application 

Data 

ï No 
sentado  

Number of TLS 

Message Octets 

rectmo  TLS 

message 

TLS-RL 

PDU 

ï No 
senttmo  

Number of Application 

Data TLS-PDU Octets 

recadpduo  Application 

Data 

TLS-RL 

PDU 

TLSCiphertext No 
sentadpduo  

Number of TLS 

Message PDU Octets 

rectmpduo  TLS 

message 

TLS-RL 

PDU 

TLSCiphertext No 
senttmpduo  

Number of Application 

Data Octets, Protected 

and Compressed 

recadpco  Application 

Data 

TLS-RL 

PDU 

TLSCipher-

text.fragment 

No 
sentadpco  
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Table 14 ï Internal measurement points (MP), traffic types and conditional usage 

Category of ITU -T 

H.248 statistics 
StatisticsID Relates to 

Measure-

ment point 

Presentation 

language of 
IETF RFC  5246 

TLS protocol 

termination 

at SEP 

Number of TLS 

Message Octets, 

Protected and 

Compressed 

rectmpco  TLS 

message 

TLS-RL 

PDU 

TLSCipher-

text.fragment 

No 
senttmpco  

Number of Octets of 

Compressed Application 

Data Fragments  

recadcfo  Application 

Data 

TLS-RL 

PDU 

TLSCompres-

sed.fragment 

Yes 
sentadcfo  

Number of Octets of 

Compressed TLS 

Message Fragments  

rectmcfo  TLS 

message 

TLS-RL 

PDU 

TLSCompres-

sed.fragment 

Yes 
senttmcfo  

12.6.1.3 Profile selection guidelines 

It is expected that a particular ITU-T H.248 profile with support of the tlstv package will only support 

a subset from the defined set of statistics. Example: 

ï A profile interested in application level measurements only would just use the statistics 

related to measurement point "Application Data". 

ï A profile with support of "TLS transparent forwarding" only may support just the statistics 

which does not need a TLS protocol termination in the MG. 

ï A profile interested in "bitrate"-based traffic volume measurement data would just use the 

octet-based ITU-T H.248 statistics. 

ï A profile interested in TCP traffic volume with and without TLS-based transport security 

(e.g., comparing data-over-TLS-over-TCP with data-over-TCP) may need to gather 

measurements at measurement point "TLS-RL PDU" for detailed performance evaluations. 

12.6.1.4 Measurement principles 

The usual ITU-T H.248 principles apply: 

ï consideration of all successfully received/sent data units to/from its ITU-T H.248 TLS 

Stream/Termination; 

ï aggregation of all TLS flows of an ITU-T H.248 Stream/termination. 

12.6.2 Number of Application Data TLS-Fragments 

Statistics tlstv/recadfrag and tlstv/sentadfrag provide a fragment-oriented based volume 

measurements between TLS and application protocol layer. 

12.6.3 Number of TLS Message Fragments 

Statistics tlstv/rectmfrag and tlstv/senttmfrag provide a fragment-oriented based volume 

measurements between TLS record protocol and TLS handshake/cipher/alert protocol layer. 

12.6.4 Number of Application Data Octets 

Statistics tlstv/recado and tlstv/sentado provide octet-oriented based volume measurements between 

TLS and application protocol layer. 
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12.6.5 Number of TLS Message Octets 

Statistics tlstv/recmo and tlstv/sentmo provide octet-oriented based volume measurements between 

TLS record protocol and TLS handshake/cipher/alert protocol layer. 

12.6.6 Number of Application Data TLS-PDU Octets 

Statistics tlstv/recadpduo and tlstv/sentadpduo provide octet-oriented based volume measurements 

between L4 transport and TLS protocol layer. 

12.6.7 Number of TLS Message PDU Octets 

Statistics tlstv/rectmpduo and tlstv/senttmpduo provide octet-oriented based volume measurements 

between L4 transport and TLS protocol layer. 

12.6.8 Number of Application Data Octets, Protected and Compressed 

Statistics tlstv/recadpco and tlstv/sentadpco provide octet-oriented based volume measurements 

between L4 transport and TLS protocol layer. 

12.6.9 Number of TLS Message Octets, Protected and Compressed 

Statistics tlstv/rectmpco and tlstv/senttmpco provide octet-oriented based volume measurements 

between L4 transport and TLS protocol layer. 

12.6.10 Number of Octets of Compressed Application Data Fragments  

Statistics tlstv/recadcfo and tlstv/sentadcfo provide fragment-oriented based volume measurements 

between L4 transport and TLS protocol layer. 

12.6.11 Number of Octets of Compressed TLS Message Fragments  

Statistics tlstv/rectmcfo and tlstv/senttmcfo provide fragment-oriented based volume measurements 

between L4 transport and TLS protocol layer. 

13 Package-less TLS control 

Usage of dedicated SDP elements is principally not excluded in package-based TLS session control. 

However, such SDP elements shall be avoided which could semantically overlap or lead to 

ambiguities with ITU-T H.248. 

13.1 Related to TLS session establishment 

13.1.1 Overview ï principal ITU -T H.248 control steps 

Figure 8 indicates all possible control steps (from ITU-T H.248 perspective) concerning the 

establishment of TLS-over-L4/IP bearer connections in environments demanding NAT traversal 

support. The dashed boxes are L4-dependent (e.g., in case of TCP see [ITU-T H.248.69], [ITU-T 

H.248.84] and [ITU-T H.248.89]). 
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Figure 8 ï Principal ITU -T H.248 control steps for establishing a TLS-over-L4 bearer 

It is apparent that some steps might be combined (e.g., 1, 2 and 7) and that specific steps might be 

optional (e.g., 3, 5, 8, 10). 

Table 15 provides a preliminary inventory of possible control elements from ITU-T H.248 

perspective (at the example of TCP as L4 protocol). The column "ITU-T H.248/SDP element" refers 

to "package-less TLS control". 
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Table 15 ï ITU -T H.248 control steps and possible control elements 

ITU -T H.248 control step 
ITU -T H.248 

property 

ITU -T H.248/SDP 

element 
Comments 

Establishment phase I: "IP transport connection establishment" 

1 Creation SEP/SEPP ADD.req/MOD.req command  

2 Bearer type (L4/L3) indication 

to SEP 

Indirect: package 

elements used from 

TCP-related ITU-T 

H.248 packages 

"m="-line <proto> 

(clause 13.4 of 

[ITU-T H.248.84], 

[ITU-T H.248.69]) 

Issue 1: SDP may be 

ambiguous due to 

"protocol stack" concept 

(Note 1). 

Issue 2: bearer type is a 

LCD level characteristic, 

but not LD/RD related. 

3 Block/Unblock L4 Bearer 

Control Procedures at SEP 

Property, e.g., TCP: 

tcpbcc/bceb 

"a=setup:holdconn"  Note 3 

4 Start IP Transport Connection 

Establishment Procedure (e.g., 

TCP active or passive OPEN) 

TCP proxy mode: 

Event: tcpbcc/

BNCChange  

Signal: tcpbcc/

EstBNC 

TCP proxy mode: 

not possible due to 

[ITU-T H.248.84] 

"a=setup:" semantics 

for LD/RD usage 

Conditional, dependent 

on required TCP mode. 

TCP proxy mode needs to 

be supported, in TCP 

ACTIVE and PASSIVE 

OPEN. 

5 Local L4/L3 NAT traversal 

support 

[ITU-T H.248.37] "a=setup:" for [ITU-T 

H.248.84] NAT-T 

Complementary due to 

different NAT-T methods 

6 Successfully established IP 

Transport Connection (State 

"ESTABLISHEDL4") 

Event, e.g., TCP: 

tcpbcc/BNCChange 

ï MGC notification might 

be optional. 

Establishment phase II: "IP transport security session establishment" 

7 Bearer type (L4+ = 'TLS') 

indication to SEP 

Indirect: package 

elements used from 

TLS-related ITU-T 

H.248 packages 

"m="-line <proto> Note 2. 

SDP may be ambiguous 

due to "protocol stack" 

concept (Note 1). 

8 Block / Unblock L4+ Bearer 

Control Procedures at SEP 

Property: 

tlsbsc/bceb 

None I.e., handling of TLS 

handshake protocol, TLS 

cipher change protocol, 

and TLS alert protocol 

9 Start IP Security Session 

Establishment Procedure 

("TLS negotiations") 

Event: 

tlsbsc/BNCChange 

Signal: 

tlsbsc/EstBNC 

None The above TLS protocols 

are enabled 

10 Local L4+ NAT traversal 

support 

[ITU-T H.248.78] e.g., MSRP: 

"a=msrp-cema" 

NOTE ï L4+ NAT-T 

may be also requested for 

non-TLS. 

11 Successfully established IP 

Transport Security Session 

(State "ESTABLISHEDTLS") 

Event: 

tlsbsc/BNCChange 

ï  

Communication phase: 

12 Active communication phase 

(i.e., transfer of application 

data) 

ï  
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Table 15 ï ITU -T H.248 control steps and possible control elements 

ITU -T H.248 control step 
ITU -T H.248 

property 

ITU -T H.248/SDP 

element 
Comments 

NOTE 1 ï The SDP "m=" line <proto> element allows the indication of a) a single protocol or b) a protocol 

stack (i.e., multiple protocol layers). The protocol stack based value is inherently ambiguous in case of the 

requirement in indicating a particular protocol layer out of the stack. This is a well-known issue of this 

element. 

NOTE 2 ï Step 7 may be merged with step 1 in case of tightly coupled "TLS/L4" control.  

NOTE 3 ï See Table 4/[ITU-T H.248.89] due to example "L4 = 'TCP'" here. 

13.1.2 Step 1: Bearer endpoint creation 

Not SDP related, based on ITU-T H.248 Command request. 

13.1.3 Step 2: Bearer type indication for IP transport "L4/L3"  

The SDP-based approach of using the SDP "m=" line <proto> element as transport indicator should 

be used. The SDP method shall work for all required TLS transport modes (see clause 6.1/ 

[ITU-T H.248.91]). 

Conditional approach, dependent on: 

ï C2.1: unambiguous indication of transport protocol "L4" (Issue: "m="-line <proto> relates 

to a protocol stack based indicator, rather than a distinct identifier to a specific L4 protocol). 

 Warning: possible semantical interaction with step 7!  

ï C2.2: consistent LD/RD signalling (due to the fact of a LCD level characteristic)  

ï C2.3: could imply additional TCP bearer connection establishment (step 4) when using 

[ITU-T H.248.69]. 

13.1.4 Step 3: Block/Unblock L4 bearer control procedures at SEP 

This is out of scope of this Recommendation. E.g., see [ITU-T H.248.89] in case of TCP as TLS 

transport protocol. 

13.1.5 Step 4: Start IP transport connection establishment procedure 

Relevant for connection-oriented IP transport protocols, which are used as TLS transport modes (see 

clause 6.1/[ITU-T H.248.91]), but out of scope of this Recommendation. E.g., see [ITU-T H.248.89] 

in case of TCP as TLS transport protocol. 

Warning: possible semantical interaction with step 9 (see clause 10.2.5 of [ITU-T H.248.89] in case 

of "L4 = 'TCP'")! 

13.1.6 Step 5: Local L4/L3 NAT traversal support 

This is a crucial step because TLS will fail without any successfully established IP transport 

connection. However, this is out of scope of this Recommendation. There are dedicated L4/L3 NAT 

traversal (NAT-T) support methods, such as [ITU-T H.248.37], [ITU-T H.248.50] or [ITU-T 

H.248.84]. 

It should be noted that the above example NAT-T mechanisms are primarily enabled using ITU-T 

H.248 packages ("and not via LD/RD-embedded SDP signalling"). See also clause 10.2.6 of 

[ITU-T H.248.89] in case of "L4 = 'TCP'". 
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13.1.7 Step 6: Reporting successfully established IP transport connection 

Not supported by SDP, but out of scope of this Recommendation. E.g., see [ITU-T H.248.89] in case 

of TCP as TLS transport protocol. 

13.1.8 Step 7: Bearer type indication for TLS 

If SDP based, then only the same method as in step 2, i.e., using the SDP "m=" line <proto> element 

as security session indicator. 

Conditional approach, dependent on: 

ï C7.1: unambiguous indication, see C2.1. 

ï C7.2: consistent LD/RD signalling (due to the fact of a LCD level characteristic). 

13.1.9 Step 8: Block/Unblock TLS security session control procedures at SEP 

Not supported by SDP, thus property tlsbsc/bceb required. 

13.1.10 Step 9: Start TLS security session establishment procedure 

There is no explicit SDP indicator for outgoing and incoming TLS "handshake procedures" as part of 

TLS session establishment. 

NOTE ï Unconditional, general approach: signal tlsbsc/EstBNC or event tlsbsc/BNCChange{Type=Est} for 

triggering of outgoing or incoming TLS security session establishment procedures. 

13.1.11 Step 10: Local L4+ NAT traversal support 

Not possible via explicit SDP for general L4+ NAT-T, thus [ITU-T H.248.78] required. 

NOTE ï Some application-specific L4+ NAT-T support functions could be associated with application-

specific SDP information, however, this is out of scope of this Recommendation. 

13.1.12 Step 11: Reporting successfully established TLS session 

Not supported by SDP, thus event tlsbsc/BNCChange required. 

13.1.13 Step 12: Active communication phase 

The control of functions during the active communication phase (such as performance measurements 

or application data inactivity detection for TLS traffic) as such is out of scope of the SDP. 

13.2 Related to TLS authentication 

NOTE 1 ï This clause satisfies requirement R-8.3.3.2.2/1 of [ITU-T H.248.91]. 

The SDP "a=fingerprint:" attribute (according to [IETF RFC 4572]) shall be used under the condition 

of ITU-T H.248 gateways involved in network architectures (given by trust model and SIP/SDP as 

application control protocol) as described by [IETF RFC 4572]. 

NOTE 2 ï The SDP based method is exclusive, i.e., there are not any alternative ITU-T H.248 signalling 

elements defined. 

If the SDP "a=fingerprint:" element is required by an ITU-T H.248 profile, then the MGC would 

provide to the MG: 

ï a fully specified SDP fingerprint attribute in the ITU-T H.248 RD and 

ï either a fully specified or wildcarded (see [ITU-T H.248.39]) SDP fingerprint attribute in the 

ITU-T H.248 LD. 

Usage of the SDP "a=fingerprint:" attribute at the ITU-T H.248 interface validates the bearer-to-call 

binding between session initiation protocol (SIP) call and TLS secured bearer (see e.g., Figure 6 of 

[ITU-T H.248.91]). 
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13.3 Related to TLS session release 

Not possible via SDP. The hard removal of a TLS-enabled stream endpoint via an ITU-T H.248 

MODify.req or SUBtract.req command would lead to a complete release of MG level TLS resources. 

Usage of signal tlsbsc/RelBNC allows keeping these resources as long as the ITU-T H.248 SEP is not 

removed. 

14 The TLS profile concept 

14.1 TLS protocol profiles 

A media gateway (MG) may be requested to support more than one TLS domain. For each such TLS 

domain, different "TLS services" may be required from the MG. For each TLS domain, those required 

TLS behaviours are defined by a domain-specific TLS domain profile. 

Generally, the TLS domain profile may be controlled via ITU-T H.248 by usage of the tlscn package 

(clause 10), either as an atomic entity (so called "TLS profile" approach in clause 10.6.1) or by 

"individual TLS protocol parameter control" (see clause 10.6.1). 

Important to note: any concrete, detailed, normative specifications of TLS protocol profiles are out 

of scope of this Recommendation! 

The TLS related parameters and procedures supported by the TLS implementation in the MG are 

referred to as a "TLS MG profile (see also clause 3.2.9). 

On creation of a TLS endpoint in the MG, the intersection of the selected (and possibly modified) 

TLS domain profile(s) and the TLS MG profile will be built. This intersection may be termed as the 

TLS endpoint profile. It defines the TLS related parameters and procedures the MG will use to 

establish the TLS session on the TLS-enabled endpoint (i.e., the MG ITU-T H.248 SEP/termination, 

see also clause 5.2). 

Figure 9 illustrates the principle relation between the profiles. 

 

Figure 9 ï Example: Intersection of the TLS domain profile 1 and the TLS MG profile 

Normally, the result of intersection is a TLS endpoint profile that exactly matches with the requested 

TLS domain profile(s). However, there might be partial matches in principle as well, as depicted by 

the example in Figure 9. 
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14.2 Illustration of TLS profile c oncept 

The indication and negotiation of media configurations across the ITU-T H.248 interface is subject 

of [ITU-T H.248.80]. A TLS configuration relates effectively to a subset of a media configuration 

(see clause 3.2.1.2 of [ITU-T H.248.80]). Table 16 describes analogous terms and profile types. 

Figure 10 provides an illustration of the three TLS profile types, as in use during TLS security session 

establishment. 

Table 16 ï Analogous terms between ITU -T H.248.80 media configurations 

and TLS profile types 

ITU -T H.248.80 generic  

media configuration 

TLS-specific  

media configuration 

ITU -T H.248.TLS 

TLS profile term:  

Overall term:  

Configuration (clause 3.2.1 of 

[ITU-T H.248.80]) 

TLS configuration TLS profile 

Qualified term:  

Preferred configuration 

(e.g., preferred codec list) 

Preferred TLS configuration 

(Note) 

TLS domain profile 

Supported configuration 

(e.g., supported codec list) 

Supported TLS configuration TLS MG profile 

Actual configuration 

(e.g., actual codec list) 

Actual TLS configuration TLS endpoint profile 

NOTE ï There is a subtle difference between [ITU-T H.248.80] and this Recommendation: there are no 

SIP-level SDP Offer/Answer negotiations concerning TLS configurations due to the fact that TLS provides 

itself an embedded TLS handshake protocol for TLS-level negotiations. Thus, there is neither an "Offered 

TLS configuration" nor "Answered TLS configuration" at application control protocol level. 

 

Figure 10 ï Illustration of TLS profile concept  

In general, the TLS MG profile reflects the status of implemented TLS capabilities, it may be therefore 

principally a subset, superset or equal to a requested TLS domain profile. 

ITU-T H.248 profiles could also simplify network solutions by mandating supported TLS 

capabilities, which could lead to the equation of "TLS MG profile equal to TLS domain profile", 

resulting in "TLS endpoint profile also equal to TLS domain profile". 
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14.3 Example for the TLS MG profile concept 

Appendix III provides examples for TLS domain profiles. Table 17 depicts an example for a TLS MG 

profile. It also shows which properties can be audited on the Root termination by the MGC. 

Table 18 shows an example on how the intersection of a TLS domain profile and the TLS MG profile 

is built to determine the values for the TLS endpoint profile. The properties of the TLS endpoint profile 

will be used by the MG for the TLS handshake. Table 18 does not indicate which properties can be 

provided by the MGC. 

Table 17 ï Example of a TLS MG profile 

Scope Example 

Corresponding ITU -T 

H.248 signalling element 

for property audit by 

MGC 

TLS versions TLS1.1 

TLS1.2 

tlscn/tlsv 

Cipher suites TLS_RSA_WITH_AES_128_CBC_SHA, 

TLS_RSA_WITH_3DES_EDE_CBC_SHA, 

TLS_RSA_WITH_NULL_SHA 

tlscn/cs 

Compression methods NULL, DEFLATE, LZS tlscn/cm 

Client authentication required Yes tlscn/car 

Resumption support No For further studies. 

Extensions For further studies.  

 

Table 18 ï Example of an intersection between a TLS domain profile and a TLS MG profile 

Property TLS Domain profile TLS MG profile  
TLS endpoint property 

value 

TLS version Mandatory: TLS1.1 

Optional: TLS1.2 

TLS1.1,  

TLS1.2 

TLS1.1,  

TLS1.2 

Cipher suite Mandatory: 
TLS_RSA_WITH_AES_128_CBC_S

HA, TLS_RSA_WITH_NULL_SHA 

Optional: 

TLS_RSA_WITH_3DES_EDE_CBC_
SHA, 

TLS_DH_RSA_WITH_AES_256_CB

C_SHA256 

TLS_RSA_WITH_AES_128_CBC_S
HA, 

TLS_RSA_WITH_3DES_EDE_CBC_
SHA, TLS_RSA_WITH_NULL_SHA, 

TLS_RSA_WITH_RC4_128_MD5, 

TLS_RSA_WITH_DES_CBC_SHA 

TLS_RSA_WITH_AES_128_CBC
_SHA, 

TLS_RSA_WITH_NULL_SHA, 
TLS_RSA_WITH_3DES_EDE_C

BC_SHA 

Compression 

method 

NULL, 

LZS 

NULL NULL 

Client 

authentication 

required 

Yes Yes Yes 

Root 

certificates 

List: A, B, C List: X, A, B List: A, B 

MG certificate 

(Note 1) 

 List of certificates, one 

certificate per TLS domain 

profile (Note 2) 

 

Support for 

renegotiation 

No Yes No 
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Table 18 ï Example of an intersection between a TLS domain profile and a TLS MG profile 

Property TLS Domain profile TLS MG profile  
TLS endpoint property 

value 

Support for 

resumption 

Yes No No 

NOTE 1 ï The MG certificate is used during the TLS handshake. Thus, it is a part of the "set of TLS 

related parameter and procedures" (current definition of a TLS profile), but it is neither defined for the 

TLS domain profile nor (currently) for the TLS MG profile. The MG certificate is network element 

specific and TLS domain specific. Thus, at least one "default" TLS domain profile needs always to be 

provisioned on the MG, which is applicable if the MGC does not explicitly signal the tlscn/dpid property. 

In such a case, this default provisioned TLS domain profile is merged with potentially signalled tldcn/x 

properties (x != dpid) to form the TLS endpoint specific TLS endpoint profile, which then also contains 

Root certificates and one MG certificate. 

NOTE 2 ï Thus, the MG to "know" (e.g., via provisioning) a "default" TLS domain profile in case the 

MGC does not signal the tlscn/dpid property. 

15 Security considerations 

It has to be noted that there are a number of known TLS protocol vulnerabilities, leading to ongoing 

TLS protocol improvement activities by the IETF. 

The ITU-T H.248 MG might become a point of potential TLS related security attacks when 

terminating the TLS protocol (as e.g., in use cases #1.2 and #1.4 of clause 6.2.1). Appendix F 

"Security Analysis" of [IETF RFC 5246] and related material such as [b-IETF tls-attacks] should be 

then considered from security perspective. 
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Annex A 

 

State modelling for  

TLS bearer connection endpoints 

(This annex forms an integral part of this Recommendation.) 

A.1 Introduction and purpose 

The TLS basic session control package (clause 8) is tightly coupled to a state model, because the 

event (tlsbsc/BNCChange) and signal (tlsbsc/EstBNC) are related to state transitioning behaviour. 

It has to be noted that the IETF TLS related RFCs do not define any explicit state model with regards 

to the TLS security session endpoints. However, a simplified view is sufficient from the perspective 

of ITU-T H.248 gateway control procedures. 

The underlying state model of package tlsbsc is described by this Annex.  

NOTE ï This Recommendation does not describe an (ITU-T H.248) TLS bearer connection (or TLS security 

session) as separate (IETF RFC) TLS session and (IETF RFC) TLS connection entities. Such a difference is 

not relevant for the first package versions because e.g., use case TLS session resumption is for further studies. 

Any future refinement may indicate TLS resource components in detail which are in scope of the ITU-T H.248 

state model below. 

A.2 Original  state model for TLS session endpoints 

There is no standardized state model for TLS (in comparison to e.g., L4 protocols TCP or SCTP). 

A.3 Simplified state model for ITU -T H.248-based TLS basic session control 

The TLS basic session control package makes a couple of assumptions, similar to those in Annex A 

of [ITU-T H.248.89] for TCP. 

The corresponding simplified model for TLS is depicted in Figure A.1. 

There are two remaining states, called IDLE and ESTABLISHED in the ITU-T H.248 state model. Signal 

tlsbsc/EstBNC is used for triggering a state change from IDLE to ESTABLISHED by the MGC, signal 

tlsbsc/RelBNC is used for the reverse transitioning and event tlsbsc/BNCChange indicates 

successfully completed state transitions to the MGC. 
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Figure A.1 ï Simplified state model for ITU -T H.248-based TLS basic session control 

A.3.1 Transitioning from IDLE  to ESTABLISHED  

The bearer establishment related TLS handshake procedures, either a full or abbreviated handshake, 

will be performed autonomously by the MG with the properties as defined by the TLS endpoint 

profile. 

The initial TLS handshake is completed when the following two conditions are true: 

ï The TLS-Finish message has been sent, using the negotiated set of security parameters. 

ï The TLS-Finish message has been received and has been successfully verified. 

At this point in time, TLS application data may be sent and received using the negotiated security 

parameters. The event tlsbsc/BNCChange{type=Est} can be used to notify the MGC accordingly. 

A.3.2 Transitioning from ESTABLISHED  to IDLE  

Transitioning to state IDLE is completed after a complete TLS close_notify procedure. 
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Annex B 

 

TLS protocol layer: Data model 

(This annex forms an integral part of this Recommendation.) 

B.1 Motivation  

TLS [IETF RFC 5246] is unusual from a protocol specification perspective, due to its idiosyncrasy 

in using a kind of proprietary presentation language concerning syntax definitions, as quoted from 

clause 4 of [IETF RFC 5246]: 

4. Presentation Language 

This document deals with the formatting of data in an external representation. The following 

very basic and somewhat casually defined presentation syntax will be used. The syntax 

draws from several sources in its structure. Although it resembles the programming 

language "C" in its syntax and XDR in both its syntax and intent, it would be risky to draw 

too many parallels. The purpose of this presentation language is to document TLS only; it 

has no general application beyond that particular goal. 

It is difficult to get a concise view about the structure of protocol data units within and at the interfaces 

of the TLS protocol layer. Such a data model is required for some of the defined ITU-T H.248 

signalling elements (such as statistics) by this Recommendation. 

A data model is derived in this Annex, based on the TLS protocol data structures according to 

Appendix A of [IETF RFC 5246]. 

B.2 Data model 

Figure B.1 (derived from Figure 4) outlines again the TLS protocol stack inclusive of the four TLS 

sub-protocols. Four measurement points (MP) are highlighted, which are relevant for the several TLS 

traffic volume metrics according to clause 12. 
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Figure B.1 ï Performance monitoring ï Measurement points related  

to traffic volume specific performance metrics 

Monitoring of traffic volume related performance metrics could be realized at the following interfaces 

of the TLS record layer as depicted in Figure B.1: 

ï Interface between the TLS application and the TLS record layer (measurement point 

"Application Data"). 

ï Interface between the TLS protocols (handshake protocol, change cipher spec protocol, alert 

protocol) and the TLS record layer (measurement point "TLS message"). 

ï Interface between the TLS record protocol and the transport protocol (measurement point 

"TLS-RL PDU"). 

Figure B.2 indicates the major processing stages with the TLS Record Layer (TLS-RL). It may be 

concluded that there will be no difference between the processing of application data and the 

processing of TLS messages. The term "TLS-RL user data" comprises both, "TLS message" and 

"Application Data" (see also Figure B.1). 
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Figure B.2 ï Data processing in the TLS record layer 

In the sending direction the TLS record layer transforms a given amount of TLS-RL user data into 

one or more TLS-RL PDUs.  

On the other hand, one or more received TLS-RL PDUs are transformed into a specific amount of 

TLS-RL user data. 

For a given amount of TLS-RL user data, the resulting amount of TLS-RL PDUs depends on: 

ï the current fragment size, as this dimension determines how many TLS-RL PDUs will be 

used; 

ï the compression method applicable for the current security session; 

ï the TLS version applicable for the current security session (e.g., TLS version 1.1 adds the 

initialization vector explicitly to the TLS-PDU to protect against cipher block chaining 

(CBC) attacks); 

ï the cipher suite applicable for the current security session. 
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A protected, compressed TLS fragment is consequently of variable size, see layout in Figure B.3: 

 

Figure B.3 ï TLS-RL PDU: variable layout of a protected compressed TLS fragment 

B.3 Terminology based on data model 

Table B.1 shows the relation between the terms as used in this Recommendation and the TLS 

presentation language [IETF RFC 5246]: 

Table B.1 ï TLS presentation language and derived term 

Term used in this Recommendation TLS Presentation Language [IETF RFC 5246] 

TLS fragment TLSPlaintext.fragment ( Note )  

Compressed TLS fragment TLSCompressed.fragment  

Protected compressed TLS fragment TLSCiphertext.fragment  

TLS-RL PDU TLSCiphertext  

TLS-Header TLSCiphertext.type +  

TLSCiphertext.version +  

TLSCiphertext.length  

NOTE ï It is equal to element "fragment" within data structure "TLSPlaintext", but [IETF RFC 5246] 

does not use explicitly the name "TLSPlaintext.fragment". 
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Appendix I 

 

Sample use cases of TLS bearer encryption 

(This appendix does not form an integral part of this Recommendation.) 

This appendix illustrates some network level scenarios that employ TLS bearer encryption. 

I.1 Use case #I.1 "Terminal-to-MG TLS session, provisioned TLS service negotiation" 

This use case is based on the bearer connection use case #1.2 of clause 6.2.1 and illustrates the bearer 

path TLS security between a user equipment (UE) and the MG. Such a configuration is characterized 

by the following aspects: 

ï UE and MG reside in the same TLS-domain; the MGC could be outside (as shown) or inside 

this TLS-domain. In either case, the MGC is aware of the applied TLS network domain 

profile for the secured bearer traffic. 

ï IP transport bearer type: 'TCP' is used in this example (but might also be e.g., SCTP). 

ï Call/session control signalling: SIP with SDP Offer/Answer and SDP support for TCP 

connection control (based on [b-IETF RFC 4145]) as well as SDP support for connection 

oriented media transport over TLS (based on [IETF RFC 4572]). 

ï The SIP signalling path between the UE and the SIP-server is integrity protected, e.g., by 

transport options SIP/SCTP/IPsec, SIP/DTLS/UDP/IP, SIP/TLS/TCP, etc. 

ï ITU-T H.248 MG type: (IP, IP) connection model, TLS to non-TLS (see clause 6.2.1, use 

case #1.2). 

ï Bearer path protocol layering: "Application/TLS/TCP/IP" (i.e., no tunnelled transport). 

ï UE: TCP client and TLS client, MG: TCP server and TLS server. 

ï ITU-T H.248 MG TCP-mode: "TCP proxy". 

 NOTE ï L4/L3 NAT traversal support requirements during the establishment phase of TCP bearer 

connection may initially imply a TCP merge mode (see [ITU-T H.248.84]), which later transitions to 

a TCP proxy mode (due to the TLS protocol termination here for TLS to non-TLS interworking). 

Another option is to use the TCP proxy mode from the very beginning, e.g., in case of lacking NAT-

T support. 

ï Mutual TLS-authentication via certificates, MG's certificate is signed, UE's certificate is self-

signed. 

ï TLS-related settings (TLS-version, cipher suites, compression methods, certificate, etc.) 

provisioned in the MG (e.g., in case of an ITU-T H.248 profile without support of the TLS 

capability negotiation package, see clause 10). 
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Figure I.1 ï Use-case # I.1: Bearer path TLS security between UE and MG 

I.2 Use case #I.2 "Terminal-to-MG TLS session, MGC-controlled TLS service 

negotiation" 

This use case is an extension of the first use case #I.1 (clause I.1) by allowing the MGC to influence 

the TLS service negotiation at bearer level via usage of the TLS capability negotiation package (see 

clause 10). The first use case is based on preconditions that are partially subject of network 

provisioning. This use case is motivated by the fact that there are a number of reasons that demand 

MGC involvement, such as to bind the TLS service parameters, to limit the negotiation time, etc. 

I.3 Use case #I.3 "WebRTC to NGN/IMS interworking function with DTLS-to-TLS 

support"  

WebRTC-based data uses "SCTP/DTLS/UDP/IP" as transport (see clause I.1 of [ITU-T H.248.89]). 

An ITU-T H.248 WebRTC gateway (see [b-ITU-T H.248.WEBRTC]) could be requested for 

interworking to "TLS/TCP/IP" based transport, resulting in a DTLS-to-TLS scenario. 

I.4 Use case #I.4 "TLS-based transport security for facsimile packet relay service T.38" 

Background: 

[b-ITU-T T.38] defines three transport modes (ITU-T T.38 over UDPTL/UDP, RTP/UDP or 

TPKT/TCP), but does not provide any recommendation which mode should be selected when 

integrity and confidentiality protection is required. 

Use case "ITU-T T.38-over-UDPTL/DTLS/UDP" relates to the UDP transport layer (UDPTL) 

transport mode and is characterized by the following aspects: 
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ï the MG type would follow either a PSTN-to-IP connection model, such as access or trunking 

gateways in public switched telephone network (PSTN) emulation solutions, or an IP-to-IP 

connection model in case of ITU-T T.38 interworking according to [b-ITU-T V.153]; 

ï such a network configuration relates, ï for both connection models ï, to the "TLS to non-

TLS" interworking case (see clause 6.2.1); 

ï UDP transport implies DTLS. 
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Appendix II  

 

Example call flows 

(This appendix does not form an integral part of this Recommendation.) 

II.1  TLS to non-TL S interworking with TCP as example bearer type 

NOTE ï TCP is used as an example L4 protocol for TLS. [ITU-T H.248.89] provides further details on TCP 

bearer connection control procedures and takes precedence in case of discrepancies between both 

Recommendations. 

II.1.1 Initial session set-up using SDP security descriptions in application control signalling 

This use case is presented in clause I.1. Figure II.1 outlines the network configuration as used in the 

message flow. 

 

Figure II.1 ï Configuration for t he example call flow 

The scenario shows a simplified SIP session establishment. The TCP bearer connection establishment 

direction is defined at SIP level by the SDP set-up attribute (based on [b-IETF RFC 4145]), and the 

fingerprint of the UE's certificate is included in the SDP (based on [IETF RFC 4572]). 

The ITU-T H.248 MG is triggered by the MGC to create two terminations, whereby the bearer for 

the first SEP/termination is secured by the use of TLS. In the RD of this termination, the MG also 

receives the fingerprint of the UE's certificate. 
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II.1.2 Traffic flow examples for communication establishment phase 

There are multiple options for establishing the communication path for the TLS to non-TLS 

interworking. The following establishment examples are illustrated: 

ï Scenario 1: Unclear situation whether remote NAT devices may require L4/L3 NAT-T 

support, leading to an initial establishment and connectivity check of the end-to-end IP L4 

connection before the initiation of the TLS security session. The MGC explicitly triggers (or 

not) TLS establishment, dependent on a successfully established IP L4 connection (see 

clause II.1.2.1). 

ï Scenario 2: NAT-T support seems to be not required. However, the MGC separates the 

communication establishment between the TLS network domain and non-TLS network 

domain, e.g., due to separated capability negotiations in each domain at the application 

control level (see clause II.1.2.2). 

ï Scenario 3: the end-to-end IP L4 connection should be autonomously established by the MG 

(e.g., because the MGC does not expect any blocking issues such as L4 protocol deadlocks). 

The MGC requests to be notified about L4 connectivity and then explicitly triggers TLS 

security session establishment (see clause II.1.2.3). 

ï Scenario 4: the MGC does not expect any issues at all and may optimize communication 

establishment by minimizing set-up delay times, i.e., enabling full MG autonomous 

behaviour across the SEPP and vertical protocol layers (see clause II.1.2.4). 

NOTE ï This is a non-exhaustive list of variants, just a few examples. 

II.1.2.1 Example: TLS establishment decoupled from L4 establishment (decoupled end-to-

end L4 connection) 

The call flow (Figure II.2) shows the set-up of the TCP bearer connection as well as the subsequent 

TLS handshake on the first stream endpoint T1(S1). The MGC initially blocks any TLS security 

session establishment due to uncertainty whether the underlying TCP bearer connection could resolve 

all "NAT traversal challenges". After the MG reports a successfully established TCP bearer 

connection, the MGC initiates TLS session establishment. The TLS server role is located at the MG 

side in this example. 

The self-signed certificate received from the UE is verified by the use of the fingerprint. After the 

TLS handshake is finished, application data may flow between the UE and the remote TLS session 

endpoint. In the traffic flow presented here, the MG will forward these data in the TCP proxy mode. 
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Figure II.2 ï Example set-up of a TLS to non-TLS IWF  

(TLS establishment decoupled from L4 establishment (decoupled end-to-end L4 connection)) 

II.1.2.2 Example: combined TLS/L4 establishment (decoupled end-to-end L4 connection) 

This scenario is similar to clause II.1.2.1, but the successful L4 connections establishment towards 

the remote TLS endpoint (i.e., UE-X) shall immediately trigger the TLS session establishment 

without MGC involvement. Such a behaviour is achieved by the interlinkage capability by setting 

property seplink/linktopo (at SEP T1(S1)), see Figure II.3. 

The final MG notifications concerning a successfully established end-to-end IP bearer path are 

optional (and dependent on the MGC requesting these notifications). 
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Figure II.3 ï Example set-up of a TLS to non-TLS IWF  

(combined TLS/L4 establishment (decoupled end-to-end L4 connection)) 

II.1.2.3 Example: TLS establishment decoupled from L4 establishment (but interlinked 

end-to-end L4 connection establishment) 

This scenario is similar to clause II.1.2.1, but provides an interlinked TCP bearer connection 

establishment. Such behaviour is achieved by using again the interlinkage capability (at both SEPs, 

if the establishment direction is unknown from the MGC side), see Figure II.4. 
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Figure II.4 ï Example set-up of a TLS to non-TLS IWF  

(TLS establishment decoupled from L4 establishment, but interlinked end-to-end L4 

connection establishment) 

II.1.2.4 Example: Combined TLS/L4 establishment (and also interlinked end-to-end L4 

connection establishment) 

If possible, the MGC could delegate the "entire" control of end-to-end IP bearer path establishment 

down to the MG, by enabling interlinkage at L4-SEPP level as well as between TLS and L4 at SEP 

T1(S1), see Figure II.5. 
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Figure II.5 ï Example set-up of a TLS to non-TLS IWF  

(combined TLS/L4 establishment, plus interlinked end-to-end L4 connection establishment) 

II.1.3 Traffic flow examples for communication release phase 

There are multiple options for release of the IP bearer path for the TLS to non-TLS interworking 

scenario. The following release examples are illustrated: 

ï Scenario 1: The MGC separates TLS and L4 bearer release, e.g., due to possible TLS session 

resumption. Thus, any later IP L4 connection release will be explicitly triggered by the MGC 

(see clause II.1.3.1). 

ï Scenario 2: The MGC issues the TLS session release and wants the IP L4 connection release 

to be initiated by the remote TCP endpoints. E.g., if either UE-X or UE-Y initiates a TCP 

release activity, then the end-to-end TCP bearer connection should be "MG autonomously" 

released (see clause II.1.3.2). 

ï Scenario 3: Similar to the previous scenario, but now MG should immediately start the IP L4 

connection release towards the remote TLS/L4 endpoint. (see clause II.1.3.3). 

NOTE ï This is a non-exhaustive list of variants, just a few examples. 

Concerning MG autonomous support with respect to TLS session release procedures, it may be noted 

that for all release examples it is assumed that any interlinkage is not enabled if not otherwise 

specified. 

II.1.3.1 Example: TLS session release initiated by remote TLS endpoint and MGC enforced 

immediate L4 connection release 

The MGC expects an incoming TLS session release (see Figure II.6). UE-X initiates the TLS session 

release by sending a TLS alert (close_notify) message. 
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The MG reports a successfully released TLS session to the MGC, which then decides to release also 

the underlying TCP bearer connection, towards both remote UEs. 

 

Figure II.6 ï Example TLS session release, initiated by remote TLS endpoint  

(MGC enforces immediate L4 connection release) 

II.1.3.2 Example: Outgoing TLS session release, local TLS/L4 decoupled, coupled end-to-

end L4 connection release 

Figure II.7 depicts a situation when the MGC initiates the TLS session release towards UE-X, and 

configures the MG to autonomously release any possible end-to-end TCP bearer connection release, 

which might be initiated by one (or both) of the remote UE(s). 
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Figure II.7 ï Example TLS session release, local TLS/L4 decoupled,  

but coupled end-to-end L4 connection release) 

II.1.3.3 Example: Outgoing TLS session release, coupled TLS/L4 and end-to-end L4 

connection release 

This scenario is similar to the previous example (clause II.1.3.2), but now the MGC wants to explicitly 

start TCP bearer connection release (e.g., in order to be independent of remote UEs), see Figure II.8. 
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Figure II.8 ï Example TLS session release,  

coupled TLS/L4 and end-to-end L4 connection release 
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Appendix III  

 

Example TLS profiles 

(This appendix does not form an integral part of this Recommendation.) 

The TLS profile concept is introduced in clause 14. This Appendix illustrates some example TLS 

profiles. 

III.1  Typical Internet TLS profile  

TLS is used in many Internet applications. Tables III.1.a and III.1.b indicate an example TLS domain 

profile. 

Table III.1.a ï Example of a TLS domain profile ï Main part  

Item Property Mandatory support Optional support 

Shall Shall not Should Should not 

1) Client related: 

1.1 TLS versions: TLS 1.1 ï TLS 1.2 ï 

1.2 Cipher suites: In Table III.1.b In Table III.1.b In Table III.1.b In Table III.1.b 

1.3 Compression 

methods: 

NULL  ï DEFLATE, 

LZS 

ï 

1.4 Extensions: None    

2) Server related: 

2.1 TLS versions: TLS 1.1 

TLS 1.2 

ï ï ï 

2.2 Cipher suites: In Table III.1.b In Table III.1.b In Table III.1.b In Table III.1.b 

2.3 Compression 

methods: 

NULL  ï DEFLATE, 

LZS 

ï 

2.4 Extensions: None    

3) Common: 

3.1 Root certificates: ï    

3.2 Client 

authentication 

required 

Yes    

3.3 Certificate types 

(client): 

Signed, 

Self-signed 

   

3.4 Renegotiation: Yes    

3.5 Resumption: No    

3.6 Extensions: ï    

3.7 Capability 

negotiation: 

Yes    
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Table III.1.b ï Example of a TLS domain profile ï Cipher suites 

Support To 1.2: Client related cipher suites To 2.2: Server related cipher suites 

M Shall TLS_RSA_WITH_AES_128_CBC_S

HA 

TLS_RSA_WITH_NULL_SHA 

TLS_RSA_WITH_AES_128_CBC_SHA, 

TLS_RSA_WITH_3DES_EDE_CBC_SHA, 

TLS_RSA_WITH_NULL_SHA 

Shall not ï ï 

O Should TLS_RSA_WITH_3DES_EDE_CBC_

SHA 

ï 

Should 

not 

ï ï 

III.2  3GPP TLS domain profile 

Annex O of [b-ETSI TS 133 203] defines "Enhancements to the access security to enable TLS". When 

used, then the network domain security related "TLS domain profile", according to Annex E of 

[b-ETSI TS 133 310], is prescriptive. Table III.2 summarizes this profile with status of 

3GPP Release 11 (2012-12). 

Table III.2.a ï 3GPP TLS domain profile (Annex E of [b-ETSI TS 133 310]) ï Main part  

Item Property Mandatory support Optional support 

Shall Shall not Should Should not 

1) Client related: 

1.1 TLS versions: TLS 1.1 SSL 3.0 TLS 1.2 ï 

1.2 Cipher suites: In Table III.2.b In Table III.2.b In Table III.2.b In Table III.2.b 

1.3 Compression 

methods: 

Compression 

Method.null 

 Methods of 

[b-IETF RFC 3749] 

 

1.4 Extensions: Allowed, but not 

specified by 3GPP 

   

2) Server related: 

2.1 TLS versions: See client See client See client ï 

2.2 Cipher suites: In Table III.2.b In Table III.2.b In Table III.2.b In Table III.2.b 

2.3 Compression 

methods: 

Compression 

Method.null 

ï Methods of 

[b-IETF RFC 3749] 

ï 

2.4 Extensions: Allowed, but not 

specified by 3GPP 

   

3) Common: 

3.1 Root 

certificates: 

?    

3.2 Client 

authentication 

required 

?    

3.3 Certificate 

types (client): 

?    

3.4 Renegotiation: Note 2    

3.5 Resumption: Note 2    

3.6 Extensions:     
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Table III.2.a ï 3GPP TLS domain profile (Annex E of [b-ETSI TS 133 310]) ï Main part  

3.7 Capability 

negotiation: 

Yes 

(Note 1) 

   

NOTE 1 ï Target: negotiation up to highest TLS protocol version. 

NOTE 2 ï Not explicitly specified, thus TLS V1.1 [b-IETF RFC 4346] applies: YES 

Table III.2.b ï 3GPP TLS domain profile (Annex E of [b-ETSI TS 133 310]) ï Cipher suites 

Support To 1.2: Client related cipher suites To 2.2: Server related cipher suites 

M Shall TLS_RSA_WITH_AES_128_CBC_SH

A (Note 1) 

TLS_RSA_WITH_3DES_EDE_CBC_S

HA (Note 2) 

TLS_RSA_WITH_NULL_SHA 

See client 

Shall not a) Cipher suites with NULL integrity 

protection or HASH 

b) "TLS_DH_anon_WITH_" 

(Note 3) 

See client 

O Should TLS_RSA_WITH_AES_128_CBC_SH

A256 

TLS_RSA_WITH_NULL_SHA256 

See client 

Should not  Cipher suites with RC4 See client 

NOTE 1 ï The only mandatory cipher suite from TLS V1.2 [IETF RFC 5246]. 

NOTE 2 ï The only mandatory cipher suite from TLS V1.1 [b-IETF RFC 4346]. 

NOTE 3 ï Because the "the key exchange method shall not be anonymous". 

III.3  OMA TLS domain profiles 

The Open Mobile Alliance (OMA) defines two TLS domain profiles [b-OMA-TS-TLS], a "public 

key TLS domain profile" and a "pre-shared key TLS domain profile". 

III.3.1  OMA public key TLS domain profile  

TABLE III.3. a ï OMA TLS domain profile [b-OMA -TS-TLS] ï Main part  

Item Property 
Mandatory support Optional support 

Shall Shall not Should Should not 

1) Client related: 

1.1 TLS versions: TLS 1.1 ï TLS 1.0 ï 

1.2 Cipher suites: In Table III.3.b In Table III.3.b In Table III.3.b In Table III.3.b 

1.3 Compression 

methods: 

Methods of 

[b-IETF 

RFC 3749] 

   

1.4 Extensions:     

2) Server related: 

2.1 TLS versions: TLS 1.1 ï TLS 1.0 ï 

2.2 Cipher suites: In Table III.3.b In Table III.3.b In Table III.3.b In Table III.3.b 
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TABLE III.3. a ï OMA TLS domain profile [b-OMA -TS-TLS] ï Main part  

Item Property 
Mandatory support Optional support 

Shall Shall not Should Should not 

2.3 Compression 

methods: 

Methods of 

[b-IETF 

RFC 3749] 

  ï 

2.4 Extensions:     

3) Common: 

3.1 Root certificates: ?    

3.2 (Server | Client) 

authentication 

required 

Yes (Server 

authentication 

both) 

 YES (Client 

authentication 

by server) 

 

3.3 Certificate types 

(client): 

    

3.4 Renegotiation:     

3.5 Resumption: Yes 

(Note) 

   

3.6 Extensions: [b-IETF 

RFC 4366] 

 TLS tunnelling  

3.7 Capability 

negotiation: 

    

NOTE ï The longer session life (e.g., 12 hours) SHOULD be used. 

Table III.3.b ï OMA TLS domain profile  

[b-OMA -TS-TLS] ï Cipher suites 

Support To 1.2: Client related cipher suites To 2.2: Server related cipher suites 

M Shall TLS_RSA_WITH_AES_128_CBC_SHA 

TLS_RSA_WITH_NULL_SHA 

TLS_RSA_WITH_AES_128_CBC_SHA 

TLS_RSA_WITH_3DES_EDE_CBC_SHA 

TLS_RSA_WITH_NULL_SHA 

Shall not None specified. None specified. 

O Should TLS_RSA_WITH_3DES_EDE_CBC_S

HA 

None specified. 

Should 

not 

All others All others 

III.3.2  OMA pre -shared key TLS domain profile 

See [b-OMA-TS-TLS]. 

III.4  IETF minimum TLS domain profile  

The IETF noted the value of TLS protocol profiling. The IETF provides guidelines and decision 

criteria for TLS profiling, see [b-IETF tls-minimal]. 
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III.5  IETF example of a national TLS domain profile 

[b-IETF RFC 6460] represents an example of a national TLS domain profile. Inter alia, TLS protocol 

version and cipher suites are profiled. 

III.6  ITU -T TLS domain profile for NGN signalling and management plane 

Clause 9.1 of [b-ITU-T Y.2704] defines a TLS domain profile, recommended for signalling and 

management interfaces in next generation networks (NGNs). 
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Appendix IV  

 

Illustr ation of protocol semantics  

of the TLS basic session control package 

(This appendix does not form an integral part of this Recommendation.) 

IV.1 Overview 

The tlsbsc package (clause 8) defines the basic TLS security session control with scope on support 

for establishment and release. The illustrated use cases are abstracted examples. 

IV.2 Conventions 

An ITU-T H.248 context with a single SEPP; only one SEP (labelled as T1(S1)) is considered. The 

MG bearer interface (TLS) is highlighted besides the ITU-T H.248 interface. 

Furthermore, all Figures indicate possible Event notifications to the MGC by the MG. The particular 

event(s) would be related to state changes of the local TLS session endpoint. 

IV.3 Establishment of TLS security sessions 

IV.3.1 Successful establishment ï Terminating side 

See Figure IV.1, termed as use case (E.1): 

 

Figure IV.1 ï Successful establishment ï Terminating side 
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More details for this example: 

ï The MGC blocks the start of TLS session establishment (1). 

ï Early incoming TLS messages are discarded by the MG (2). 

ï The MGC unblocks the TLS SEP (3). 

ï TLS session establishment (5 to 7); MG acting as TLS server. 

ï Optional notification of MGC concerning available TLS session for application data 

transfer (8), if subscription to event by MGC (4). 

IV.3.2 Successful establishment ï Originating side 

See Figure IV.2, use case (E.2). 

 

Figure IV.2 ï Successful establishment ï Originating side 

More details for this example: 

ï Steps 1 to 3 as in clause IV.3.1 

ï TLS session establishment (5 to 7), triggered by MGC (4) (note the previous explicit 

"unblocking" step 3); MG acting as TLS client. 

ï Optional notification of MGC concerning available TLS session for application data transfer 

(9), if subscription to event by MGC (8). 

IV.3.3 Unsuccessful establishment 

The TLS security session negotiation handshake is basically not completed. 


