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Summary 

Open Internet of things (IoT) identity correlation service (ICS), or open IoT ICS, is a service to map 

identities among devices, third party services, and transactions. Recommendation ITU-T Y.4462 

specifies the reference architecture of open IoT ICS which supports Internet of things (IoT) devices 

to access multiple third party service providers. This Recommendation clarifies the concept of the 

open IoT ICS, identifies its basic capabilities and common requirements and also provides the 

reference architecture and relevant high-level common procedures for open IoT ICS. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 

establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 

these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 
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Recommendation ITU-T Y.4462 

Requirements and functional architecture  

of open IoT identity correlation service 

1 Scope 

This Recommendation provides information on the: 

– Concept and requirements of the open Internet of things (IoT) identity correlation service. 

– Functional architecture of the open IoT identity correlation service. 

– Basic capabilities, relevant reference points and procedures of the open IoT identity 

correlation service. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the 

currently valid ITU-T Recommendations is regularly published. The reference to a document within 

this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T G.9961] Recommendation ITU-T G.9961 (2018), Unified high-speed wireline-based 

home networking transceivers – Data link layer specification. 

[ITU-T Q.1743] Recommendation ITU-T Q.1743 (2016), IMT-Advanced references to 

Release 11 of LTE-Advanced evolved packet core network. 

[ITU-T X.1570] Recommendation ITU-T X.1570 (2011), Discovery mechanisms in the 

exchange of cybersecurity information. 

[ITU-T Y.4000] Recommendation ITU-T Y.4000/Y.2060 (2012), Overview of the Internet of 

things. 

[ITU-T Y.4100] Recommendation ITU-T Y.4100/Y.2066 (2014), Common requirements of the 

Internet of things. 

[ITU-T Y.4203] Recommendation ITU-T Y.4203 (2019), Requirements of things description in 

the Internet of things. 

[IETF RFC 4122] IETF RFC 4122 (2005), A Universally Unique Identifier (UUID) URN 

Namespace.  

[IETF RFC 8446] IETF RFC 8446 (2018), The Transport Layer Security (TLS) Protocol 

Version 1.3. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 device [ITU-T Y.4000]: With regard to the Internet of things, this is a piece of equipment 

with the mandatory capabilities of communication and the optional capabilities of sensing, 

actuation, data capture, data storage and data processing. 
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3.1.2 identifier [b-ITU-T Y.2091]: An identifier is a series of digits, characters and symbols or 

any other form of data used to identify subscriber(s), user(s), network element(s), function(s), 

network entity(ies) providing services/applications, or other entities (e.g., physical or logical 

objects). Identifiers can be used for registration or authorization. They can be either public to all 

networks, shared between a limited number of networks or private to a specific network (private 

IDs are normally not disclosed to third parties). 

3.1.3 identity management [b-ITU-T X.1252]: A set of functions and capabilities (e.g., 

administration, management and maintenance, discovery, communication exchanges, correlation 

and binding, policy enforcement, authentication and assertions) used for assurance of identity 

information (e.g., identifiers, credentials, attributes); assurance of the identity of an entity and 

supporting business and security applications. 

3.1.4 Internet of things (IoT) [ITU-T Y.4000]: A global infrastructure for the information 

society, enabling advanced services by interconnecting (physical and virtual) things based on 

existing and evolving interoperable information and communication technologies. 

NOTE 1 – Through the exploitation of identification, data capture, processing and communication 

capabilities, the IoT makes full use of things to offer services to all kinds of applications, whilst ensuring that 

security and privacy requirements are fulfilled. 

NOTE 2 – In a broad perspective, the IoT can be perceived as a vision with technological and societal 

implications. 

3.1.5 device ID [ITU-T G.9961]: A unique identifier allocated to a node operating in the network 

by the domain master during registration. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 IoT identity correlation service: IoT identity correlation service or IoT ICS, is a service to 

map relationships among the identities of Internet of things (IoT) related entities (e.g., devices, 

services and transactions) and also open the capabilities to third party applications. 

3.2.2 unique transaction identifier (UTI): An identifier that is generated by a third party service 

provider upon the initial authorization by the user and made available to the open Internet of things 

(IoT) identity correlation service (ICS). This identifier needs to be globally unique, anonymous and 

revocable. 

3.2.3 IoT device serial number: A provenance information related to the Internet of things (IoT) 

device so that each of the IoT devices can be identified physically, as described in [ITU-T Y.4203]. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

BSS Business Service System 

ICS Identity Correlation Service 

ID Identity 

IdM Identity Management 

IoT Internet of Things 

PKI Public Key Infrastructure 

SP Service Provider 

TLS Transport Layer Security 

URI Uniform Resource Identifier 
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UTI Unique Transaction Identifier 

5 Conventions 

In this Recommendation: 

The keywords "is required to" indicate a requirement which must be strictly followed and from 

which no deviation is permitted if conformance to this document is to be claimed. 

The keywords "is recommended" indicate a requirement which is recommended but which is not 

absolutely required. Thus this requirement need not be present to claim conformance. 

6 Overview 

The Internet of things (IoT) as described in [ITU-T Y.4000] has become an important area in the 

telecommunication and information technology industry. In recent years, many new and novel 

services based on IoT technologies have emerged in the market and many of them have been 

deployed widely. 

Many of these IoT systems already have IoT identity management. The interoperability between 

those systems is required, for example, to leverage existing mechanism for the open IoT identity 

correlation service (open IoT ICS) which maps the third party services and IoT devices to provide 

identity mapping service, etc. 

 

Figure 1 – Overview of open IoT ICS function 

As shown in Figure 1, the user may hold several accounts in different third party service providers 

who can provide a variety of services, such as online shopping service, digital movie and music 

rental service and e-commerce. Also, the IoT device (for example, a smart refrigerator) has 

connected to its own IoT service provider which is allocated in the IoT device manufacturer's cloud. 

The IoT service provider offers cloud-based IoT device management functionalities, such as 

notification, instruction, firmware updating, etc. The IoT service provider which runs on the IoT 

device manufacturer's cloud needs to associate with third party service provider(s) to obtain a 

variety of services for the IoT device. For instance, the smart refrigerator could order eggs from an 

online market (third party service) automatically when it detects that the eggs stock is running low, 

or play on-demand songs using refrigerator's internal speaker from a music rental company (third 

party service). 

Typically, an IoT device only has access to its own IoT service provider, but has limited access to 

other third party service providers. So, IoT devices can only acquire services from an IoT service 
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provider, but may not be able to fully utilize a variety of third party services provided by other 

entities or enterprises. In order to let the IoT device access multiple third party services, the open 

IoT identity correlation service (open IoT ICS) provides an effective way to connect an IoT service 

provider and various third party service providers, then the IoT device can access the third party 

services via the relationship mapped by open IoT ICS. The open IoT ICS provides the identity 

mapping as a service for the IoT service provider(s) and third party service provider(s). Also, the 

open IoT ICS shall be a non-proprietary service and service provider independent and irrespective 

of the IoT device vendor or vertical industry. 

The open IoT ICS shall map the third party services and the IoT device. In order to form 

relationship mapping, a unique transaction identifier (UTI) provided by third party service 

providers, an identifier of a certain service, and an identifier of an IoT device need to be filled in a 

mapping relationship. Once the mapping relationship is established, via the IoT service provider, 

the IoT device could be able to request multiple services from third party service providers, as 

shown in Figure 1. The open IoT ICS shall provide the identifier of a service and a UTI to the IoT 

device, and the IoT device could use this information to request third party services. 

7 Requirements of open IoT identity correlation service 

7.1 Requirements for establishing identity mapping 

The open IoT ICS is required to collect the identifier of an IoT device, service and UTI. The open 

IoT ICS is required to provide the mapping function for the identifier that it has collected. Through 

the identity mapping function, the open IoT ICS establishes the mapping of the specific IoT device 

to single or multiple third party services that the user has selected. 

7.2 Requirements for deleting identity mapping 

The open IoT ICS is required to delete identity mapping in one or more of following situations: 

• IoT device is unregistered from IoT service provider. 

• The UTI is invalid. 

• The third party service is invalid. 

• The third party service no longer authorized by the user. 

7.3 Requirements for querying identity mapping 

The open IoT ICS is required to respond with the identity mapping information, including the 

identifier of the IoT device, the identifier of the service, and a UTI when an IoT device (via IoT 

service provider) or third party service provider query the identity mapping. 

7.4 Security requirements 

The open IoT ICS is required to provide authorization and access control functions for IoT service 

provider(s) and third party service provider(s) to prevent unauthorized access to the open IoT ICS. 

To initialize a connection between an IoT service provider and any third party service provider(s) 

using the open IoT ICS, it is required that the entities are entered in a commercial contract or 

agreement governing this relationship prior to initialization. Moreover, user consent and agreement 

to using a third party service shall also be required before initializing this connection. 

The open IoT ICS is required to provide an authorization mechanism for IoT service provider(s), 

and third party service provider(s) before establishing, deleting and querying identity mapping. The 

third party service provider is only authorized to access data that are strictly relevant to its own 

service provision and any IoT device is only authorized to access data relevant to services with 

which it has an initialized and unrevoked connection. 
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NOTE – This Recommendation will not define how to initialize connection among the open IoT ICS, IoT 

service provider(s), and third party service provider(s). 

8 Functional architecture of open IoT ICS 

The functional architecture of open IoT ICS is presented in Figure 2. 

 

Figure 2 – Functional architecture of open IoT ICS 

The open IoT ICS has four functional entities: identity mapping, identity de-mapping, identity 

relationship inquiry and finally service provider authentication and access control functions. 

A brief description of these four functional entities of open IoT ICS is provided below: 

– Identity mapping: This function is used to create a mapping table between multiple 

identities of IoT related entities (UTI, IoT device and third party service). The identity 

mapping table contains three elements: device ID, service URI and unique transaction 

identifier (UTI). The identity mapping table will be stored in the open IoT ICS. 

– Identity de-mapping: This function is used to delete the mapping between multiple 

identities of IoT related entities (UTI, IoT device and third party service). Both IoT service 

provider and third party service providers can request to delete the identity mapping table 

through this function. 

– Identity relationship inquiry: This function is used to query the identity mapping of IoT 

related entities (UTI, IoT device and third party services) and check on the existence of the 

identity mapping before the interaction between the IoT device and third party service(s). 

– Service provider authentication and access control: This function is used to manage the 

access control and provide an authentication service to IoT service provider and third party 

services. 
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NOTE – The IoT service provider will provide identity management (IdM) for the IoT device. The IdM is 

outside of the scope in this Recommendation. 

9 Reference points of open IoT ICS 

A description of reference points of open IoT ICS, as shown in Figure 2, is provided below: 

– ICS-1: Reference point ICS-1 supports communication between a third party service 

provider and open IoT ICS. It enables the open IoT ICS to interact with the third party 

service provider in order to provide the identity mapping function. 

– ICS-2: Reference point ICS-2 supports communication between the IoT service provider 

and open IoT ICS. It enables the open IoT ICS to interact with the IoT service provider in 

order to provide the identity mapping function. 

– ICS-3: Reference point ICS-3 supports communication between a third party service 

provider and open IoT ICS. It enables the open IoT ICS to interact with the third party 

service provider in order to provide the identity de-mapping function. 

– ICS-4: Reference point ICS-4 supports communication between the IoT service provider 

and open IoT ICS. It enables the open IoT ICS to interact with the IoT service provider in 

order to provide the identity de-mapping function. 

– ICS-5: Reference point ICS-5 supports communication between a third party service 

provider and open IoT ICS. It enables the open IoT ICS to interact with the third party 

service provider in order to provide security functions as needed, such as authentication and 

access control. 

– ICS-6: Reference point ICS-6 supports communication between an IoT service provider 

and open IoT ICS. It enables the open IoT ICS to interact with the IoT service provider in 

order to provide security functions as needed, such as authentication and access control. 

– ICS-7: Reference point ICS-7 supports communication between a third party service 

provider and open IoT ICS. It enables the open IoT ICS to interact with the third party 

service provider in order to provide the identity relationship inquiry function. 

– ICS-8: Reference point ICS-8 supports communication between an IoT service provider 

and open IoT ICS. It enables the open IoT ICS to interact with the IoT service provider in 

order to provide the identity relationship inquiry function. 

10 Basic capabilities and common procedures of open IoT ICS 

10.1 Identity mapping 

The identity mapping function is used to map the relationship between multiple identities of IoT 

related entities. 

The open IoT ICS establishes a service relationship among the identities of IoT related entities - 

between devices, services and transactions. In this case, a mapping table with a flat data model 

[b-FG-DPM TS D2.3] should be established, which consists of a two-dimensional array of data 

elements where all elements of a given row are related to one another and all elements of a given 

column are similar objects. For example, a single row of the mapping table consists of the device 

ID, service URI and UTI which are related to each other, as shown in Table 1. 

Table 1 shows the elements involved in the identity mapping function. 

Table 1 – Identity mapping table 
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The description of each element in Table 1 is as follows: 

– Device ID: For each IoT device which registered in the IoT service provider. The IoT 

service provider shall define and assign a unique, anonymous, and revocable identifier 

(Device ID [ITU-T G.9961]) for the individual IoT device. The revocation function that 

solely performed by IoT service provider. 

NOTE 1 – This Recommendation will not define the format of device ID. 

– Service URI: A URI provided by a third party service provider to indicate a specific service 

that the user selects in their third party service application [ITU-T Q.1743]. 

NOTE 2 – This Recommendation will not define the format of service URI. 

– UTI: A unique transaction identifier (UTI) is an identifier to identify a user transaction that 

is generated by the third party service provider upon the authorization by the user. UTI is 

defined in the clause 3.2.2. The relationship between the specific IoT device and a third 

party service provider is identified with this unique transaction identifier. Upon establishing 

a mapping, both the IoT device and user (via the service provider) should be able to revoke 

an Identifier to signal that the relationship is terminated and transactions are no longer 

authorized. This UTI shall be administered by the third party service provider who 

generated it until this UTI has been revoked. A framework describing how to create an 

identifier that meets these requirements is described in [IETF RFC 4122]. 

To initiate the process of establishing an identity mapping, the user of a third party service shall 

execute the following operations: 

– Step 1.1: The user shall login in the service application which is a service enabler deployed 

by third party service provider [ITU-T Q.1743]. 

– Step 1.2: The user collects the IoT device serial number using the service application from 

the IoT device casing that manufacturer physically printed. 

– Step 1.3: The user selects the service offered by the third party service provider that plans 

to have the interact with the IoT device. 

– Step 1.4: The service application informs the third party service provider that it is ready to 

initiate the identity mapping process with open IoT ICS, and send the IoT device serial 

number and user selected service to the third party service provider. 

– Step 1.5: The third party service provider can start the identity mapping process with open 

IoT ICS. 

By accomplishing these steps, the third party service provider gains the following identities: 

– Service URI which is generated by the third party service provider based on the service that 

the user selects in step 1.3. 

– UTI which is generated by the third party service provider based on the login account in 

step 1.1. 

– IoT device serial number that the user scanned or typed in step 1.2. 

The process of establishing a mapping between the device ID, the service URI and the UTI is 

shown in Figure 3 and described below: 
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Figure 3 – Procedures of establishing an identity mapping 

Step 1: Third party service provider sends a mapping IoT device request to the open IoT ICS 

through the reference point ICS-1. The request includes information such as the service URI, UTI, 

and IoT device serial number. 

Step 2: Upon receiving the request, the open IoT ICS stores the service URI and UTI as an initial 

identity mapping table, the full table will be created in step 8. 

Step 3: Open IoT ICS sends the mapping information to the IoT service provider through the 

reference point ICS-2, including service URI, UTI and IoT device serial number. 

Step 4: The IoT service provider finds the IoT device that corresponds to IoT device serial number 

and then sends the mapping information to the IoT device, including service URI and UTI. 

Step 5: The IoT device stores the service URI and UTI in the internal storage. 

Step 6: The IoT device acknowledges the receipt of service URI and UTI to IoT service provider. 

Step 7: The IoT service provider sends the IoT device ID to the open IoT ICS. 

Step 8: Open IoT ICS creates an identity mapping table with device ID, service URI and UTI. 

Step 9: Open IoT ICS sends a response to both third party service provider and IoT service provider 

to indicate the result of identity mapping. 

10.2 Identity de-mapping 

Identity de-mapping function is to remove the relationship between multiple identities of IoT 

related entities. 

Identity de-mapping can be requested by the third party service provider or IoT service provider 

through reference point ICS-3 or ICS-4 if one of the following conditions is met: 

• IoT device is unregistered from IoT service provider; 

• the UTI is invalid; 

• third party service is invalid; 

• third party service no longer authorized by the user. 
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If the IoT service provider or third party service provider needs to terminate the mapping between 

IoT device and third party service, the IoT service provider or third party service provider shall send 

a request to open IoT ICS to delete the identity mapping, then the open IoT ICS responds to the 

related entities that the identity mapping table has been successfully deleted. 

 

Figure 4 – Procedures of identity de-mapping 

Step 1 (1.1 and 1.2) represents the de-mapping workflow. There are 2 options: 

– Case 1 (shown as 1.1 in Figure 4) represents the de-mapping request initiated from the IoT 

service provider through the reference point ICS-4. 

– Case 2 (shown as 1.2 in Figure 4) represents the de-mapping request initiated from the third 

party service provider through the reference point ICS-3. 

Step 2 upon receiving the request, the open IoT ICS is responsible for processing the request 

locally, such as delete the mapping. 

Step 3 open IoT ICS returns a response to indicate the result of deletion of mapping to both IoT 

service provider and third party service provider. 

10.3 Identity relationship inquiry 

The identity relationship inquiry function, as shown in Figure 5, is used to query the relationship of 

identities of IoT related entities and check the existence of the identity mapping before the 

interaction between the IoT device and a third party service. 

There are two cases of inquiry, Case 1 is shown as Figure 5 and Case 2 is shown as Figure 6. 

Case 1: The IoT device requests for query mapping information by sending its own device ID. In 

this case, the IoT device has access to query the service URI and UTI corresponding to that device 

ID which is located in a specific row of the mapping table. 

 

Figure 5 – Procedures of identity relationship inquiry (Case 1) 
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Step 1 represents the IoT device's request to query identity mapping information with its own 

device ID. 

Step 2 the IoT service provider forwards the request to open IoT ICS through reference point ICS-6. 

Step 3 upon receiving the request, the open IoT ICS is responsible for looking-up the mapping table 

to retrieve the service URI and UTI correspond to that device ID. 

Step 4 if the mapping table exists, the open IoT ICS returns a response with the service URI and 

UTI which correspond to that device ID to the IoT service provider. Otherwise, returns an error 

message. 

Step 5 the IoT service provider forwards the response to the IoT device. 

Case 2: The third party service provider requests query mapping information by sending both 

service URI and UTI. In this case, only when the combination of service URI and UTI exist in the 

same row of the mapping table, will the open IoT ICS respond to the query with the device ID. 

Otherwise, the open IoT ICS will respond with an error message. 

 

Figure 6 – Procedures of identity relationship inquiry (Case 2) 

Step 1 represents one third party service provider request to query identity mapping information 

with both service URI and UTI. 

Step 2 upon receiving the request, the open IoT ICS is responsible for looking-up the mapping table 

using service URI and UTI. Only if both of the service URI and UTI are located in one single row 

in the mapping table, the open IoT ICS shall then retrieve the device ID corresponding to the 

combination of service URI and UTI. 

Step 3 if the given row from the mapping table exists, the open IoT ICS returns a response with the 

device ID to the third party service provider. Otherwise, the open IoT ICS will respond with an 

error message. 

10.4 Service provider authentication and access control 

To set up a secure connection with IoT service provider(s) and third party service provider(s), the 

open IoT ICS should provide authorization and access control functions. The certificates of 

[b-ITU-T X.509] and public key infrastructure (PKI) is recommended for the open IoT ICS to 

provide these authorization and access control functions. The authorization and access control flow 

are shown in Figure 7 and described below: 
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Figure 7 – Procedure of authorization and access control flow 

Step 1 represents the IoT service provider's provision of credentials to open IoT ICS through 

reference point ICS-5. 

Step 2 represents open IoT ICS verifying the validity of the credentials. 

Step 3 represents the open IoT ICS issuing of certificates to the IoT service providers. 

Steps 4 to 6 represents the process of certification of IoT service providers. 

11 Security considerations 

11.1 Discovery mechanisms in identity information exchange 

As mentioned in clause 10.3 which describes the identity relationship inquiry, for security 

considerations, only the IoT device already existing in the mapping list has permission to initiate a 

query operation. Based on that requirement, the whole system needs a mechanism to publish 

identity information, obtain the mapping list and acquire the needed information. The framework 

for discovering cybersecurity information and the mechanism presented in [ITU-T X.1570] is 

recommended. 

The stages of discovery in the framework of identifying and locating the source of cybersecurity 

information is shown in Figure 8. 

 

Figure 8 – Stages of discovery in the framework of identifying and  

locating the source of cybersecurity information 
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A unique identifier is needed to identify identity information. Any globally unique identifier used 

for global cybersecurity information exchange shall have the following characteristics: 

– Simplicity, usability, flexibility, extensibility, scalability, and deployability. 

– Distributed management of diverse identifier schemes. 

– Long-term reliability of identifier registrars, and the availability of high-performance tools 

for discovering information associated with any given identifier. 

According to the description from clause 8.8 (Security and privacy protection requirements) in 

[ITU-T Y.4100], in order to meet these requirements, the following characteristics of device 

identity are recommended: 

– Tamper-resistant, anti-counterfeiting, unpredictable, unique. 

– Including vendor and product model information. 

Other identity schemes which comply with these requirements could be implemented with arbitrary 

mechanisms. 

11.2 Communication security 

For security consideration, the services provided by open IoT ICS such as identity mapping, de-

mapping, and access control need communication security capabilities. The implementation of 

transport layer security (TLS) Version 1.3, as specified in [IETF RFC 8446], for securing 

communication between open IoT ICS and an IoT service provider/third party service provider is 

recommended. 

TLS provides a secure communication path between two entities. It allows open IoT ICS to 

communicate in a way that is designed to prevent eavesdropping, tampering, or message forgery 

and mutual authentication on both parties. 

These capabilities fulfil the IoT common requirements on security and privacy protection specified 

in [ITU-T Y.4100]. 
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Appendix I 

 

Use cases 

(This appendix does not form an integral part of this Recommendation.) 

This appendix provides some use cases to illustrate the concept of the open IoT identity correlation 

service. 

I.1 Use case 1: Smart refrigerator 

A smart refrigerator can monitor the food left in it. When it finds that there is not enough food, for 

example, not enough milk in the refrigerator, it can notify the user's e-commerce mobile 

application, to remind the user to buy milk from the user's e-commerce mobile application. 

When the refrigerator vendor's device management platform detects that the light bulb of the 

refrigerator is broken, the refrigerator vendor's device management platform can send a notification 

message to the e-commerce server to remind the user to buy a new light bulb. 

Figure I.1 shows a refrigerator sending notification to a third party e-commerce service provider. 

 

Figure I.1 – Smart refrigerator sending notification to a  

third party e-commerce service provider 

In this use case, there is a need to provide the mapping between the refrigerator's identifier and 

user's e-commerce UTI and to open this capability to other entity. 

I.2 Use case 2: Smart lock 

In the case of a smart house, one smart lock can interact with other smart things such as lights and 

an air-conditioning system. Once the smart lock is unlocked, it can trigger the switch of the smart 

light and can set the temperature on the air-conditioning system. 

In the scenario where there is a third party smart home service provider which had connected to 

multiple smart things such as light bulbs or an air-conditioning system. Once a new smart lock is 

installed, the user of a third party service provider can bind this lock to the smart home service 

provider via open IoT ICS and establish the connection with other smart things in the house. 
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Figure I.2 shows the mapping of a new lock to a third party smart home service. 

 

Figure I.2 – Mapping a new lock to a third party smart home service 

I.3 Use case 3: Device based service charge sharing 

In this use case, one smart loudspeaker can use third party music services. Based on the business 

agreement, the smart loudspeaker box's software vendor may charge the music provider according 

to how much music is consumed by the smart loudspeaker. The rational for this business model is 

that the software vendor provides the integration capability with the third party music service and 

hence will increase the consumption of the third party's music service. The revenue is shared with 

the hardware vendor of the smart loudspeaker. 

In this use case, the identity service platform is used to map/bind the smart loudspeaker's device 

identifier and the URI from the music service provider. 

Figure I.3 shows mapping of a smart speaker device ID with a third party music service URI. 

 

Figure I.3 – Mapping a smart speaker device ID with a third party music service URI 



 

  Rec. ITU-T Y.4462 (01/2020) 15 

I.4 Use case 4: Promoting data package sharing between different services 

This use case uses a simple example to illustrate how the open IoT ICS promotes the users sharing 

data communication packages among a family's IoT devices. As shown in Figure I.4, a family 

(user) has three IoT devices (a watch, a bulb and a car), and the family subscribes to a data 

communication package which binds those three IoT devices. In this data communication package, 

data communication traffic is free if those three IoT devices access indicated services respectively 

(such as the watch for the message service, the bulb for the monitoring service and the car for the 

navigation service). 

Each month, the network operator should combine the bills for data communication traffic for the 

family's IoT devices with that from the three services. Each of the family's IoT devices has a special 

identity in the service (named service-id), and in the communication network it also has another 

identity (named network-id, for example an E.164/E.212 number or a special IP address). The 

family (user) has a user identity (named user-id) in the network's business service system (BSS). 

Typically, the BSS should coordinate with each of the services one by one to exchange identity-

related information, which leads to high costs and has a lack of scalability and operational 

capabilities. 

The open IoT ICS provides a uniform open identity mapping service (see Figure I.4) for the BSS 

and those services. Those services and the BSS can forward dynamically (or periodically) their 

identity-related information to the identity correlation service, and they can also get dynamically 

(or periodically) relevant information from the identity correlation service. Through the open IoT 

ICS, the BSS does not coordinate with each of those services one by one to exchange identity-

related information, which can cut the costs and improve the scalability and operational capabilities. 

 

Figure I.4 – Promoting data package sharing between different services 
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