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Recommendation ITU-T Y.4417

Framework of self-organization networking in Internet of things environments

Summary

Self-organization networking is where autonomous networking is established by individual devices,
and where the device effectively interacts with its peers and performs self-control. In loT
environments, self-organization networking is required when the heterogeneous devices belong to
infrastructure-unsupported 0T area networks. Recommendation ITU-T Y.4417 specifies a framework
of self-organization networking for 1oT in a particular area of telecommunications. The
Recommendation presents the concepts, characteristics, architecture, requirements and functionalities
of self-organization networking.

History

Edition Recommendation  Approval  Study Group Unique ID*
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Keywords
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830-en.
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operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had received notice of intellectual property, protected
by patents, which may be required to implement this Recommendation. However, implementers are cautioned
that this may not represent the latest information and are therefore strongly urged to consult the TSB patent
database at http://www.itu.int/ITU-T/ipr/.

© ITU 2018

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.

i Rec. ITU-T Y.4417 (06/2018)


http://www.itu.int/ITU-T/ipr/

Table of Contents
Page

3 DIEFINITIONS ..ot e e et e e e e e e e e et e e e e e e e ne e eeeeens
3.1 Terms defiNed EISEWNETE ...... oot
3.2 Terms defined in this Recommendation...........ooooveeeee

ADDreviations and aCTONYMS .......cceiiiiieiesie et e e sre e eeae e sreesae e
000 11Y7=] o1 £ ] SRS PRRP PR
Concepts of self-organization networking in 10T environments...........ccccceevvieieennns
Characteristics of self-organization NEtWOrKing ..........cccoeveririniiiinieiccee e

o ~N o o A~

Requirements for self-organization NEtWOrKing ..........ccccovevveieiieii i
8.1 Support for heterogeneous 10T NELWOIKS ........c.ccvvveieeiiiieie e
8.2 Decentralization of self-organization Nnetworking ..........ccccccceevevveveiiieseennne
8.3 Support for different networking performance levels ...........ccoovviiiinnnnnnn.
8.4 Self-configuration and self-management for networking............c.ccoccovvennee.
8.5 Support for NEtWOrk rODUSENESS...........coiiiiieieieie e

9 Functional architecture of self-organization Networking............ccoceoeverencnencnnnnnn

10 Functionalities for self-organization NEtWOrKing...........cccovveveiiieiicie s
10.1  Coordination fUNCLIONAIILY..........ccocoiiieiieii e
10.2 Network fuNCionality..........ccooiiieiice e
11 SECUNILY CONSIABTALIONS ......c.vitiviitieiieieee ettt
Annex A — Service scenario and mechanism of self-organization networking .......................
Al SEIVICE SCENAIIO .....viveiieteeiiesieie sttt ettt st st et e sbesbenbeene e
A2 Mechanisms Of SON........coiiiiiie e

Appendix | — Related works of self-organization networking............cccceeveiviieiciecce e, 12

© 0 0O N N o N BMDMAEDANMDBPAEDN®WNNDNIRNIEREPR P B

BIDHOGIAPNY ...t 14

Rec. ITU-T Y.4417 (06/2018) iii






Recommendation ITU-T Y.4417

Framework of self-organization networking in Internet of things environments

1 Scope

The scope of this Recommendation includes:

— concepts of self-organization networking in Internet of things (1oT) environments
— characteristics of self-organization networking in 10T environments

— requirements for self-organization networking in 10T

— functional architecture for self-organization networking in loT

- functionalities of self-organization networking for 10T.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T Y.4000] Recommendation ITU-T Y.4000/Y.2060 (2012), Overview of the Internet of
things.

[ITU-T Y.4100] Recommendation ITU-T Y.4100/Y.2066 (2014), Common requirements of the
Internet of things.

[ITU-T Y.4101] Recommendation ITU-T Y.4101/Y.2067 (2017), Common requirements and
capabilities of a gateway for Internet of things applications.

[ITU-T Y.4407] Recommendation ITU-T Y.4407/Y.2281 (2011), Framework of networked
vehicle services and applications using NGN.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 device [ITU-T Y.4000]: With regard to the Internet of things, this is a piece of equipment
with the mandatory capabilities of communication and the optional capabilities of sensing, actuation,
data capture, data storage and data processing.

3.1.2 infrastructure [ITU-T Y.4407]: The basic facilities and systems comprised of network
nodes (i.e., switches and/or routers) and the means to connect them (i.e., wired (cable or fibre) or
wireless) for the purpose of communication between two end-points.

3.1.3 Internet of things [ITU-T Y.4000]: A global infrastructure for the information society,
enabling advanced services by interconnecting (physical and virtual) things based on existing and
evolving interoperable information and communication technologies.

NOTE 1 - Through the exploitation of identification, data capture, processing and communication capabilities,

the 10T makes full use of things to offer services to all kinds of applications, whilst ensuring that security and
privacy requirements are fulfilled.
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NOTE 2 — From a broader perspective, the l0oT can be perceived as a vision with technological and societal
implications.

3.2 Terms defined in this Recommendation

This Recommendation defines the following term:

3.2.1 self-organization networking (SON): Autonomous networking established by individual
devices, where the device can effectively interact with its peers and perform self-control for network
organization and for joining networks according to its own status, own services and dynamic network
circumstances in a decentralized infrastructure or an "infrastructure-less™ network.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

ANIMA Autonomic Networking Integrated Model and Approach
DHCP Dynamic Host Configuration Protocol

DNS Domain Name System

DSN Distributed Service Networking

GANA Generic Autonomic Network Architecture

IBSS Independent Basic Service Set

loT Internet of Things

IP Internet Protocol

IPv6 Internet Protocol version 6

MANET Mobile Ad-hoc Networks

NGSON Next Generation Service Overlay Networks

P2pP Peer-to-Peer

QoS Quality of Service

SON Self-Organization Networking

TCP Transmission Control Protocol

WLAN Wireless Local Area Network

WPAN Wireless Personal Area Network

5 Conventions

None.

6 Concepts of self-organization networking in 1oT environments

Network configuration and conditions (e.g., network deployment, network size, the number of
network devices, connectivity, multi-hop communication, traffic pattern, security level, mobility and
quality of service (QoS)) in loT environments can be different from those in conventional networks.
For example, an infrastructure-unsupported IoT area network is independent on pre-existing
infrastructure networks.

2 Rec. ITU-T Y.4417 (06/2018)
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Figure 1 — Infrastructure-unsupported lIoT area networks

Figure 1 depicts two cases of infrastructure-unsupported 10T area networks. In
infrastructure-unsupported loT area networks, 10T devices themselves perform various operations
such as neighbour node discovery and routing for network configuration and communication services
without relying on infrastructure entities. For example, loT devices in infrastructure-unsupported loT
area networks can be provided for peer-to-peer or server-client connectivity as shown in Figure 1.
Self-organization networking (SON) in loT refers to the communication process, including network
protocols, among heterogeneous networked devices. The existing process for conventional networks
does not fully support or consider the characteristics of heterogeneous networked devices in
infrastructure-unsupported IoT area networks; therefore, SON for IoT is required. The main scope of
this Recommendation is SON in infrastructure-unsupported IoT area networks.

7 Characteristics of self-organization networking

From a networking point of view in 10T environments, anything can be interconnected with the global
information and communication infrastructure and the devices based on different hardware platforms
and networks. The state of the 10T devices can change dynamically (e.g., sleeping, moving, connected
and/or disconnected and so on).

Autonomic networking (including self-management, self-configuring, self-healing, self-optimizing
and self-protecting techniques and/or mechanisms) needs to be supported in the networking functions
of 10T in order to adapt to different application domains and communication environments. In
addition, manageability is required in 10T in order to ensure normal network operations. loT
applications usually work automatically without the participation of people, but their whole operation
process should be managed by the relevant parties [ITU-T Y.4000].

In order to realize connectivity between things in 10T, connectivity capabilities are also required to
be independent of specific application domains. Integration of heterogeneous communication
technologies and end-to-end intelligence are required for consideration, in particular with regard to
the "intelligence of communications™ and the "intelligence of services" [ITU-T Y.4100].

The main purpose of the existing SON is self-management of the network, including
self-configuration, self-optimization, self-healing and self-protection. These are to operate and
optimize the network without depending on human decisions and a centralized network management
system. Whereas in 10T environments, the main purpose of SON is to configure and optimize the
network topology for 10T service support. Thus, SON for 10T focuses on self-configuration for
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network topology, self-device discovery and self-optimization, considering dynamic network
circumstances in infrastructure-unsupported loT area networks.

10T devices have various capabilities, such as processing, memory, battery power, mobility, bit rates,
transmission ranges and so on. In addition, the devices can have different radio access technologies.
Characteristics of these resources can influence the performance of SON. For example, if it has been
decided that the SON functionalities are for energy-efficient networking, the battery power of the loT
device can be one of the most important considerations.

NOTE — Details of SON functional architectures and functionalities are described in clauses 9 and 10.

8 Requirements for self-organization networking

8.1 Support for heterogeneous IoT networks

Devices in 10T heterogeneous networks are composed of diverse capabilities and access technologies.
The SON for 10T is required to be adhered to the characteristics of heterogeneous IoT devices.

8.2 Decentralization of self-organization networking

SON functions are required to be distributed to 10T devices according to 10T services. l0T devices
can have multiple roles for different services simultaneously. In case that an 10T device has multiple
roles, the roles can be changed according to 10T service requirements and conditions. Therefore, the
SON functions cannot be centralized to static 10T devices for service management.

NOTE - SON functions include network functions and coordination functions with optimization polices as
described in clauses 9 and 10.

8.3 Support for different networking performance levels

SON is required to support different performance levels of distributed functions for various I0T
services. For example, such a performance would be based on energy-centric 10T services, process
(or time)-centric 10T services, and so on. The various optimization options give different results of
networking performance of 10T services.

8.4 Self-configuration and self-management for networking

It is required to support self-configuration and self-management for networking. Self-configuration
includes all kinds of procedures to initiate networking, such as identification, neighbour and route
discovery, and so on. Furthermore, self-management includes data routing, congestion control and so
on after network initiation.

8.5 Support for network robustness

SON is required to support recovery for network failures by itself. When networking failures occur,
neighbouring loT devices should detect the failures immediately and discover another device instead
of the failed device. When there is a backup device, the backup device recovers the existing
configurations.

NOTE — For example, when devices move or run out of power, networking failures, such as failures on routing

paths, take place. As soon as devices detect the failures they identify another routing path for network
robustness.

9 Functional architecture of self-organization networking

The purpose of SON in 10T is to provide autonomous networking through the cooperation of 10T
devices. The overall concept of SON in the 0T environment is depicted in Figure 2.
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Figure 2 — Overall concept of self-organization networking

The functions of SON are distributed and allocated to each 10T device, and these functions exchange

the necessary information for constructing and maintaining a network. For doing this, 10T devices are
classified into two groups according to their roles.

— loT devices (A-type and B-type device in Figure 2).
loT coordinators (A and B-type device in Figure 2).

An loT coordinator is an elected 10T device. 10T coordinators construct routing paths for networking to
the other loT devices, and they perform gateways to neighbouring loT devices. Therefore, loT
coordinators should have capabilities for connections to various 10T devices. The capability to qualify as
an loT coordinator is determined under performance options. The options are achieved through predefined
optimization policies. These policies are determined by service requirements. Figure 3 shows the
functionalities for SON which are reflected by the service requirements and characteristics of 10T devices.

[ Predefined optimization policies based on requirements of IoT services ]
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Figure 3 — SON functional architecture

The SON functionalities comprise of two parts:
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— Coordination functionality: have roles for building network topologies; for instance,
coordinator election, initialization and configurations to build connections between two
neighbouring devices, and identification.

— Network functionality: have roles of path discovery, routing, data forwarding and delivery,
and network recovery.

The key functionalities of SON are functions for coordination among loT devices. SON is more
effective and dynamic owing to relatively simple configurations based on characteristics of services
then conventional networking. After building a self-organization network, network functions are
processed; for example, discovering routing paths, forwarding data packets, and recovering network
failures.

Furthermore, predefined optimization policies are built in terms of the requirements of specific loT
services and applications, and the two functionalities base their operation on these policies. With the
coordination functionality, loT devices, which have identification, collect resource information from
neighbouring 10T devices, such as remaining energy, processing performance, etc. The coordination
functions elect coordinators and build initialization and configurations to control network topologies.
While network functionality builds routing paths for packet forwarding in terms of the elected
coordinators and the policies for optimization. Then data delivery gets started.

The role of optimization policies is to analyse the current status and requirements for its services and
decide an optimal policy based on the requirements and constraints. The determination of
optimization policies is dependent on the characteristics of the requirements of 10T services. If 10T
services require energy-efficient networking, all procedures are focused on energy saving. If 10T
services want high performance (e.g., high-speed or big-data processing), SON is built for
high-performance. Such policies can vary according to the characteristics of the required 10T services.

10 Functionalities for self-organization networking

10.1  Coordination functionality

The coordination functionality has roles for building network topologies; for instance, coordinator
election, connection between two neighbouring devices and topology control for recovery. Therefore,
the coordination functionality has three specific functions, such as coordinator election, neighbour
connection, and error recovery.

10.1.1 Coordinator election

As shown in Figure 3, SON is started in terms of coordinators. Coordinators have two important roles
of managing neighbouring loT devices and forwarding packets. Therefore, the best qualified 10T
devices should become coordinators. The qualification is determined by optimization policies.

Coordinators collect information of neighbouring 10T devices for the management role. This
information is exploited to connect neighbouring 10T devices as well as recover errors. After the
information is collected, coordinators start to connect all of the neighbouring 10T devices, and star
topologies are built in terms of coordinators. The coordinators play a gateway for the neighbouring
IoT devices. If one of the coordinators is failed, the election for a brand new coordinator starts, and
one of the other best qualified 10T devices become the new coordinator by recovery mechanisms.

10.1.2 Initialization and configurations

All of the 10T devices should belong to one of the coordinators for management. Hence, the 10T
devices are connected to one of the coordinators, and start topologies based on the coordinators are
built. Theses connections are exploited for data forwarding.

6 Rec. ITU-T Y.4417 (06/2018)



After coordinators are elected, coordinators broadcast advertisement packets. When neighbouring 1oT
devices receive the advertisement, the 0T devices reply connection request packets to the
coordinators. Then connections between 0T devices are built in terms of the elected coordinators.

When an elected coordinator has failed all of the neighbouring 10T devices are disconnected and
coordination election (in clause 10.1.1) restarts.

10.1.3 Identification

The conventional identification schemes networking protocols are not always appropriate for 10T
devices (especially constrained lIoT devices). If so, infrastructure-unsupported network 10T devices
can require brand new identification schemes and networking protocols, which are appropriate to
optimization policies. The new identification schemes are required to be simple for energy efficiency
or high performance.

10.2  Network functionality

Network functionality is to enable data communication with infrastructure-unsupported network loT
devices. Therefore, network functionality for SON in loT has three specific functions: routing and
path discovery, data forwarding and delivery, and network recovery.

10.2.1 Routing and path discovery

When network topologies are built in terms of coordinators, connections between the coordinators
should be created. According to optimization policies, connections between coordinators can build
different routing paths or different network topologies. After that the routing path is built in terms of
the coordinators between a source device and a destination device.

10.2.2 Data forwarding and delivery

Data forwarding can be conducted with three types of traffic patterns including unicasting,
multicasting and broadcasting. If 10T services require high performance, networking technologies
like multi-homing can be exploited. All of data forwarding is done by coordinators, and 10T devices
send/receive data to/from coordinators.

10.2.3 Network recovery

There are two types of network failures. One is failure of coordinators, and the other is failure of 10T
devices. If one of the coordinators has failed one of the neighbouring 10T devices becomes a
coordinator. Furthermore, if connection between a coordinator and one of the 10T devices has failed,
the coordinator tries to reconnect to the 10T device. If the connection is terminated, the coordinator
will not manage information of the disconnected 10T device any more.

11 Security considerations

In the infrastructure-unsupported loT area network, I0oT devices themselves perform various
operations without relying on infrastructure entities. Also, the functions of SON and most IoT
services proceed without monitoring. Due to the absence of infrastructure entities, various security
threats such as unauthorized access, forgery of data, location tracking and address scanning may
become more serious. These threats should be considered and mitigated.

Rec. ITU-T Y.4417 (06/2018) 7



Annex A

Service scenario and mechanism of self-organization networking
(This annex forms an integral part of this Recommendation.)

Al Service scenario

Self-organization networking (SON) is used to construct local 10T networks, such as home networks
and small industry networks, and supports 10T services with peer-to-peer communication models in
homogeneous or heterogeneous 10T environments.
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Figure A.1 — Service scenario of SON in smart homes

In Figure A.1, heterogeneous IoT devices, including one or more different networking technologies,
such as Bluetooth, NFC, Z-wave and Wi-Fi, are deployed in a smart home. It is assumed that each
l0T device has no information about the 10T network and 10T services at the beginning. The functions
of SON on each IoT device are activated to gather information about the loT network and loT
services. During the gathering of information each 10T device acquires some necessary information
for building SON. A specific 10T device (including two or more network interfaces) is selected as
coordinator and this device serves the coordination functions for other 10T devices. With assistance
of the selected coordinators, each loT device has a capability to construct an infrastructure-
unsupported loT area network. Also, each 10T device has a capability to discover neighbour nodes
for possible 10T services, such as remotely controlling and monitoring locks, alarms, lights,
thermostats, power and other home appliances. To send and receive data, a corresponding path of
end-to-end is determined and peer-to-peer communication is proceeding in the 10T network. The
construction of an 10T network and path discovery is proceeded to support 10T services.
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A2 Mechanisms of SON

This clause shows an example of mechanisms for supporting the SON service scenario. The
mechanism consists of algorithms for discovering coordinators for SON and building a network.

Every l0T device repeatedly broadcasts its own information as shown in Figure A.2.

Device_ID
Self C.Coordinator R.Energy C.Energy IF.Count
[F.No#l IF.Type IF.Range IF.Speed IF.Link  IF.Coordinator
IENo#2  IFType IFRange IF.Speed IF.Link IF.Coordinator

IFENo#N  IEType IFRange IF.Speed IF.Link IF.Coordinator
Y.4417(18)_FA.2

Figure A.2 — Device information to broadcast

The information details are as follows:
— Device ID: identifier of device;

— Self: a bit information to set TRUE (or 1) value when a device broadcasts its own
information;

— C.Coordinator: a bit information to set TRUE (or 1) value if a device is elected as a candidate
for coordinator;

— R.Energy: a ratio of remaining energy;

— C.Energy: a rate of consuming energy for a certain time;

- IF.Count: the number of network interfaces which a device equips;

- IF.No#1: a sequence number to identify network interfaces which a device equips;
- IF.Type: a name of the network interface;

- IF.Range: RF range of the network interface;

— IF.Speed: data transmission speed (bps);

— IF.Link: a list of connected neighbour devices;

— IF.Coordinator: device ID of a connected coordinator.

Whenever a device receives a neighbour's information, the device discovers candidates for
coordinator and connections to build a network from the information by using the following two
algorithms. Figure A.3 shows the algorithm to find coordination candidates.

Rec. ITU-T Y.4417 (06/2018) 9
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Figure A.3 — Algorithm to discover candidates for coordinators

Devices update their own information with information received by neighbours, and then they
broadcast the updated information to neighbours. Through the algorithm (as shown in Figure A.3),
coordinator candidates in a network can be discovered in sequence. Devices that equip multiple
interfaces or multiple connections can become candidates for coordinator. In addition,
energy-efficient devices can become candidates for coordinator if the SON requires energy saving.
The "THRESHOLD_ENERGY_LEVEL" in Figure A.3 means a threshold of enough remaining
energy level to play the roles of coordinators.

Figure A.4 shows the algorithm to discover connections to build a network.
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Figure A.4 — Algorithm to discover connections to build a network

If the SON is required to build a network for supporting one of the characteristics, such as energy,
throughput and network coverage according to environmental circumstances, coordinators that are
appropriate to the characteristics, are selected by exploiting the algorithm in Figure A.4. If SON is
required for wide area networks (e.g., LPWAN), candidates which have long range network
interfaces, (e.g., LoRa, Sigfox, IEEE802.11ah, WI-SUN, NB-IoT, etc.) should become coordinators.
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Appendix |

Related works of self-organization networking
(This appendix does not form an integral part of this Recommendation.)

The concept of infrastructure-less networks is partially studied in 3GPP Self-Organizing Network
(SON) and IEEE Next Generation Service Overlay Network (NGSON). The object of 3GPP SON is
to decrease OPEX/CAPEX related to network configuration, operation and optimization. The main
functionalities of 3GPP SON is self-configuration (plug and play of new eNodeB), self-healing (e.qg.,
cell outage compensation), and self-optimization (e.g., mobility load balancing, handover
optimization, energy saving management, etc.) [b-3GPP TR 36.902].

In the IEEE NGSON, self-organizing networking capabilities are described to develop network
structures based on the needs of the customers and the capabilities of existing network structures
[b-IEEE P1903]. However, the 3GPP SON is related to only a mobile communication network and
IEEE NGSON is related to only NGSON architecture.

[b-ETSI GS AFI] defines, iteratively, a generic, conceptual architectural reference model intended to
serve as guidelines for the design of the future generation networks exhibiting autonomic
characteristics or capabilities. ETSI GS AFI defines the generic autonomic network architecture
(GANA) reference model for autonomic network engineering, cognitive networking and self-
management. The GANA model is a conceptual architectural reference model for autonomic network
engineering, cognition and self-management.

A similar study is done in the IETF. In the Autonomic Networking Integrated Model and Approach
(ANIMA) working group, autonomic networking refers to the self-managing characteristics
(configuration, protection, healing and optimization) of distributed network elements, adapting to
unpredictable changes while hiding intrinsic complexity from operators and users. An autonomic
function that works in a distributed way across various network elements is a candidate for protocol
design. Such functions should allow central guidance and reporting, and coexistence with
non-autonomic methods of management. The general objective of this working group is to enable the
progressive introduction of autonomic functions into operational networks, as well as reusable
autonomic network infrastructure, in order to reduce the operational expense [b-IETF ANIMA]. The
IETF Mobile Ad-hoc Networks (MANET) working group is to standardize IP routing protocol
functionality suitable for wireless routing application within either static and dynamic topologies with
increased dynamics due to node motion or other factors [b-IETF MANET]. In the IETF Ad-hoc
Network Auto-configuration (AUTOCONF) working group, it standardized how existing IPv6
address configuration tools can be used for address configuration in an ad-hoc model
[b-IETF AUTOCONF].

In the IEEE 802.11 area, the independent basic service set (IBSS) or ad-hoc network is a network
where WLAN stations communicate only through peer-to-peer without the operations of an access
point. The ad-hoc network in the Wi-Fi area is spontaneous and can be set up rapidly. Wi-Fi direct
technology that enables Wi-Fi devices to connect directly, making it simple and convenient to do
things like print, share, sync and display was developed in the Wi-Fi Alliance.

In the ITU-T, distributed service networking (DSN) is defined as overlay networking which provides
distributed and manageable capabilities to support various multimedia services and applications [b-
ITU-T Y.2206]. DSN is based upon the use of a collection of nodes organized in a peer-to-peer (P2P)
or other distributed fashion and the links between the nodes for the purpose of enabling multimedia
services and applications. It is assumed that DSN is an overlay above IP. Collectively, the nodes
provide a distributed mechanism. DSN also provides capabilities for application layer QoS support.
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The SON is defined as "An autonomous networking established by each device, where the device can
effectively interact with its peers and perform self-control for network-organization and joining
network according to its own status, own service and dynamic network circumstance in a
decentralized infrastructure or infrastructure-less”. The similar concept was proposed and developed
as many areas such as 3GPP SON, IEEE NGSON, ETSI GS AFI, IETF ANIMA, MANET,
AUTOCONF, IEEE 802.11 ad-hoc, Wi-Fi Direct, and ITU-T distributed service networking (DSN).

Table 1.1 shows the features of each mechanism.

Table 1.1 — Related works of SON

Terms Standg rdization Object Scope
ody
Self-Organizing 3GPP Decrease OPEX/CAPEX related to | Mobile communication
Network (SON) network configuration, operation network
and optimization
Next Generation IEEE Develop network structures based | NGSON architecture
Service Overlay on the needs of the customers and
Network (NGSON) the capabilities of existing network
structures
Autonomic network ETSI Defines a generic, conceptual Generic autonomic
engineering for the architectural reference model network architecture
self-managing Future (GANA) reference
Internet (AFI) mode
Autonomic IETF Develop autonomic networking of | Autonomic network
Networking distributed network elements, infrastructure
Integrated Model and adapting to unpredictable changes
Approach (ANIMA) while hiding intrinsic complexity
from operators and users
Mobile Ad-hoc IETF Develop IP routing protocol Static and dynamic
Networks (MANET) functionality suitable for wireless topologies with
routing application within increased dynamics due
to node motion or other
factors
Ad-hoc Network IETF Develop IPv6 address Conventional Internet
Autoconfiguration configuration tools can be used for
(AUTOCONF) address configuration in ad-hoc
model
Independent Basic IEEE Develop the mechanism of WLAN | IEEE 802.11 world
Service Set (IBSS) stations communicating only
peer-to-peer without the operations
of an access point
Distributed service ITU-T Define an overlay networking The use of a collection
networking (DSN) which provides distributed and of nodes organized in a
manageable capabilities to support | peer-to-peer (P2P) or
various multimedia services and other distributed fashion
applications and the links

Although self-organizing network, autonomic network, ad-hoc network, and DSN have been
developed in various areas, these technologies have some restrictions to apply in 10T environments
because they do not consider the characteristics of the 10T environments. So, it is needed to study a
SON (including self-organizing network, autonomic network, ad-hoc network, and DSN) in a general
network point of view and for IoT environments.
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