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Recommendation ITU-T Y.3821 

Quantum key distribution networks – requirements for resilience 

 

 

 

Summary 

For quantum key distribution networks (QKDN), Recommendation ITU-T Y.3821 specifies the 

general requirements for resilience, and separately specifies the requirements for supporting protection 

and recovery. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 
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Recommendation ITU-T Y.3821 

Quantum key distribution networks - requirements for resilience 

1 Scope 

This Recommendation specifies the general requirements for quantum key distribution network 

(QKDN) resilience, as well as the requirements for supporting protection and recovery. 

In particular, the Recommendation covers: 

– Introduction to QKDN resilience 

– General requirements for QKDN resilience 

– Requirements of protection to support resilience 

– Requirements of recovery to support resilience. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T Y.3800] Recommendation ITU-T Y.3800 (2019), Overview on networks supporting 

quantum key distribution. 

[ITU-T Y.3815] Recommendation ITU-T Y.3815 (2023), Quantum key distribution networks – 

overview of resilience. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 key manager (KM) [ITU-T Y.3800]: A functional module located in a quantum key 

distribution (QKD) node to perform key management in the key management layer.  

3.1.2 key relay [ITU-T Y.3800]: A method to share keys between arbitrary quantum key 

distribution (QKD) nodes via intermediate QKD node(s). 

3.1.3 key supply [ITU-T Y.3800]: A function providing keys to cryptographic applications. 

3.1.4 quantum key distribution (QKD) [b-ETSI GR QKD 007]: Procedure or method for 

generating and distributing symmetrical cryptographic keys with information theoretical security 

based on quantum information theory. 

3.1.5 quantum key distribution link (QKD link) [ITU-T Y.3800]: A communication link 

between two quantum key distribution (QKD) modules to operate the QKD. 

NOTE – A QKD link consists of a quantum channel for the transmission of quantum signals, and a classical 

channel used to exchange information for synchronization and key distillation. 

3.1.6 quantum key distribution module (QKD module) [ITU-T Y.3800]: A set of hardware and 

software components that implements cryptographic functions and quantum optical processes, 
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including quantum key distribution (QKD) protocols, synchronization, distillation for key generation, 

and is contained within a defined cryptographic boundary.  

NOTE – A QKD module is connected to a QKD link, acting as an endpoint module in which a key is generated. 

These are two types of QKD modules, namely, the transmitters and the receivers. 

3.1.7 quantum key distribution network (QKDN) [ITU-T Y.3800]: A network comprised of two 

or more quantum key distribution (QKD) nodes connected through QKD links. 

3.1.8 quantum key distribution network controller (QKDN controller) [ITU-T Y.3800]: A 

functional module, which is located in a quantum key distribution (QKD) network control layer to 

control a QKD network.  

3.1.9 quantum key distribution network manager (QKDN manager) [ITU-T Y.3800]: A 

functional module, which is located in a quantum key distribution (QKD) network management layer 

to monitor and manage a QKD network.  

3.2 Terms defined in this Recommendation 

None. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

FCAPS  Fault, Configuration, Accounting, Performance, Security 

KM  Key Manager 

KSA  Key Supply Agent 

QKD  Quantum Key Distribution 

QKDN  Quantum Key Distribution Network 

QoS  Quality of Service 

5 Conventions 

In this Recommendation: 

The keywords "is required to" indicate a requirement which must be strictly followed and from which 

no deviation is permitted if conformance to this document is to be claimed. 

The keywords "is recommended to" indicate a requirement which is recommended but which is not 

absolutely required. Thus, this requirement need not be present to claim conformance. 

The keywords "can optionally" indicate an optional requirement which is permissible, without 

implying any sense of being recommended. This term is not intended to imply that the vendor's 

implementation must provide the option and the feature can be optionally enabled by the network 

operator/service provider. Rather, it means the vendor may optionally provide the feature and still 

claim conformance with the specification. 

6 Introduction 

Resilience for quantum key distribution network (QKDN) [ITU-T Y.3800] is the ability to provide 

and maintain an acceptable service level even in the case of network failures. This Recommendation 

specifies the general requirements for QKDN resilience. Based on the models of protection and 

recovery identified in [ITU-T Y.3815], clauses 8 and 9 specify the requirements for protection and 

recovery to support resilience. 
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7 General requirements for QKDN resilience 

7.1 Requirements for quantum layer to support resilience 

Req_Qr 1 Additional QKD modules and links are recommended to be pre-set in advance to prevent 

the interruption of key supply caused by failures in working QKD modules and links. 

7.2 Requirements for key management layer to support resilience 

Req_KMr 1 A key manager (KM) is recommended to switch to the available key relay route allocated 

by control and management functions in case of failures of the working key relay route. 

7.3 Requirements for control layer to support resilience 

Req_Cr 1 A QKDN controller is recommended to provide resilience-oriented routing control of 

key relay. 

NOTE – In some cases, multiple key relay routes may be allocated for resilience. 

Req_Cr 2 A QKDN controller is recommended to provide resilience-oriented charging policy 

control. 

Req_Cr 3 A QKDN controller is recommended to provide resilience-oriented session control. 

Req_Cr 4 A QKDN controller is recommended to provide resilience information to a QKDN 

manager. 

7.4 Requirements for management layer to support resilience 

Req_Mr 1 A QKDN manager is recommended to provide resilience management to support: 

– collecting/receiving status information of resilience-oriented functional components; 

– management of resilience policies, and interactions with relevant functional components for 

resilience actions. 

8 Requirements of protection to support resilience 

Req_P 1 Protection QKD links are recommended to be pre-set for protection of key supply; 

Req_P 2 Protection QKD modules are recommended to be pre-set for protection of key supply; 

Req_P 3 A protection QKD module is recommended to support the same QKD protocol as the 

working QKD module; 

Req_P 4 A protection QKD link is recommended to provide equivalent QKD capability as the 

protected QKD link(s); 

Req_P 5 A protection QKD link is recommended to be deployed in separate optical fibre from the 

working QKD link; 

Req_P 6 A protection QKD module /link is recommended to be pre-configured to automatically 

switch over to the protection QKD module /link in case of failures of the working QKD module /link; 

Req_P 7 A KM is recommended to switch to the protection key relay route(s) for seamless key 

supply in case of failures of the working key relay route(s); 

Req_P 8 A protection key relay route is recommended to provide equivalent capability to that of 

the protected key relay route(s) for KSA-key delivery; 

Req_P 9 A QKDN controller is recommended to allocate protection key relay route to enable 

seamless key supply under failures; 
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Req_P 10 A QKDN controller is recommended to provide a QKDN manager with updated 

information on fault, configuration, accounting, performance, security (FCAPS) following a 

protection switch; 

Req_P 11 A QKDN manager is recommended to record the correspondence between working QKD 

modules/links/key relay routes, and their respective protection QKD modules/links/key relay routes; 

Req_P 12 A QKDN manager is recommended to establish and maintain protection-oriented 

network topology and resource information to support routing calculation for protection switching; 

Req_P 13 A QKDN manager is recommended to record logs for protection switching related events 

to support post-event analysis; 

Req_P 14 A QKDN is recommended to support coordinated protection switching that spans the 

quantum layer and the key management layer, and encompasses QKD modules, QKD links, and key 

relay routes. 

9 Requirements of recovery to support resilience 

Req_R 1 A KM is recommended to balance key supply rates between working and recovery key 

relay routes according to quality of service (QoS) considerations and security requirements of 

cryptographic applications; 

Req_R 2 A KM is recommended to ensure seamless key supply to cryptographic applications 

when switching key supply to a key relay route for recovery; 

Req_R 3 A QKDN controller is recommended to dynamically recalculate and establish key relay 

routes to recover interrupted key supply based on network conditions; 

Req_R 4 A QKDN controller can optionally enable multiple key relay routes for recovery of key 

supply; 

Req_R 5 A QKDN controller is recommended to recalculate the key relay route for recovery 

within the toleration time of the cryptographic application; 

Req_R 6 A QKDN manager is required to record recovery operations to update the status of key 

relay routes; 

Req_R 7 A QKDN manager is recommended to retain diagnostic information and records related 

to alarms for the purpose of analysing the root cause of key supply disruptions that trigger recovery 

mechanisms. 
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